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Keyl = @x5dcec31labla88ff66b69ef46d4abalaee814fe00ad342055c¢146533

Keyl3 = 0x9al3ea39f27a12000e083a860f1bd26e4al26e68965cc48bee3fallb
Key235 = 0x557ce6335808f3b812ce31c7230ddea9fb32bbaeaf8f0d4a540b4f05
Key145 = 0x7b33428ebl4edb54f2f4a3acaeablc2733ed4abbbebc68436177128eb
Key34 = 0x996e59a867c171397fc8342b5f9a61d90bda51403ff6326303cb865a
FlagKey12345= 0x306d34c5b6dda®f53c7a0f5a2ced596cfea5ech676169dd7d5931139
Key45=Key1~Key145

key12345=Key1~Key13~Key235~Key145~Key34~Key45

Flag=FlagKey12345~key12345

print hex(Flag)[2:-1].decode("hex")
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import gmpy2

e = 9104311840982855079677374551858598115118020610100513511756586560297872287847849444704878355757181398052
n = 1567490475585830139605132673517694799151104404114480784125905657970315336225098133520931196368355119772
#winner-attack®E#E

d= @x5baecf6f9f0albd295e9650b4a10b4a717db030223e803f8e964a18ab9bcfc0954a8f410cc00177ad9f6a0d581el12c6dfdO672
phi= 0x4d9b1012117ddad53727e6ce6599681f7275049e10057e06a66272a5c38418f6c1f259836af50469b66c560e7d6999ed7071
cc=16267540901004879123859424672087486188548628828063789528428674467464407443871599865993337555869530486241
a=1

b=(phi-1-n)

c=n

delat=pow(b,2)-4*a*c

ii=gmpy2.iroot(delat,2)

p=(ii[e]-b)/(2*a)

q=n//p

assert p*qg==n

NN=pow(p,2)*q

d=gmpy2.invert(NN,gmpy2.1lcm((p-1),(g-1)))

m=pow(cc,d,n)

print hex(m)[2:].decode("hex")
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import itertools
c="11828929393843419384927146411742936447699424147315766496987969693814568947439364729439273924772165282241
zimucodebook = {
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Zhuan1=[l..l, I._I, I.XI, I_.I, I__I, I-XI, IX.I, IX-I, IXXI]

revzimucodebook={}
for key, value in zimucodebook.items():
revzimucodebook[value] = key
for perm in itertools.permutations(range(9)):
ml=c
for i in range(9):
ml=ml.replace(str(i+1),zhuanl[perm[i]])
words = ml.split('x")
try:
mm="".join(revzimucodebook[word] for word in words)
if "flag" in mm:
print mm
break
except KeyError:
continue

3.Randomization 1, Randomization 2
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import gmpy2

N1 = 389573830229905951812919842231016962853053655719189056621093978169837233625748218658216363084761241627
N2 = 303668390381967550574109116494546194718900491649463376637217628240940969495870121174827705049910151195
N3 = 479345567729954913738228458501575007323911241436168052925595131821796030084134039909474313028792799656
E = 65537

C1 = 396708474546125804352894757436683688457291028695044217325853929491171136935487190613513217479209066321
C2 = 355006513750551550798931713354683491263062473879176656452255051848683497534660576981575518851351256702
C3 = 924835278307680480966328618545268895077532556525413716080960421925985654497130329688156219485942736928

g=gmpy2.gcd(N1,N2)

r=gmpy2.gcd(N2,N3)

p=gmpy2.gcd(N1,N3)

dl=gmpy2.invert(E, (p-1)*(q-1))

d2=gmpy2.invert(E, (r-1)*(q-1))

d3=gmpy2.invert(E, (p-1)*(r-1))

ml=pow(C1l,d1,N1)

m2=pow(C2,d2,N2)

m3=pow(C3,d3,N3)

print hex(ml)[2:].decode("hex")+ hex(m2)[2:].decode("hex")+ hex(m3)[2:].decode("hex")
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Random Padding Attack:
Theorem 4.5. Let (e, N) be a valid RSA public key with e = 3. Let my and

my be two plaintext messages satisfying ma = my +b. Given ¢y = m3 mod N,
co = (my +b)* mod N and the public key, if |b| < N'/9 then the plaintexts
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mq and mg can be computed in time polynomial in log(N).

Proof: Since m$ —¢; =0 (mod N) and (m;+b)* —e2 =0 (mod N), it follows
that

Resultant,,, (m% —cq,(my + b}3 — CQ)
= b+ (31 — 3e0)b® + (3¢ + 21eye0 + 363 + (¢ — 3)®  (mod N)
= 0 (mod N).

From this resultant computation, notice that the monic degree 9 polynomial
fn(x) € Zy[a], given by

fy(z) =2 + (3¢, — 3¢9)x® + (35‘]g + 2lejeq + 305)3}3 + (e1 — ¢3)> mod N,

Related Message Attacks:



Theorem 4.2. Let (e, N) be a valid RSA public key with e = 3. Let my and
mo be two plaintext messages satisfying ms = amy + b. Given a, b, ¢ =
mi mod N, e; = mj mod N, and the public key, both m; and my can be
compute in time polynomial in log(N).

Proof: Given ¢y, ¢, a, b and N, the plaintext m{ can be directly computed
since
b(eg + 2a%cy — b?) - my(3a®bm? + 3a2b*my + 3ab?)
mod N =

dN = )
{1(1’3:’2 — a.3(31 — 253:} 3{13'5??1% n 3(12527711 T 3{1.‘33 mo m

Once mq is known, we simply compute mo = amy +b. If the computation fails
(i.e., the denominator does not exists modulo N) then a factor of N is found
and the system is completely broken. Since all computations can be done in
time polynomial in log(/N), the result follows. 3
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1637410392895129134482113164442084150896962811565987075462399390609300053008010500411105934458085900198
E=3
C1 = 110524539798470366613834133888472781069399552085868942087632499354651575111511036068021885688092481936

C2 = 424068377350933679416828578921815505223462204275047549885441408869973397097853803036824713681681020026

PR.<x> = PolynomialRing(Zmod(N))
f = XM94(3*C1-3*%C2)*x 6+(3*C1 A 2+21*C1*C2+3*C222) *x 3+ (C1-C2) 3
x0 = f.small_roots(X=2"64, beta=0.2)[0]

b=x0
fenzi=b*(C2+2*C1-b"3)
fenmu=C2-C1+2*(b"3)
ml=(fenzi/fenmu)%N
m2=ml+b

print ml

print m2
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import gmpy2
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:1len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr)]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<128:
mingwen=chr(int(strl,16))+mingwen
else :

mingwen=" "+mingwen
i=i-2

print mingwen

ml=14260511615962734137955566543283201051454393321475854185075767758707804505903795674536414290826408429359
shuchu(hex(m1<<7))

6.Extremely Complex Challenge
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b=54575449882

p=404993569381

Xp=391109997465

yp=167359562362

xpinv=inverse_mod(xp,p)
a=(((yp)"2-(xp)"3-b)*inverse_mod(xp,p))%p
E=EllipticCurve(GF(p), [a,b])
Ep=E([391109997465, 167359562362])
Eq=E([209038982304, 168517698208])

dl = discrete_log(Eq, Ep, Ep.order(), operation="+")
print di
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