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-/Documen CTF# chmod u+x hitb-binlee.elf
-/Documents/CTF# ./hitb-binlee.elf
iM tHE dEFACTO 1EADER oF a mOVEMENT
SCREAMiING "HACK tHE pLANET" bACK iN 99
hACKTiviSM iN iTS pRiME gLOBALHELL hAD tHE .MiL rOOTED
aLPHABET sOUP aND tHEiR tROOPS iN tHE sUiTS kiD
kiCKiNG dOwWN dOORS aND sEiZiMNG mY eQUiPMENT
bLOCKiING alLL mY sSHiPMENTS siTTiNG oM tHEiR hiTLiST
ODAY rADiCAL eMPHATiC bEAT aDDiCT
aND tHAT sTAB hiT 1 eNVELOPE tHE gAME cALL mE rABBiT
hOP t0 hOP i rUN tHE iINTERNET eQUiVOCALLY
biTCH i bE hiT eM wiTH tHE bYTESTYLE sYMMETRY
diGi g diGiTAL gANGSTER rEPPiNG tilLL iM dEAD
sTEADY gREP aPACHE 10GS wHEMN iM 100KiNG TOR tHE TEDS
fAST fORWARD nOW tHE INTERNET aNONYMOUS
aND cAPTALINS oF tHE 1ULZBOAT rAiSE tHE mAST pROMLINENT
dOMiNANT hACKS - aNTiSEC oN tHAT nEW nEW
dROPPLING tABLES iN mYSQL LiKE iT wAS sOME pOO0 pOO
pOUND aNTiSEC - pOUNDiNG tHROUGH yOUR sSPEAKERS
pOUND aNTiSEC - pOUND iT t0 tHE bLEACHERS
pOUND aNTiSEC - iF yOURE siTTiNG bELOW dECK
iN tHE 1ULZBOAT sALUTE biTCH aMND sHOW sOME rESPECT
LULZSEC biTCH tHEY fOLD yA hACKED sONY
gO0T tHAT mD5 wE rOCKED yA mACARONi
c00K cOKE cRACK tHEN b0iL 1iKE a nOODLE
wHiLE hBGARY sTAY tOAST 1iKE a sTREUDEL
rOOTSHELL oM yA bOOTSTRAP - nOW wHOS tHAT?
bOTNET mJOiN aND dROP yOUR wHOLE c cLASS
SEE cLASS? iT 15 eViDENT wE TLOSSiNG
10N cANNON iN tHE pROC 1iST dDOSSiNG
LEAN bACK biTCH wE bE sENDiNG aN iMJECTiON
mAGiC qUOTES oFF jOIN tABLE iNTERSECTiON
pUT iT uP oN pASTEBiN iT wONT gET eRASED tHEN
20 miLLiON hiTS t0 yOUR dOME LliKE sOME cAVEMEN
aSK, chNN - yOU wANT a iNTERUiEW?
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IDA View—4 Hex View-1 A s
Address Length Type String
[5] .rodata:00000... 0000000F C 7 9%80s J\n
[s] .rodata:00000... 00000006 C KEY'
[s] .rodata:00000... 00000006 C 2602x
.rodata:00000... C OK YOU WIN. HERE'S YOUR FLAG:
[5] .rodata:00000... 00000005 C Swg.’
[s] .rodata:00000... 00000009 C L rmn~ul
[5] .rodata:00000... 00000024 C im the defacto leader of a movement
[s] .rodata:00000... 00000027 C screaming \"hack the planet\" back in 99
(5] .rodata:00000... 00000037 C hacktivism in its prime globalHell had the
= radata-nnnnn alatalalalakTal r alnhabhat crnim and thair tranne in the cnite
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b View—4 B [s] Strings window @ Hex view-1 (A]  Structures e
.rodata:000008008488AL3 db
.rodata:8800088008488A4, aTs1805Ts1 db ﬁmzsas $h . 8An,8
-rodata: 80000080084 80A53 aKey db "KEY: " .8
.rodata: 0000080084 80A5Y? adZ2x db 'Z82x ',A
.Fodata: 8000080808004 8BASF a0kYoulWin_HereS db "OK YOU WIN. HERE',27h,'S YOUR FLAG: ',q
.rodata: 0000080084 88AS5F
.rodata: 0080000004 80A7E unk_4B8BAYE db 69h ; i
.rodata: 0000080084 BBATF db BBEBh ;
.rodata: 00000080084 B0ARA db 12h
.rodata: 0000080084 80AB1 db 18h
.rodata: 0000080084 B0AB2 db 96h ;
.rodata: 0000080084 BBAR3 dbh 59h ; ¥
.rodata: 00000080084 B0ARY db 9Ch ;
.rodata: 00000800084 BBARBS dbh 53h ; 3
.rodata: 00000800084 B0ABG db ©BBh
.rodata: 0000080084 80ABT db 67h ;5 g
.rodata: 0000080084 B0ARE db 2Eh ; .
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nm -sFEHE{E E . objdump -t obj: it H bR SO RIS 5
~/Documents/CTF# nm hitb-binle®.elf | grep " T "
0000000000400a34 T fini
P000PPOOPR400600 T init
0000000000400a30 T _ libc cs
0000000000400920 T llbc cs
00P00EEA0O4006CcO T main
0000000000400890 T start
~/Documents/CTF# objdump -T hitb-binlee.elf | awk

u_fini
u_init
‘{print $1, $NF}'
hitb-binlee.elf: elf64-x86-64

DYMNAMIC TABLE:
0000000000000000

ctype toupper loc

0000000000000000

0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000  C

putchar

stack chk fail
libc start main
srand

on_start

prlntf chk
Ilccp
rand
type tolower loc
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[f] Functicns window O & X

Function name A

_init_proc
___ctype_toupper loc
7| putchar

| stack chk fail
__libc_start_ main
_srand

_time

___printf_chk

_sleep
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#| frame_dummy

__libc_csu_init

__libc_csu fini

_term_proc

__ctype _toupper loc@@GLIBC 2 3
putchar@@GLIBC 2 2 5

__stack chk faill@@GLIBC 2 4

_ libc_start main@@GLIBC 2 2 5
srand@@GLIBC 2 2 5
time@@GLIBC 2 2 5

__printf chk@@GLIBC 2 3 4
sleep@@GLIBC 2 2 5
rand@@GLIBC 2 2 5
__ctype_tolower_loc@@GLIBC 2 3
__ctype toupper loc
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.text:0000000080408087CC jnz loc_4BA719
.text:00000000004007D2 dec [rsp+198h+uvar_198]
-- |-text:00000000004007D6 jz short loc_LBB7ES
: .text:00000000004007D8
| .text:0000000A0B4B07D8 loc_ 4OA7DE: ; CODE XREF: main+5HTj
; .text:00000000004007D8 noy ebp, BDEFACEDh
| .text:00000000004007DD Xor ebx, ebx
: .text:000000008004007DF sub ebp, [rsp+198h+var_18C]
: .text:00000000604007E3 jmp loc_4BA719
| textAABBBAAABALABTES [
: .text:00000000004007E8
| .text:00000000004A07ES loc_40B7FES: ; CODE KREF: main+116fj
*° | _text:000AABAOAALAATES lea rbx, [rsp+198h+uar_188]
.text:00000000004807ED lea rbp, [rsp+i19Bh+var_164]
.text:00000000004007F2 nov esi, offset aKey ; “KEY:
.text:00000000004007F7 noy edi, 1
.text:00000000004007FC ®or eax, eax
.text:000000008048087FE call ___printf_chk
.text:00000000004008 83
text:0000000000400803 loc_L4O0BBB3: ; CODE XREF: main+15D}j
.text:00000000004008 03 nouvzx ed¥, byte ptr [rbx]
.text:00000000A0L40A3 A6 xor Pax, eax
.text:00000000004008 08 nov esi, offset a@2x ; "%e2x
.text:00000000004008 BD noy edi, 1
.text:0000000000400812 inc rbx
.text:00000000604008815 call ___printf_chk
.text:000000008048081A cmp rbx, rbp
.text:0000000000400881D jnz short loc_LBBB83
.text:000000000040081F nou edi, ©Ah ; C
.text:000000000040082, ®or ebx, ebx
.text:0000000000400826 call _putchar
.text:000000000040082B noy esi, offset aOkYouWin_ Here$S ; “O0K YOU WIH. HERE'S YOUR FLAG: **
.text:0000000000400830 noy edi, 1
.text:0000000000400835 ®or eax, eax
.text:00000000604008837 call ___printf_chk
.text:000000000040083C

HPEAEGDB _1a 47 I jump 21 AH S M ik A 7«

:~/Document

TF# gdb

--quiet

./hitb-binle®.elf

Reading symbols from ./hitb-binl@@.elf...(no debugging symbols found)...done.

Starting program:

b) run

/root/Documents/CTF/hitb-binlee.elf

e iM tHE dEFACTO 1EADER oF a mOVEMENT .
~C

Program received
oxeeee7ffff7at4z2

signal SIGINT, Interrupt.

"

all-template.5:84

Continuing at 0x4007e8.

KEY: 2b el @f 24 00 00 00 00 A1 00 PP PO 00 00 6O G0 A1 OO0 PP 0O OO0 PP 0O PP ed 6e 6d b2 60 00 0O 00 cB8 O7 40 0O
OK YOU WIN. HERE'S YOUR FLAG: +§ @[ ténm

*** gstack smashing detected ***: /root/Documents/CTF/hitb-binlee.elf terminated

S tation fault.
_64-linux-gnu/libgcc_s

Program received signal SIGSEGV,
Ix00007 7834874 in ?7 () from /lib/x

so.1

ATLVES], KEY LW ff i Hiok 7, 2 FLAGH:H #2 —HERLAS, 2853t i 3L stack smashing detected” 1]
RN IEIEAT 1. Bhid 2 B8 i Flag2 AT RER 1
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35| vza

= 281527;
36 v21 = time(BLL);
37| do
8| {
39 ull = BLL;
4a do
Y| {
42 uS = BLL;
43 uf = time{BLL);
Iy srand(233811181 - v21 + va);
45 Uy o= w22[uvil];
46 v22[u11] = rand() ~ u7;
47 ug = (&Funny)[8 = vil];
h8 while { v5 € strlen{vg) )
49 {
58 ue = uB[w:];
51 if ( (_BYTE)u? == 185 )
52 {
53 v24[(signed int)us] = 185;
54 3
5% else
56 {
57 if { ( DUORD)uS && uB[uS - 1] *= 32 )
t8 ulB =  ctype_toupper_loc();
50 else
6@ ulB =  ctype_tolower_loci);
61 v2h[{signed int)u5] = {=uiB)[uv?];
62 ¥
63 ++uh;
o4 ¥
65 v2h[{signed int)u5] =
1] ++uii;
67 __printf_chk{1LL, " §f%80s FHFFn", v2i);
1] sleep(iu);
69 ¥
7@ while { vii %= 36 };
71 --uza;
72 %
73| while { v20 );
T4 vid = v2z;
75| _ printf_chk{1LL, "KE¥: ", uviZ);
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:~/Documents/CTF# cat time.c
static int t = 6;

int sleep(int sec){
t 4+= sec:

1
J

int time(){
return t;

1
g

:~/Documents/CTF#

gecdw i Aso At (fpiczEids e ML E oo, R A bk, -sharedZ%ds e ML =) , FHiEd
LD_PRELOADYE iZelff£ 71z 17 B e 4k A B i sh 25 8 42 i time . so J - & 1E fan H B — AN SCHF & F, 7 DUE 2%
T flag:



_TF# gcc -fpic -shared -o time.so time.c
CTF# LD PRELOAD=./ti ./hitb-binlee.elf > result.txt
CTF# tail result.txt
LEAN bACK biTCH wE bE sSENDiNG aN iNJECTiON
mAGiC qUOTES oFF jOIN tABLE iNTERSECTiON
pUT iT uP oN pASTEBiIN iT wONT gET eRASED tHEN
20 miLLiON hiTS t0 yOUR dOME 1iKE sOME cAVEMEN
aSK cNN - yOU wANT a iNTERViEW?
sEND a pRIVMSG tO tHE niCKNAME sABU
oN iRC - mAN wE cONVENiNG
i tHiS sOME 99 tHROWBACK sHiT tHAT iM sCREAMiNG J
KEY: 19 8f 67 74 c9 68 e6 0c 6f 54 1a 43 af 7b 5f b3 5c 01 98 58 68 56 1la 5e 31 Oc 46 29 b8 a8 93 fc bf f9 70 5e
OK YOU WIN. HERE'S YOUR FLAG: p4ul_1z d34d_ 1z wh4t th3 r3cerd_sdys
:~/Documents /CTF#

n
d
4
"
4
n
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