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F] sub_140001430 .t E .rdata:0-- 0000000F C bad allecation

? sub_140001480 .t E .rdata:0- 00000012 C Unknown exception
? sub_1400014C0 .t E .rdata:0- 00000015 C bad array new length
7 sub_140001650 .t E Lrdatai0eos 00000010 [ string too long

£ sub_1400016E0 .t 57 . rdata: 0= 00000009 C bad cast

T sub_1400017C0 .t E .rdata:0-- 00000000 C wrong flag |

[f| suh_140001990 ot 0~ 000000LF G

(7| sub_1400015D0 .t || [l . rdata:o- C  chacking flag

[ F| sub_140001B40 ct [ [5] . rdata:0 00000007 € ool OF

7 sub_140001BAD ot 5] .rdata:0- 00000017  C RSB IEE
£ sub_140001ED0 .t ||[5)].rdata:0- oooooo0s  © GCTIL

? suh_140001DC0 .t E .rdata:Qe 00000005 C ctextddi

(7| ctd:: Lockit::” Lockit(vold) .t s . rdata: 0 00000009 o] . textimn

7 sub_140001DEC .t E Lrdatai0eos 00000000 C . textInndoo

Z __security check cookie -t E .rdata:0- 00000003 c . textdx

f| sub_140001E64 .t I's'| .rdata:0 00000009 C . textiyd

| j_j_free -t |[[5] .rdata:0~ 00000008 C .idata3s

? sub_140001E48 .t E Lrdata:Q- 000000QT c L 00cfg

|| sub_140001ED4 .t || [£] .rdata:o 00000003 C  .CRTSECA

? sub_140001F8C .t E Lrdata:0-- 00000004 c . CRTJECAL

£ sub_140001F9C .t |[[5].rdata:0- oooooo0®  C . CRT$CL

? sub_140001FES .t E Lrdata:0- 00000003 c .CRT$ECZ

F| start .t E Lrdata:0- 0000000S c LCRTHEIA

'] sub_140002148 .t || [5] .rdata:0 00000004 C  .CRTSEIAL

? sub_140002184 .t E Lrdata:0-- 00000004 c . CRTJEIAC

? suh_1400021D0 .t E .rdata:0-- 0000000% C LCRT$HIZ

? sub_14000225C .t E Lrdata:0- 00000003 c . CRT$EPL

? sub 1400022F 4 .t 's—’ crdatac: e 00000009 o CCRTHEPT

R RN 1% & sub_1400014C0

v12 = 15i64;
LOBYTE(Memory) = @;
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SUD_14¥WYL/LY(STa: 1COUT, (__1NnTtb4) nelLlo, enter your tlag please! );

(_QWORD *)std::basic_ostream<char,std::char_traits<char>>»::operator<<(vl, sub_140001990);
sub_1480017C0(v2, (_ inte4)"> ");

sub_1400@1BD@(std::cin, & );

sub_1400017C@(std: :cout, (__int64)"checking flag ");

sub_140001290(200i64) ;

if ( 1= 22 )
LABEL_13:
sub_146001480(); // Wrong flag!
= (void **) H i
do J/ Memory 2IEA1AIE A
{

= & ;
if (V2 >= 0x10 )
if ¢ (%((_BYTE *)v5 + v@) ™ (unsigned _ int8)sub_140001430()) != asc_140003480[v0] )// Fifi A BTHiEE S8 asc_140003480
goto LABEL_13;

++v0;

¥
while ( < 22 );

= (_QWORD *)std::basic_ostream<char,std::char_traits<char>>::operator<<(std::cout, sub_14000199@);

= sub_1400017C0(v6, (  int64)&unk_140003470):
std::basic_ostream<char,std::char traits<char>>::operator<<(v/, sub_140001990);// v7iX#FoMiEETHE RN, BREETH LW
if ( >= @x10 )

if ((v3 + 1 >= 9x1000 )

SYEQa - 1);
ned _int6d){(char *) - (char *) - 8) > Ox1F )
parameter_noinfo_noreturn();

00140003480 asc_140003480 db 'THEMEIRIFESEEIEE" e
PR R, AW S

int main()

11 memory [ 30]
ve = 0xOFF;




ttinclude

using namespace std;

int main()

{

char memory[30]
int vé OXOFF;
char asc_[23]

for (int i 0; i
{

memory[i]

}
printf(

23; i++)
asc_[i]

(v6--);

, memory);

Day 2 pypy
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e LS wp Al dis—python 7= 5 i ¥
TG TR
© LOAD_GLOBAL 0 (
2 LOAD_CONST

4 CALL_FUNCTION
STORE_FAST

LOAD_GLOBAL
LOAD_FAST
LOAD_CONST
LOAD_CONST
BUILD_SLICE
BINARY_SUBSCR
CALL_FUNCTION
STORE_FAST

LOAD_GLOBAL
LOAD_FAST
CALL_FUNCTION
STORE_FAST

LOAD_GLOBAL
LOAD_FAST
LOAD_CONST
BINARY_FLOOR_DIVIDE

CALL_FUNCTION
GET_ITER
FOR_ITER
STORE_FAST

LOAD_FAST
LOAD_CONST
LOAD_FAST
BINARY_MULTIPLY
LOAD_CONST
BINARY_ADD

BHKE

(raw_flag)

( )

(raw_flag)

(6)

(=)
Wraw_flaglf 7S 2 EIECEE —r
BT LAt 5 B _Ehgame{} 4 & flag

(cipher)

(1len)
(cipher)
length (cipher)

(length)

( )
(length)

(2)

(to 100)
(1)

1 (cipher)

(2)

3 (i)

(1)



https://docs.python.org/zh-cn/3/library/dis.html

LOAD_FAST 1 (cipher)
LOAD_CONST (2)
LOAD_FAST 3 (i)
BINARY_MULTIPLY
BINARY_SUBSCR
ROT_TWO
LOAD_FAST
LOAD_CONST (2)
LOAD_FAST 3 (i)
BINARY_MULTIPLY
STORE_SUBSCR
LOAD_FAST
LOAD_CONST (2)
LOAD_FAST 3 (i)
BINARY_MULTIPLY

LOAD_CONST (1)
BINARY_ADD

STORE_SUBSCR

JUMP_ABSOLUTE

1 (cipher)

(cipher)

BUILD_LIST
STORE_FAST

LOAD_GLOBAL ( )
LOAD_FAST (length)
CALL_FUNCTION

GET_ITER

FOR_ITER (to 140)
STORE_FAST (1)

LOAD_FAST (res)
LOAD_METHOD (append)
LOAD_GLOBAL ¢ )
LOAD_FAST (cipher)
LOAD_FAST (i)
BINARY_SUBSCR

CALL_FUNCTION

LOAD_FAST

BINARY_XOR

CALL_METHOD

POP_TOP

JUMP_ABSOLUTE

LOAD_GLOBAL
LOAD_FAST
CALL_FUNCTION
LOAD_METHOD
CALL_METHOD
STORE_FAST

LOAD_GLOBAL
LOAD_CONST
LOAD_FAST
BINARY_ADD
CALL_FUNCTION
POP_TOP
LOAD_CONST
RETURN_VALUE

cipher[2i]

X Bt 2x, y=y, X
L7 cipher[2i+1]Mlcipher[2i]

res.append ( (cipher[i])~1)

ftres B 4R % i1 633 il
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#include

using namespace std;

int main()

{

int cipher[28] { 0x30,0x46,0x66,0x33,0x34,0x6T,0x59,0x21,0x3b,0x41,0x39,0x79,0x45,0x20,
Ox57,0x2b,0x45,0x51,0x4d,0x61,0x58,0x31,0x51,0%x57,0%x66,0%x38,0%x64,0%x3a };

int raw_flag[20] = { };
char flagl[28] {};

for (int i 0; i 28; i++)
{

flagl[i] char(cipher[i]
}
for (int i 0; i 17; i++)
{

swap(flagl[2 i], flagl[2

)i
for (int i 0; i 28; i++)
{

printf( , flagl[i]);
)i

return 0;
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nt8)v8 * (unsigned __int8)v7) & 3)) ~ v5)

do
-= 1640531527;
=6 > 25 // E{EH-1648531527HThex
[/ -1640531527=2%2147483647-1640531527=2654435769
| // hex(2654435769)=0x%e3779b9
if (a2 ==1)
{
= 0;
}
else
{
= OLL;
do
{
= al[v8]
£ ((((v5 >> 5) A4 % al[vs + 1]) + (16 * v5 ~ (al[vE + 1] >> 3))) ~ ((*(_DWORD *)(
+ 4LL
* unsigned _ i o
+ (al[vs + 1] ~ v6)));
[vees] = v5;
} 1/ (((z355%y<<2) + (y>>37z<<4)) ~ ((sum™y) + (key[(p&3)~e] ~ z)))#EAEEHIxxteall®s
while ( I= (unsigned int)( - 2) + 1LL );
= - 1;
¥
=16 * A (*al x> 3);
+ (CCF(_DWORD *)(v3 + ALL * ((v9 " (unsigned _ int8)v7) & 3)) " v5) + (¥al ~ v6)) * ((4 * *al * (v5 >> 5))
+ s
) ;
while ¢ I= 1648531527 * (52 / 22) - 1253254578 );
return ;

FHCdword 5020 H 1t i 4h5 % e ki 1 633 il

B Microsoft Visual Studio idi#isss




void hex()

{
L

uint32_t v[]

202,
230,
220,
10,
229,
10,
92,
69,
137,
150,
23,
253,
173,

89,
84,
153,
85,
27,
19,

150,

1,
27,

CER
45,
237,
150,
23,
66,
152,
23,
137,
181,
148,
232,
74,

{ 35, 179,

197,
61,
216,
244,
174,
172,
61,
34,

84,

124,

86,

38,

35,

81,

91,

227,

150,
3,
112,
111,
103,
103,
92,
82,

78, 231,

116,
157,
173,
156,
194,
190,

45,
227,

31,
124,
170,

13,
249,

38,
138,
253,
92,
165,
132,
218,
92,
209,
182,
161,
195,
6,

54,
128,
156,

51,
76,

40, 167,
231,
195,
106,
208,

82,
199,
251,
225,
115,
228,

47,
220,
146,

183,

226,

111,

for (int i ; i ; i++)

{
printf( )

for (int j i 4
if (v[3j] 16)
{

1;

printf( >, VI

}
else printf(

)§

>, VI
printf(

XY, EARM AN RS, BT, 2, 3, 4
1;
2;
3;
wO = 4-1

sub_11AA(=a1, a2, a3);
_ printf_chk(1LL, "Please input: "};
__is0c99_scanf("%35s", via);

if ( (unsigned int)strlen(vi@) != 35 )

{
puts{"wrong length!");
exit(@);

}

v3 = malloc(@x8Cull);

vi = @LL;

do

{
vi[vd] = vie[v4a];
+vd;

¥

while ( v4 != 35 );
sub_1447(v3, 35, (_ int64)&ve);

X A A F R RT




using namespace std;

uint32_t v3[] { Oxe74eb323, 0xb7a72836, Ox59cabfe2, Ox967cc5cl, Oxe7802674,
©x3d2d54e6, Ox8a9d0356,0x99dcc39c, 0x7026d8ed, Ox6a33fdad, Oxf496550a, Ox5c9c6f9e,

, Ox6723ael7, 0x5270a5c2, ©xac42130a,

, ©x705cc779, 0x5c513d98, ©Oxfb36da2d, ©x22179645, ©x5ce3529d, ©xd1l89elfb,
0x73c8d11f,

, 0xb67cb490, 0Ox2117ed4ca, 0x9de3f994, ©x2f5aalaa, ©xa7e801fd, Oxc30deeab,

, 0x3453b04a, ©0x92a406f9, };

void btea(uint32_t* v, int n, uint32_t const key[4])

{

uint32_t y, z, sum;
unsigned p, rounds, e;
if (n > 1)
{
rounds 3;
sum 0,
z v[n 1];
do
{
DELTA;
e (sum 2)
for (p =0; p
{
y = v[p + 1];
z vip] MX;
)i
y = v[e];
z v[n 1] MX;

} while (--rounds);

)i
else if (n 1)
{
n n;
rounds 6 52 n;

sum rounds DELTA;
y = v[e];

vip - 1];
y = v[p] MX;;
)i
z v[n 1];
y = v[e] MX;
sum DELTA;
} while (--rounds);




uint32_t const k[4] T2 SN

int n 35;

btea(v3, -n, k);
for (int i 0; i 35; i++)
{

printf( , V3[i]);

return 0;

B3 Microsoft Visual Studio EiE#EEIS
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Raw | Headers | Hex Raw | Headers | Hex

Pretty n Actions % Jf%  Render n Actions v
2 Date: Sun, 07 Feb 2021 01:59:43 GMT

Y

oy el [ Tsear

T

GET J HTTE/1.1

Host: hitchhikerd2.0727.site:42420

Upgrade-Insecure-Requests: L

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wind; x£4) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml; o0, 9, image/avif, inage/webp, inage/apng, */*; o
pplication/signed-exchange ;v=h3;q=0.0

Accept-Encoding: gzip, deflate

Accept-Languags: zh-CH, zh;q=0.9

Connsction: close

BEME

Hex

ey Lellsld

Server: Apache/2.4.20 (Ubuntu)
Content-Length: 1005

Connection: close

Content-Type: text/html; charset=UTF-8

<html>

<head>
<link href="//maxcdn.bootstrapedn.con/bootstrap/4.L. 1/ css/bootstrap.min.css” rel="stylesh

<script sre="//cdnjs.cloudflare.com/ajax/libs/qcquery/3.2. L/ dquery.min. 35"
</script>
<title>
Don't Panic!
</title>

page-wrap d-flex flex-row align-items-center”s

ontainer”>
ow justify-content-center">
"col-md-12 text-center">
<span class="display-1 d-block">404</span>
<div class="mb—-4 l=zad">
O00000000000000000000000000000000000
<fdiv>
<a href="HitchhikerGuides.php" class
</div>
</div>
</div>
</div>
</body>
</html>

[«

<div class

"btn btn-Llink">0000000</a>

BET

Search

Raw | Headers | Hex

n Actions

GET /HitchhikerGuide.php ETTP/L.1

2 Host: hitchhiker42.0727.site:42420

: Upgrade-Insecurs-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x£4) AppleWebKit/537.36 (KHIML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36

5 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image /mebp, image/apng, */*; q

pplication/signed-exchange;v=b3,;¢=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;q=0.9
close

Y

2 Connection:

T

Actions

405 Not Allowed

BRI TR AR

nder n

Pretty [R5 WA

nginx/1.14.0 (Ubuntu)




GETA4T. - BUKRPOST. . . ZJa SRR EI R ZHELE
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Raw | Headers | Hex Raw | Headers | Hex

Pretty n Actions Pretty [Eis B&

1 poST /HitchhikerGuide.php BTTP/L.1

2 Host: hitchhikerd2.0727.site:42420
Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinEd; x£4] AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36

S Accept:
text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, imags/webp, image/apng, */*;
pplication/signed-exchangs;v=h3; 0.9

¢ Accept-Encoding: gzip, deflate

7 hecept-Language: zh-CN, zh;c=0.9

n Actions ¥

T

REEE"FIRIEEERS |22 (Infinite Improbabiliry Drive) 7SR E ~

2 Connection: close

hnReferersk

® LA

Hex Raw | Headers | Hex

n Actions ¥ Pretty JRS% n Actions

1 POST /HitchhikerGuide.php HTTE/L. L 'y
Kost: hitchhikerd2.0727.site:42420 {FEmENE? INEEsIEK: (REMMENCardinalid S
i Upgrade-Insscurs-Requests: 1

4 User-Agent: Infinite Improhability Drive

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng, */*;q

pplication/signed-sxchangs;v=b3;=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CH, zh; 0.9

¢ Connection: close

1@

JnA~XFF:127.0.0.1

Raw | Headers | Hex Raw | Headers | Hex

n Actions Pretty R4 - n Actions W

1 POST /HitchhikerGuide.php HTTE/L.1
> Host: hitchhikerd2.0727.site:42420 flag{UgEBIH TibiTRFRE
5 Upgrade-Insecure-Requests: 1

4 User-Agent: Infinite Improbability Drive

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image /webp, image/apng, */*; q
pplication/signed-exchangs;v=h3;q=0.9

Accept—Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

¢ Connection: close

@ Referer: https://cardinal.ink/

>

@

Raw | Params | Headers | Hex Raw | Headers | Hex

n Actions Pretty JFi& n Actions

1 POST /HitchhikerGuide.php HTTR/L.1
2 Host: hitchhikerd2.0727.site:42420
Upgrade-Insecurs-Requests: 1

User-Agent: Infinite Improhability Drive

S Accept:

text/html, application/xhtml+xml, application/xml; g=0.9, image/avif, image/webp, image/apng, * /* ; q
pplication/signed-exchangs;v=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;oq=0.9

Z Connection: close

¢ Referer: https://cardinal.ink/

10 ¥-forwarded-for:127.0.0.1

11 kontent-Length: 2

T

hgame{s3Cret_0f HitCHhiking_in_the GAl@xy_15_dOnT_p{@mec!}

@
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Transformer[SOLVED] o

FrEAHCHETES EEZHIlERE 5T EREEN TSRS ITTEES NS HEREEEE ESARGNSH RESSE BEESH L RIS TR MER T R8BS tE 2 TEEESIETE M, BLUFHESEFEEs 5
HERERE RN PSSR BEEE LR TP ER NN A S E B MER bR SNEE S8R MH$md5:0340142700c8f63546368fa 14fd6fb24

Challe http: game2021.vidar.club/Transformer.zip

A H I H mdSAEAN A A A, T EmdSWANGFAR, Jetxt

| Transformer.txt - i2=82 - O et
| 3P wE(E) BU(0) =5(V) RHEIH)
kkranc uayfi kfieh 2003, ogh xpkkranc fk "qypth{hp5d sOn szi*3ic&gh11a }",Dai'o sa

G FEREIA TS, BN, cAnqypyh=hgamen] DL $2)
i 555 RR) St e

° . EESLmNREIERTT
qUIqu Upbeta3

quipqiup is 3 fast and automated cryptogram solver by Eduwin Olson, It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which word boundaries are preserved) and patristocrats (inwhi chwor dboun
darie saren 1)

Puzzle:
Tab ufso nnfcrh eaikanh kkoht qok aind zkhc xpkkranc uapfi kiieh 2003, ogh zpkkranc £k "arpth{boSd sin_sri 3ickghila }”.Dal’o sawho o2 pec ogh dhpn po och hic.

Clues: For example G=R QVW=THE
avpth-heane Solve .

<«

Ads by Google

Stop seeing this

hy this ad? [

lly selected statistics mode; you can override by using the drop down menu next to the solve button.

0 2437 Mhe 1ift bridge console system has enly used password login since 2003, the passvord is “hgame{eafy_f0r_fun 3ndthello_}, Ton't forget to add the year at the end

| -3.320 Mhe muct brudge foisone system kas oiny zsed password nogui suife 2003, the password us “hgame{eafy clr_cri'didthello_}”, Toi't corget to add the year at the eid
2 ~3.442 Mhe 1ift dringe bousole system has ouly ksen passcom logiu siube 2003, the passcorn is “heame{eafy £0r_fku 3unthello_}”, T + forget to ann the year at the eun.
3 ~3.413 Mhe luft drmge koisole system has oily psen wasshom logui suike 2003 the wasshorn us "hgame {eafy_f0r_tpi 3inthello_}”, Yoi't forget to ann the year at the ein
4 ~3.448 Mhe luft drnge koisole system has eily vsen passbom logui suike 2003, the passborn us “heame{eaSy £0r fvi'Zinthello }”, Toi't forget to an the year at the ein

lbe bift drines volsobe system has olby usen passcom bogil silve 2003 ths passcorn is “hzame{eaby fOr_ful ‘3lnthello_} ", Tol't forget to ann the year at the eln. 5 1%
t oK

5 -3.47

6 3470 Mhe dikt fringe volsode system has oldy usen passcom dogil silve 2003, the passcorn is “hgame{eafy_kir_kul 3Inthello_}”, Tol't korget to ann the year at the eln

TR B RJEMFED . - 72003, o AT o kFTo .
R —I. o k12021, o o K



https://quipqiup.com/

F 1 & [SOLVED]

hint: flagti&zlahgamelox} (EF)
REGF, BUEA, REFAEME, (FRELINE, E518) |

50
50

FITFCAE, BERERAY, $RANEL M — T

HI5/EASCIY, VSH— Nt —Hibase64 (55545 EIRWIE)

VmlnZW51emUtTGlraTp9Vmt tdkpi ITFYdEF4Z5FocE0xe00r0XhxenJUTV90an jUnc0eA==

iy

BE | E gE O EEERL e R

o e I Ol

Vigenere-Liki:} VkmvJb!1XtAxe thpM1 (M+9xqzrTM Nj cReg4x

PR e WY, #HHLIKI. o .
}KeenYt! MINIPpulzeE1{C+9pfrhLB_Fz~uGy4n

WG AL T, NI ERAE:

M= 6 : M1Ch~K1z+LucNe9BGCclEp_ynP1fF4Yp{rzntu

rot13: H!Pu~X1m+YhpAr9OTpyRc_laC1sS4Lc{emagh

reverse: hgame{cL4Ss1Cal_cRypTO9rAphY+m1X~uP!!}
Clp A, PSR SE . o )

MISC



Base£Z#E[SOLVED]

FERERIEZIn, BaseTRERER 1. fRIAMRIITEETEFATRER 714, (FAIERIIERTAE?
R1kORETOWIdHRTNFSUSSVkc1QKRLTIpXR1VaVENOUIRHTVIETVICVOdVMIVNTIpVRMZRELSUIVIQTIETO1aVUdSQORHTVpWSVIaVEVNWIFHTYpEROTKWEIRPTOSPTO9

HAF/, base64, base32, basel16—idif

vel

AT

TR EEe AT ASOLVED]

MR, ZE RIRIXIE U A

4 VKB, IR BZEE RS, binwalk /)

RN S0, PonE i\ AT, BB

SN

=i

=

T |4 99C4Bzip - ZIP FRESTH, BEEA/INN 940 T

o o
wmn o &R
EFR
8 plain.zip *

NO PASSWOR...

kR

*h o EEEAR HE

IR
823 835 36048 ZIP 304
17 129 STARSTRS

s

2

C:\Users\PENGZI~1\AppData\Local\Temp\Rar$DIb2728...\plain.zip|
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