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Why encryption based on XOR and Rotation is easy to break?
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#!/usr/bin/env python3
# -*- coding: utf-8 -*-
import os, binascii

from secret import flag

def rotL(x, nbits, lbits):
mask = 2**nbits - 1
return (x << lbits%nbits) & mask | ( (x & mask) >> (-1lbits % nbits) )

def rotR(x, nbits, rbits):
return rotL(x, nbits, -rbits%nbits)

def keySchedule(masterkey):
roundKeys = [ ( rotR(masterkey, 64, 16*i) % 2**16 ) for i in range(12) ]
return roundKeys

def f(x, roundkey):
return rotL(x, 16, 7) ” rotL(x, 16, 2) ” roundkey

def ToyCipher(block, mode='enc'):

Feistel networks
roundKeys_ = ROUNDKEYS

if mode == 'dec':

roundKeys_ = roundKeys_[::-1]

L, R = (block >> 16), (block % 2**16)
for i in range(12):

R =R

R =1 2~ F( R roiundKkevc Ti1 )\


https://blog.csdn.net/wh201906
https://blog.csdn.net/wh201906/category_9683922.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/wh201906/article/details/104321705
https://blog.csdn.net/wh201906/category_9683922.html

v e PN My s vunivney o | a g g

return (R << 16) | L

def pad(data, blocksize):
pad_len = blocksize - (len(data) % blocksize)
return data + bytes( [pad_len] * pad_len )

def unpad(data, blocksize):
pad_len = data[-1]
_data = data[:-pad_len]
assert pad(_data, blocksize)==data, "Invalid padding."
return _data

def encrypt(plaintext):
"'""ECB mode' "'
plaintext = pad(plaintext, BLOCKSIZE)
ciphertext = b""
for i in range( len(plaintext) // BLOCKSIZE ):
block = plaintext[i*BLOCKSIZE: (i+1)*BLOCKSIZE]
block = int.from_bytes(block, byteorder='big")
E_block = ToyCipher(block)
ciphertext += E_block.to_bytes(BLOCKSIZE, byteorder='big')
return ciphertext

def decrypt(ciphertext):
'"'"'ECB mode'"'
plaintext = b""'
for i in range( len(ciphertext) // BLOCKSIZE ):
block = ciphertext[i*BLOCKSIZE: (i+1)*BLOCKSIZE]
block = int.from_bytes(block, byteorder='big")
D_block = ToyCipher(block, 'dec")
plaintext += D_block.to_bytes(BLOCKSIZE, byteorder='big')
plaintext = unpad(plaintext, BLOCKSIZE)
return plaintext

masterkey

os.urandom(8)

masterkey = int.from_bytes(masterkey, byteorder='big")
ROUNDKEYS
BLOCKSIZE

keySchedule(masterkey)
4

cipher = encrypt(b'just a test')

print(cipher)
print(decrypt(cipher))
print(encrypt(flag))

# b'\x91a\xblo\xed_\xb2\x8c\x00\x1b\xdfp"'

# b'just a test'

# b'\xe6\xf9\xda\xfO\xel8\xbc\xb4[\xfb\xbe\xd1l\xfe\xa2\t\x8d\xdft:\xee\x1f\x1d\xe2q\xe5\x92/$#DL\x00\x1dD5@\x01W
?17CQ\xc16V\xbo\x14q)\xaa2"'
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https://crypto.stackexchange.com/questions/6045/how-to-break-an-arbitrary-xor-and-rotation-based-encryption#comment10573_6045
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from copy import deepcopy

def rotL(x, lbits):
return x[1lbits:] + x[:1bits]

roundkeys = []
for i in range(12):
rndkey = []
for j in range(16):
out = 'k{k_index}_{k_bit}'.format(k_index=i, k_bit=j)
rndkey.append(out)
roundkeys.append(rndkey)

block = []
for i in range(32):
b =[]

b.append(i)
block.append(b)

L, R = block[:16], block[16:]
for i in range(12):
_R = deepcopy(R)

currkey = deepcopy(roundkeys[i])

tmp = sum(R, [])

rtl2 = rotL(tmp, 2)

rtl7 = rotL(tmp, 7)

for j in range(16):
L[j].append(currkey[j])
L[31.append(rtl2[j])
L[j]1.append(rtl7[j])

= deepcopy(L)

deepcopy(_R)
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for i in range(16):
for j in R[i]:
times = R[1i].count(j)
if times % 2 == 0:
for k in range(times):
R[i].remove(j)
else:
for k in range(times - 1):
R[i].remove(j)
print(R[i])
for i in range(16):
for j in L[i]:
times = L[i].count(3j)
if times % 2 ==
for k in range(times):
L[i].remove(])
else:
for k in range(times - 1):
L[i].remove(])
print(L[i])
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M[@]=C[a]~C[b]*. .. ~K[c]*K[d]~. ..
M[1]=C[e]~C[f]*. .. K[g]"K[h]~...
M[2]=C[i]C[F]7. . . ~K[K]~K[1]~. ..
M[...]=...
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M[@]=midC_e"midK_o
M[1]=midC_1"midK_1
M[2]=midC_2"midK_2
ML...]=...
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return rotL(x, 16, 7) ” rotL(x, 16, 2) ” roundkey

BN

return rotL(x, 16, 7) ” rotL(x, 16, 2)
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midCl = encrypt(C[:4])
midC1l = int.from_bytes(midCl, 'big')
print(bin(midC1))

midC2=encrypt(C[4:8])
midC2 = int.from_bytes(midC2, 'big')

print(bin(midC2))
=2
midCl = 0b1000000100100011010011011011110

midC2 = 0b0001010100001011111010111011110

5 midC1 A midC2 = 1242845952
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b'\xe6\xf9\xda\xf0\xel8\xbc\xba[\xfb\xbe\xd1l\xfe\xa2\t\x8d\xdft:\xee\x1f\x1d\xe2q\xe5\x92/$#DL\x00\x1dD5@\xO1W? !
7CQ\xc16V\xbo\x14q)\xaa2'
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