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Crypto - Exchange
H :

Our admin hijacked a secret channel and it looks like there are two teams doing some unspeakable transactions.
nc 47.98.192.231 25258
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root@tesla:~# nc 47.98.192.231 25258

sha256 (XXXX+xAkaaFN1enC5UQml) == al96d23933aaa95a960505f51boObbb80e4d5e171c650ee77e5F690dbodad9f9d
Give me XXXX: hhA9

Bob: Hi Alice, I got the second half of the flag.

Alice: Really? I happen to have the first half of the flag.

Bob: So let's exchange flags, :-)

Alice: Ok,

Alice: Ah, wait, maybe this channel is not secure,

Alice: Let's do Key Exchange first.

o koskokosk ok ok k ok k ok 3k >k 3k >k ok 3k >k %k %k k
[INFO] : STEP.1

[INFO] : Alice and Bob publicly agree to use a modulus “p° and base “g°

Alice: p = 15355689228302638107794080400839486113151574198965882167917541684969851758757593898150445443277393656
8307359774473745489589317350169237690857181940569391633955685290014611082866737102235415668265604660796650340393
980508711731525896209747614702453521502602117643570282460093254535065811953844942144919365256521

Alice: g = 12533226630211123267480634698107636517645717206048415151467364959257674379888339001890561804433849050
919145849131053263972695583418788336181686631504927023

[INFO] 9 3k 3k 3k >k 3k 5k >k >k k ok STEP.2 3k 3k 3k >k 3k 5k %k 3k k ok
[INFO] : Alice generates her private key “a’ which is a random number from the set {2, 3, ... p-2}.

[INFO] : Bob does exactly the same: he compute his private key "b" which is taken randomly from the same set of
integers.
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[INFO] : Now, Alice computes her public key A" which is simply “g° raises to the “a’s power modulo "p°, a.k.a,

A = pow(g, a, p) .
[INFO] : Bob does the same: Bob computes the "B = pow(g, b, p)°

o Skokokokokokokokok sk 3k 3k 3k >k %k >k 3k 3k ok k
[INFO] : STEP.3

[INFO] : Alice and Bob exchange their public key.

[WARNING] : You intercepted Alice's message, which is

[WARNING] : A = 706475118629741676057181269330195341998995537813607425265729582411293548387589806502690800311713
8641338315836461348474051252929399423120186795645956190435499788156130101697925071764086182680050093223119778291
8763790608092952036935588386452098820212616532542944466948129452067049514243474150423655883359222625

[WARNING] : Do you want to modify this message? (yes/no)

> no

Alice: A = 70647511862974167605718126933019534199899553781360742526572958241129354838758980650269080031171386413
3831583646134847405125292939942312018679564595619043549978815613010169792507176408618268005009322311977829187637
90608092952036935588386452098820212616532542944466948129452067049514243474150423655883359222625

[WARNING] : Again, you intercepted Bob's message, which is

[WARNING] : B = 550852498751127238569250711436854048550373572026931252676279478727174791502269736445821453738655
5453200635468341157114126561288998847697935504479025455406860059600269360503605276391541812195158293280901192522
3738451952524155809034538713880059778382169632171663072947110450799562961709324788795954190769715233

[WARNING] : Do you want to modify this message? (yes/no)

> no

Bob: B = 5508524987511272385692507114368540485503735720269312526762794787271747915022697364458214537386555453200
6354683411571141265612889988476979355044790254554068600596002693605036052763915418121951582932809011925223738451
952524155809034538713880059778382169632171663072947110450799562961709324788795954190769715233

[INFO] o 3k 3k 3k >k 3k 5k %k %k k k STEP.4 3k 3k %k >k 3k 5k %k %k %k k

[INFO] : Alice takes public key of Bob ('B'), raises to, again, to the “a’s power modulo “p°, the she gets the s
ecret value “S_a = pow(B, a, p) .

[INFO] : Bob also gets the secret value “S_b = pow(A, b, p) .
[INFO] : Right now, they have done the key exchange.

[WARNING] : hint: does Alice and Bob share the same key?

Alice: Now, we have securely shared the secret value.
Bob: Right, let's exchange the encrypted flag!

[INFO] : For the encryption, Alice compute "C_a = (m * S_a) % p°
[INFO] : Bob does the same, “C_b = (m * S_b) % p°

[WARNING] : Bob is trying to send a message to Alice,

[WARNING] : C_b = 1109133416037201647968918152105742243500211532669033208432230680590011219675707336917963245250
2094785906639422350854888191815074216368455818691383364061826587141528725929442688841090153110271122789180372616
5091368041974003571462338237395576033657204061415069107115364368082057002132107630185756527268217377247
[WARNING] : Do you want to modify this message? (yes/no)

> no

Alice: Great, I get the flag.

Alice: C_a = 124986611840107028357373332961427876017685009748795981788067670242988099919086562972017332366455079
2942111321318124130226281179525563567168583748928048761915095401892418405382431595376883618790320016767348369179
46408430037028348731342744428672358594885114018261862941151688600653201876316592113600143479932888

Happy cooperation. :)
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Ca=m%p*Sa%p
=m%p*Sa
=m%p*B"a%p
=m*B”a%p
=m*g~b%p~akp
=m*g~b”a%p
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[WARNING] : Select a decimal number
> 1

Invalid A

Rua!!!
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[WARNING] : Bob is trying to send a message to Alice,
[WARNING] : C_b = 4328638271619280595085272697247544492929485359891054205

AT LR BLIX XA EIC_bKEHE/NTIEHC biIKE. M HAd ZRER, C_bi i ki &
4328638271619280595085272697247544492929485359891054205 (b AMED) , M HC_bEKE (bNHEHD , KERIK
C_ b F-16Fpiisist (Hgmpy.invert()sk) Fip, T LI15 3
4328638271619280595085272697247544492929485359891054205, it AN A ) J B N A% A2 IR 1

B EpythonHiz T
print((4328638271619280595085272697247544492929485359891054205) .to_bytes (50, 'big'))
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[WARNING] : Bob is trying to send a message to Alice,

[WARNING] : C_b = 4048405751421857241560152974898835244757348870105111197871597442110966161420381162855341790057
0734689394514518960126352459248262398663489038928626299439015099616683819906237575672079407115365648493033284422
191391521849393401890002769018804186035186954501411955032326315075837266787650114023412030957491696992

[WARNING] : Do you want to modify this message? (yes/no)

> yes

[WARNING] : Select a decimal number

> 4328638271619280595085272697247544492929485359891054205

Alice: Great, I get the flag.

Alice: C_a = 9999900281003353773808009517307254317640165173345730638

[INFO] : Alice is offline

Bob: Damn it! She lied on me...
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print((9999900281003353773808009517307254317640165173345730638) .to_bytes(50, 'big'))
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import string, sys, re

from socket import socket

from telnetlib import Telnet

from hashlib import sha256

from multiprocessing import Pool, Pipe
from time import sleep

table = (string.ascii_letters + string.digits).encode()
prefix = [string.ascii_lowercase.encode()[0:13],string.ascii_lowercase.encode()[13:26],string.ascii_uppercase.en
code()[0:13], string.ascii_uppercase.encode()[13:26],string.digits.encode()]

def task(pipe,index, c, part):
print('task',index,"is running")
for i in prefix[index]:
for j in table:
for k in table:
for 1 in table:
raw = i.to_bytes(1, 'big')
raw += j.to_bytes(1, 'big')
raw += k.to_bytes(1, 'big')
raw += l.to_bytes(1, 'big')
raw += part
if sha256(raw).hexdigest().encode() == c:
pipe.send(raw.decode()[:4].encode())

sock = socket()
sock.connect(("47.98.192.231", 25258))
text = sock.recv(1024).decode()
sleep(0.02)
sock.recv(1024)
print(text)
part = re.search(r'(?<=\+).{16,}(?=\))", text,).group(®).encode()
c = re.search(r'(?<=\=\= ).+', text,).group(®).encode()
(root,sub)=Pipe()
pool = Pool(processes=5)
for i in range(5):
pool.apply_async(func=task, args=(sub, i, c, part))
print("all process started")
pool.close()
pool.join()
print("all process stopped")
res = root.recv()
print(res)
sock.send(res)
sleep(0.02)
tel = Telnet()
tel.sock = sock
tel.interact()
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#!/usr/bin/env python3

# -*- coding: utf-8 -*-
import os, random

import string, binascii
import signal

import socketserver

from hashlib import sha256
from Crypto.Cipher import AES

from secret import MESSAGE
assert len(MESSAGE) == 48

class Task(socketserver.BaseRequestHandler):
def __init__ (self, *args, **kargs):
self.KEY = b""
self.IvV = b""
super().__init__ (*args, **kargs)

def _recvall(self):
BUFF_SIZE = 2048
data = b""'
while True:
part = self.request.recv(BUFF_SIZE)
data += part
if len(part) < BUFF_SIZE:
break
return data.strip()

def send(self, msg, newline=True):
try:
if newline: msg += b'\n'
self.request.sendall(msg)
except:
pass

def recv(self, prompt=b'> "):
self.send(prompt, newline=False)
return self. recvall()

def encrypt(self, data):
assert len(data) % 16 == 0@
aes = AES.new(self.KEY, AES.MODE_CFB, self.IV, segment_size=128)
return aes.encrypt(data)

def decrypt(self, data):
assert len(data) % 16 ==
aes = AES.new(self.KEY, AES.MODE_CFB, self.IV, segment_size=128)
return aes.decrypt(data)

def handle(self):
signal.alarm(60)
self.KEY = os.urandom(32)
self.IV = os.urandom(16)

self.send(b"You have only 3 times to decrypt sth, then I'll give u the FLAG.")
try:
for _ in range(3):
self.send(b"Give me sth(hex) to decrypt")
hex_input = self.recv()
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1T 1IUL HEX_LIIpulL.
break
ciphertext = binascii.unhexlify(hex_input)
plaintext = self.decrypt(ciphertext)
self.send( binascii.hexlify(plaintext) )
except:
self.send(b"Rual!!!™)
self.request.close()

enc_msg = self.encrypt(MESSAGE)

self.send(b"Here is your encrypted FLAG(hex): ", newline=False)
self.send( binascii.hexlify(enc_msg) )

self.request.close()

class ForkedServer(socketserver.ForkingMixIn, socketserver.TCPServer):
pass

if __name__ == "__main__":
HOST, PORT = '90.0.0.0', 1234
server = ForkedServer((HOST, PORT), Task)
server.allow_reuse_address = True
server.serve_forever()
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Initialization Vector (IV)

l l
block cipher block cipher block cipher
Key encryption Key encryption hey encryption
Plaintext Plaintext Plaintext
oo - oo - oo - E%
OTTTTTITTTTT] OTTTTTITTTTT] CITTTTTTTTTT1
Ciphertext Ciphertext Ciphertext
Cipher Feedback (CFB) mode encryption
Initialization Vector (IV)
l l
bleck cipher bleck cipher block cipher
Key encryption Key encryption Key encryption
Ciphertext Ciphertext Ciphertext
=<[TTTTTTITITTT] =<[TTTTTTITITTT] ~[TTTTTTITITTT]
Plaintext Plaintext Plaintext

Cipher Feedback (CFB) mode decryption
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1M 21T B R ¥ block cipher encryption A K “fin % &% "l A B I i B I S0, 7E1X L2 AES

Jia >R 2 3 R 25 v [ A4S H ) segment_size=1283 B AL 3128 (7 1 H — & 45, M Alen(MESSAGE) == 48, BT LRI 2%
R T —k (B0 o 46 ZATICFBIEIEE, kN FFESE— R AERN48MUARC, HIHR MG RS HMBERBIm, 51t
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C(4mtEnT, HEX)=b'123456789012345678901234567890123456789012345678"
C(Ymt5)5)=313233343536373839303132333435363738393031323334353637383930313233343536373839303132333435363738

m (163 4utD ) =f8a940949cbce4fa99c87070055517fd926d8107c69aa64675d188Fc9461400352cac50ad9afl660e9def81lclbbccd70
m(f#D )5 ) =b ' \xf8\xa9@\x94\x9c\xbc\xed\xfa\x99\xc8pp\x05U\x17\xfd\x92m\x81\x07\xc6\x9a\xa6Fu\xd1\x88\xfc\x94a@\x0
3R\xca\xc5\n\xd9\xaf\x16" \xe9\xde\xf8\x1c\x1b\xbc\xcdp"'

K=b'\xc9\x9bs\xa®\xa9\x8a\xd3\xc2\xa@\xf8AB6a" \xcb\xa5U\xb87\xf7\xa8\x95r@\xe7\xbf\xc4\xadQqla\xfe\xfo<\xee\x97/
P\xd8\xec\xcb(.\x8a\xfaH'

flag(163tHilaTY, % 7AT)=8Fd732e789e3a0e2c89F202F531a17facd049273a075ec70F393376473f833a7486269c7076d3341cad2c4041
2009150

flag (A% T )=b " \x8F\xd72\xe7\x89\xe3\xaB\xe2\xc8\x9f /S\x1la\x17\xfa\xcd\x04\x92s\xa0u\xecp\xf3\x937ds\xf83\xa7Hb
i\xc7\x07m3A\xca\xd2\xc4\x04\x12\x00\x91P "'

flag(f#% J5)=b'FLAG is hgame{51hQ*DW\xddy\x02\xb3t\x88\xa0\xde\xa9B\x96)\x9c\x99\xFfb\xe9\xfa\x1c\x11\x12>\x0f, <\
x8ak\x18'

KIflag it Ja F BoR TCEATEN I 745, IF HiRJa thsch i}
MEEE N flag fa - Btk AT e, RI90X7d(Y X Rigfid) A 0x18=0x65=101, JrLLKNIA fflag® A 5101578, 15 2L T 45

b'#)$"E\xOc\x16E\r\x02\x04\x08\x00\x1ePT\r40!2\xb8\x1cg\xd6\x11\xed\xc5\xbb\xcc\ " \xf3L\xFI\xfc\x9e\x8c\x9fytw[jI
Y\xef\x0e}'
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FAD WREBLR, A FE R keyFIRILE M =NV % b’ 12345 f1b'02345°,  BIE B SC R BANFIAE, 2 G HH[F 2345 %
R R WA @ XAy o, EER S I T 2w e R, BaEE WA N E SO T R R

(5 HIE AL L2 ECBRE, HeSpyhnasd fe e o CRLITweek 1 (I 5 %45, fEFREA. BIUEHL T HLANIH 7
FERVEE SO AR IR R SR ME— D, BARTTEIFAT UM, (R AE TG 3 A K& I SORDGT B35 ST (I N BE 48 5 2 Bt )

T AR ) i BESR 3 AT, B RIS AT AR Al 2 3 SR AT, AR A WA B0 7592 R RER DRon a8 4% 26— I AE K. (KT T 5 150/
SCREL EITREUED 5nEfagh s —ANKAE (FAEZ NV AIKeyAE St T2 5% 38 A4 s Kt 5 in % flag i KA —#:
T (FAZHh R KeyMFE, T E—NREESTAFED , RIS KA TS & . Xt &N 1k T 12 R ke
MESSAGEHR{[ 1671 (128f7) )i [A]

A H TS A — NI SIm, R T 5 — AN IIKA L JE AT UR B — AR E SCe1=m1 AK, RS AN SRR
FAFH S2+XPHER B L C' =c1+S2+X (1R 5 By {flen(C')==48, HS2=16), W HILTH M IR ZERIM =m1+s2+X, L
THHK2=82 A 2B A3 2] IERAIK2, I H FK27] DL Hiflag i) 55 — & 4rm2

[[HE, K3,m3Wrf LRk, #&/&flag=m1+m2+m3

LT AT KR S A RNFRRKE -

Hrp SRR IH I, M HIRFIIL, KR T 5/E R (CFBHK) ,Chtflagii® 3, migflaghiiisc, XMNIER
T

BANETmEBRAE, KRS PIELRNAL

B g

EEMES=S1(16)+X(32), 175 —k13Hs=s1(16)+X(16), iI5K1(16)=S1~s1
2 IR 2R A C=C1(16)+X(32), HEIm1(16)=C1 AK1



BRI

(T REMIES=S1(16)+X(32), A —WKFF|s=s1(16)+X(16), I1HK1(16)=S12s1, C1(16)=m1 K1
2 JE S =C1(16)+S2(16)+X(16), A K13 H|s'=m1+s2(16)+X, 5 K2(16)=S2*s2

2 JE M4 424 4EC’=C1(16)+C2(16)+X(16), i+Em2(16)=C2 A K2

=R

(T REMES=S1(16)+X(32), X —WKFH|s=s1(16)+X(16), I EK1(16)=S12s1, C1(16)=m1 K1

2 GRS =C1(16)+S2(16)+X(16), Fi#ss k13 5]s'=m1+s2(16)+X, 15 K2(16)=S2 52, C2(16)=m2 A K2
Z JEfitS " =C1(16)+C2(16)+S3(16), FFHE X Fs =m1+m2+s2(16), iI47K3(16)=S3 A s3

Z G 4 4242 4£C " =C1(16)+C2(16)+C3(16), i15m3(16)=C3 A K3

I J5 15 #flag=m1+m2+m3

WA ORI 5 2 i (IKey. VERANIE],  RIGRE— UGS R R 55 S BUS I KXER AN — T LRGSR I R BEAE T3R5 — &0
flag (HISCHY) mx, XA AT T —28

HARSTHUERE e g A R, RO 55 3 A A signal.alarm(60), T LAREIRIE S22 Ja M T A BRAEZAE60F N SE e, 5 &
S HEWIT. HEESHA T
e g 5 I H S AT .



from socket import socket

from telnetlib import Telnet

from time import sleep

from binascii import hexlify,unhexlify
import re

XOR = lambda s1, s2: bytes([x ~y for x, y in zip(sl, s2)])

base = '123456789012345678901234567890123456789012345678 " .encode()
flag = '"FLAG is hgame{51b72d4cd23b2fe672a874cb44020868}. " .encode()
sock = socket()

sock.connect(("47.98.192.231", 25147))
tel = Telnet()

tel.sock = sock

sleep(0.1)

text = tel.read_until(b'>").decode()
print(text, end='\n--------------------- \n")

tel.write(hexlify(base))

sleep(0.1)

text = tel.read_until(b'>").decode()
print(text, end='\n--------------------- \n")

¢ = unhexlify(re.search(r'(?<= ).+(?=\n)", text).group(0))
tmpl = c[:16]

tmp2 = base[:16]

key = XOR(tmpl, tmp2)

print(key)

base = XOR(key, flag[:16]) + base[16:]
tel.write(hexlify(base))

sleep(0.1)

text = tel.read_until(b'>").decode()
print(text, end="\n-------------o---- \n")

¢ = unhexlify(re.search(r'(?<= ).+(?=\n)"', text).group(9))
tmpl = c[16:32]

tmp2 = base[16:32]

key = XOR(tmpl, tmp2)

print(key)

base = base[:16]+ XOR(key, flag[16:32]) + base[32:]
tel.write(hexlify(base))

sleep(0.1)

text = tel.read_until(b'>").decode()

print(text, end="\n-------------c---- \n")

¢ = unhexlify(re.search(r'(?<= ).+(?=\n)", text).group(0))
tmpl = c[32:]

tmp2 = base[32:]

key = XOR(tmpl, tmp2)

print(key)

tel.interact()

Fi%flag: hgame{51b72d4cd23b2fe672a874cb44020868}



Jaid:

W BIWIaa A I B (V) I A R L HTE,  DOSEE T AT N B Keyt REAR S, T2 55V i] LUK 5 A0 A4 X 52
Je K BRI 55 i A A BIL A 2 I B 7 R IV

gedJasatr, VA ZRCFBINGE 1k A Rt i — TG 261

Misc - & A fi
MH -

AV AR HIUNGE, TR AR, #ALEORE
FrAEBAME.

5T & Dockerss (4 [t Hu

https://hub.docker.com/r/zhouweitong/hgame2020-misc

JeefEKali bz Dockerdt &%, SR)5 H FE Bldockerfs exportii 4 I LUK 2 3 S RGUHRBUN— N EFE L, JRBUHRE
5 B Rhgame LR, {#flagk Bil/usr/share/nginx/htmlindex.html B i 4 DL K N &

You want flag? See $FLAG.

2 JEfEDockeriz % F LIZZ H A g 1Tsh, fii Aenv
EEMEALE, RIMLLTAZRE

FLAG=Find flag.tar.gz!

1T MR8 28 45 21 4 rhost A flag tar.g 2!
P4 608 BT T, Bl & A flag. Zip MIREADME SXCft . flag.zip 2 #IN# k46 £, MTREADME 2447 DL T~ N %

See sh history.

Z RSB shrd i Ash history, HBLLL T 4R

sh: can't open 'history': No such file or directory

TRA AT EEshif P sid5, M EREThistoryfr &R . 217/ RKI—KidFk

/ # history
@ echo -e "Zip password is somewhere else in /etc.\nFind it!"

FSLoRIE R M RN T . HiE ¥ password, KIL{E/etclissue LA A LT N A

Welcome to Alpine Linux 3.10
Kernel \r on an \m (\1)

Zip Password: cfuzQ3Gd6gqKG@$N

%39 i Eflag.zip, 75%flag.db. Kali &% rh il LB BT JF XA Bl ok, 5 %iflag
x#flag: hgame{v3RWI3qSpcKZhp xv$kaBhNjVaxk##3e}

JEic:

LA B0 HC: 5% AEAH K A2 5% 90% % FiDocker (5
(5 T s 222 Docker ) 1 SCA B3R Uy [ 5 T

(P B 22 7 i, RN REAE B — s s BT AR TR0
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