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Crypto - InfantRSA
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p = 681782737450022065655472455411;

q 675274897132088253519831953441;

e = 13;

pow(m,e,p*q) = 275698465082361070145173688411496311542172902608559859019841
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#!/usr/bin/env python3
from secret import flag
assert flag.startswith(b'hgame{') and flag.endswith(b'}")

m = int.from_bytes(flag, byteorder='big")
p = 681782737450022065655472455411

g = 675274897132088253519831953441

e =13

c = pow(m, e, p*q)

assert c == 275698465082361070145173688411496311542172902608559859019841

Fif LR EFRBRA G250 HEEHE T — FRSAMASCAIN, AT A KA H Pythonft UL 4148 F ) /2
FWolframAlpha>kF3hit 55 K%, SRR


https://blog.csdn.net/wh201906
https://blog.csdn.net/wh201906/category_9683922.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/wh201906/article/details/104081772
https://blog.csdn.net/wh201906/category_9683922.html
https://blog.csdn.net/jijianshuai/article/details/80582187
https://www.wolframalpha.com/

p 681782737450022065655472455411

g 675274897132088253519831953441

n=p*q 460390767897997184102969941508880171690097589571068900519251
¢=(p-1)(g-1) 460390767897997184102969941507523114055515479251893596110400
e(1l<e<d, gcd(e,d)=1) 13

d(e*d mod ¢=1) 141658697814768364339375366617699419709389378231351875726277
c=m ~ e mod n 275698465082361070145173688411496311542172902608559859019841

m 39062110472669388914389428064087335236334831991333245
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460390767897997184102969941507523114055515479251893596110400 * n + 141658697814768364339375366617699419709389378
231351875726277, n € Z
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Some basic modular arithmetic...
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#!/usr/bin/env python3

# -*- coding: utf-8 -*-

import gmpy2

from secret import A, B, flag

assert flag.startswith('hgame{') and flag.endswith('}")

TABLE ='zxcvbnmasdfghjklqwertyuiop1234567890QWERTYUIOPASDFGHIKLZXCVBNM'
MOD = len(TABLE)
cipher = "'
for b in flag:
i = TABLE.find(b)
if i == -1:
cipher += b
else:
ii = (A*i + B) % MoD
cipher += TABLE[ii]

print(cipher)
# A8I5z{xrlA_J7ha_vG_TpH410}
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h(12)->A(46)
g(11)->8(33)
a(7)->I(43)
m(6)->5(30)
e(18)->2(0)
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TABLE = 'zxcvbnmasdfghjklqwertyuiop1234567890QWERTYUIOPASDFGHIKLZXCVBNM'
cry = 'hgame-A8I5z{xrl1A_J7ha_vG_TpH410}"
for b in cry:

print(TABLE.find(b),end=" ")

N %O TE Fii = (A * i + B) % MOD, MOD/ZTABLERIK (62), EARN THA MM KR, HE%ESg+h, m+apidl
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Crypto - not_One-time
W

In cryptography, the one-time pad (OTP) is an encryption technique that cannot be cracked, but...
Just XOR ;P

nc 47.98.192.231 25001

hint: reduced key space

A AR

#!/usr/bin/env python3

# -*- coding: utf-8 -*-

import os, random

import string, binascii, base64

from secret import flag
assert flag.startswith(b'hgame{') and flag.endswith(b'}")

flag_len = len(flag)

def xor(sl, s2):
#assert len(sl)==len(s2)
return bytes( map( (lambda x: x[@] ~ x[1]), zip(sl, s2) ) )

random.seed( os.urandom(8) )

keystream = ''.join( [ random.choice(string.ascii_letters+string.digits) for _ in range(flag_len) ] )
keystream = keystream.encode()

print( base64.b64encode(xor(flag, keystream)).decode() )
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nc 47.98.192.231 25001
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for (FICH A1)

for (FLEATMELL, %L2):
G- w1[i] ~ F2[i]

for ((ERFFF], ERTFHTK)
IFUERTER] ~ R k==4%):
TMP.IMATER (% 3C1[i] ~ j,%C2[i] ~ j,%X1[i] ~ k,%X2[i] ~ k)

if(S[i1RE£E):
S[i]=TMP
else:
S[i]=SRAZHE(TMP,S[1])
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# # -*- coding: utf-8 -*-

import base64, string
from socket import socket

table = (string.ascii_letters + string.digits).encode() # V5T HpEHlkey
# result = (string.ascii_letters + string.digits + '''{}_''').encode() #¥il
result = (string.printable).encode()

ciphers = []

for i in range(30): # WEFEUE CHE
sock = socket()
sock.connect(('47.98.192.231"', 25001))
text=sock.recv(500)
ciphers.append(text)
sock.close()

for i in range(len(base64.b64decode(ciphers.pop(0)))):
lis=set()
for curl in ciphers:
for cur2 in ciphers:
cyl = base64.b64decode(curl)
cy2 = base64.b64decode(cur2)
if (cyl == cy2):
continue

res=set()
tmpl = cyl[i] ~ cy2[i]
for j in range(len(table)):
for k in range(len(table)):
if (§ == k):
continue

tmp2 = table[j] ~ table[k]

if (tmpl == tmp2): # fliclrc2BHE X
int(cy2[i] ~ table[j]).to_bytes(1, 'big')
res2 = int(cy2[i] ~ table[k]).to_bytes(1, 'big')

resl

if (result.find(resl) != -1): # #i/IMEJEH
res.add(resl)
if (result.find(res2) != -1): # 2

res.add(res2)
if (1lis == set()):
lis = res
if (res != set()):
tmp = lis.intersection(res)
if (tmp !'= set()):
lis.intersection_update(res)
else:
lis.update(res)
print(i,''.encode().join(1lis))
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Crypto - Reorder
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We found a secret oracle and it looks like it will encrypt your input..
nc 47.98.192.231 25002

HIncii il iZip s 1, ABUE — M HAIFER, MK 7R S TR 6

root@tesla:~# nc 47.98.192.231 25002
> 123

2 1 3
> acbvasdsdfasdfwefagda
fdcseaadadfswvsb a a f dg
> 1234567890

726 591 08 4 3

T HAE# TN Ja B4 2 [ flag?

Rual!ll
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Mo

root@tesla:~# nc 47.98.192.231 25002

> 123456789022222272222222222222222222222222222222222222222222
223687952220214222222222222222222222222222222222Z 222222Z Z 2ZZ
> 22227227227221234567890222222222222222222222222222222222222222
142222222232622522922222822227022222222222222222Z 222222Z Z ZZ
> 22227227227227227227222222123456789022222222222222222222222222222
222222222222222270224351289622222222222222222222Z 222222Z Z 2Z
> 2222227227222222222222222222222212345678902222222222222222222
2222222222222222222222222222222122580927422223622 2222222 Z Z2Z
> 2222722727227227227222222222222222222222222221234567890222222222
2222222222222222222222222222222236222212245282272 2222220 z 9z
> 22227272727272727222272222222222222222222222222222221234567890
22272222222222222222222222222222222222222222222229 14657320 8 z2

> 222272727227227272272222222Z22222222222222222222222222222222222221234567890

222227222722222222222222222222222222222222222222222222222222124223 70 96 58
> z
z
> z
z
> z
z
Ruall!
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i #flag: hgame{jU$t+5ImpL3_PeRmuTATION!!}
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w3lcOme_to_2020_hgam3
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i %flag: hgame{W3LCOME_TO_2020_HGAMS3}
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EEE%~: l/':llgl
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YOUR IMAGE
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SEED
4 Pixiv ID: 77967054
. - Member: ;F&T «

"X Creator: junpaku karen
, Source: Pixiv #76953815 Characters:
-+ Material: arknights exusiai (arknights)

Low similarity results have been hidden. Click here to display them...
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T 8 X SR utf-84m i . (L2 i T-H RS TR, HAEFshifhd Hiflag

figp 1) — - AR 1 BRSNS P S g utf-8 40 i LA Yoxx TR SUB I GETHR A, i K flag. bt I\ #9%, SRR FE R
Wtk T R DA A

baidu?wd=%68%67%61%6d%65%7b%AA4%6T%51%79%30%75%51%4b%6e%AT%57%5F%7 5%A4e%69%43%30%64%33%31%7d

V) J& R AT R 4 RAE AL B 15 2flag
m#flag: hgame{Do_yOu_KnOW_uNiC0d37?}

JEid:
utf-845 (I A2 A B BRI R — N7 AF, TR AT A K LUE T80 G AT KRR — 7T, MBI % S0k
Xy

Web - 75 JE 22
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U AR b AR

ZJags T — MR AL, 79T a2 AN RIBBTANRI k. & — Xt BRAT LLSRAF10073, 24 733 3000073 I R AT 3145
flag
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[a] {1} mainjs?s=4 X main.js?s=4

13 paddle_y: 458,
14 score_x: 1@,
15 score_ y: 3@,
16 fps: 68,
17 game: null,
18 skillg: null,
19 skillw: null,
28 start: function () {
21 let self = this
22 self.scene = new Scene{self.LV)
23 self.blocklList = self.scene.initBlockList()
24 self.ball = new Ball{self)
25 self.ballshadow = new BallShadow{self)
26 self.paddle = new Paddle(self)
27 self.score = new Score(self)
28 self.game = new Game{self)
29 self.skillg = new SkillQ({self);
38 self.skillw = new SkillW({self);
31 self.game.init(self)
32 1}
33 1
(O

{1 game.,jsis=4

SR 5 EgameZs 24k | T globalScoreflstorageScore # /> i % £

i
goodGame() {

this.globalScore = this.globalScore + this.storageScore;
clearInterval{this.timer)
this.context.clearRect(@, @, this.canvas.width, this.canvas.height)
this.context.font = '32px Microsoft YaHei'
this.context.fillStyle = "#888°
this.context.fillText( 'CxXK, T—%*! ", 3@8, 226)

¥

finalGame() {
this.globalScore = this.globalScore + this.storageScore;
clearInterval{this.timer)

N e Ry

R AR fir &

_main.game.sto

B I e ] A skt s mmmiame 0l Al =l

B

rageScore=30000

_main.game.globalScore=30000

game.js?s=4 » @

>

v
(=8 main.js) (71, Zi1)

RIME B 5 B S A2 i 730000, {H 243 Bk 2177 B2 J5 73 B A2 Inl [ 46 70 4
ZIEFAERRE K B S 4, )
x#flag: hgame{j4vAScipt will_tel1_yOu someth1n9_u5efu1?!}

Web - Code World

ALH

Code is exciting!



Hvsin) B bsiibk, 2| 7403 Forbidden
BTN T TN, TR T FF12, KIENREEIXA 17

console.log("This new site is building....But our stupid developer Cosmos did 302 jump to this page..F**k!")

HET —FAR302ME S, FiREHEKRD]—F CEIICTRE H 2B FI302) 4 H U5 7%. Linux I8 FH curl s 7] ML BN R A 2
AR5 302 F2 W 27 Wk, & M ourlJr R ML, 58| LUR 4523

root@tesla:~# curl http://codeworld.hgame.day-day.work/
<html>
<head><title>405 Not Allowed</title></head>
<body bgcolor="white">
<center><h1>405 Not Allowed</h1l></center>
<hr><center>nginx/1.14.0 (Ubuntu)</center>
</body>
</html>

405 Not Allowed i3t Bl 4 il (15 RITVEA ST VF . FONcUlANRERIE H 7 USRS, BT BLUE 52 I Fiddlerf) ComposerZ fig ik
—F

FIFiddlerdll 1, = 4h R BFiddlerEHNE Vs il B H M hE ) 30232 A1 FI4033Z 11, H.302: [ 24 o 1 Py 25 1E 4 S curl i 73 21 ) £
F, B FIFiddler 217 i 5 H M hERI AT

FTFFComposers& ii-F, HNFIIL, HEFTA I RITEA IR T — i

Get Started @ Statistics };x Inspectors 4 AutoResponder # Compaser E Fiddler Orchestra Beta

Usethis pageto compose a Request. You can done a prior request by dragging and dropping a session from th

Parsed Raw  Scratchpad Options

GET] e |htt|:| 1 f{codeworld. hgame. day-day. work/

POST =r
PUT

HEAD
TRACE
DELETE
SEARCH
CONMECT
PROPFIND
PROPPATCH
PATCH
MKCOL
COoPY
MOVE
LOCK.
UNLOCK.
CPTIONS

KRIUEHPOSTI iV M 2 Ja 132 1 LU 45

<center><h1> AFBIEiE</h1><br><br> H i & R 3 Frl it ur 138 SHCRIFE AN EAE I, S%Cha<br><br>IUTE, HFE LG S N10</ cente
r>

S HEE ORI AR Na=10, AT RN, T2ita=5v5, LA R
JFR BV B, B2 AEu A B8, B R R ?a=10, AT RN Tik?a=5%2B5, 45| T LT %
(+ 5 Cunitiy 5 3 51%28, AT F R S 2R

<center><hl> AFBIGiE</h1><br><br> H i E R 3 Frl it ur13E 2 S HCR TR HAN AN, S8 Cha<br><br>IUTE, HFE LG R H10<bro<hl
>The result is: 10</h1><br>hgame{C0d3_1s_s@ S@_sO_C@ol!}</center>

e #%flag: hgame{C0d3_1s_s0_S@_sO_COol'}
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HGAME Re:Dive /M~

FLEVT IR H bk, S EILCN R

You need to come from https://vidar.club/.

BXHBE

You need to come from https://vidar.club/.

I A RN AR EEAE T RSk BN b

Referer: https://vidar.club/

T2 HFiddlerffiComposerth 5¢ i Rk 2 JG#48, 53PN #R

You need to visit it locally.

PP YN v G N SN e SR pUN N = BN E NI R S (R



You need to come from https://vidar.club/.
Referer: https://vidar.club/

You need to visit it locally.
X-Forwarded-For: 127.0.0.1

You need to use Cosmos Brower to visit.
User-Agent: Cosmos Brower

Your should use POST method :)
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The flag will be updated after 2077, please wait for it patiently.
If-Unmodified-Since: Fri, @1 Jan 2077 00:00:00 GMT
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git clone http://cosmos.hgame.n3ko.co/
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ref: refs/heads/master
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= root@tesla: ~/githackerfcosmos_hgame_n3ko_co_ Q

root@tesla:~/githacker/cosmos hgame n3ko co # git log --reflog
commit 851894e2ed400a7195008T7022a241e68T5a1335 (HEAD -> master)
Author: Auto-Deploy <e99plant@vidar.club=

Date: Tue Jan 7 18:54:09 2020 +0800

init
root@tesla:~/githacker/cosmos hgame n3ko co # I
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confi —
T7#0) ~ | B ~fgithackerJ'SLTUKCgLSBVLthCJ'.git BRFS) | = -
*THEA 1 config
[core]
repositoryformatversion = @
filemode = true]
bare = false
logallrefupdates = true
[remote "origin"]
url = https://github.com/FeYcYodhrPDISru/8LTUKCL83VLhXbc.git
fetch = +refs/heads/*:refs/remotes/origin/*
[branch "master"]
remote = origin
merge = refs/heads/master
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o} root@tesla: ~/githacker/8LTUKCL83VLhXbc Q
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root@tesla:~/githacker# grep -rin 'aGdhbwu'
root@tesla:~/githacker# cd cosmos _hgame n3ko co
root@tesla:~/githacker/cosmos hgame n3ko co # git log --reflog
commit ©51894e2ed400a719500877022a241e687T5a1335 (HEAD -> master)
Author: Auto-Deploy <e99plant@vidar.club=

Date: Tue Jan 7 18:54:09 2020 +0800

init
root@tesla:~/githacker/cosmos hgame n3ko co # cd ../
root@tesla:~/githacker# cd BLTUKCL83VLhXbc
root@tesla:~/githacker/8LTUKCL83VLhXbc# git log --reflog
commit 6d66acf3227cf85d5bazea55dT9bcl647953541d (HEAD -> master, origin/master,
origin/HEAD)
Author: FeYcYodhrPDJSru <53310630+FeYcYodhrPDJSru@users.noreply.github. com>
Date: Tue Jan 7 18:32:32 2020 +0800

init
commit f79171d9c97alab3eabc97b3eb4fBel551549853
Author: FeYcYodhrPDJSru =53310630+FeYcYodhrPDISru@users.noreply.github. com=
Date: Tue Jan 7 18:32:14 2020 +0800
new file
commit @2bb67805ab8fef9cbed2ab5dc9269e99T0bT361
Author:
Date: Tue Jan 7 18:09:05 2020 +0800

init
root@tesla:~/githacker/8LTUKCL83VLhXbc# git ls-tree 02bb67805ab0f6T9cbhed2ab5dc92
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| root@tesla: ~/githacker/SLTUKCL83VLhXbc Q = x

commit f79171d9c97alab3ea6c97b3eb4f0el551549853
Author: FeYcYodhrPDJSru =53310630+FeYcYodhrPDJSru@users.noreply.github.com=
Date: Tue Jan 7 18:32:14 2020 +0800

new file

commit ©@2bb67805abdf6fo9cbed2ab5dc9269e99TObT361
Author:
Date: Tue Jan 7 18:09:05 2020 +0800

init
root@tesla:~/githacker/8LTUKCL83VLhXbc# git ls-tree 82bb67885ab0f6f9cbe92ab5dc92
69e99fBbT361
100644 blob 4dZza62156d5fT29340T5965c5acdff375a071c43b index.html
040000 tree 1fc55Teaz295446d5975424471657T9c57blc54bfa static
root@tesla:~/githacker/8LTUKCL83VLhXbc# git ls-tree f79171d9c97alab3ea6c97b3eb4df
Del551549853
100644 blob 743Tb338da3c9e6030195476390fcd5a6d35¢c987 flagggggggggg
100644 blob 4d2a62156d5f29340f5965c5acdff375a071c43b index.html
040000 tree 1fc55feaz95446d597542447165f9c57blc54bfa static
root@tesla:~/githacker/8LTUKCL83VLhXbc# git cat-file blob 743Tb338da3c9e60301954
76390fcd5ab6d35c987
base64 fEES : aGdhbWv7ZzFox2x1QGtTMXNTZGFuUZ2VyMHVzXyEhISF9
root@tesla:~/githacker/8LTUKCLE3VLhXbc# I
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