HGAME2020 Final Writeup

wh201906 o T 2020-03-08 02:23:13 K i o 426 ﬁ AT 1
srRER: CTREUK
FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
ARSCHEFE: https://blog.csdn.net/wh201906/article/details/104726578

fihL

CTFBUK L WCRIZN 2

4 JCE 01T B
B A

JE SR BEA HE R TE
Y4y

Misc - Good Video
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Need a video to fresh your mind?
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root@tesla: ~ /% @ /final Q
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root@tesla:~/% @ /final# binwalk vid.xz

DESCRIPTION

xz compressed data
MySQL MISAM compressed data file Version 7
Uncompressed Adobe Flash SWF file, Version 121, Fi

MySQL MISAM compressed data file Version 3

MySQL MISAM index file Version 4

MySQL MISAM index file Version 6

gzip compressed data, last modified: 2054-11-18 09

MySOL ISAM compressed data file Version 9
MySQL MISAM index file Version 10
gzip compressed data, ASCII, has header CRC, has 3

extra data, last modified: 2095-83-20 22:33:55 (bogus date)

MySQL ISAM compressed data file Version 11
VMwared4 disk image
LZ4 compressed data, legacy

DECIMAL HEXADECIMAL
2] axe

6639188 Ox654E54
8556829 @x82911D

le size (header included) 101490411
52348194 @x31EC522
88439674 @x5457BT7A
91632477 @x576335D
97229200 @x5CB9990
:07:30 (bogus date)
126557528 @x78B1D58
150382987 Ox8F6A938E
164218517 @x9C9C695
2323 bytes of

180042283 OxABB3AZBE
186340863 @xB1B55FF
224545356 OxD624A4C
227609257 @xD910AAD

root@tesla:~/% @ /final# s

LZ4 compressed data, legacy
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root@tesla:~/% @ /final# binwalk vid

DECIMAL HEXADECIMAL DESCRIPTION
0] ox6 EBML file, Matroska data
4622 Ox120E Copyright string: "Copyright 2013-2818 (c) Multico

reware, Inc - http://x265.0rg - options: rc=crf crf=15.0000 qcomp=0.65 qpstep=4
aq-mode=2 aqg-str"

7809 Ox1E81 Copyright string: "Copyright 2013-2818 (c) Multico
reware, Inc - http://x265.0rg - options: rc=crf crf=15.0000 qcomp=0.65 qpstep=4

aq-mode=2 aqg-str"

6847095 Ox687ATT MySQL MISAM compressed data file Version 7

8764616 Ox85BCCS8 Uncompressed Adobe Flash SWF file, Version 121, Fi
le size (header included) 101490411

52600082 @x3229D12 MySQL MISAM compressed data file Version 3
88689703 0x5494C27 MySQL MISAM index file Version 4

91882308 Ox57A0344 MySQL MISAM index file Version 6

97478686 @x5CF6B1E gzip compressed data, last modified: 2054-11-18 09
:87:30 (bogus date)

126812546 @x78F0182 MySQL ISAM compressed data file Version 9
150656411 Ox8FAD59B MySQL MISAM index file Version 1@

164491738 0x9CDF1DA gzip compressed data, ASCII, has header CRC, has 3
2323 bytes of extra data, last modified: 2095-83-20 22:33:55 (bogus date)
180315042 OxXABFG3A2 MySQL ISAM compressed data file Version 11
186614468 @xB1F82C4 VMwared4 disk image

224857134 @xD670C2E LZ4 compressed data, legacy

227928582 OxD95EADG LZ4 compressed data, legacy

243152366 OxE7E35EE StuffIt Deluxe Segment (data): f
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ObjectNotFound(474792412) 20:01:24
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ObjectNotFound(474792412) 20:01:40
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https://mkvtoolnix.download/downloads.html

* MEVToolNx GUI v43.0.0 (The Quartermaster’) 64-bit

MKVToolNix GUI  SETEN HOMW) |ENH)
1.mkv £
= RE e Fu Ere =l (I
g, IEE, HERS 1,1 0, 5188 00:01:06.167000000 44,180,167 427 424
R, AIEE, uERS 1, 1 10, 5388 00:01:06.250000000 44,180,504 30,741 30,737
.. AEE, NUERS 1, 1 i, §TEEE 00:01:06.233000000 44,211,335 664 661
gE.. I, HERS 1,1 0 5188 00:01:06.217000000 44,211,999 456 453
R, SIES, shiEES 1, 1 i, 5158 00:01:06.300000000 44,212,455 30,058 30,054
... AEE, NUERS 1,1 i §TEEE 00:01:06.283000000 44,242,513 770 767
EE.. OEE, hiEEsE 1, 1 i 538 00:01:06.267000000 44 243 283 3a7 304
R, SIES, shiEES 1, 1 i, 5158 00:01:06.333000000 44,243 680 29,586 29,582
... AEE, $UERS 1, 1 td, 5TEEE 00:01:06.317000000 44 273,266 635 632
B, TIEE, ESS 1, 1 i 558 00:01:06.367000000 44,273,901 34,433 34,429
EE.. aEE, shiERs 1, 1 i 528 00:01:06.350000000 44,308,334 643 640
EE.. FE, NEBRS 2 8w §TEE; 00:01:06.368000000 44,308,977 6,843 6,840
B, TIEE, B 1, 1 i, 5398 00:01:06.417000000 44,315,820 38,277 38,273
EE.. AEE, $hiERS 1, 1 0 528 00:01:06.400000000 44,354,097 a76 B73
.. I, HERS 1,1 i 57EE; 00:01:06.383000000 44,354,973 453 450
... TIEE, uERS 1, 1 i, 6358 00:01:06.467000000 44,355,426 34,029 34,025
EE.. aEE, $hiERE 1, 1 14 558 00:01:06.450000000 44,389,455 719 716
g, IEE, HERS 1,1 0 5188 00:01:06.433000000 44,390,174 421 418
... AIEE, uERS 1, 1 i, 53EEE 00:01:06.500000000 44,390,595 31,754 31,750
BE.., AEE, silERS 1, 1 10 6358 00:01:06.483000000 44,422 349 502 499
v B, i, HUEERS 2 3 i AiEEE 00:01:06.539000000 44,422 851 2,492 2,489
pi Adler-32: Oxc24B8ccBf 44 422 B62 B32
i Adler-32; 0x037f964d 44,423,694 803
b7 Adler-32: 0x78dab26e 44 424 497 B46
... AIEE, UERS 1, 1 40, 53EEE 00:01:06.550000000 44,425,343 25,077 25,073
... AEE, NERS 1,1 i §TEEE 00:01:06.533000000 44,450,420 957 954
B, TIEE, EHKES 1, 1 i /758 00:01:06.517000000 44,451,377 414 411
EE.. AEE, shiERE 1, 1w 528 00:01:06.567000000 44,451,791 6,671 6,668
= 44 458 462 1,457,910 1,457,903
= 45,916,372 805,182 805,175
&= 46,721,554 1,511,899 1511892
EHTEES: 04088, 0-0F8, 0 NEEET | A 04=S | 0NEE | BHE 0% 0% “"%
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Crypto - Response
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Alice use mutual authentication protocol for her server, can you find her secret?

A H i B2 F)
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#!/usr/bin/env python3
# -*- coding: utf-8 -*-
import os

import signal

import binascii

import socketserver

from Crypto.Cipher import AES
from Crypto.Util.Padding import pad, unpad

from Alice import KEY, MESSAGE
class Task(socketserver.BaseRequestHandler):
def __init_ (self, *args, **kargs):
self.alice_prefix = b'Alice’

self.server_prefix = b'Server'
self.KEY = KEY



super().__init_ (*args, **kargs)

def _recvall(self):
BUFF_SIZE = 1024
data = b""'
while True:
part = self.request.recv(BUFF_SIZE)
data += part
if len(part) < BUFF_SIZE:
break
return data.strip()

def send(self, msg, newline=True):
try:
if newline:
msg += b'\n’
self.request.sendall(msg)
except:
pass

def recv(self, prompt=b'> '):
self.send(prompt, newline=False)
return self._recvall()

def encrypt(self, data):
iv, pt = data[:AES.block_size], data[AES.block_size:]
pt = pad(pt, AES.block_size)
aes = AES.new(self.KEY, AES.MODE_CBC, iv=iv)
ct = aes.encrypt(pt)
return iv + ct

def decrypt(self, data, unpad_pt=False):
iv, ct = data[:AES.block_size], data[AES.block_size:]
aes = AES.new(self.KEY, AES.MODE_CBC, iv=iv)
pt = aes.decrypt(ct)
if unpad_pt:
pt = unpad(pt, AES.block_size)
return pt

def timeout_handler(self, signum, frame):
self.send(b"\n\nSorry, time out.\n")
raise TimeoutError

def handle(self):
signal.signal(signal.SIGALRM, self.timeout_handler)
signal.alarm(60)

try:
iv = os.urandom(AES.block_size)

for _ in range(3):
name = self.recv(prompt=b'\nWho are you? ')
if name == b'Alice':
# authenticate the server
hex_challenge = self.recv(
prompt=b'Give me your challenge (in hex): '
)

challenge = binascii.unhexlify(hex_challenge)
response = self.encrypt(



v
+ self.server_prefix
+ challenge

)

hex_response = binascii.hexlify(response)

self.send(b'The Response (in hex): ' + hex_response)
# authenticate Alice
challenge = os.urandom(AES.block_size)
hex_challenge = binascii.hexlify(challenge)
self.send(b'The Challenge (in hex): ' + hex_challenge)
hex_response = self.recv(
prompt=b'Give me your response (in hex): '
)
response = binascii.unhexlify(hex_response)
data = self.decrypt(response)
if (data.startswith(self.alice_prefix)
and challenge in data):
self.send(b'\nWelcome, Alice.")
self.send(b'Here is a message for you: ')
self.send(b'\t' + MESSAGE)
else:
self.send(b'Go away hacker!"')
else:
self.send(b"You shouldn't be here.")
break

except:
pass

self.request.close()

class ForkedServer(socketserver.ForkingMixIn, socketserver.TCPServer):
pass

if _name__ == "__main__":
HOST, PORT = '©.0.0.0', 1234
server = ForkedServer((HOST, PORT), Task)
server.allow_reuse_address = True
server.serve_forever()

WERR H BT e, SR 88, AR CBC TR Bt . BT H XX —7 =R, Fn 2, R% TIRS
i [

—JFAE AR A H $278 %44 & Challenge/Responseihii, %A #EIH B M S 7k FIn EZ ATePM3 I 1 S FR A e
NRSERIRT, Mz 4s, FrbfEs MCBC FF

fliWeek4)CBCBCH} T fi# £t CBC 1 X ifi /7 X — Mg 7 1 i Uit (byte flipping attack) FIEHE/RX i (padding oracle
attack) , FIRF TJE#H, WAXRPOZHLF TR T .

FHRFE B AR EAR 2, R S SO T SCHCRR TR — AN I SO SO RATAR I I 2E . 20 B R S i A R
H1, HIRATIHEAE Fresponse AT LA R 25 %" Alice"+% challenge 1) SCAR B B n] 15 2IMESSAGE  ([F i Hresponse [t P 75 A &k —
T8, FTDIASH MR Z NS, REE—RXU7 I challenge/response Il A 15 2145 B (it i 8 A D



HAMRFEERE, WRIPCBCHEAMM R MR, M4 APl = Cli-1]* Mid[i]

(MIid[i|7E A 8 o S 3 et CII A KE Yilf ik AES S0 25 15 3 1)

P AT ELE P[] A Ci-1] = Mid[i]

1M AR Cli-1]=P[i] » C[I-1] A T[] (TIPyHATIA SR 55 45 5 Jm 15 21 1) B SC L

M4 P[] = P[i] > Cli-1] ~ T[i] » Mid[i] = Mid[i] » T[i] > Mid[i] = T[i], H2H0ik 5] T 42 50 5 4 25 i1 5 1

CHi=10, AP RIIC-1PAN, V2 I/ i F a6 1k A &)

M gL A [ decryptied £, HoA# F VK Eresponse (HAlicef 15D 1A IR 45 B CE I I AE IV, Xt g i 25— A B
1" Alice"Se it 7 T Re (i HARZ I A B BIE 7, 3E— DB

[ X T —#8 X5 i challenge/response, &MU IANHL 75 B e AT M 1E I I i-1 BB SCRIIE B i 2% 3, N TR E ER, &
BER/DPRAZAN YU N BAE Nresponse (3G 1 IV+ 5 46 55 1 P SCHE I 35 0+ IR AR B3 30, (43 IR 55 2 o 3R

3 Alice...” e+ K FF Hi+challenge b LLIE i 58 1IE

1M T — RSB IR UE IR ST E 1 By, DRG0 3R A IR A5 A e 42 v AR PRIV DA S R AR R 1 B ST/ SO0

BRI BT
5E X — M bytes ) 57 B R 4

XOR = lambda sl1, s2: bytes([x ~ y for x, y in zip(s1, s2)])

464222 " 0000 \X00\X00\X00\X00 00000000’ (10/MX00) fF Ay iiF iRk %% 32 ffichallenge

IR 55 %1 P[1]:b’ Serverix00W00\X00\X00\X00\W00\X00\X00WO0W00" ([T — ity k/N) #4703, 3 [l V+C[1]+C[padding]
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IR 4attack _IV=IV A P[1] A T[1] (T[1] = b’Alice\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00")

“4-attack_ciphtxt=C[1] * P[1] * response4alice

$E7Zattack_IV + C[1] + attack_ciphtxt + C[1]
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from socket import socket

from telnetlib import Telnet

from time import sleep

from binascii import hexlify, unhexlify
import re

XOR = lambda s1, s2: bytes([x ~y for x, y in zip(sl, s2)])

mychalnge = b'Server\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"
sendtext = b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"

sock = socket()

sock.connect (("XXX.XXX.XXX.XXX", XXXXX))
tel = Telnet()

tel.sock = sock

sleep(0.1)

text = tel.read_until(b'? ').decode()
print("Server:" + text)

tel.write(b"Alice")
sleep(0.1)

text = tel.read_until(b': ').decode()
print("Server:" + text)

tel.write(hexlify(sendtext))
sleep(0.1)

text = tel.read_until(b'The Challenge (in hex): ').decode()
print("Server:" + text)

¢ = unhexlify(re.search(r'(?<=(: )).+(?=\n)"', text).group(0))
# print('###',c)

iv = c[:16]

cc = c[16:32]

target = b'Alice\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00 "
attack_iv = XOR(iv, mychalnge)

print("!!!",attack_iv)

attack_iv = XOR(attack_iv, target)

text = tel.read_until(b'se (in hex): ').decode()
print("Server:" + text)

# print("###", re.search(r'.+(?=\n)', text).group(0))
srvchalnge = unhexlify(re.search(r'.+(?=\n)"', text).group(0))
attack_cipher

XOR(iv, mychalnge)
attack_cipher = XOR(attack_cipher, srvchalnge)

tel.write(hexlify(attack_iv + cc + attack_cipher + cc))
tel.interact()

IR S5 AR A BT

Welcome, Alice.
Here is a message for you:
The flag is hgame{RefL3ction_@tt4ck_wiTh_c8C~B1t-fLiPpiNg}, keep it secret.

w#flag: hgame{RefL3ction @tt4ck_wiTh_c8C~B1t-fLiPpiNg}
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Nothing but a pcapng.
[1254%4] http://oss-east.zhouweitong.site/hgamefinal/flag.png.zip, f&fIN EHRE

—IHREA NG, H A & poapnglt 4

FE3lwireshark T, KM EZLESMTPHIM, Hrirga —TELNETHIM
— T HL 2 S S R R SIME . PR S T LA E R AL

Wireshark - S H . IMF 1 @7 5% x

il T EHE ME=T Al 4]
229 objnf@192.168.146.128 EML file 2,981 bytes New RSA key for web dev!.eml
7659 objnf@192.168.146.128 EML file 5,828 kB Secret data..eml

7690 root@192.168.146.128 EML file 492 bytes  Reply from server root.eml

XA | |

| [ save || Save All |l X Close ]| S {Help

g, B NEASTE - PRSARPME, B AMEARE NG P AR T base64 K AL i i)
7 Hibase64 A A i i — il B A FIAS R AR B SCA

import base64
strs=open("C:\\hgame\\final\\out.txt", "r").read()
res = base64.b64decode(strs)

f = open("C:\\hgame\\final\\1.zip", "wb+")
f.write(res)
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fEwireshark =4 4k S48 FUEPF AR AO AL, ABL T — 288 SUBAA I fAES B

192.168.146.1 SMTP 120 5. 250-192.168.146.128 | SIZE 20480000 | AUTH LOGIN | HELP
3 66 C. AUTH LOGIN

192.168.146.1 SMTP 72 5: 334 VXNlcmShbwus

192.168.146.128 SMTP 84 C: User: b2JgbmZAMTkyLjE20C4xNDYuMTI4

192.168.146.1 SMTP 72 5: 334 UGFzc3dvcm(s

192.168.146.128 SMTP 64 C: Pass: MTIzNDUZ2

192.168.146.1 SMTP 74 5: 235 authenticated.

192.168.146.128 SMTP 99 C: MAIL FROM:<objnf@l92.168.146.128> SIZE=2981

192.168.146.1 SMTP 62 5: 250 DK

192.168.146.128 SMTP 86 C. RCPT TO:<root@l92.168.146.128>

XA T, PR s iR
a1 Rhttptd, BAGER
Ja RAE W ST I AR AR R LA TLS &

ICMPvG 86 Neighbor Sclicitation for fe80::250:56fT:TecB®:2222 from 00:50:56:c0:00:08
TCP 608 3074 — 443 [ACK] Seq=1 Ack=1 Win=1851136 Len=0

TLSv1.2 296 Client Hello

TLSv1.2 1693 Server Hello, Certificate, Server Hello Done

TLSv1.2 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
TLSv1.2 312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
TLSv1.2 663 Application Data, Application Data, Application Data

TLSv1.2 1658 Application Data

TCP 608 3074 — 443 [ACK] Seq=1164 Ack=2902 Win=1051136 Len=0

ICMPvG 86 Neighbor Sclicitation for fe88::250:56fT:TecB@:2222 from 00:50:56:c0:00:08
ICMPvG 86 Neighbor Sclicitation for fe80::250:56fT:TecB:2222 from ©0:50:56:c0:00:08
ARP 42 Who has 192.168.146.27 Tell 192.168.146.128

ARP 60 192.168.146.2 is at 00:50:56:ec:17:a9

ICMPvG 102 Router Advertisement

TLSv1.2 679 Application Data, Application Data, Application Data

ZHIMETLS B H AR 2@ w2 10 HE SO SN, TR, SRR 3 X R H S0 (B 8 &
HwED

MRIA B3R T —ARSAS:, 45 G N 2 #E 2“web dev’, 1% Ut VF AT DL R AR TLS

Uk N i — 1 e T B (Protocols - TLS (HSSL)»RSA keys list, #iEt—A424H, 7EKey File— 4 i AR A IRSA
ST HRAE, 2 JEwireshark 48 B T httpf

L s C i permag e e e — e e e e
TLSv1.2 290 Cllent Hello
TLSv1.2 1893 Server Hello, Certificate, Server Hello Done
TLSv1.2 372 Client Key Exchange, Change Cipher Spec, Finished
1.2 312 New Session Ticket, Change Cipher Spec, Finished
HTTP 663 POST /shell.php HTTP/1.1
HTTP 1658 HTTP/1.1 200 OK (text/html)
TCP 60 3074 — 443 [ACK] Seq=1164 Ack=2902 Win=1051136 Len=0
ICMPvE 86 Neighbor Solicitation for fe80::250:56ff:Tec®:2222 from 09:50:56:c0:00:08
ICMPvE 86 Neighbor Solicitation for fe80::250:56ff:TecB®:2222 from 09:50:56:c0:00:08
ARP 42 Who has 192.168.146.27 Tell 192.168.146.128
ARP 60 192.168.146.2 is at 00:58:56:ec:17:a9
ICMPvE 182 Router Advertisement
HTTP 679 POST /shell.php HTTP/1.1

LT T rTT O A 4 Ana mar PRI AR Y

IBERHTTPIR, B33 7 — A pgp it (P55 T Ekbase64 /i)



Wireshark - i HTTP it (tcp.stream eq 16) - Capturel.pcapng x

Content-Type: multipart/form-data; boundary=--------------------------30B60O7D35936TO596772702 -
Accept-Encoding: gzip, deflate

Content-Length: 281

Connection: keep-alive

---------------------------- 308600703593670596772762
Content-Disposition: form-data; name="cmd"

echo(base64_encode(file_get_contents("C:\\Usersi\ObjectNotFound\\Desktop\“1ABD371F65FED93CF29F5314A70843D7BOSDEC19. pgp") ) );
---------------------------- 308600703593670596772702- -

HTTP/1.1 200 OK

Server: nginx/1.15.11

Date: Thu, 05 Mar 2020 18:28:15 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

¥-Powered-By: PHP/7.3.4

LSOtLS1CRUdITIBQRIAQUF JJVKFURSBLRVKgQkxPQOst LSO tLQBKDQpsUUIZQKY1Z] FMQUIDQURMCWYWZDFxdUptYkkzL2ZINj FyM21tUnZ6 TmlsSF1SSFZMTDZT
51BvVDRsd3dWeDA1DQorQzVxRUkvZzArWGtuV1p4UGpCMi FENEFiZU J0b0 J6NVZ 1WlUs 2NWxuliGd 5§ F1SENXS21 6MTRLVHBUYNFYNKVGDQox YUV rWnFWVkIzZml t
QTZZZAErWiCtkeldEeTFiVzE2Z30r VU1 IVEpLU2dubCs 3VBp jM2pISS84cF pDK3F 2KBp2DQoxabhCNi t0ZFNCeERHAE 1 PAVBIWWhDCXBARCOYNFF T3] LNVBSdVRxX
TGYWS3YVSFOYWWNyNFBZ Y8p2SVRWMG1DDQphMULDeVIqL3FzeWlpRWIvUjNr SULFT1ZRMENRTAZ N JSMGNhVKhycFdYbE LgLzRES t1W] JOVKIXMZVBN2ZpDQpS
MD1TbWITeTdFVnNWNOFGWTY2bVRNdEXMZKZBMTV tUktxdWZBOKVCQUFFQUIva0 JGYysvY1T4TURzZFdZeS910QpWZkd YVFpoeDCeXczdk12KAF JeGQ1R1d5VHBY
dBpHT29y TEVCenhqOWNMM3NES1hVdV JyMkFqUVNGaGZI0Dg2DQp6TV(zZ IRr TWpECWImNFNZK210K30Mk 1 hMm1RNAQ4d3M5ZURMe j JQbTNKRVY 1dzhyRUpCODhX
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RUS0UEL4SmFmUWIUSOtocWIXNOh4SndHYBFn TUSRMULFNZB3MNRzbGIkUUVLAOdFNUS3MmxZe 1IRNSkhyvDQpAM3YybGe3ZUt TNZ JRSWhZL2FZSn IVTUSOJEVeaktT
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c31DNGJONEFOQKICHjNmcVIIUENTNZY5VmLINTRVaGp1L2NkDQpGeF IxNmJ1Q8 JRUUE2SKVNCGFXM ] NSVXNPA3JKRKZYWEIMC TFKWMXXNT 1 2ZVNBWTNLUTNmazyz
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68 Image Name PID Session Mame Session# Mem Usage I} I
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62 System Idle Process 8 Services a8 24 K it |
63 System 4 Services e 304 K ig
64 SMs5.exe 284 Services ] 98 K .
65 CSrss.axs 376 Services a8 3,648 K KE
66 wininit.exe 436 Services =] 3,712 K 4_
67 CSrss5.exs 444 Console 1 15,884 K E
68 services.exe 492 Services =] 7,388 K E
69 lsass.exe @l Services a 9,112 K s
78 lsm.exe 5@8 Services =] 3,544 K L
71 svchost.exe 616 Services a8 3,008 K ]
72 winlogon.exe 684 Console 1 5,148 K 'ﬁ
73 vmacthlp.exe 768 Services a 3,684 K §
74 svchost.exe 736 Services a 7,864 K H
75 svchost.axe 328 Services =] 14,268 K IF
76 svchost.exe B76 Services a8 57,448 K ﬁ
77 svchost.axe 916 Services =] 18,356 K g
78 svchost.exe 956 Services |}
79 h
88 PVA)GVE L
81 @AATyE Dgeraelpyl [ ]
82 B8 28,528 K it o %
83 svchost.axe 168 Services =] 7,312 K % [L
84 svchost.exe 988 Services a8 12,256 K F E
85 spoolsv.exe 1248 Services =] 7,476 K Eﬁ‘ i
86 svchost.exe 1288 Services a 9,572 K
87 svchost.axe 1472 Services =] 5,936 K
88 svchost.exe 1588 Services a 6,628 K
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