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XA A Y — R 2 S RS B R B B At
WHREZELTFE:

» WebGoatiF i % > 7 1%
https://github.com/WebGoat/WebGoat
https://github.com/WebGoat/\WebGoat-Legacy

¢ Damn Vulnerable Web Application({§iH%: 3£ &)

https://github.com/RandomStorm/DVWA
o BRBEIENGFE

https://github.com/Audi-1/sqli-labs
¢ Hnode%i 5 IR F &, like OWASP Node Goat

https://github.com/crOhn/vulnerable-node

X FH S
o i D ##ENmap

https://github.com/nmap/nmap
o ML TR AR

https://github.com/SkyLined/LocalNetworkScanner
o THARAMS


https://blog.csdn.net/angaoux03775
http://www.cnblogs.com/sevck/p/5603494.html
https://link.zhihu.com/?target=https%253A//github.com/WebGoat/WebGoat
https://link.zhihu.com/?target=https%253A//github.com/WebGoat/WebGoat-Legacy
https://link.zhihu.com/?target=https%253A//github.com/RandomStorm/DVWA
https://link.zhihu.com/?target=https%253A//github.com/Audi-1/sqli-labs
https://link.zhihu.com/?target=https%253A//github.com/cr0hn/vulnerable-node
https://link.zhihu.com/?target=https%253A//github.com/nmap/nmap
https://link.zhihu.com/?target=https%253A//github.com/SkyLined/LocalNetworkScanner

o JWIFEE B

https://github.com/jh00nbr/Routerhunter-2.0
o RARHLEAS BRI A

o WafRAKHll TR

https://github.com/EnableSecurity/wafw00f

FEELELTR:
o HT I, A &K Llemail. phone. usernameIiE M K FTE P35 IK 515 B

https://github.com/n0tr00t/Sreg
* Githubfs B84, TISE A#E HgitRs L2 A R IK S HiER

https://github.com/sea-god/gitscan
e github RepofE B E T H

https://github.com/metacOrtex/GitHarvester

WEB:

e webshel k&4

https://github.com/tennc/webshell
o BIE Ll K webX i i A

https://github.com/brianwrf/hackUtils
e webBE/NTARAKREE

https://github.com/rootphantomer/hack_tools_for_me

o XSSHiEHE W&

https://github.com/firesunCN/BlueLotus_ XSSReceiver
e XSS5CSRFT A

https://github.com/evilcos/xssor
e Short for command injection exploiter, webla]#rE A T &

https://github.com/stasinopoulos/commix

o BEEEATR


https://link.zhihu.com/?target=https%253A//github.com/lijiejie/subDomainsBrute
https://link.zhihu.com/?target=https%253A//github.com/jh00nbr/Routerhunter-2.0
https://link.zhihu.com/?target=https%253A//github.com/lijiejie/BBScan
https://link.zhihu.com/?target=https%253A//github.com/EnableSecurity/wafw00f
https://link.zhihu.com/?target=https%253A//github.com/n0tr00t/Sreg
https://link.zhihu.com/?target=https%253A//github.com/sea-god/gitscan
https://link.zhihu.com/?target=https%253A//github.com/metac0rtex/GitHarvester
https://link.zhihu.com/?target=https%253A//github.com/tennc/webshell
https://link.zhihu.com/?target=https%253A//github.com/brianwrf/hackUtils
https://link.zhihu.com/?target=https%253A//github.com/rootphantomer/hack_tools_for_me
https://link.zhihu.com/?target=https%253A//github.com/firesunCN/BlueLotus_XSSReceiver
https://link.zhihu.com/?target=https%253A//github.com/evilcos/xssor
https://link.zhihu.com/?target=https%253A//github.com/stasinopoulos/commix

https://github.com/sglmapproject/sqlmap
o WebfRH, @idin#ksqlmap apiitiTsqli Sz el

https://github.com/zt2/sqli-hunter
o HRHEZT]

https://github.com/Chora10/Cknife
o gititFEFIFHEXP

https://github.com/lijiejie/GitHack
o MM BLEHHELR

https://github.com/beefproject/beef
o HIEIMLSTWAFHZE

https://github.com/khalilbijiou/WAFNinja
o hitpfr 475 P, A LM AT H3E K% & Frhttpid Rk (&l FCur)

https://github.com/jkbrzt/httpie
o JIBIES A A 8

https://github.com/firebug/firebug
o —HITIEWAF

https://github.com/SpiderLabs/ModSecurity

windows 2% T A:
o windowsi&i% i 25

https://github.com/gentilkiwi/mimikatz
e PowersheliZi&E &%

https://github.com/PowerShellMafia/PowerSploit
¢ Powershell tools &4

https://github.com/clymb3r/PowerShell

Fuzz:

o WebMFuzT A

https://github.com/xmendez/wfuzz

o HTTPR MR, PR a4


https://link.zhihu.com/?target=https%253A//github.com/sqlmapproject/sqlmap
https://link.zhihu.com/?target=https%253A//github.com/zt2/sqli-hunter
https://link.zhihu.com/?target=https%253A//github.com/Chora10/Cknife
https://link.zhihu.com/?target=https%253A//github.com/lijiejie/GitHack
https://link.zhihu.com/?target=https%253A//github.com/beefproject/beef
https://link.zhihu.com/?target=https%253A//github.com/khalilbijjou/WAFNinja
https://link.zhihu.com/?target=https%253A//github.com/jkbrzt/httpie
https://link.zhihu.com/?target=https%253A//github.com/firebug/firebug
https://link.zhihu.com/?target=https%253A//github.com/SpiderLabs/ModSecurity
https://link.zhihu.com/?target=https%253A//github.com/gentilkiwi/mimikatz
https://link.zhihu.com/?target=https%253A//github.com/PowerShellMafia/PowerSploit
https://link.zhihu.com/?target=https%253A//github.com/clymb3r/PowerShell
https://link.zhihu.com/?target=https%253A//github.com/xmendez/wfuzz

T Y R B i HE 2R -

o msf

https://github.com/rapid7/metasploit-framework
e PociFI#E4E, Win#Pocsuite,Tangscan, BeebeetoZ%

https://github.com/erevus-cn/pocscan
¢ Pocsuite

https://github.com/knownsec/Pocsuite

e Beebeeto

https://github.com/n0trO0t/Beebeeto-framework

JTIPOC&EXP:

o ExploitDBE HgithR A<

https://github.com/offensive-security/exploit-database

* phpiRiFEAEE 2 Hr

https://github.com/80vul/phpcodz
e Simple test for CVE-2016-2107

https://github.com/FiloSottile/CVE-2016-2107
e CVE-2015-7547 POC

https://github.com/fiserna/CVE-2015-7547
o JAVARFFIHPOCA K T A

https://github.com/frohoff/ysoserial
e JAVARFFIHEXP

https://github.com/foxglovesec/JavaUnserializeExploits
e Jenkins CommonCollections EXP

https://github.com/CaledoniaProject/jenkins-cli-exploit
e CVE-2015-2426 EXP (windows PJ #% 324X

https://github.com/Mad902/hacking-team-windows-kernel-lpe
¢ use docker to show web attack(pho s 31448 45 A phpinfo aetshell PA K ssrf4 &-curl ) F] FE R )


https://link.zhihu.com/?target=https%253A//github.com/lijiejie/htpwdScan
https://link.zhihu.com/?target=https%253A//github.com/rapid7/metasploit-framework
https://link.zhihu.com/?target=https%253A//github.com/erevus-cn/pocscan
https://link.zhihu.com/?target=https%253A//github.com/knownsec/Pocsuite
https://link.zhihu.com/?target=https%253A//github.com/n0tr00t/Beebeeto-framework
https://link.zhihu.com/?target=https%253A//github.com/offensive-security/exploit-database
https://link.zhihu.com/?target=https%253A//github.com/80vul/phpcodz
https://link.zhihu.com/?target=https%253A//github.com/FiloSottile/CVE-2016-2107
https://link.zhihu.com/?target=https%253A//github.com/fjserna/CVE-2015-7547
https://link.zhihu.com/?target=https%253A//github.com/frohoff/ysoserial
https://link.zhihu.com/?target=https%253A//github.com/foxglovesec/JavaUnserializeExploits
https://link.zhihu.com/?target=https%253A//github.com/CaledoniaProject/jenkins-cli-exploit
https://link.zhihu.com/?target=https%253A//github.com/vlad902/hacking-team-windows-kernel-lpe

https://github.com/hxer/vulnapp
e php7Z& & SiKIADemo KHX TR

https://github.com/GoSecure/php7-opcache-override
* XcodeGhostAk T F A

https://github.com/XcodeGhostSource/XcodeGhost

AN K i K £
o il ABHHEL

https://github.com/secretsquirrel/the-backdoor-factory
https://github.com/secretsquirrel/BDFProxy
https://github.com/byt3bI33d3r/MITMf

¢ Inject code, jam wifi, and spy on wifi users

https://github.com/DanMclnerney/LANs.py
o WY RKIFHARELR

https://github.com/intrepidusgroup/mallory
o Wififf

https://github.com/sophron/wifiphisher

BB
o HIBEHIA

https://github.com/shinnok/johnny

o RHUAF Ak B BTG R BUR 8%

https://github.com/AlessandroZ/LaZagne

ZHARAE ST LR
o THEHIAHTTA

https://github.com/devitysO/binwalk
o RGHME, HATIREFMERSHEMIIKKBRR, EREER

https://github.com/quarkslab/binmap

e rp++is a full-cpp written tool that aims to find ROP sequences in PE/Elf/Mach-O (doesn't support the FAT binaries) x86/x64
binaries.


https://link.zhihu.com/?target=https%253A//github.com/hxer/vulnapp
https://link.zhihu.com/?target=https%253A//github.com/GoSecure/php7-opcache-override
https://link.zhihu.com/?target=https%253A//github.com/XcodeGhostSource/XcodeGhost
https://link.zhihu.com/?target=https%253A//github.com/secretsquirrel/the-backdoor-factory
https://link.zhihu.com/?target=https%253A//github.com/secretsquirrel/BDFProxy
https://link.zhihu.com/?target=https%253A//github.com/byt3bl33d3r/MITMf
https://link.zhihu.com/?target=https%253A//github.com/DanMcInerney/LANs.py
https://link.zhihu.com/?target=https%253A//github.com/intrepidusgroup/mallory
https://link.zhihu.com/?target=https%253A//github.com/sophron/wifiphisher
https://link.zhihu.com/?target=https%253A//github.com/shinnok/johnny
https://link.zhihu.com/?target=https%253A//github.com/AlessandroZ/LaZagne
https://link.zhihu.com/?target=https%253A//github.com/devttys0/binwalk
https://link.zhihu.com/?target=https%253A//github.com/quarkslab/binmap

https://github.com/OverclOk/rp
¢ Windows Exploit Development T B

https://github.com/lillypad/badger
o ikIEA ST TR (python)

https://github.com/bdcht/amoco
e Python Exploit Development Assistance for GDB

https://github.com/longld/peda
o XIBillGates Linux Botnet & /& D iE sh i M % T A

https://github.com/ValdikSS/billgates-botnet-tracker
o REERESHIRMTHE

https://github.com/kevthehermit/RATDecoders
e Shellphishgs 5 i) —i#t#l4-#f TR (CTFRD

https://github.com/angr/angr
o EtXtpythoni# SRS TR

https://github.com/yinwangO/pysonar2
o —NEFMUKEA (sheld HHTTHE, FREHESMERIR

https://github.com/koalaman/shellcheck

o FTASTA# % % Javascript R IEHE B T A

https://github.com/ChiChou/etacsufbo

EXP%i 5 HEZE ¢ T A :
o “HHIEXPHE T A

https://github.com/t00sh/rop-tool
e CTF Pwn 3K H 4 4% 5 HESE

https://github.com/Gallopsled/pwntools

e an easy-to-use io library for pwning development

https://github.com/zTrix/zio

o BFEEANTLER (Inject JavaScript to explore native apps on Windows, Mac, Linux, iOS and Android.)


https://link.zhihu.com/?target=https%253A//github.com/0vercl0k/rp
https://link.zhihu.com/?target=https%253A//github.com/lillypad/badger
https://link.zhihu.com/?target=https%253A//github.com/bdcht/amoco
https://link.zhihu.com/?target=https%253A//github.com/longld/peda
https://link.zhihu.com/?target=https%253A//github.com/ValdikSS/billgates-botnet-tracker
https://link.zhihu.com/?target=https%253A//github.com/kevthehermit/RATDecoders
https://link.zhihu.com/?target=https%253A//github.com/angr/angr
https://link.zhihu.com/?target=https%253A//github.com/yinwang0/pysonar2
https://link.zhihu.com/?target=https%253A//github.com/koalaman/shellcheck
https://link.zhihu.com/?target=https%253A//github.com/ChiChou/etacsufbo
https://link.zhihu.com/?target=https%253A//github.com/t00sh/rop-tool
https://link.zhihu.com/?target=https%253A//github.com/Gallopsled/pwntools
https://link.zhihu.com/?target=https%253A//github.com/zTrix/zio

https://github.convfrida/frida
k5.
o BERNTA

https://github.com/abeluck/stegdetect

K RLEHH:
o HpEYRE

https://github.com/I3mOn/pentest_study
o python securityZB#2 (B CEEEEhtp://www.primalsecurity.net/tutorials/python-tutorials/)

https://github.com/smartFlash/pySecurity
e data_hacking& 4

https://github.com/ClickSecurity/data_hacking
¢ mobile-security-wiki

https://github.com/exploitprotocol/mobile-security-wiki

o 5% (reverse-engineering-for-beginners)

https://github.com/veficos/reverse-engineering-for-beginners

o —BERZEHELRERE

https://github.com/luyg24/IT_security
o APTHIRZEID

https://github.com/kbandla/AP Tnotes
o Kcon#h}

https://github.com/knownsec/KCon
o ctRBEBEEE

https://github.com/bt3gl/My-Gray-Hacker-Resources
o CtfIZETRAKREE

https://github.com/zardus/ctf-tools
e (DO NOTFUCK WITH A HACKERY

https://github.com/citypw/DNFWAH

H#HBCTFH K


https://link.zhihu.com/?target=https%253A//github.com/frida/frida
https://link.zhihu.com/?target=https%253A//github.com/abeluck/stegdetect
https://link.zhihu.com/?target=https%253A//github.com/l3m0n/pentest_study
https://link.zhihu.com/?target=http%253A//www.primalsecurity.net/tutorials/python-tutorials/
https://link.zhihu.com/?target=https%253A//github.com/smartFlash/pySecurity
https://link.zhihu.com/?target=https%253A//github.com/ClickSecurity/data_hacking
https://link.zhihu.com/?target=https%253A//github.com/exploitprotocol/mobile-security-wiki
https://link.zhihu.com/?target=https%253A//github.com/veficos/reverse-engineering-for-beginners
https://link.zhihu.com/?target=https%253A//github.com/luyg24/IT_security
https://link.zhihu.com/?target=https%253A//github.com/kbandla/APTnotes
https://link.zhihu.com/?target=https%253A//github.com/knownsec/KCon
https://link.zhihu.com/?target=https%253A//github.com/bt3gl/My-Gray-Hacker-Resources
https://link.zhihu.com/?target=https%253A//github.com/zardus/ctf-tools
https://link.zhihu.com/?target=https%253A//github.com/citypw/DNFWAH

o JE4Ectf writeup kK4

https://github.com/ctfs/write-ups-2016
https://github.com/ctfs/write-ups-2015
https://github.com/ctfs/write-ups-2014

o fbctfEFHFEDemo

https://github.com/facebook/fbctf
e ctf Resources

https://github.com/ctfs/resources

LTI
o« KA HH2EE)

https://github.com/bayandin/awesome-awesomeness
® bash-handbook

https://github.com/denysdovhan/bash-handbook
e pythonFE & K4

https://github.com/jobbole/awesome-python-cn
o gitEIER

https://github.com/xirong/my-git
o ZEIFFEAD AT

https://github.com/android-cn/android-open-project-analysis

o pythontEZg, &, RIEKAEH

https://github.com/vinta/awesome-python

o JS EEMRARE (ATRMMERRIISENREFD)

https://github.com/VerbalExpressions/JSVerbalExpressions

Python:
e python IENZRERE (H TR E 2 2% #pythonIE U &k 2D

https://github.com/VerbalExpressions/PythonVerbalExpressions
o pythonfE 55 & B LA K iy & BT BE

https://github.com/pyinvoke/invoke
e python exedT fLEE


https://link.zhihu.com/?target=https%253A//github.com/ctfs/write-ups-2016
https://link.zhihu.com/?target=https%253A//github.com/ctfs/write-ups-2016
https://link.zhihu.com/?target=https%253A//github.com/ctfs/write-ups-2016
https://link.zhihu.com/?target=https%253A//github.com/facebook/fbctf
https://link.zhihu.com/?target=https%253A//github.com/ctfs/resources
https://link.zhihu.com/?target=https%253A//github.com/bayandin/awesome-awesomeness
https://link.zhihu.com/?target=https%253A//github.com/denysdovhan/bash-handbook
https://link.zhihu.com/?target=https%253A//github.com/jobbole/awesome-python-cn
https://link.zhihu.com/?target=https%253A//github.com/xirong/my-git
https://link.zhihu.com/?target=https%253A//github.com/android-cn/android-open-project-analysis
https://link.zhihu.com/?target=https%253A//github.com/vinta/awesome-python
https://link.zhihu.com/?target=https%253A//github.com/VerbalExpressions/JSVerbalExpressions
https://link.zhihu.com/?target=https%253A//github.com/VerbalExpressions/PythonVerbalExpressions
https://link.zhihu.com/?target=https%253A//github.com/pyinvoke/invoke

https://github.com/pyinstaller/pyinstaller
e py3 JEHiiEL

https://github.com/orf/cyborg
o —MMRGURE B OB B AR P 45 B S Kpython

https://github.com/CoreSecurity/impacket
¢ python requests &

https://github.com/kennethreitz/requests
e python LA TRAH

https://github.com/mahmoud/boltons
e pythonf@H &4

https://github.com/binux/pyspider
e ctffE] python T A

https://github.com/P 1kachu/VOlt

Bl LM
« BEERNTA

https://github.com/XX-net/XX-Net

A
o WiEEEa AR

https://github.com/east520/AutoGetRedEnv

o MEHABMEN (RERO

https://github.com/geeeeeeeeek/WeChatLuckyMoney
o THEE

https://github.com/yangyangwithgnu/hardseed

XS E RAER T https://zhuanlan.zhihu.com/p/21380662

YE# . https://www.zhihu.com/people/tian-yu-52

¥4, https://www.cnblogs.com/sevck/p/5603494 . htm


https://link.zhihu.com/?target=https%253A//github.com/pyinstaller/pyinstaller
https://link.zhihu.com/?target=https%253A//github.com/orf/cyborg
https://link.zhihu.com/?target=https%253A//github.com/CoreSecurity/impacket
https://link.zhihu.com/?target=https%253A//github.com/kennethreitz/requests
https://link.zhihu.com/?target=https%253A//github.com/mahmoud/boltons
https://link.zhihu.com/?target=https%253A//github.com/binux/pyspider
https://link.zhihu.com/?target=https%253A//github.com/P1kachu/v0lt
https://link.zhihu.com/?target=https%253A//github.com/XX-net/XX-Net
https://link.zhihu.com/?target=https%253A//github.com/east520/AutoGetRedEnv
https://link.zhihu.com/?target=https%253A//github.com/geeeeeeeeek/WeChatLuckyMoney
https://link.zhihu.com/?target=https%253A//github.com/yangyangwithgnu/hardseed

	Github 安全类Repo收集整理
	漏洞及渗透练习平台：
	花式扫描器 ：
	信息搜集工具 :
	WEB：
	windows域渗透工具：
	Fuzz:
	漏洞利用及攻击框架：
	漏洞POC&EXP:
	中间人攻击及钓鱼
	密码破解：
	二进制及代码分析工具：
	EXP编写框架及工具：
	隐写：
	各类安全资料:
	各类CTF资源
	各类编程资源:
	Python：
	科学上网：
	福利：


