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githack

python GitHack.py http://challenge-842e601b1b798242.sandbox.ctfhub.com:10800/.git

githacker

githacker --url http://challenge-cbbf884ca8dd4ebb.sandbox.ctfhub.com:10800/ --folder /home/p3/resultl

git log& & commitH &
BiT git log REFH commit
o diffEE B

git diff [commit id]

o HiresethRA[HiE

git reset --hard [commit id]

Stash fi &,
link

git stash (gitfl) WP ARRIWBEL (BEEFHMETFED HRFER, ATESKE L THEE%.

git stash list //&EFMHBstash
git stash pop //HEZWMEHFHITIEEZR

cat .git/refs/stash

.git/refs/stash contains the hash value for the commit tree that the stash created.

.git/logs/refs/stash contains a reflog-like chunk of metadata about the stashes before the one in .git/refs/stash.

.git/index holds a list of entries, one for each of the files in the working tree. Those entries contain the full path and filename and
also cached metadata about the file, both filesystem metadata and git-related metadata.

.git/refs/stash & 11 G G IR A e 7 H o

.git/llogs/refs/stash 7& .git/refs/stash Z BT & —ANERUULT reflog KITHdELR, XETHHERRT stash .

gitindex B&— AN HAR, —AMXRF T/EMF RSN M. XL BOEEEREN 44, BAEHRMNEFHEE, X
HRZG BN S git H<K TEE .
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https://www.cnblogs.com/tocy/p/git-stash-reference.html

GitHack Mgithacker#B AT DA H ek

sudo python GitHack.py http://challenge-842e601b1b798242.sandbox.ctfhub.com:10800/.git
—EEM.git, TREWMEEN

p2@p2-virtual-machine:~/GitHack$ sudo python GitHack.py http://challenge-842e601b1b798242.sandbox.ctfthub.com:10800/.

] Check Depend

Set Paths

rarget Url: http://challenge-8 601blb798 .sandbox. hub.com: 10800/ .git/

Initialize Targ

Try to Clone straightly
éléning into '/home/p2/GitHack/dist/challenge-842e601bl1b798242.sandbox.ctfhub.com_10800'...
fatal: repository 'http://challenge-842e601blb798242.sandbox.ctfhub.com:10800/.git/"' not found
[-] Clone Error

Try to Clone with

5 not support Directory Listing

COMMIT_EDITMSG
ORIG_HEAD
FETCH_HEAD
refs/heads/master

refs/remote/master

t
t
t
ts
ts
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1231399741
ts/9b/23 e20927d72240f7064480
" Commit Ob
s/refs/remote/master
s/ refs/stash
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$ cd dist/challenge-842e601b1b798242.sandbox.ctfhub.com_10800/ //EYEIHZXT
$ git log




ist/chall
1f

remove flag

>f4 fd
TFHub <sandbox@ctfhub.com:
Tue Sep 7 02:46:44 2021 +0000

Author
Date:

mit C
Author: CTFHub <sandbo
Date: Tue Sep 7 02:46:44 2021 +0000

42e601b1b798242.sandbox.ctfhub.com 10800% git log

$ sudo git reset --hard 746a5f494c264fdf060e95c658a4e72206f761a7

HEAD is now at 746a5f4 add flag

$ 1s

50x.html 6191170547791.txt index.html
$ cat 6191170547791.txt
ctfhub{fd9a240a11716c9b3f22a976

commit difftl 7] BA

$ git diff 746a5f494c264fdf060e95c658a4e72206f761a7
diff --git a/6191170547791.txt b/6191170547791.txt
deleted file mode 100644

index 9b233c8..0000000

--- a/6191170547791.txt

+++ /dev/null

@@ -1 +0,0 @@

-ctfhub{fd9a240al11716c9b3f22a976

2 [CTFHub]Gitt & -Stash

R A githack AT A

#git diff <commit id FiZ&{r> BEEZZ)

python GitHack.py http://challenge-cbbf884ca8dd4ebb.sandbox.ctfhub.com:10800/.git

cd dist/

cd challenge-cbbf884ca8dd4ebb.sandbox.ctfhub.com_10800/

% — Fstashfi# &



$ git stash list
stash@{0}: WIP on master: 4el25cb add flag

$ git stash pop
CONFLICT (modify/delete): 23207188499887.txt deleted in Updated upstream and modified in Stashed changes. Versio

n Stashed changes of 23207188499887.txt left in tree.

$ 1s
23207188499887.txt 50x.html index.html

$ cat 23207188499887.txt
ctfhub{97d36e2d6a40762e0c7e44c6

Ay A

$ cat .git/refs/stash
d031fc91abf760929ddf7ad37996cc5508cd288b

$ git diff de31fc91abf760929ddf7ad37996cc5508cd288b

3.index

git TR LUE R T



	Git泄露(.git leakage)（git log 和 Stash储藏）+ [CTFHub]Git泄露系列writeup
	Git泄露 .git leakage
	工具
	git log查看commit日志
	Stash 储藏
	wp
	1.[CTFHub]Git泄露-Log
	2.[CTFHub]Git泄露-Stash
	3.index


