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1s []
for i in range(len(c)):

1s.append(dic[c[i]])

"temp":
1s2.append(temp)
temp
continue

temp str(i)
1s2.append("107")

chr(int(i))

for i in range(len(flag)):
temp int(1s2[i]) i
chr(temp)

real flag
print(real_flag.lower())
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from Crypto.Util.number import
import gmpy2

n Oxb119849bc4523e49c6c038a509a74cda628d4caleddof28e677d57F3c3c7d0d876ef07d7581fe05a060546fedd7d061d3bc70d679b)
6c5dd9bc66c5bdad8f2ef898b1e785496c4989daf716alc89d5c174dad94eee7061bcbb6d52cafa337fc2a7bbad2c918bbd3104dff62ecc9d
3704a455a6ce282de@d8129e26c840734Ffd302bec5f0a66e0e6d00Ob5c50fa57c546cf+9d7e6a978db77997082b4cb927df9847dfffef551]
38cb946c62c9f09b968033745b5b6868338c64819a8€92a827265F9abd40935929471d8c3a2631b80e5b462ba42336717700998F138536¢2]
436e24ac19228cd2d7a909ead1a8494ff6c3a7151e888e115b68cc6a7a8c6cT8ab6c005

e 65537

enc 1422566584480199878714663051468143513667934216213366733442059106529451931078271460363335887054199577950679
1026592701794759111017476251205444292623342144836883321115520045358281824251529652235991601296109900369111460291
7003359205576898342790483539585041463465956509219146087590023771159742127231203279644094850972449202724737611321
8678183443222364531669985128032971256792532015051829041230203814090194611041172775368357197854451201260927117792
2775596902053425154376254177928676922808491395376877639192693378228997469242698476941388991658200041603191187492,
98031065800530869562704671435709578921901495688124042302500361

# p>>128<<128

high_p = 0xe4e4b390c1d201dae2c@0ad669c0865cc5767bc444f5d310f3cfc75872d96Feb89e556972c99ae20753e3314240a52df5dccd
076a47c6b5d11b531b92d901b2b512aebOb263bbfd624fe3d52e5e238beeb581ebe@12b2f176a4ffdle@d2aa8c4d3a2656573b727d4d3136)
5132931428b000000000000000000V0RRVVVVBRRV0

# sage
# kRbits = 128
= PolynomialRing(Zmod(n))
X + high_p
= f.small_roots(X=2"kbits, beta=0.3)[0]

194744276640369236134349576809641082787
int(low_p) high_p
p
1) *(a-1)

d = gmpy2.invert(e,phi_n)
m pow(enc,d,n)

print(m)
print(long_to_bytes(m))
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from sage.all import
from tqdm import tqdm

def solve(M, n, a, m):

# I need to import it 1in the function otherwise multiprocessing doesn't find it in 1its context
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https://asecuritysite.com/encryption/copper
https://github.com/FlorianPicca/ROCA

base int(65537)
# the known part of p: 65537%a * M*-1 (mod N)
known int(pow(base, a, M) inverse_mod(M, n))
# Create the polynom f(x)
F PolynomialRing(Zmod(n), implementation='NTL', names=('x"',))
(x,) F. first_ngens(1)
pol X known
beta = 0.1
t m+1
# Upper bound for the small root x©
XX = floor(2 n**@.5 / M)
# Find a small root (x0 = R) using Coppersmith's algorithm
roots = coppersmith_howgrave_univariate(pol, n, beta, m, t, XX)
# There will be no roots for an incorrect guess of a.
for k in roots:

# reconstruct p from the recovered R

) int(k*M + pow(base, a, M))

if n%p Q:

return p, n//p

roca(n):

keySize = n.bit_length()

if keySize 960:
M_prime = 0x1b3e6c9433a7735fa5fc479ffe4027el3bea
m )

elif 992 keySize 1952:
M_prime = 0x24683144f41188c2b1d6a217f81f12888e4e6513c43f3f60e72af8bd9728807483425d1e
m 4
print("Have you several days/months to spend on this ?")

elif 1984 keySize 3936:
M_prime = 0x16928dc3e47b44daf289a60e80elfc6bd7648d7ef60d1890f3e0a9455efe@abdb7a748131413cebd2e36a76a355¢
1b664be462e115ac33019c133441813d1034202c23396€6
m V
print("You'll change computer before this scripts ends...")

elif 3968 keySize 4096:
print("Just no.")
return None

else:
print("Invalid key size: {}".format(keySize))
return None

a3 = Zmod(M_prime)(n).log(65537)

order = Zmod(M_prime) (65537).multiplicative order()
inf = a3 2

sup (a3 + order)

# Search 10 000 values at a time, using multiprocess
# too big chunks 1is slower, too small chunks also
chunk_size 10000
for inf_a in tqdm(range(inf, sup, chunk_size)):
# create an array with the parameter for the solve function
inputs [((M_prime, n, a, m), {}) for a in range(inf_a, inf_a+chunk_size)]




# the sage builtin multiprocessing stuff
from sage.parallel.multiprocessing_sage import parallel_iter
from multiprocessing import cpu_count

for k, val in parallel _iter(cpu_count(), solve, inputs):
if val:
p = val[o]
q val[1l]
print("found factorization:\np={}\ng={}".format(p, q))

return val

if _ _name__ __main__":

# Normal values

#p = 88311034938730298582578660387891056695070863074513276159180199367175300923113

#q 122706669547814628745942441166902931145718723658826773278715872626636030375109

#a 551658, 1interval = [475706, 1076306 ]

# won't find if beta=0.5

# p = 80688738291820833650844741016523373313635060001251156496219948915457811770063

# q 69288134094572876629045028069371975574660226148748274586674507084213286357069

# #a = 176170, interval = [171312, 771912]

#n = p*q

n = 155189610416250748761824045853940987814871410592854559270243212767838311221687450763597803430780112164809
587575072479784829258678691739

# For the test values chosen, a is quite close to the minimal value so the search is not too long

roca(n)

from sage.all_cmdline import

def coppersmith_howgrave_univariate(pol, modulus, beta, mm, tt, XX):
Taken from https://github.com/mimoo/RSA-and-LLL-attacks/blob/master/coppersmith.sage
Coppersmith revisited by Howgrave-Graham

finds a solution if:

* b|modulus, b >= modulus“beta , @ < beta <= 1

* x| < XX

More tunable than sage's builtin coppersmith method, pol.small roots()
#

# init

#

dd = pol.degree()

nn dd mm + tt

#
# checks
#
if not © beta 1:
raise ValueError("beta should belongs in [0, 1]")

if not pol.is monic():
raise ArithmeticError("Polynomial must be monic.")

#
# calculate bounds and display them
#

* we want to find g(x) such that ||g(xX)|| <= b”m / sqrt(n)




* we know LLL will give us a short vector v such that:
[|v]| <= 2~((n - 1)/4) * det(L)~(1/n)

* we will use that vector as a coefficient vector for our g(x)

* so we want to satisfy:
2°((n - 1)/4) * det(L)~(1/n) < N~(beta*m) / sqrt(n)

so we can obtain ||v]|| < NA(beta*m) / sqrt(n) <= b*m / sqrt(n)

(it's important to use N because we might not know b)

#
# Coppersmith revisited algo for univariate
#

# change ring of pol and x
polz pol.change_ring(Zz)
x = polZ.parent().gen()

# compute polynomials
gg = []
for ii in range(mm):
for jj in range(dd):
gg.append((x * XX) jJ modulus (mm - ii) polZ(x * XX)
for ii in range(tt):
gg.append((x * XX) ii * polZ(x * XX) mm)

# construct Llattice B
BB Matrix(ZZ, nn)

for ii in range(nn):
for jj in range(ii + 1):
BB[ii, jj] = gg[ii][J]]

BB = BB.LLL()

# transform shortest vector in polynomial
new_pol (%]
for ii in range(nn):

new_pol X ii BB[O, ii] XX

# factor polynomial
potential roots = new_pol.roots()

# test roots
roots [1]
for root in potential_roots:
if root[@].is_integer():
result = polZ(ZZ(root[@]))
if gcd(modulus, result) modulus beta:
roots.append(ZZ(root[0]))

return roots
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https://blog.csdn.net/qq_51999772/article/details/123146561?spm=1001.2014.3001.5502

p=3386619977051114637303328519173627165817832179845212640767197001941
0=4582433561127855310805294456657993281782662645116543024537051682479
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from Crypto.PublicKey import RSA
from Crypto.Util.number import
import base64

import gmpy2

with open( 'C:\\Users\\Menglin\\Desktop\\pub.pem' ,'r') as f:
key = RSA.import_key(f.read())
e = Rey.e
n = kRey.n
print(key.size _in _bits())

with open("C:\\Users\\Menglin\\Desktop\\flag.enc") as f:
Cc = base64.bé64decode(f.read())
c = bytes.decode(c)

print("e {}".format(e))

print("n {}".format(n))

print("c {}".format(c))

65537
n 155189610416250748761824045853940987814871410592854559270243212767838311221687450763597803430780112164805875
75072479784829258678691739
C 0x02142af7ce70fe@ddaellb6bb7e96260274ee9252a8cb528e7fdd29809c2a6032727c05526133ae4610ed944572fflabfcdobl7aa22)
efd44a2
# print(n.bit_Length())
p=3386619977051114637303328519173627165817832179845212640767197001941
q=4582433561127855310805294456657993281782662645116543024537051682479

phi_n = (p-1)*(qg-1)
d = gmpy2.invert(e,phi_n)

pow(c,d,n)
print(long_to_bytes(m))
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