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tcp.stream eq 5 RI cat /f1ag #iE

M Wireshark - {585 TCP % (tcp.stream eq 5) - tmpshell.pcapng — m}

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN ~q=9.9

QER1=cat+%2Ff14gHTTP/1.1 280 OK

Date: Tue, 3@ Mar 2021 20:26:41 GMT
Server: Apache/2.4.46 (Debian)

Vary: Accept-Encoding

Content-Encoding: gzip h—_..__k
Content-Length: 187

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

"..o..UY.@.."gh. .K.1PN..<e_. .3Kf>...}.0.3..
_..3..[....POST /glnkgo/tmpshell.php HTTR/L.1
Rost: 19/.71be.1s81.1728
Connection: keep-alive
Content-Length: 25
Cache-Control: max-age=@
Upgrade-Insecure-Requests: 1
Origin: http://192.168.181.128
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 18.8; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.8.4389.98 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Referer: http://192.168.181.128/glnkgo/tmpshell.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 :

QER1=cat+%2FF14g%7ChaseM}m’0:

Date: Tue, 3@ Mar 2021 28:26:45 GMT

Server: Apache/2.4.46 (Debian)

Vary: Accept-Encoding

Content-Encoding: gzip h_______k

Content-Length: 535 -

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-&
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from binascii import

hexdata

with ( 5 ) as f:
f.write(unhexlify(hexdata))
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from binascii import

hexdata

with ( 5 ) as f:
f.write(unhexlify(hexdata))
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http://apngdis.sourceforge.net/

M N LB RLiZAE Firefox B TUE R B R INE LM, 4 Tkey

ItH#fE » TF » FireFox_Forensics

" ER

key4.db

| loginsjson

Googleti— T H® A LR

Google

S HES it Fh

2021/5/8 18:39 Diata Base File 288 KB

2021/5/8 18:53 JSON Source File 1KB
Decrypto Mozilla Password Github h 4 ,!, Q
Q. Al [ Videos [&Images [E News  Maps i More Settings  Tools

About 1,76,000 results (0.52 seconds)

Including results for Decrypt Mozilla Password Github
Search only for Decrypto Mozilla Password Github

About. Firefox Decrypt is a tool to extract passwords from profiles of Mozilla
(Fire/Water)fox™  Thunderbird® SeaMonkey® and derivates. It can be used to recover
passwords from a profile protected by a Master Password as long as the latter is known.

https://github.com » unode » firefox_decrypt
unode/firefox_decrypt: Firefox Decrypt is a tool to ... - GitHub

9 About featured snippets =+ @ Feedback

https:/igithub.com > Iclevy > firepwd -

firepwd.py, an open source tool to decrypt Mozilla ... - GitHub

18-Apr-2020 — This educational tool was written to illustrate how Mozilla passwords (Firefox,
Thunderbird) are protected using contents of files key4 db (or

https://github.com > topics » firefox-decrypt -

firefox-decrypt - GitHub Topics - GitHub

05-Sep-2020 — Firefox Decrypt is a tool to extract passwords from Mozilla (Firefox™
Waterfox™ Thunderbird®, SealMonkey®) profiles. python firefox

https://github.com » unode » firefox_decrypt» blob:f... *
firefox_decrypt/firefox_decrypt.py at master - unode ... - GitHub

Firefox Decrypt is a tool to extract passwords from Mozilla (Firefox™ Waterfox™,
Thunderbird®, SeaMonkey®) profiles - unodeffirefox_decrypt.

https://github.com/Iclevy/firepwd


https://github.com/lclevy/firepwd

PS D:\Tools\Misc\firepwd-master> python .\firepwd.py -d C:\Users\Administrator\Downloads\FireFox_ Forensics
globalSalt: b
SEQUENCE {
SEQUENCE {
OBJECTIDENTIFIER 1.2.840.113549.1.5.13 pkcs5 pbes2
SEQUENCE {
SEQUENCE {
OBJECTIDENTIFIER 1.2.840.113549.1.5.12 pkcs5 PBKDF2
SEQUENCE {
OCTETSTRING b
INTEGER b
INTEGER b
SEQUENCE {
OBJECTIDENTIFIER 1.2.840.113549.2.9 hmacWithSHA256

SEQUENCE {
OBJECTIDENTIFIER 2.16.840.1.101.3.4.1.42 aes256-CBC
OCTETSTRING b

OCTETSTRING b
)i
clearText b
password check? True
SEQUENCE {
SEQUENCE {
OBJECTIDENTIFIER 1.2.840.113549.1.5.13 pkcs5 pbes2
SEQUENCE {
SEQUENCE {
OBJECTIDENTIFIER 1.2.840.113549.1.5.12 pkcs5 PBKDF2
SEQUENCE {
OCTETSTRING b
INTEGER b
INTEGER b
SEQUENCE {
OBJECTIDENTIFIER 1.2.840.113549.2.9 hmacWithSHA256

SEQUENCE {
OBJECTIDENTIFIER 2.16.840.1.101.3.4.1.42 aes256-CBC
OCTETSTRING b

OCTETSTRING b
}

clearText b

decrypting login/password pairs
https://ctf.glnkgd.com:b ,b
PS D:\Tools\Misc\firepwd-master
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flag_in_the_disk.zip: data
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