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wireshark¥T FF Al &l /&sheliii &, 7445 R 4ihd Nhex+base64 . MEZRITH JL5& whoami/1s S iy-4-% i AT AN 475 H #1281
He.

«cipe Bl B Input
Load recipe 634768774c6d78735a57687a6347313043673d3d
pm Hex
Jelimiter
None
om Baseb4
Alphabet -
\-Za-z0-9+/=

I Remove non-alphabet chars

Output

php.1lehspmt

WO cat /f14g|base6d HISE REATEITFHHEMIEHE EIlaghgiEic sk, £BRUEHflag.

In [4]: a

"WIDIEACIEACIEAY TKOWI jMyT jMyIjMyTjMyT jMyTjMyTjMyT jMyTiMyIjMyT My T MyTjMiCNOQD\NMyIMyTjMy I MyTjMyT jMyIjMyTjMyT MyTjoQDACIEACIEACTZEDMEEDMEAMEAZMEMDMEE jM\NteSLtaSL
t@SLtesL tesL tesL tesL tesL tesLtes, tasl tesL tesLtesl teitMyTjMyTjMy T jMy T\n6AMgAZMEMIMEE JMWI j00eZ62epS5KaWKrQWYwWVGAVSETtAIM1AYd] SmK6M6 1 FpgnrQDtesL tesL \ntesL tesL tesL tesLtesLteslt
@sLtesL tesL tesL tesl tesL tes| KeATdzavo75mlvlCNMTMGEDM \nz@yMweSMyAJM6Q71pb7 1mrQDrsCZhBXZ@omT goC IyUDI 3VmbqozoPk+ 1geuCNasSL teSLtesL tesL \nsxiiz1d1vo13e7d27hFGbsZmZge1p9iunbu+ge1poi
unMNgBpoiunMNKMXOTMWyA(M \NDNeQDNEQD 1WazNXMxewWbT91RGRDNDNGarderR fovz 1 1WbwADTd! RHI'\pDKilVFIdRHIIpDKi 1WK|:HZY\n==QI|‘H(IJM '

In [5]: [x[::-1] for x in a.split( )]

[ * DQONCIM; LyMj LyMLyMjLyMjIyMj LyM LyMj LyMj LyMjLyMjIyMj LyMj IneK LyAgICAEICAGIDTW' ,
" MJECMDMUMZAGH  AGMDEGMDEETCAEICATCA DGO TyM Ty M TyMj Iy M IyM  IyM yM IyMIyMj
' TyMjTyMjTyMj TyMNCiatL SetlLsetLsetl setl setl setlsetlsetlsetlsetlsatl setlsetlset”
' LS@tLSetDQrngpf16MeKmS1dyA1MI At TESVAGVWYWQrkwoKSpe267600 WM ELMDMtMZAZMAG "
*MDEGMTMNClv1mS7ovaZdIAeKLSetLSetL SetLsatLsetl SsetlsatlLsetl setlsetl setl setLset”
* LsetLsetLsetLSeNCueql+WPozogbmv3IDUYICegTmoeZXBhZCsrDQrml 7bpl7Q6MjAyMSowtMyoz *
* MCAYMDOWMToxMweK+iWbnuigplegk+kbnuioplegk+WbnuioplegZmzsbcrhz2d7e319vid] Zkxs *,
*¥2MpKVv1iKDpmaRdIFv1iKDpmaRd IDAwbi117voTRAdraBNDNDRGR 19 biNexMXNz a1 DQENDQBND * ,
*QeNDQaMhTQ=="]

In [6]: ' '.join([x[::-1] for x in a.split( 1))

“DQONCIM] TyMjTyMjTyMj TyMj TyM] TyMjIyMj IyMj IyMj TyMj IyMj TyMj IwoK IyAg TCAg ICAZ TDTwH j ETMDMtMzAGM JAGMDEGMDEE TCAE ICAS TCADQ0 ] TyMj TyMj LyMj TyMj TyMj IyMj TyMj TyMj IyM jTyMj yMj TyMj
IyMN(i@'tLSB‘tLSG‘tLSe‘tLSB‘tLSﬂtLSE)'tLSB‘tLSBtLSEFtLSG‘tLSE‘tLSﬂtLSG’tLSG’tLSﬂ'tLSHt[}Qr‘nqpfljﬂ'ﬁKmSldy lH]‘.AtIE5VdGWYer‘KH€1K5peZﬁZeijMNjEﬂ‘!m‘tHZAgHjAEMDEE"lTHN(.lV].mS?OVaZdIABKLSB‘tLSB‘tL
setlsetlsetlsetlsatl satl setlsetl setl satl setl setl setl setl SencueqlWPozogbmv3TDUYTCRE TmOa7XBhZCsrDQrml 7bpl 7Q6M j AyMSawMy@ZMCAYMDOWMT 0xMWeKi4 +Wbnui 9p19gkWbnui 9p1@gkWhnuioplegZm
ZsbGFhZZd?E}lQVldlZNXSYZMPKV\JliKmeaRdIFvliKDpmaRdIDAwWllMRBdFMRGRlQ{MMZaNl[D{WMhIsz'
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FireFox Forensics

TE T RMBELLUE A —ANjson XA — N sqlfF-fig I dbBiE B S, BEREIFIBENSFLMER, NBESERSAENEET
EFERBMERX, MiZEFireFoxMEsrEMENERER, EGithub LEAMHENMENA, BEETHUSHEEELSHHHEA
IR FF B 3%, fFH python3 firepwd.py BJ ] BiIhfiR %15 Flflag

excelZk #1E
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QQQQT
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SRJEFEIDAFPIRYE A _E bR BIX S 777 8 R AE O AL B, 7T CAAS B0 T B 4L

int _ thiscall sub_4012F@(_DWORD *this)
{
int vi;
_BYTE *v2;
const char *v3;
_BYTE *v4;
int v5;
int v6;
int v7;
int
int v9;
int v10;
_BYTE *vi1;
unsigned int v12;
int v14;
char v16[4];
char v17[4];
_BYTE *v18;
const char *v19;
int v20;
int v21;
_BYTE *v22;
char v23[60];
__int128 v24[2];
__int64 v25;
int v26;

MEMORY[@x5FF6] (*(_DWORD *)(this[6] + 4),
V26 0;
MEMORY[0x7C7C](v16, v17);
LOBYTE(v26) 1;
v19 (const char *)MEMORY[0x7C48](v17);
v24[0] = 0i64;
v24[1] 0i64;
v25 0i64;
strcpy(v23,
v21 138 strlen(v19) ox64;
vld v21 1;
vl 0;
v22 = (_BYTE *)MEMORY[0x8114](v21 + 1);
v2 v22;
sub_402C08(v22, 0, via);
v3 v19;
V20 (int)(v19 1);
if ( strlen(v19) )
{
v4 v2[v21];
v18 v4;
while ( 1)
{
V20 ((char)*v4 8) v3[vl];
v5 v20 58;
\VZ v20 58;




v7 58;
v4 v7 58;
v5 v20;
b
while ( v20 );
v4 v18;
b
if ( vl strlen(v19) )
break;
v3 v19;

v22;

while ( !v2[v8] );
}
v9 v21;
if ( v8 v21 )
{
v1l0 = v2 (_BYTE *)v24;

do
{
v1l (char *)v24 + v8++;
v1l v23[(char)vii[vie]];
)i
while ( v8 v9 );
)i
if ( !MEMORY[©x7C1A](v24,
{
if ( v19 )
v12 strlen(v19);
else
v12 1;
v22 (_BYTE *)MEMORY[©x7CCC](v19, vi12);
LOBYTE(v26) = 2;
v21 = MEMORY[@x7CCC]( , 4);
LOBYTE(v26) = 3;
MEMORY[0x6124](this, &v21, &v22, 1024, 0);
MEMORY [@x7C66] (&v21);
MEMORY[@Xx7C66] (&v22);
)i
MEMORY[0x7C30](v17);
return MEMORY[@Ox7C66]();

2 Ky

B b5 #4458 123456789ABCDEFGHIKLMNPQRSTUVIWXYZabcdefghijkmnopgrstuvwxyz H#EJll ABase58%wiY, ¥ F4F
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Crash

IR IUATRE R I Golang#4i 5 19, B {5t I IDA7 63T FF BN BT B K #4945, 4T FFmain_mainE #1847 4

if ( vi[1] 43LL (_DWORD *)v@ == 1413696327 (_WORD *)(v@ + 4) 31558 (_BYTE *)(vO + 42) 125
)

Hep, EANFERSHAET Teke (W FHERBIFAEZRE), (F, ), FULHENX BN ZR2ERTlagiHE, BEHAN
main_check i £

void _ golang main_check(__int64 al, unsigned _ int64 a2)
{
__inte4 v2;
__inte4 v3;
__inte4 v4;
__inte64 v5;
__inte64 ve6;
__int64 v7;
__int64 v8;
__int64 v9;
__int64 vio;
__int64 vi11;
__int64 v12;
__int64 v13;
__int64 vi4;
__int64 vi5;
__int64 vie6;
__int64 v17;
__int64 vi18;
char v19[32];
char v20[32];

if ( a2 Ox1E )
runtime_panicSliceAlen();
\ main_encrypto(al 6, 24LL);
if ( v5 44 )
{
vil runtime_memequal(v2, (__int64) , 44LL, 44);
if ( (_BYTE)v5 )
{
if ( a2 0x22 )
runtime_panicSliceAlen();
v17 runtime_stringtoslicebyte((__int64)v19, al + 30, 4LL, V5,
Encrypt_HashHex2(v6, v12, v17, v6, vi12);
if ( vi3 64 )
{
vl4 = runtime_memequal(
v7,
(__int64)
64LL,
V7);
if ( (_BYTE)v7 )
{
if ( a2 < Ox26 )
runtime_panicSliceAlen();
v18 runtime_stringtoslicebyte((__int64)v20, al 34, 4LL,
Encrypt_HashHex5(v8, v15, v18, v8, v15);
if ( vie 128 )
{




v9);
if ( (_BYTE)Vv9 )
{
if ( a2 Ox2A )
runtime_panicSliceAlen();
main_hash(al 38, 4LL, v3, v9);
if ( vie 32 )
runtime_memequal(v4, (__int64) , 32LL, 32);

AUEH, BEINTETR, F—BEANNFER, HMEHTDESIE (MEBERE) H_BRMH Tsha2s6m#®, F=BL
T sha512in%, &E—BRMER T md5na, LA_bEThne B & ] #R 45 i 1 Bk R 32 P9 25 A K B HE T 12 Boin 25 |15 B 5C
KR, R E — A DESEBME DA MERMEESL, HAR RS R4 R ]

F—BDESINE R LLM encoding_json_Unmarshal PN3%E|keyHliv

"key": "WelcomeToTheGKCTF2021XXX",
"iv": "1Ssecret"

BE R Abkey i 24byte, KL HENA3des, BRIBEAT AN KB BN AT 15 2 28 — B flag, JETH LB HIE AT
sha256 -> 4

import hashlib
import string
import itertools

dateset string.ascii_lowercase string.digits

def generate_strings(length=4):
chars string.ascii_lowercase string.digits
for item in itertools.product(chars, repeat=length):
tmp .join(item)
aa = hashlib.sha256(tmp.encode( )) .hexdigest()

if aa.hexdigest()

print(tmp)
exit(@)

generate_strings()

sha512 -> 44t




import hashlib
import string
import itertools

dateset string.ascii_lowercase string.digits

def generate_strings(length=4):
chars string.ascii_lowercase + string.digits
for item in itertools.product(chars, repeat=length):
tmp .join(item)
aa hashlib.sha512(tmp.encode( )) .hexdigest()

if aa.hexdigest()
print(tmp)
exit(@)

generate_strings()

md5 -> 441

import hashlib
import string

import itertools

dateset string.ascii_lowercase string.digits

flag

def generate_strings(length=4):
chars string.ascii_lowercase string.digits
for item in itertools.product(chars, repeat=length):
md5 hashlib.md5()

tmp .join(item)
md5 . update(tmp.encode(

if md5.hexdigest() flag:
print(tmp)
exit(9)

R DA SR Y S P B 2 BRI e S 7E — 2 B J9flag

Web
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BHRRSHEMIEEL, Zikadmin/12345)5 B M.

SR U A AR I 3R T BRI /system/tmp/xxxx. txt (SRARSEK UAZRE)
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