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B I 445 B = A 30

Bfg > Data(D:) * CTF » Reverse » f34b6c2d90cd408a919438b7da64c406 v D D $83"f34b6c2d90cd408a9...
EFR EndmE] it A
| task9_x86_2fb0b7e96f097597851f24faafo64fdb20adB8b8a 2018/8/15 14:58 pryg s 8 KB
| task9 x86_64 46d01fe312d35ecfe9c4ffBabBace75d080891dc 2018/8/15 14:58 pry s 9 KB
5 task9 xB86_edB2b6faaf979658e040c77422d01b1b3db182f7.exe  2018/8/15 14:58 K7 FEFERS 68 KB

B | BEEDACTR\Reverse\f34b6c2d90cd408a919438b7da64c406\taskd x86_edB82b6faafd79658e040c77422d01b1b3db183f7.exe

CSDN @Tr0e

ENTBERIRRE—A 32 £ elf, —4> 64 fif elf F1—A> 32 fif exe.

ELF 34 (Executable Linkable Format) & —#ffH T =3l S0 ardATsefth. BAnflis. LEEMBZ O SCH. Linux TR E AR
A FIA] BAT SO HR A% AT 7768, B R Linux B EZ AT HuAT 30 .

1. BRRIARIMGE:

File: |taska_x86_ed82b6faafo79658e040c77422d01b1b3db183f7| i -
Entry Point : (00001240 | [oo] | < EP Section: [.text 1 = ail

— e T 1 LR T


https://adworld.xctf.org.cn/task/answer?type=reverse&number=4&grade=1&id=4709&page=1

File Orrset @ |000006A0

Liker Info

File Size :

"

00010FE1h

[ Image is 32bit executable

83.EC.1C.C7.0-

ﬁ'ltﬂfltﬂs'

2. X 3 IDA J5 B RIC 90 45 R R KA —EK,

D IDA - task9 x86 64 46d01fe312d35ecf69c4ffBabBace75d080891dc DACTF\Reverse\simple-check-100\task9d x86 64 46d01fe312d35ecf69c4ffBab8ace75d080891dc
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Library function [ Regular function M Instruction Data Unexplored External symbel B Lumina function
Functions window O & x ID& View-i a =] Hex View-1 (%] A Structures B 2l Erums (] Inports E
. ~ VEF_31= BYTE pTr -31In
Function name var 38= byte ptr -30h
[7] _init_proc var_2F= byte ptr -2Fh
sub_400530 var_2E= byte ptr -2Eh
tch var_2D= byte ptr -2Dh
_::t: ar var_2C= byte ptr -2Ch
= i var_2B= byte ptr -2Bh
__ stack chk_fail var_2A= byte ptr -2Ah
_printf var_29= byte ptr -2%h
. libc_start main var_28= qword ptr -28h
E gmon_start_ var_20= qword ptr -20h
- var_18= gword ptr -18h
__i50c99_scanf var 8= qword ptr -8
[7] _start
deregister_tm_clones ; _unwind {
register_tm_clones push rbp
[F] _do _global dtors aux movh FEP’ rsp
[7F] frame_dummy 5:; :Sz, Sgh
check_key mov [rbp+var_ 547, edi
interesting_function mov [rbp+var 68], rsi
[F] main = mov rax, fs:28h
_Iibc_csu_init mov [rbp+var_18], rax
. X xor eax, eax
[F] _libe_csu_fini v mov rax. rsp
8 2 mov rbx, rax
Line 17 of 27 mov [rbp+var_44], 54h ; 'T'
‘dh T p— a0 & x mov [rbp+var_43], ecCsh
mov [rbp+var_42], 7Eh ; '~
mov [rbp+var_41], ©E3h
mov [rbp+var_40], e4h ; 'd’
mov [rbp+var_3F], eC7h
mov [rbp+var_3E], 16h
ﬁ 100.00% (-465,610) (83,650) 000007BC 00000000004007BC: main (Synchronized with Hex View-1)
‘ Output window CSDN @Tr0e
3. #& F5 AERILELRKIN C iEF hRD:
X ID4 View-& [ Pzeudocode—a B B Hex view-1 [ Structures [ i Ernms 8
A~ 1jint _ cdecl main(int argc, const char **argv, const char **envp)
2q
3| wvoid *v3; [/ rsp
4| const char **v5; // [rsp+Bh] [rbp-68h] BYREF
5( int v6; /f [rsp+Ch] [rbp-54h]
6| char v7[28]; // [rsp+1Ch] [rbp-44h] BYREF
7| __int64 v8; [/ [rsp+38h] [rbp-28h]
8| const char ***v9; [/ [rsp+48h] [rbp-20h]
9| unsigned __inted v1@; // [rsp+48h] [rbp-18h]
10
11 wvb = argc;
12{ v5 = argv;
13| vle =  readfsqword(@x28u);
14| v7[0] = 84;
15| v7[1] = -56;
16| v7[2] = 126;
17| v7[3] = -29;
18| v7[4] = 100;
19| v7[5] = -57;
20| v7[6] = 22;
1 w71 - 1@
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int _ cdecl main(int argc, const char argv, const char **envp)
{

void *v3; // rsp

const char **v5; // [rsp+6h] [rbp-606h] BYREF

int v6; // [rsp+Ch] [rbp-54h]

char v7[28]; // [rsp+1Ch] [rbp-44h] BYREF

__int64 v8; // [rsp+38h] [rbp-28h]

const char v9; // [rsp+46h] [rbp-26h]

unsigned _ int64 v10; // [rsp+48h] [rbp-18h]

V6 argc;

v5 argv;

vl0 = _ readfsqword(@x28u);

v7[0] 84;

v7[1] 56;

v7[2] 126;

v7[3] 22)¢

v7[4]

v7[5] 575

v7[6] 228

v7[7]

v7[8] 51;

v7[9] 17;

v7[10]

v7[11] = 50;

v7[12] = 45;

v7[13] 22)¢

v7[14] 45;

v7[15] = 67;

v7[16]

v7[17] 87;

v7[18] 99;

v7[19] 46;

v7[20] 26;

v7[21]

v7[22] = 44;

v7[23] 45;

v7[24] 74;

v7[25] 67;

v7[26] 25

v7[27] = 106;

v8 19LL;

v3 = alloca(32LL);

v9 Vv5;

printf("Key: ");

__isoc99_scanf("%s", v9);

if ( (unsigned int)check_key(v9) )
interesting function(v7);

else
puts("Wrong");

return 0;

ALESR, BFHZOREMA—NFRER, REMEH check_key REUHEAT M, WHREIIEO0 CHE) , WHAT

interesting_fuction & %1,




4, XHERHAEFE interesting_fuction &y AAHD:

IDé View-4& [ Pzeudocede—4 [E B  Hex View-1 x| Structures x| Enums |

1/int _ fastcall interesting_function(__int64 al)
2{
3| int *v1; // rax

Al unsigned int v3; // [rsp+1Ch] [rbp-24h] BYREF
5 int i; // [rsp+28h] [rbp-28h]

6| int j; // [rsp+24h] [rbp-1Ch]

7 __inted v6; [/ [rsp+28h] [rbp-18h]

8| int *v7; f/ [rsp+38h] [rbp-16h]

9 unsigned _ int64 v8; // [rsp+38h] [rbp-8h]
10

@11 v8 = _ readfsqword(@x28u);

© 12| LODWORD(v1) = al;

® 13| v6 = al;

© 14 for (1 =0; 1 <=6; ++1 )
15 {

® 16 v3 = *(_DWORD *)(4LL * i + v6) ~ OxDEADBEEF;

® 17 vl = (int *)&v3;

® 138 v7 = {int *)&v3;

® 19 for ( 1 =3; 7 >=8; --71)

® 20 LODWORD(v1) = putcHar‘{{char‘){*{{_B"(TE Fyw7 + ) ™ flag_data[4 * 1 + 1]));
21| 3}

® 22| return (int)vi;

e CSDN @Tr0e

ZRBTNE v CGRED AT I A, &5 putchar #iH .
5. check_key B %R —/MTER KM 5 IEH AR L — /N R £

check_key @R # 2 —MHERIGT S IERILBMIT LN — M EY, idaBFFITH R

1] BOOL8 _ fastcall check key(_ int64 1)

int checksum; // [rsp+8h] [rbp-16h]
signed int i; // [rsp+Ch] [rbp-Ch]

checksum = @;
for (i =8; i <= 4; ++1

checksum += *(_DWORD *)(4LL * i + al);
return checksum == @xDEADBEEF;

(X N N N
@WK NG WA W
=

=

H
GHE SRS ML BT, FRKERA, input_keylE—NONORDEHA, H5ATE, BHRBIOMFHIKE:

1| BOOL8 _ fastcall check_key(_DWORD *input_key)
21

int checksum; // [rsp+8h] [rbp-18h]
signed int i; // [rsp+Ch] [rbp-Ch]

checksum = @;

for (i =0; i<=4; ++i ) // input_keyf
checksum += input key[i];

9| return checksum == BxDEADBEEF;

10}

BEFL R input_key B —"DWORDERIE HE—TAE NS BIRLIEFN, MiXMEZE AOXDEADBEEF A R IEFARY, RIBIXNEFIBFEH S keyfy, AEFERTRA
1Ts CSDN @Tr0e

QN E AW

[ 7 8 2% 1

REFFEFSIE check _key BB A, 3RATIAT interesting_function %, BLAEIRTE B A% Flag. WA AXH IR BEAT B
R, ¥ check_key KIIREIZERECA 1, HiALiAH interesting_function B #3415 I IE# K key.

gdbzh & K

GDB (GNU Debugger) #&—/~H1 GNU JFEAA KK UNX/LLINUX #:1E RA T K. ETHHTH. e KMEF AR T
B. BFAMARE—F, GDB JLLtRARK—AEF, AFLEFERFENMTET, WEHRTUEELE. FF%. K
LR, BB RTUMENEREAEE. W T —4% Linux T I/EK C/IC++ BF REd i T/EH, gdb RUAT KT
A.

EAEFEFE: linux FgdbiiR k581583 . CTF 5 T48F(CTF All In One).
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gdb % A& 4 A

gdb HIH a4

# 3.9 gdb WERAGS

we HE Lhe

list | 5 RS

break b R E S

run r MELFF iz TR >

continue c MELALHEZTRF

next n B AT ( AR A RSP )
step s BIRMT—3 (A AR BHESS )
return ret M EHBIEHEBEE

print p ERTRYRANNE

X X €N EFRE

backtrace bt SRR

quit q B gdb

symbol-file sy MARTIH P MRS &

ANTEHCHK VPS k448 (Centos8) L%% gdb, HBINTF:

PESTNETT

yum install gcc gcc-c++

# T B IS

wget http://ftp.gnu.org/gnu/gdb/gdb-10.2.tar.gz

4 G 1 25

tar -zxvf gdb-10.2.tar.gz

cd gdb-10.2

./configure --with-python=/usr/bin/python --enable-targets=all

make
sudo make install

# B A LT



https://blog.csdn.net/qq_39153421/article/details/115386527

W B %E% gdb TA:

(= | « 1 MyVvPS

[root@hwec-hwp-587401-751218 ~]# gdb -v
GNU gdb (GDB) 10.2
Copyright (C) 2021 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
[root@hwc-hwp-587401-751218 ~1#
[root@hwec-hwp-587401-751218 ~]#
CSDN @Tr0Oe

GDBE: i =~
TH%AE —ANEBE test.c KEF:

#include <stdio.h>
int getSum(int n) {
int sum=0,i;
for (i=1;i<=n;i++)
sum+=i;
return sum;

b
int main(){
int res=getSum(100);

printf("1+2+...+100=%d\n",res);

1. ffH gcc %k C BESHEF:

[root@hwec-hwp-587401-751218 Test]# 1s
test.c
[root@hwc-hwp-587401-751218 Test]# gcc -g test.c -o test
[root@hwc-hwp-587401-751218 Testl# l1s
test.c
[root@hwc-hwp-587401-751218 Test]#

[FE] mRERRXERF, WAEMT gec wIFHRZEN L -g 2% (R debug #3) , Bl gcc -g test.c -o test (WIERZ
C++ FRFHIIEN 2 g++ -g test.cpp -o test) o WREA -9 S8, IREEFNEFMELEL. TER, IRENEREBITH
1 A7 HbAE .

[root@hwc-hwp-587401-751218 Test]# s
test.c
[root@hwc-hwp-587401-751218 Testl# gdb test

Copyright (C) 2021 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.




This GDB was configured as "x86 64-pc-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/qgdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentaticn/=>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from test

(gdb) CSDN @Tr0e

3. MWIA 1@< CHET list) , gdb B MEE—ATIFEE5 IR CBRINET 10 47) -

Reading symbols from test

(gdb) 1

#include <stdio.h=

int getSum{int n) {
int sum=0,1i;
for (i=1;i=<=n;i++)

sSum+=1i;

return sum;

¥

int main(){

W 0 = O N = W R

int res=getSum(160);
printf{"1+2+...+100=%d\n", res);

CSDN @Tr0e

HERERR, B E—Rard (k8% 10-20 THIRRD) -

Reading symbols from test

(gdb) 1

1 #include <stdio.h=

int getSum({int n) {
int sum=0,1;
for (i=1;i<=n;i++)

sUm+=i;

return sum;

}

int main(){

D 00 =] O N & W M

int res=getSum(1€0};
printf("1+2+...+100=%d\n", res);

CSDN @TrOe

(gdb) break 9
Breakpoint 1 at
(gdb) break getSum




Breakpoint 2 at - file test.c, line 3.

(gdb) info break

Num Type Disp Enb Address What

1 breakpoint keep vy in main at test
2 breakpoint keep vy in getSum at test

SDN @TrOe

Type What
1 breakpoint =Y. in main at test.c:9
2 breakpoint e in getSum at tc
(gdb) run
Starting program: /root/Test/test

Breakpoint 1, main () at test.c:9
9 int res=getSum({160);
{gdb)

6. WATHS continue (fEiE c) , BARNEELASEZITET:

(gdb) continue
Continuing.

Breakpoint 2, getSum (n=1008) at test.c::
int sum=0,1i;
(gdb)

7. AT step @<, RBMBIPIT—F (TEABTAMAREF) , #—PAFA print 1 (REHL) REBFLRENAE:

(gdb) continue
Continuing.

Breakpoint 2, getSum (n=160) at test
int sum=0,1i;

(gdb) step

4 for (i=1;i<=n;i++)

{(gdb) print i

$1 =0

{gdb) step

5 sum+=i;

{(gdb) print i

{gdb)

8. AT 4 backtrace (fii5 bt) , WEHMLFIREAHALER, PITHS finish, AHEH SATREFFRER EEREH (RH)
A main ERED

{(gdb) bt

#3 getSum (n=108) at test.c:!



(gdb) Tinish

Bun till exit from #0 getSum (n=100) at

9

(gdb) bt
#0

(gdb)

9. PATH4 set res

(gdb) fTinish

in main () at

int res=getSum(1€0);
Value returned is $2 = 5650

in main () at

= 6666 , ARG ETEME:

Bun till exit from #08 getSum (n=1€0) at

9

Value returned
(gdb) next

10

(gdb) print res
$5 = 5050

in main () at f

: 2l)

int res=getSum(1€0);

is $4 = 5650

printf({"1+2+...+100=%d\n", res);

(gdb) set res=6666

(gdb) print res
¢6 = 6666
{gdb)

10. info reg MR A EE FAFEABMN,

(gdb) info reg
rax
rbx
rcx
rdx
rsi
rdi
rbp
rsp
rg
r9

0x13ba

Bx06
Ox7ffff7dcaibs
Ox7TFfffffe538
Ox7FFfffffe528
0x64
Ox7TFfffffeddo
Ox7Tffffffed30
Ox7 ffff7dcbd20
Ox7 ffff7dcbd20
0x1

0x202

0x4004b0
Ox7FFfffffe520
0x0

0x0

0x40065d9

0x202

0x33

0x2b

0x06

0x06

0x6

0x0

CSDN @Tr0e

info stack fiy4 ] B HERR(EF1E I:

5658

(6]
148737351821144
140737488348472
140737488348456
1e@
Ox7fffffffed40
Ox/Tffffffed30
148737351826720
148737351826720
1

514

4195504
140737488348448
0

0

0x4005d9 <main+21=>
[ IF ]

CSDN @Tr0e




#0 main () at tes

(gdb) CSDN @Tr0e

BEHITHS quit (H5 q) , EPAEEH gdb:

(gdb) step
1+2+. . . +100=6666
11 }
(gdb) step
in _ libc start main () from /lib64/libc
{gdb)
Single stepping until exit from function _ libc start main,
which has no line number information.
[Inferior 1 (process 44527) exited normally]
{gdb) quit
[root@hwc-hwp-587401-751218 Test]# CSDN @TrOe

T ARBE SR BEREF E®RSTM M ST

(gdb) c
Continuing.

[Inferior 1 (process 20069) exited normally]
{gdb) quit
[root@hwc-hwp-587401-751218 Test]#

gdb pedaii

M ETH RSB R AT LUE H, gdb EFBK, HEAERRKIEFN FRESFENHPGEE (WHFFHEER) HEFIMAM
4, RGBS, FUBHERTEE, R -EREEERFNEES - SMENTRERHEK, HERR. —BREEERHN
34~ GDB ##ff: peda. gef. gdbinit.

, EENET SN GDBH=AMEM (gef gdbinitpeda) o Github EEZ2H AIEIX 3 MEHKTE SR T —A, FEEEK%Z
R AF IR TR

# M Github FJLZET gdb 19 3 NEMAFHITTH #5 0 22K,

git clone https://github.com/gatieme/GdbPlugins.git ~/GdbPlugin
# GdbPlugins XFREEHT 3 TGN IR )i :

echo "source ~/GdbPlugins/peda/peda.py" ~/.gdbinit

echo "source ~/GdbPlugins/gef/gef.py" ~/.gdbinit
echo "source ~/GdbPlugins/gdbinit/gdbinit" ~/.gdbinit



https://blog.csdn.net/aoxixi/article/details/90142736

BRI T RE B A G AT AE BB S 3 ANME AR ST R

X% we
/root/GdbPlugins T S g =
bl XtE - o e fERdiE R FF/mPa
CobaltStrike git prgl=d 2021/10/0509:30  drwxr-xr-x  root/root
- FRP gdbinit it 2021/10/05 09:30 drwxr-xr-x  root/root
o1 gdb gef hrg =y 2021/10/05 09:30 drwxr-xr-x root/root
: gdb-10.2 3 peda prg =y 2021/10/05 09:30 drwxr-xr-x root/root
- [E| .gitignore 1 KB ATy 2021/10/05 09:30 -rW-r--r-- root/root
CR Gl J [ LICENSE 343 KB 3TfF 2021/10/05 09:30  -rw-r--r—-  root/root
gt B README.md 1.6 KB MD 3 2021/10/05 09:30 -rW-r--r-- root/root
_ gdbinit
gm. gef
= peda
@1 lib : CSDN @Tr0e

TICKN BEF ) peda Hiff——peda & gdb IR TRKHEM, T gdb KRG, FIRHEHE gdb KER: ERiKLRE
A G ERRICHAD, FHESMAFER (B4 gdb ZAAFRER. ILHEEENESNESE ERATE) .

1. % & gdb Ul peda fEAFHIHATERE S, FFRE L% R K test 727

[root@hwc-hwp-587401-751218 Test]# 1s
i test.c

[root@hwe-hwp-587401-751218

[root@hwc-hwp-587401-7 18 Test]# echo “"source ~/GdbPlugins/peda/peda.py" = ~/.gdbinit

[root@hwc-hwp-587401-751218 Test]# gdb test

opyright (C) 1 Free Software Foundation, Inc.
e GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
Type “"show copying” and “"show warranty" for details.
This GDB was configured as "x86 64-pc-linux-gn
Type "show configuration® for configuration defails.
For bug reporting instructions, plea
<https://www.gnu.org/software/gdb/buc
Find the GDB manual and other documentation resources online at:

<http://www.gnu.org/software/gdb/documentaticn/=.

For help, type “"help®.
Type “"apropos word" to search for commands related to "word"...
Reading symbols from
list
#include <stdio.h=

=

int getSum(int n) {

w N

int sum=0,1;
for (i=1;i=<=n;i++)

(S Y

sum+=i;
return sum;

int main(){

2. ¥\ start WATFHRREF, N TERFELUE RS HF8S (registers), LAY (code), 2 H R (stack) 5 B:




(<main=: push rbp)

--> 0x0
2 ("LS_COLORS=r5=0:di=01;34:1n=01;36:mh=00:pi=40;33:50-01;35:do=01;35:bd=40;33;01:cd=40;33;01:0r=40;31;01:mi=01;0
5:;37;41:5u=37;41:59=30;43:ca=30;41:tw=30;42:0w=34;42:5t=37;44:ex=01;32:*_tar=01;31:*_.tgz=01"._.)
3 ("/root/Test/test")
1 Ox1
(=__libc csu_init>: endbr64)
--=> 0x1
{<main+8=>: mov edi, 0x64)
-->

-

(< start=: endbrb4)

-->

: 0x0
- Bx206 (

0x4005c4 <main=: rbp

0x4065c5 <main+1>: I rbp, rsp

Bx4065c8 <main+4=>: rsp,0x10

0x4005cc <main+8=: ]

0x4005d1 <main+13>:

0x4005d6 <main+18>: I DWORD PTR [rbp-0x4],eax
0x4065d9 <main+21=>: I eax,DWORD PTR [rbp-0x4]
Bx4885dc <main+24>: es5i,eax

6000 | --> Ox1

6008

6016 | (<__libc_csu_init>: endbrb4)

06024 | (< libc_start_main+243>: mov edi,eax)

0032 = ("/root/Test/test")

6040| - ("/root/Test/test") CSDN @Tr0e

FE RO TH B SCE HAT 22 X i 1 IR I A A T 5 Shellcode i 5 s AN T RECH AR AT HRARL, BUGEE FP 3
3C T GDB-pedail- g i b 2 i# e B0 FA AR, 1EEFIA peda $ 1 SRICHR IR —BEFF, 5 BhIR N2/ o B0 FI Ak

JEEIE| CTF RE , £ Linux th E#ERAN T

[root@hwc-hwp-587401-751218 Test]# 1s
test.c

[root@hwe-hwp-587401-751218 Test]#

[root@hwc-hwp-587401-751218 Test]# ./task9 x86 64 46d01fe312d35ecf69c4ffB8abB8ace75d086891dc
Key: 123

Wrong

[root@hwec-hwp-587401-751218 Test #

CSDN @TrQOe

THEFHEMED gdb WREFHTEHE IR, ¥ check_key BRBUHIR B2 RECH AN AT IEHHK key.

1. a3 gdb WIREF, ATM4 break main 7E main REIX B W i (Breakpoint 1 at 0x4007c0) , RE#MATATL run FFIE

[root@hwc-hwp-587401-751218 Test]# gdb task9_x86 64 46d01fe312d35ect69c4ff8ab8ace/5d080891dc

Copyright (C) 2021 Free Software Foundation, Inc.

License GPLv3+: GNU GPL versicn 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type “"show copying” and “show warranty"” for details.

This GDB was configured as "x86 64-pc-linux-gnu®.

Type "show configuraticn" for configuration details.

For bug reporting instructions, please see:



https://bwshen.blog.csdn.net/article/details/120529809
https://blog.csdn.net/m0_37568521/article/details/104820933

<https://www.gnu.org/software/gdb/bugs/=>.
Find the GDB manual and other documentaticn resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".
Type "apropos word" to search for commands related to “"word®...
Reading symbols from
(No debugging symbols found in
break main
Breakpoint 1 at
run
Starting program: /root/Test/taskd x86 64 46d01fe312d35ect69c4fiBabBace/5d086891dc

(<main=: push rbp)

--> --> 0x0
--> ("LS_COLORS=r5=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:bd=40;33;01:cd=40;33;01:0r=40;31;01:mi=01;0
5;37;41:5u=37;41:59=30;43:ca=30;41: tw=30;42:0w=34;42:5t=37;44:ex=01;32: *.tar=01;31:*.tgz=01"...)
3 (*/root/Test/task9 x86 64 46d01fe312d;5@cf69c4ff8:b8ace?50080891dc")
: Ox1
(< libc csu init>: push rls)
(< libc csu init=: push ris)
(<main+d=: push rbx)
--= Ox0
--> 0x0

(< libc start main=: endbr64) CSDN @Tr0e

TR 7 E FEWT A :

("/root/Test/task9 x86 64 46d01fe312d35ecf69c4ffBebBace75dB80891dc" )

--= (< libc csu init=: push r15)

--> (< libc csu init=: push  rl5)
(smain+4>: push rbx)

--> Ox0

-—= 0x0

(= libc start main=>: endbr64)
(< start=: xor ebp, ebp)
--> Ox1

: Ox0
51 Ox246 (

0x4007bb <interesting function+186=:

0x4607bc <main=: push rbp

0x4007bd =main+l=: mov rbp, rsp

0x4007cO <maint4=:

0x4007c]l =main+5h>: sub rsp,0x58

0x4007c5 <main+9=: moV. DWORD PTR [rbp-0x54],edi
0x4007c8 <main+l12>: mov QWORD PTR [rbp-0x60],rsi
0x4007cc =main+l6>: mov rax,QWORD PTR fs:0x28

6060 | (= libc csu_init=: push r1s})

0068 | (= _libc_start_main+243=: edi, eax)

0016 |

0024 ("/root/Test/task9 x86 64 46d01fe312d35ecfbIc4ff8ebBace75d080891dc")
0032 --> 0x106086000

0040 | --> (=main=>: push rbp)

6048 --= Ox8

6056 | --> OxeaeB616905Faa880

Legend: , value

Breakpoint 1, in main ()

CSDN @Tr0e

2. LRBEFERE main REWT R, PATHL next FFE— PP RIPITEF (—HLEIFEREEPAT next s & HAD , H
Fi21T & check_key BR#UFTEN B, Fﬁ%ﬁﬁ)\ key ZJE =R HIWRE, FrLlERE check_key FrEfi B

: Ox0




0x4008c4 =main+264=: m rsi, rax
0x4008c7 <main+267=: edi,@x4009f2
0x4008cc =main+272>: m cax, 0x0
Bx4008d1l <main+277>:
0x4008d6 <main+282=: m rax, JWORD PTR [rbp-0x20]
Ox4008da <main+286=: rdi, rax
0x4008dd <main+289=:
0x4008e2 <main+294=:
Guessed arguments:
arg[@]: --> Ox676e6T7257007325 ('%s')
arg[1]: --> @x0

6000 | 0x0

6oes | 0x0

0016 | 0x0

0024 | 0x0

0032] ("/root/Test/task9 x86 64 46d01fe312d35ecf69c4ffBab8ace75d086891dc™)
0040 | 0x160006000

0048| 0x0

6056 | Oxe37ec85400000600

Legend: , value
in main ()

CSDN @TrOe

3. HAWRBIITRZ G, BIXKBEE test eax, eax B, B LA printi $eax BE FFaME, KIAL O:

(= start=:
= =
: Ox0
: Ox0

1 Bx217 (

0x4008d6 =main+282>: rax, QWORD PTR [rbp-0x20]
0x4008da <main+286>: m rdi, rax

0x4008dd =main+289-:

0x4008e2 <main+294=:

0x4008e4 <main+296=: j 0x4088f4 <main+312=
0x4008e6 <main+298>: rax, [rbp-0x44]

Bx4008ea <main+302>: m rdi, rax

0x4008ed <main+365=:

0000 | 08x333231 ('123°)

0008 | 0x0

6016 | 0x0

0024 | 0x0

6032 ("/root/Test/task9 x86 64 46d01fe312d35ecfb9c4ff8ab8ace/5dB880891dc" )
0040 | 0x16660060080

6048 | 0x0

0656 | Oxe37ec85400000000

Legend: o , value
in main ()
print $eax

S50 CSDN @Tr0e

4, XFEMERSBEEBRAE flag RBIIALE, FTUPATIS set $eax=1, FENENFHFE eax M{H, HEPITHSL
continue , BITIEFEZEBRFLIL, WK flag HUIT:

0x4008e2 <main+294=:

0x4008e4 <main+296>: je 0x4088f4 <main+312=
Bx4008e6 <maint+298>: lea rax, [rbp-0x44]
0x4008ea <main+302>: mov rdi, rax

0x4008ed <main+305=:

68600 | --> Bx333231 ('123')
0008 | --> 0x0
--> 0x0




0024

("/root/Test/task9 x86 64 46d01fe3 ecf69c4ffBabBace

Legend:

print $eax
0x08

set $eax=1

print $eax
$8 = Ox1

continue
Continuing.
flag_is_you know cracking!!![Inferior 1 (process 1330605) exited normally]
Warning: not running

CSDN @Tr0Oe

#2732 flag, over!

HERS drke il iy
: !s;! 951 2.00

/ : N
& _HEWriteup

CSDN @Tr0e

&k

= |

E;(

4

A3EE—E CTF @ H, %#3idx7T GDB Mk TR &K peda #HAFHIMEM, LI T X ZBEHIREF K WS E#AT B BRI 5%
HREFRZEREKEK, XA RELT Android H{EH Frida X APP i) & $iR [BME 24T hook HEZ#IAE X
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