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Frida Java Hook #f#: R85 &l (£): https://www.secpulse.com/archives/132082.html

H APPRRh&FEH AW T HIE? : https://zhuanlan.zhihu.com/p/63899519
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5/ IDE %5 frida js i & BE iR 7R
THERE, BAAHEE. RS fidajs B ik IDE & HERR
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¢ git clone https://github.com/oleavr/frida-agent-example.git
¢ cd frida-agent-example/, #474r4 npm install
o SRJEMEF VSCode. pycharm. idea % IDE T M T, 7 agent BR T 45 JavaScript fAIBH Bt F B RER R .

JSELE R
: https://bbs.pediy.com/thread-265160.htm

Refar R B0 AR frida (9 js B4, ATRAF AL, B 5GEAT frida 4


https://blog.csdn.net/freeking101
https://blog.csdn.net/freeking101/category_10211480.html
https://so.csdn.net/so/search/s.do?q=java&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=android&t=blog&o=vip&s=&l=&f=&viparticle=
https://www.52pojie.cn/thread-1196917-1-1.html
https://blog.csdn.net/freeking101/category_10211480.html
https://www.52pojie.cn/thread-1196917-1-1.html
https://blog.csdn.net/zhy025907/article/details/89512096
https://zhuanlan.zhihu.com/p/339504595
https://blog.csdn.net/freakishfox/article/details/78289293
https://www.secpulse.com/archives/132082.html
https://zhuanlan.zhihu.com/p/63899519
https://bbs.pediy.com/thread-265160.htm

frida -1 </Users/name/path/test.js> --debug --runtime=v8 <port/name>

%)

session = dev.attach(app.pid)
script = session.create_script(jscode, runtime="v8")
session.enable_debugger()

B3l 4B E Inspector IE7EMIT 9229 BRil G O

Chrome Inspector server listening on port 9229

chrome

FTFF chrome:/finspect, F i Open dedicated DevTools for Nodeo

® Chrome inspect

DevTools Devices

Devices Discover USB devices | Port forwarding... |

ets | Configure...

Open dedicated DevTools for Node

Pages

Extensions

Apps

shared workers  AOSP on walleye #ra7s71a10484 @:8080 @:9229

Service workers Chrome (78.0.3904.96) | Open tab with url @ trace
Other HEEFN_BEBTHE https://baike.baidu.com/item/%E6%99%BA%ES8%83%BD%E6%89

inspect pause focustab reload close

Remote Target #LocaiHosT

Target (v14.0.1) trace

cor ok T £ T
R B S [ g i |
o Fa—ara o

ME debug B4 %R, VI¥ZE sources, # Command + P WIERERRAIBEA, BIR] FHriERE T .



o0 \ Is - Node.js
Connection Console Profiler  Sources Memory

Mode  Filesystem  Snippets trace.js

; i Paused on breakpoint
: " + clsname + "." + methodName + proto);
overload. impleme ion = A
= [1; args =[] Call Stack
getTid(); tid = Int64 {}
= getTName tName = " overload.implementation
{ i = B0; i < arguments. thi j =
58 args[j] = jarguments[iT + ™ e
}

(anonymous)

Watch

enter(tid, th  Arguments(1)
: =

id, . T8: Proxy
retval [[Handler]]: Object
[[Target]j: x
b [{IsRevoked]]:
call {.cd)

exit(

3
} (e) {
1anl"'" o ~lenama 4+ "' h
S L.itere + f values()
Line 58, Column 52 ca ¢ 2 is: Proxy
- ids Tom+ed 1

Console

trace

pycharm

B4 %% Node.js #fF, BEE. BIMARE Attaching to Node.js/Chrome, ¥%iHBERINBIH . Attach
to Mi%FE Node.js < 8 started with --debug, FHHKHINEZEETTER k.

Run/Debug Configurations

B n Name: attach
Attach to Node.js/Chrome
[‘mattach H
Node.js
> g Python
> [E! Python Debug Server
> M Templates

Store as project file

ost: | localhost

Port: 9229 =

Attach to

Chrome or Node

daContainer

fih % W 4 75 B2 AE debug & O V¥ 2] script T, ARERAKIMA, %E# Open Actual Source, 7EFTFTFFHI
Actual Source B O WEBIFWi M5, FTEFIUE/SH—RHTAE B s E TS, RIWE LT Exa4 BZIERH
I



Debug: . att2

El Console Frames | Variables Scripts ==

e file://
_frida.js
BEVERE
_objc.js

test.js
Open Source 2 N

Open Actual Source

CSDN @i&mseis T

BT RBLAT Bl R IR T

fridaContainer

10 test(), test.js:10
0201
I—D" daF
# WBanon
Dco,

CSDN @&l scifE

PR
1. F Chrome WX SCHRFHOE IR, RRAMA BSIE A, B < thaEIER IR

2. F PyCharm 17 s A B R EF3hEIEH RS, B0 LA PyCharm f1Debug & M FIHR#ERE .
3. PyCharm fif ts P31 IRAM, FTCAE B BT, WATEFIHEIEN .

J5 ik 2:

: https://bbs.pediy.com/thread-258513.htm



https://blog.csdn.net/airuozhaoyang/article/details/110789942

ik frida £055 58 B
frida AR M. WRIFRZRT Frida, MERBA L nodejs KIAES, FECEREHF T

npm install @types/frida-gum

RBEERRBIEN js XA EHFTEIT ( TUAF LA package.json, RE2oHI—KE%E)
SR J5 1 B BT LA TypeScriptfR g 52 il D Be I dmtE 25 ( b in vscode. pycharm. idea ) 3T FFjsSC4EEIZ .

"Bl frida RS SERL" BRI LAkb 4 frida js ARG, WRAEE KA RS AR RINKRAED R, AT ZERE
% frida-tsplugin

TR 2EFHMH frida-tsplugin
EEZEFRT: git clone https://github.com/tacesrever/frida-tsplugin , /57 frida-tsplugin B3 Fig

{7+

npm install
npm run compile

frida-tsplugin ®¥

1. B LLIR AN Java.use 1 Java.cast

2. ARlE R B RE SIS

3. AT BRI FIB BRI R 5 BR R A R AR B ) R R

4. W] LAARIE B 3 R BN S B BRI X B ) B R 4

5. AJLLiRF] someJavaFunction[.overload(...)].implementation = function(...) {...} H¥Hrh
HISHE R FthisSK R

ps. X FREEIBEE RIS AY, v UM A Java.cast RN HM—AN B

THEEZ: http://www.yxfzedu.com/rs_show/115

FridaContainer i 4 4y =
From: https://bbs.pediy.com/thread-265160.htm
FridaContainer & 7 W AT B A1 i 5 A frida B4, Aidia TAERBZH.

Hitk: https:/github.com/deathmemory/FridaContainer
& & anti-anti-debug

BT A RIFANSEEEM KT %, FARE RIARKNFBEET RIS MREX, BERFETR
FBRABREEIAR, MEBOHENEGEEHRAET fgets BEL WMBLRINTHER hook kR H AL IEM
U e it i 1 22 S kA

(7R

/proc/<pid>/status #W TracerPid: 0. State: S (sleeping) - SigBlk:
0000000000001204 ,

/proc/<pid>/stat MW t (tracing stop)
/proc/<pid>/wchan fall Sys epoll wait %


http://www.yxfzedu.com/rs_show/115
https://bbs.pediy.com/thread-265160.htm
https://github.com/deathmemory/FridaContainer

Hook fgets f&, fillkiY H 63K —F LR FHEH[NE, RE—THZ, Z/5REME SR UE LR #iHK, HE
sEfL. MRIGTHMRRE, XRER buffer #HATIEIBMAT L T .

FridaContainer #§ fl: FCAnd.anti.anti_debug();

NG B BRI RIS R, TR Hook —&% AR B B BOR B AL M AL, e
hook exit, kill , B4 —SHME RIFKTTE, BEEED.

anti-ssl-pinning

FABAE FridaContainer B T Frida iR # JustTrustMe kit SSL Pinning #il .
HER RIS EE/A L T . https://codeshare.frida.re/@akabe1/frida-multiple-unpinning/
SCHF 20 FhREEIISSL Rk :

¢ TrustManager (Android < 7)

¢ TrustManagerimpl (Android > 7)

e OkHTTPV3 (quadruple bypass)

e Trustkit (triple bypass)

e Appcelerator Titanium

¢ OpenSSLSocketimpl Conscrypt

e OpenSSLEngineSocketimpl Conscrypt

¢ OpenSSLSocketimpl Apache Harmony

¢ PhoneGap sslICertificateChecker

¢ |IBM MobileFirst pinTrustedCertificatePublicKey (double bypass)

¢ IBM WorkLight (ancestor of MobileFirst) HostNameVerifierWithCertificatePinning (quadruple bypass)
e Conscrypt CertPinManager

e CWAC-Netsecurity (unofficial back-port pinner for Android<4.2) CertPinManager
¢ Worklight Androidgap WLCertificatePinningPlugin

¢ Netty FingerprintTrustManagerFactory

e Squareup CertificatePinner [OkHTTP<v3] (double bypass)

e Squareup OkHostnameVerifier [OKHTTP v3] (double bypass)

¢ Android WebViewClient (double bypass)

e Apache Cordova WebViewClient

¢ Boye AbstractVerifier

FridaContainer i l: FCAnd.anti.anti_ssl_unpinning();
NG FERHR SR EIEMR Xposed HESE, T A U B XUBS:,  EGgid Al R 58 Frida — Mt T .
dump dex

X B dump dex & dump =485, B3 hook art so

Bl art::DexFile: :OpenCommon (_ZN3art7DexFile100penCommonEPKhjRKNSt3__112basic_stri
dump ZhA AT dex M. B frida S MNE B 2 XK dex, 7E dex FSEPRMIBEEM EF N, K=m
BATE R, FHALK dex B MEL, @ ZHTH hook , H#IME K dexdump T k.

i m | b

FridaContainer i fl: FCAnd.dump_dex_common();
WA BT HENER TR dexdump Hik https:/github.com/hluwa/FRIDA-DEXDump

multi-dex


https://github.com/hluwa/FRIDA-DEXDump

BRHEB RS INE N dex XA K application K loader , Java.use AlBESRRHATIZ, BRXHIE
AT LA & java loader BI75 R R 5T .

b aniE 2R A InMemoryDexClassLoader R iN#k N 7 1) dex B, B LA Hook ‘&, XHfilk b} Jek H e, ik
HFHAME dex, A5 FIH A loader object 1824 Java.classFactory.loader, B Java.use 3R
REEHMAT LT, B E/KEN, BN HB.

&M B LB -

; . _
#I A InMemoryDexClassLoader #47 dex aiA %
@TargetApi(26)

private static ClasslLoader createInMemoryClassLoader{Context arg7?) throws I0Exception {

InputStream is = arg7.getAssets().open("audience_network.dex"); IEEY dex 3T{&
ByteArrayOutputStream os = new ByteArrayOutputStream();
byte[] buffer = new byte[@x400];
while(true) {

int v3 = is.read(buffer);

if(v3 <= 0) {

break;

os.write(buffer, @8, v3);

is.close();

0s. f}ushge : InMemoryDexClassLoader 7S I0%

0s.c o

returqnew InMemoryDexClassLoader(ByteBuffer.wrap(os.toByteArray()), DynamicLoaderFactury.class.getC‘LassLoader(r));_ 'll bl i i
} wrmal| (SN ST T
=3
JTJ%%E{*EIE%:

function anti_InMemoryDexClasslLoader(callbackfunc) {
// dalvik.system.InMemoryDexClassLoader
const InMemoryDexClasslLoader = Java.use('dalvik.system.InMemoryDexClassLoader");
InMemoryDexClassLoader.$init.overload('java.nio.ByteBuffer', 'java.lang.ClassLoader')
.implementation = function (buff, loader) {
this.$init(buff, loader);
var oldcl = Java.classFactory.loader;
Java.classFactory.loader = this;
callbackfunc();
Java.classFactory.loader = oldcl; // kEH

FCAnd.anti.anti_InMemoryDexClassLoader(function(){
const cls = Java.use('find/same/multi/dex/class"');

1)

frida [¥) java = 518 F

B dex T —IEHEMBSBME TR, K loader EALE R LB FRH . BRFEIATRAEEHE jni B,
ERNm B ERE, &0 LA frida java REHI75 A

BAAREMRE:



// KRB so Hhk

var base = Module.findBaseAddress('libxxxx.so");

// WRERBIER jni R

var jnifunc_ptr = libsgmainso.add(@xE729);

// FH jni B

var jnifunc = new NativeFunction(jnifunc_ptr, 'pointer', ['pointer', 'pointer', 'int', 'pointer']);
// INIEnv

var env = Java.vm.getEnv();

// WA

var retval = jnifunc(env.handle, ptr(e), 10401, obj);

P3 Obj:

// staticVaMethod ¥l Integer.valueOf(7)

const Integer_jcls = env.findClass('java/lang/Integer');

const Integer_valueOf = env.getStaticMethodId(Integer_jcls, ‘valueOf', '(I)Ljava/lang/Integer;"');

const invorkeStaticOjbectMethod = env.staticVaMethod('pointer', ['int']);

var pIn2 = invorkeStaticOjbectMethod(env.handle, Integer_jcls, Integer_valueOf, 7);

// FIA constructor | vaMethod 4% HashMap obj

// new HashMap().put('INPUT"', 'XXXXXXXXXX')

const HashMap_jcls = env.findClass('java/util/HashMap');

const invokeHashmap_constructor = env.constructor([]);

const HashMap_init = env.getMethodId(HashMap_jcls, ‘'<init>', '()V');

var HashMap_obj = invokeHashmap_constructor(env.handle, HashMap_jcls, HashMap_init);

const HashMap_put = env.getMethodId(HashMap_jcls, 'put', '(Ljava/lang/Object;Ljava/lang/Object;)Ljava/lang/
const invokeOjbectMethod = env.vaMethod('pointer', ['pointer', 'pointer']);

invokeOjbectMethod(env.handle, HashMap_obj, HashMap_put, env.newStringUtf('INPUT'), env.newStringUtf('xxxxx

FHEERERN AN AERENET staticVaMethod, vaMethod, constructor H s v

trace java methods

H Frida #7] LASEH java JEH) trace .

A% T Frida #2432, WiRE trace FTAMIRMEKRE, HWAEGHER. FIUXBERUBZ BT RERK.
OHERRMZBITAEZR, TR, LRFEE trace M2, Hook BAr=EMFTE Bk (WHEE) , EHEHIA
FE, HHEASHREEILR XK.

B2 BHAER, Hook BARPRIRKT .
LR e

/**
* java HiEEEE
* @param clazzes EBEEHK¥4H ['M:Base64', 'E:java.lang.String'] , KETEAM M & match HHILE, E F equal
* @param whitelist F&EFITT¥E Hook 4N, AIHELHRRELRTEFTIE.
* { '%4%"': {white: true, methods: ['toString', 'getBytes']} }
* @stackFilter #ILELFHITENHERR. WRELE bytes HAFEHHHELERKTHE, Hln: "104,113,-105"
*/
FCAnd.traceArtMethods(
['M:MainActivity', 'E:java.lang.String'],
{'java.lang.String': {white: true, methods:['substring', 'getChars']}},
"match_str_show_stacks™

)5



o IHPRERRMRIVLEL K &
o TRERA LRI trace HiE
o RFULELEITE e ER ERE R

HARLH:

Java.enumeratelLoadedClassesSync().forEach((curClsName, index, array) => {
dest_cls.forEach((destCls) => {
// EHNILERBRE trace
if (match(destCls, curClsName)) {
// trace BRIk
traceArtMethodsCore(curClsName);
return false; // end forEach

1

1

// Hook #%ZB%E

function traceArtMethodsCore(clsname: string) {
let cls = Java.use(clsname);
[/ BEETTIE
let methods = cls.class.getDeclaredMethods();
methods.forEach(function (method: any) {

/] BEEER
let methodOverloads = cls[methodName].overloads;
methodOverloads.forEach(function (overload: any) {

// Hook
overload.implementation = function () {
// ... send entry msg
// FIH js ¥4 arguments , ARRERHLLEE A Hook HiEHIfES
const retval = this[methodName].apply(this, arguments);
// ... send exit msg
return retval;

Bt python/android/tracelLogCleaner.py AU EE trace HE, KEfERHEZRERE. Bt H
&, FHFEXNFEWEHA, 2T string A hex B LT EHR.

¥ Ak trace BR:



{"tid": 10421, "status": "exit", "tname": "Statistics-WriteData#@", "classname": "java.lang.String", "method": "p
[+] (exit) java.lang.String
bytel] java.lang.String.getBytes(java.nio.charset.Charset)
[163, 1e5, 17, 109, 66, 70, 66, 70, 38, 56, 63, 79,
(str) "lgikmBFBR&8?0ABCD"
(hex)== 67,69,6b,6d,42,46,42,46,26,38,3F,4f,41,42,43,44

{"tid": 10421, "status": "exit", "tname": "Statistics-WriteData#@", "classname": "java.lang.String", "method": "pu
[+] (exit) java.lang.String
bytel]l java.lang.String.getBytes(java.nio.charset.Charset)
[1e3, 1e5, 107, 1@9, 66, 70, 66, 70, 38, 56, 63, 79, 65, 66, 67, 68]
(str)== "jgikmBFBFR&870ABCD"
(hex)== 67,69,6b,6d,42,46,42,46,26,38,3F,4f,41,42,43,44

{"tid": 10421, "status": "entry", "tname": "Statistics-WriteData#@'", "classname": "javax.crypto.Cipher", "method"
[+] (entry) javax.crypto.Cipher
javax.crypto.Cipher javax.crypto.Cipher.getInstance(java.lang.String,java.security.Provide
AES/ECB/PK(CS5Padding

{"tid": 1@421, "status": "entry", "tname": "Statistics-WriteData#@", "classname": "javax.crypto.Cipher", "method"
[+]1 (entry) javax.crypto.Cipher
javax.crypto.Cipher javax.crypto.Cipher.createCipher(java.lang.String,java.security.Provider) thro
AES/ECB/PKCS5Padding
None

BEAHE:

B{
"status":"exit",
"tryval":6{
"p0": 54
"trystr":"nvnet

"tryhex":

“classname":"java.lang ing",
“"tname": "pool-3-thread-1",
"tid":22079,
"retval":@Array| i
"method":"public byte[] java.lang.String.getBytes(java.nio.charset
} y

INGE .

o ftri: F Frida fif java HiE% M trace , REMEFE. RiG. BREX.
o BRi: PR Frida #2248, Z MR BAK, trace HiLT LR BB, FiALEM4EE trace.

HHHTRERK Java J7i trace 7J LU MK E AL D H

jni hook & trace



FIF Frida B Java.vm.getEnv () 3REL INIEnv $84F, HERME jni AR EIRTE, BT PRI ZAS jni BREL
bk, ZJE AT AR HE % E 4T Hook T .
iy

o AT LUK F B3R B AR RN jni B itk (X Dh g, 75 {8 Hook

Bl B R

// Fld INI E¥EEA

const jni_struct_array = [
"reservedo",
"reservedl”,
"reserved2",
"reserved3",
"GetVersion",
"DefineClass",
"FindClass",
"FromReflectedMethod",

1

// 3REX INIEnv ik

var env = Java.vm.getEnv();

var env_ptr = env.handle.readPointer();

/] WBERHLUTERS W

var offset = jni_struct_array.indexOf(func_name) * Process.pointerSize;
// SEEUERH L

jnienv_addr.add(offset).readPointer();

// Hook

Interceptor.attach(addr, callbacksOrProbe);

L -

FCAnd.jni.hookINI('NewStringUTF', {
onEnter: function (args) {

1)

o T Ll Hook RegistNatives JRIRENBHZIEM I jni BB HhE



export function hook_registNatives() {
const tag = 'fridaRegstNtv';
Ini.hookINI("RegisterNatives", {
onEnter: function (args) {
var env = Java.vm.getEnv();
var p_size = Process.pointerSize;
var methods = args[2];
var methodcount = args[3].toInt32();

// KA

var name = env.getClassName(args[1]);

DMLog.i(tag, "==== class: " + name + " ====");

DMLog.i(tag, "==== methods: " + methods + " nMethods: " + methodcount + " ====");

/%% AR E IR B 1 R AL P B A EME B
typedef struct {
const char* name;
const char* signature;
void* fnPtr;
} ININativeMethod;
jint RegisterNatives(INIEnv* env, jclass clazz, const ININativeMethod* methods, jint nMethods)
*/
for (var i = 0; i < methodcount; i++) {
var idx = i * p_size * 3;
var fnPtr = methods.add(idx + p_size * 2).readPointer();
const module = Process.getModuleByAddress(fnPtr);
if (module) {
const modulename = module.name;
const modulebase = module.base;
var logstr = "name: " + methods.add(idx).readPointer().readCString()
" + methods.add(idx + p_size).readPointer().readCString()
+ ", fnPtr: " + fnPtr

+ ", signature:

+ " " "

, modulename: + modulename + -> base:

if (null !'= modulebase) {
logstr += ", offset: " + fnPtr.sub(modulebase);

+ modulebase;

}

DMLog.i(tag, logstr);
}
else {

DMLog.e(tag, 'module is null');
}

1)

R B R



=== class: com.xxxx.class.name ====

==== methods: 0xcd52d428 nMethods: 41 ====

[INFO][fridaRegstNtv]: name: initialize, signature: ()V, fnPtr: @xcd50b6bd, modulename: libxxxx.so -> base:
[INFO][fridaRegstNtv]: name: onExit, signature: ()V, fnPtr: @xcd50b6c7, modulename: libxxxx.so -> base: Oxc
[INFO][fridaRegstNtv]: name: getMMKVWithID, signature: (Ljava/lang/String;ILjava/lang/String;)J, fnPtr: Oxc
[INFO][fridaRegstNtv]: name: encodeBool, signature: (JLjava/lang/String;Z)Z, fnPtr: Oxcd50b76d, modulename:
[INFO][fridaRegstNtv]: name: decodeBool, signature: (JLjava/lang/String;Z)Z, fnPtr: ©xcd50b7bf, modulename:
[INFO][fridaRegstNtv]: name: encodeInt, signature: (JLjava/lang/String;I)Z, fnPtr: Oxcd50b80f, modulename:
[INFO][fridaRegstNtv]: name: decodeInt, signature: (JLjava/lang/String;I)I, fnPtr: Oxcd50b85b, modulename:
[INFO][fridaRegstNtv]: name: encodelLong, signature: (JLjava/lang/String;J)Z, fnPtr: Oxcd50b8a5, modulename:
[INFO][fridaRegstNtv]: name: decodelLong, signature: (JLjava/lang/String;J)J, fnPtr: Oxcd50b8f7, modulename:
[INFO][fridaRegstNtv]: name: encodeFloat, signature: (JLjava/lang/String;F)Z, fnPtr: ©xcd50b953, modulename

FridaContainer #§: FCAnd.jni.hook_registNatives();

IR R ThRE LR E 2 RAIRE, tHeMiEH T —/NMEE: https:/github.com/deathmemory/fridaRegstNtv
o 54k jni BER4, & RTLAMBUR jni trace

XESH#T hitps://github.com/chame1eon/jnitrace # T fRi4LFI#R AR -

BAAEE. FAE T EEKER, £ Jni i) trace G MHEE T

export function traceAllINISimply() {
// ¥P Hook JIni H¥
jni_struct_array.forEach(function (func_name, idx) {
if (!func_name.includes("reserved")) {
Ini.hookINI(func_name, {
onEnter(args) {
[/ R B BARAE BN R
let md = new MethodData(this.context, func_name, INI_ENV_METHODS[idx], args);
this.md = md;
Ts

onLeave(retval) {
// BHEEIR EEE I E X R
this.md.setRetval(retval);
// RiEBE
send(JSON.stringify({tid: this.threadId, status: "jnitrace", data: this.md}));

1)

1}

AR R B, (5 BWEN ERT jnitrace H
H] Thread.backtrace f DebugSymbol . fromAddress ] fEiERETEHENE R, Xt trace R EHE X
S AR

CERIARER e


https://github.com/chame1eon/jnitrace

status":"jnitrace","data":{"tag":"MethodData"

. Bxfe7f5cbe
: com

. com

5":"jnitrace", "data":{"tag":"MethodData",

: Bxf@7f5cbc
1 com android.common.
pId

lang/String;

:@xc98c4000) /data/apj

,"methodname" : "FindC "methodDef" :{"name":"FindClass", "args":["INIEn\

yLYIOhArV-5nL17gw==/1ib/arm/Likb

"methodname" : "GetStaticMethodID", "methodDef" :{"name" :"GetStaticMethodID

T[]

RyLYIOhArV-5nL17gw==/1ib/arm/Lik

"data":{"tag":"MethodData", "methodname":"CallStaticObjectMethodV", "methodDef":{"name

|- INIEnv*

FridaContainer il : FCAnd.jni.trace AllJNISimply();

2% https://github.com/chame1eon/jnitrace

/ANGE: jni [ trace T E BRI, EBRT —LLREHENREEK, FBLE jni &8 trace THATLMRIEFHIE
i7. 44 LK Java trace , FH MR EE MR UE —/MEFHIRS.

Stalker i M H

Stalker #O KA %, bmax KEBELRT —BMT, KXWLUBEE—T.

Hihk: https://bbs.pediy.com/thread-264680.htm

Frida £k 3 77 3%

1. X4 frida-agent**

2. Bikimd 27042

3. #FEFFF frida:rpcs LIBFRIDA
4. ¥ O RERHE

if (connect(sock , (struct sockaddr*)&sa , sizeof sa) != -1) {

memset(res, @ , 7);

send(sock, "\xee", 1, NULL);
send(sock, "AUTH\r\n", 6, NULL);

usleep(100); // Give it some time to answer

if ((ret = recv(sock, res, 6, MSG_DONTWAIT)) != -1) {

if (strcmp(res, "REJECT") == 0) {

__android_log print(ANDROID_LOG_VERBOSE, APPNAME, "“FRIDA DETECTED [1] - frida server running on port

2% https://github.com/b-mueller/frida-detection-
demo/blob/master/AntiFrida/app/src/main/cpp/native-lib.cpp


https://github.com/chame1eon/jnitrace
https://bbs.pediy.com/thread-264680.htm
https://github.com/b-mueller/frida-detection-demo/blob/master/AntiFrida/app/src/main/cpp/native-lib.cpp

R TREE, FRATEXNERQRIERHBIEEKH, — M trace —MREIERH. 1 Frida £6 7
Stalker HIINFF T, XMW EAAT L. ERBFMERENE L, Hik#R.

e FridaContainer: htips:/github.com/deathmemory/FridaContainer
¢ fridaRegstNtv: hitps:/github.com/deathmemory/fridaRegstNtv

THRHANE
Frida {& F

Frida f#/: https://zhuanlan.zhihu.com/p/339504595

o 1TEIREANRHFIE R AL E
* 2. REURAZENIE
o 3. TENA M HERR

frida B 33 hook 75 3K:

e 1.attach # 8% : APP J33J5H hook, /A& hook app Ja sk B
e 2.spawn: EJ3 APP, i&%& hook app BB B

frida B & X H

/data/local/tmp/fs64 -1 0.0.0.0:1234
adb forward tcp:1234 tcp:1234
frida -H 127.0.0.1:1234 package_name -1 hook.js

it wifi i

adb devices

adb connect 192.168.1.xxx

adb forward tcp:27042 tcp:27042
adb forward tcp:27043 tcp:27043

ERERE

# Musbit & ZEBifrida-server, SHORRARERFNE, BEXNSHAED HARAREL

# device = frida.get_usb_device(0)

H*

MTCPiEH:frida-server, #&%EIPHINGO
device = frida.get_device_manager().add_remote_device("192.168.31.176:8002")

H*

Pspawni X JE shappHER N HLHE, G4 litattach/Gresumetk EappHATHAE
pid = device.spawn(["test"])

session = device.attach(pid)

session = device.attach("com.eg.android.AlipayGphone")
device.resume(pid)

H OH B H OH

H*

attachMH N R HappATHE, get frontmost_applicationT ASKEXZB|&EI & Mapp, WIS ERHAE SHESL
app = device.get_frontmost_application()
# session = device.attach(app.pid)

H*

hook 4 K%, EMBEARKME. RIEBH smalid L4 K%


https://github.com/deathmemory/FridaContainer
https://github.com/deathmemory/fridaRegstNtv
https://zhuanlan.zhihu.com/p/339504595

import frida, sys

def on_message(message, data):

if message['type'] == 'send':
print("[*] {@}".format(message[ ' 'payload']))

else:
print(message)

test_sig =
Java.perform(
function(){
var Signature =

Java.use('android.content.pm.Signature"')

Signature.hashCode.implementation = function() {

console.log('hashCode")
return this.hashCode()

Signature.toByteArray.implementation = function() {
console.log('toByteArray')
printstack()
return this.toByteArray()

function printstack() {

console.log(Java.use("android.util.Log").getStackTraceString(Java.use("java.lang.Exception").$n

var AA = Java.use('com.chaozhuo.texteditor.widget.a")
AA.a.overload('android.content.Context').implementation = function() {

return true
//this.a()

test_context =
Java.perform(
function(){

var currentApplication = Java.use('android.app.ActivityThread').currentApplication()

var context = currentApplication.getApplicationContext()

console.log(context.getPackageName())

console.log(context.getPackageManager().getPackageInfo(context.getPackageName(), 64).signatures.val
send(context.getPackageManager().getPackageInfo(context.getPackageName(), 64).signatures.value[0].t

console.log(context.getPackageManager().getPackageInfo(context.getPackageName(), 64).signatures.val

# PMEBIT R



B 1

process = frida.get_usb_device(-1).attach('com.chaozhuo.texteditor")
script = process.create_script(test_context)

script.on('message', on_message)

script.load()

H OH OH O OH O

sys.stdin.read()

# BREHR 2

# spawn EJ/SAPP W Llhook APPJ3hYEL

device = frida.get_usb_device(-1)

pid = device.spawn(['com.chaozhuo.texteditor'])
process = device.attach(pid)

script = process.create_script(test_context)
script.on('message', on_message)

print('[*] Running")

script.load()

device.resume(pid)

sys.stdin.read()

frida Hook Java 2§ /ME7R:

o il A AR Bk this i &4 value

hook E 43 Hik: Java.use('K$K') [/ smalixcf Bk

MELE AL ViR 45K K BHE 5k this.this$0.value 5t 3B K 1 J& 14 4 .value
FRER-AXNR, FHAABNERE MBE: K542 Snew(Z )

hook 8/ 7¥%k: 25 .77 ¥ 4 .implementation

hook B E#:: XK. ¥4 . overload(Z#1, £¥2.......).implementation

hook Hii 7 #:: Z5.$init().implementation

java & hook

* 1. hookHiR

e 2 hookJ7¥s (FEEBIHFVEAHEHTERED
* 3. hookE # /%

¢ 4. hookfi B E#H 7%

e 5. hook i ik

o 6. X REHIL

o 7. BHMEMFER

e 8. hook N #BK 5B 442K

* 9. hookZK ¥ Fr A J7 ¥

e 10. Hook3) & in#k ffidex(Android 7LA L)

o 1. JavafR R RA KR 5E% (MapzEfi))
e 12. fTEIHashMap

o 13. JavaEEshAH

o 14, MIBRXN 55 H

o 15 RS HKA

* 16. Hfridal® Ndex3C 4

o 7. S R WU AR P T R

e 18.frida/g BhAETHEN



so £ hook

o 1. BB NFHEELFEIso3 )
e 2. hook 5 Hi B ¥

o 3. R¥utbhkTHE

o 4. HookK Tt B %

o 5 REUIREHSHUR EIE

e 6. Hook _dlopen

s 7. NFIEE

o 8. EFIHAINIE

o 9. jni FHook(i+ & ikt 5 R)
¢ 10. jnigg FHook(libart.so)

* 1. soR R FE3NHHA

o 12. fridai 5 X f4

RPC

import frida
import sys

rdev = frida.get_usb_device()
session = rdev.attach("com.yuanrenxue.onlinejudge2020") # &%

js_code = """
rpc.exports = {
getsign: function(i) {
Java.perform(function() {
console.log("get_sign");
var my_classl = Java.use("com.yuanrenxue.onlinejudge2020.0nlineJudgeApp");
var reslut = my_classl.getSignl(i);
console.log(reslut);
send({ "sign": reslut, "num": i })
return reslut;
1
Ts
¥

script = session.create_script(js_code)

def on_message(message, data):
sign = message.get("payload").get("sign")
num = message.get("payload").get("num")

script.on("message", on_message)
script.load()

script.exports.getsign(1) # WHAKEE

sys.stdin.read()

frida rpc Br%¢ LI E O B K



import sys
import frida

frida rpc &%k

def on_message(message, data):

if message['type'] == 'send':
print("[*] {message['payload']}")
else:
print(message)
hook = """

Java.perform(function(){
Java.enumeratelLoadedClasses({
"onMatch" : function(classname){
if(classname.indexOf("com.csair.mbp") < 0){
return;
}
// £ implements
try{
var hookCls = Java.use(classname)
var interFaces = hookCls.class.getInterfaces();
if (interFaces.length > 0) {
console.log(classname)
for (var i in interFaces) {
// ¥O% interFaces
console.log("\t", interFaces[i].toString())

}
}
}catch(e){
console.log(e)
}

s
"onComplete" : function(){}
b
)

process = frida.get usb_device().attach('com.csair.mbp")
script = process.create_script(hook)
script.on('message', on_message)

print('[*] Running CTF')

script.load()

sys.stdin.read()

Tk 2:



function ch5() {
Java.perform(function () {
// Java.choose("com.example.androiddemo.Activity.FridaActivity5",{

// onMatch:function(x){

// console.log(x.getDynamicDexCheck().$className)
// },onComplete:function(){}

/1)

console.log("start")
Java.enumerateClassLoaders({
onMatch: function (loader) {
try {
if(loader.findClass("com.example.androiddemo.Dynamic.DynamicCheck")){

console.log("Successfully found loader")
console.log(loader);
Java.classFactory.loader = loader ;

}
}
catch(error){

console.log("find error:" + error)
}

¥

onComplete: function () {
console.log("end1")

1))

Java.use("com.example.androiddemo.Dynamic.DynamicCheck").check.implementation = function () {

return true

}
console.log("end2")
)
}
setImmediate(ch5)

hook tcp 1 http 7= ( Fi# ) -

Administrator: PowerShell x EX  Administrator: PowerShell * Administrator: PowerShell s 1 e

PS D:\>|objection com.taobao.taobao explore
Using USE device Pixel

SN [ U I S [y I

| S I [ | |

() P |
|___lCobject)inject(ion) vi.11.8

Runtime Mobile Exploration
by: @leonjza from @sensepost

[tab] for command suggestions
android hooking search classes SwitchConfig
8 1T LNE cXpecled class nas nc n d, it might not

Found 2 classes

android heap search instances mtopsdk.mtop.global.SwitchConfig
Class instance enumeration complete for
Hashcode Class tostring()

194995349 mtopsdk.mtop.global.SwitchConfig mtopsdk.mtop.global.SwitchConfig@bofeugs
android heap execute 194995349 isGlobalSpdySwitchOpen --return-string

i@t objection H#EHAT hook HJ js AAHL



android heap evaluate 22628341
The hashcode at 22620341 will be available as the “clazz® variable.)
clazz.isGlobalSpdySwitchOpen.implementation

send( );

objection H £ #.4T hook [fI|js g

JavaScript capture complete. Evaluating...

(agent) X REHEA ---> false
(agent) X IR[EI{EN ---> false

(agent) EH IR[E{EN ---> false
(agent) X IREIEAN ---> false TRE]

T python AREZ#AT hook:

import sys
import frida

hook_code = '"'*
Java.perform(
function(){
send("F#5 hook");
var SwitchConfig = Java.use('mtopsdk.mtop.global.SwitchConfig')
SwitchConfig.isGlobalSpdySwitchOpen.implementation = function(){
// var ret_val = this.isGlobalSpdySwitchOpen();
// send('RiE REMEN ---> ' + ret_val);
send('f&B% REMEA ---> false');
return false; // BH¥REl false, *X¥ socket EHiE

def on_message(message, data):
if message['type'] == 'send':
print("[*] {@}".format(message[ ' 'payload']))
else:
print(message)

# device = frida.get_usb_device()
device = frida.get_remote_device()

# HEMH 84 S17HRE, SMER pid § #4T attach
# process = device.attach('com.taobao.taobao')
process = device.attach('#®="')

script = process.create_script(hook_code)
script.on('message', on_message)

script.load()

sys.stdin.read()
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import frida
import os
import time

app = "com.xxx.xxx";

device_ids = [];
devices = frida.enumerate_devices();
for device in devices :
# print(device)
## WA ERwifiadb EMHLE
if device.id.find(":") > o:
#tprint(device.id)
device_ids.append(device.id.replace("5555", "9999"))

for id in device_ids :
print(id)
device = frida.get_device_manager().add_remote_device(id)
print(device)
pid = device.spawn([app])
print(pid)
device.resume(pid)
time.sleep(1)
session = device.attach(pid)
with open("load_hook.js") as f:
script = session.create_script(f.read())
script.load()
input()
WS

5 B A AT B
WEMZ BB RS https://www.54nb.com/androids/index.html

sekiro4: 5 i (sekiro B 3E SRk %)
: https://github.com/langgithub

¢ sekiro-ios https://github.com/langgithub/SekirolOS

¢ sekiro-Android https://github.com/langgithub/sekiro-lang
¢ sekiro-python https://github.com/langgithub/SekiroPython
¢ sekiro-java https://github.com/langgithub/unidbg-lang

¢ sekiro-unidbg https://github.com/langgithub/unidbg-lang

¢ sekiro-frida https://github.com/langgithub/Fridalnject

¢ sekiro-xposed https://github.com/langgithub/hello

¢ sekiro-chrome https://github.com/langgithub/frida_app_hook/blob/master/baoxianshi.html

THERIERF CHEFD
QtScrcpy: https://github.com/barry-ran/QtScrcpy


https://www.54nb.com/androids/index.html
https://github.com/langgithub
https://github.com/langgithub/SekiroIOS
https://github.com/langgithub/sekiro-lang
https://github.com/langgithub/SekiroPython
https://github.com/langgithub/unidbg-lang
https://github.com/langgithub/unidbg-lang
https://github.com/langgithub/FridaInject
https://github.com/langgithub/hello
https://github.com/langgithub/frida_app_hook/blob/master/baoxianshi.html
https://github.com/barry-ran/QtScrcpy

@ QtScrepy-mac-x64-v1.6.0.dmg
@ QtScrepy-win-x64-v1.6.0.zip
Q@ QtScrepy-win-x86-v1.6.0.zip
%) Source code (zip)

[) Source code (tar.gz)

A AR github YRS, 4% linux i<, M B 4w %45 I Linux iR .
WHHw4

e frida-ps -U FI| H IEFEIEAT 2

e frida-ps-Uai  FIHZENERF

e frida-ps-Ua  FIHEBITHHERF (AEFRLMRGTE

frida-ps -D #%&id E#EfridaB—AMEEHREZ L

BANEE A5  frida-trace, frida-discover, frida-Is-devices, frida-kill

objection 1 F

Frida R 24t 7 55 AP ERATEA, EibEmiz BT DseB BARRThes, B RIERYE 2 REBA, 3t
RfEH Frida B & API RAERET K. TRAEREKHEFHE L. FRHNRESGH -ANTH, HBNEEE
WwAITHER, AT AR objection.

%% pip3 install objection

E# app

* objection-g 844 explore

Memory #54

¢ memory list modules // & W+ N E
e memory list exports libssl.so // 2 & )5 H R #
¢ memory list exports libart.so —json /root/libart.json /4 45 B AR 47 Bljson3 4
e memory search —-string —offsets-only /& N %
e memory search "64 65 78 0a 30 35 00"
root
¢ android root disable // 2% 3% Fflapp fIrooti il
e android root simulate // X #lrootF
activities

e android hooking list activities // ®] LA%ll app £ & [ B A avtivity

178



/15 WA TR B

android hooking list classes

//FE R TR TN R b 4 2R A R R R B A R

android hooking search classes [search_name]

//FE R TR CNE 7 R SR R R T i

android hooking search methods [search_name]

// B4 ihook XY

android hooking generate simple [class_name]

/] BERKEW &

android hooking list class_methods [class_name]

hook 77 .. hooki&E 7%, WRAEHR S hook Frf EH.

o —dump-args : ITENS %
e —dump-backtrace : 3T EJ i F k%
o —dump-return : 3T B3R [E] {5

/] BEFENSH. REEMER

android hooking watch class_method com.xxx.xxx.methodName --dump-args --dump-backtrace --dump-return

/ /3B Etostring itk E Sk E

android hooking watch class_method java.lang.StringBuilder.toString --dump-return

//BE

android hooking watch class_method android.app.Dialog.show --dump-args --dump-backtrace --dump-return

//hookiER, SITENZKTHIHAREM

android hooking watch class com.xxx.xxx

/B EREME (R 3 Rbool KM )

android hooking set return_value com.xxx.xxx.methodName false
XM app i ssl 8% : android sslpinning disable

Spawn J5 & Hook ( app /&1 Z 8%t hook )

MObjection 1 F#AEH AT LAKIL, Obejction KH Attach Bt it =i 4T Hook, X 7] RE1bRATEE LK
B Hook BHHL, LA in T #4855 3h Objection, 515 ) objection #4478 J& shit shEANApp. i
4. objection -g packageName explore --startup-command 'android hooking watch xxx'

ARIDA ( E#PRCHA, B34 http O T H )
1. %%

T#: git clone git@github.com:lateautumn4lin/arida.git

f#F conda &%

conda create -n arida python==3.8
conda install --yes --file requirements.txt



5 pip %3

virtualenv venv
source venv/bin/activate

// F# pip LEHNAK requirements.txt
// https://github.com/Boris-code/arida/blob/master/requirements.txt

pip install -r requirements.txt

2.B817

uvicorn main:app --reload

watch 127.0.0.1:8000/docs

AridatEze @@=

EFFastAPIZEIASFrida-RPC TR httpsy/fgithub.com/late autumndiing/arida

BFE

| Syuxueyuan/get_sign Get Sign
RiEfEdk

|m Seuaiduizuoye/decrypt_data Decrypt Data

| Seuai dui zuoye fgonerato_url Generate Ul
|m Fkuaiduizuoyefencrypt_data Encrypt Data

Schemas
HTTPValidationError 3
ValidationError >
decryptDataModel >
encryptDataModel >
generateUriModel »

getSignModel »

3. 7R

Config> 4 5 N\ H S AppfE &

apps BREFF KN KIFrida-JsiiA, 7] %% HAh A o
2% . (objection. Firda APl. ARIDA)



Objection 23 M B . hitps://www.cnblogs.com/giaorui/p/13455420.html
Firda APl 7=#l: https://juejin.cn/post/6844904127705661448#heading-9
ARIDA: https://github.com/lateautumn4lin/arida

1. Frida Hook Android % i 5 &

Android % F Hook AL A

e Hook —f& ek # - { A implementation
e Hook E# &K ¥ - { A overload

e Hook it eR ¥ - A $init

* Hook XA -/ $new

e Hook Wik - f£H $

¢ Hook native Bi%

e Hook #&TE (BM) /I SHEXEFERBHIFE
o FTEMHERR

e byte #% String

e String ¥ Uint8Array

o int # bytes

e String ¥ ArrayBuffer

¢ ArrayBuffer # String

o VN A ER

¢ byte # Hex

e Hex # byte

1. #R

i EEEF, Frida 2IEEH AR Hook TH, XNMNTEAHEMEANERES, FREZEHFE, XBEdF—
T, AFEEN, HoRBEHKNE, TRTEEMMBES—T.

FERBITIW—TSELERNRER

Androidi¥i ] 2 jik—Hook ! #8 X %% 1) Frida T B f# F V£ /#

Frida'® 77 3CH4

% 'F Frida® 5 FM - JavaScript APl (G&—)

% 'E Frida® 5 FM - JavaScript APl (&8 =)

JsH JL M String Byte#:#: 75 1%

Frida learn by example

HFE—NSFH L FE-Hook B

2. Hook Java fR1E 5
From: https://www.52pojie.cn/forum.php?mod=viewthread&tid=931872

Frida 3C#%: Welcome | Frida ¢ A world-class dynamic instrumentation framework

Frida MATTZINTT - Rl 32 S 1 frida YA [JEAIFrida AT BN T—22 513 7] 52 % 1 fridatr FH i
Bi-Android % £-& F R I1n-Z &+t X | %42 1§ | bbs.pediy.com


https://www.cnblogs.com/qiaorui/p/13455420.html
https://juejin.cn/post/6844904127705661448#heading-9
https://github.com/lateautumn4lin/arida
https://blog.csdn.net/jiangwei0910410003/article/details/80372118
https://www.frida.re/docs/javascript-api/#java
https://zhuanlan.kanxue.com/article-342.htm
https://zhuanlan.kanxue.com/article-414.htm
https://blog.csdn.net/LightUpHeaven/article/details/81240862
http://blog.ninoishere.com/frida-learn-by-example/
http://www.threetails.xyz/2019/07/14/Frida%20Hook%20Java/
https://www.52pojie.cn/forum.php?mod=viewthread&tid=931872
https://frida.re/docs/home/
https://bbs.pediy.com/thread-226846.htm

frida ANI1/845: https://www.52pojie.cn/thread-1128884-1-1.html

B s s s s s s s s s

Tal iR iz

#1iR Frida--Androidi¥ 1] Z Java/Zhook (—)

#1iR Frida--Androidi¥ 4] Z Java/Zhook (=)

BB Frida--Androidi¥ 1] 2 3h 5 fin#kdex Hook (=) (k&)
BB Frida--Androidi¥ 1 2 3h & in#kdex Hook (=) (F#)

B e O s T s s s

fridazy 2 P B ER 358 A1 AR 55 o 3 8% .

o EZ PN, BATWLUSRE Python R85, HTEKZRRE, REBEANRBIZE, BZRESmEIRIEEE.
o 7E R, WANFEAM Javascript REGEANT HizdE, BIEAFLRE, S/ mAEHEBERE.

o ATUAIE 7% 7 i AR R AR ) S, AR 95 S LR AR B R O . RANBATE I PCR X Android i # b BREANBAREAT HRAE, A
PCHtRZ P4, TAndroid i # 5t 2 iRk % i .

Frida Iz 55 % ¥ 5%

vE: Windows RZHAT A4 AT LAE CMD F133#4T; Linux 1 MacOS 4T v 4 Al AAE & % 34T . adb & Android—4~ifd
RLE, AR HFEARARARCHES.

o RIEHECHFE T frida lREWIHMEE: Releases - frida/frida - GitHub

@ frida-server-14.2.8-android-arm.xz
@ frida-server-14.2.8-android-armé64.xz
@ frida-server-14.2.8-android-x86.xz
Q@ frida-server-14.2.8-android-x86_64.xz
w4, B R%E ¥ HEBFHK /datallocaltmp B%: adb push frida-server /data/local/tmp/frida-server

i‘..
T4, B frida-server XXARUR: adb shell chmod 777 /data/local/tmpl/frida-server
T frida-server: [frida-server &

o Pif
o Pf
o inf

Frida % /7 ¥y 3R 4%

o 7£ PC %% Python 3F3% ( #:# Python3 ) , ZIESEMEHAT FH K M4 % frida: pip install frida

o WBAIEA B Android B AR#ERE: frida -U -l myhook.js com.ooooox
SRR
U HEMUSB#&#1E
4 R —NJavascriptii A
BGHRE—HRESL, WREREHE pid, A -pi&EW. EESTHHEET LA fida-ps -U i &EF
frida BATE RS, PAT %resume EHFIEN, AT %reload SREFTMEBBEA; AT exit SHRBMAEN

Frida % i iy 1T B 2 HUi ke -


https://www.52pojie.cn/thread-1128884-1-1.html
https://bbs.pediy.com/user-811277.htm
https://github.com/frida/frida/releases

$ frida -h
Usage: frida [options] target

Options:
--version show program's version number and exit
-h, --help show this help message and exit
-D ID, --device=ID connect to device with the given ID
-U, --usb connect to USB device
-R, --remote connect to remote frida-server
-H HOST, --host=HOST connect to remote frida-server on HOST
-f FILE, --file=FILE spawn FILE
-F, --attach-frontmost
attach to frontmost application
-n NAME, --attach-name=NAME
attach to NAME
-p PID, --attach-pid=PID
attach to PID
--stdio=inherit|pipe stdio behavior when spawning (defaults to “inherit”)
- -aux=option set aux option when spawning, such as “uid=(int)42"
(supported types are: string, bool, int)
--runtime=duk|v8 script runtime to use
- -debug enable the Node.js compatible script debugger
--squelch-crash if enabled, will not dump crash report to console
-0 FILE, --options-file=FILE
text file containing additional command line options
-1 SCRIPT, --load=SCRIPT
load SCRIPT
-P PARAMETERS JSON, --parameters=PARAMETERS JSON
parameters as JSON, same as Gadget
-C CMODULE, --cmodule=CMODULE
load CMODULE
-c CODESHARE URI, --codeshare=CODESHARE URI
load CODESHARE URI
-e CODE, --eval=CODE evaluate CODE
-q quiet mode (no prompt) and quit after -1 and -e
--no-pause automatically start main thread after startup
-0 LOGFILE, --output=LOGFILE
output to log file
--exit-on-error exit with code 1 after encountering any exception in

the SCRIPT
$ hitps://blog.csdn.netffreeking 101

B3R 1 A js WAE3)

frida -U -1 exploit.js -f com.package.name

He js AR SETR T




setImmediate(function() { //prevent timeout
console.log("[*] Starting script");

Java.perform(function() {
myClass = Java.use("com.package.name.xxActivity");

myClass.implementation = function(v) {
// do sth.

1))
1))

|Bah AR 2: £/ Python iz )5 3)

import frida, sys

def on_message(message, data):

if message['type'] == 'send':
print("[*] {0}".format(message[ 'payload']))
else:
print(message)
jscode = """

Java.perform(function () {
// Function to hook is defined here
var MainActivity = Java.use('com.example.hook.MainActivity');
// hook method is setString
MainActivity.setString.implementation = function (str) {
// Show a message to know that the function got called
send('hook success');
console.log('string is: ' + str));
¥
1

process = frida.get_usb_device().attach('com.example.hook")
#pid = device.spawn(["com.android.chrome"])

#session = device.attach(pid)

#device.resume(pid)

script = process.create_script(jscode)

script.on('message', on_message)

print('[*] Hook Start Running')

script.load()

sys.stdin.read()

il 2:

# -*- coding: utf-8 -*-

# @Author : fBIH{R4E, KL bug
# @Date © 2021-03-24, 0024
# @File : frida_test.py

# @Software: PyCharm

# @description : XXX



import sys
import frida

/* frida hook #=A»=fBl */
console.log("Script loaded successfully ");
Java.perform(function x() {
console.log("Inside java perform function");
/1 Efrk
var my_class = Java.use("com.example.demo2.MainActivity");
console.log("Java.Use.Successfully!");//EhKpTh!
//EX BRI RIS (implementation)
my_class.fun.implementation = function(x,y){
/[ITENE #AET IS5
console.log( "original call: fun("+ x +
/S HEB L RS, HIH I R R
var ret_value = this.fun(2, 5);
return ret_value;

STy s

1)

# ML TFEE CHR Hook K javascript RS
js_code_1 = """
console.log("Script loaded successfully ");

function get_android_version() {
[/ FKREH R ERER R ERAE
var android_version = Java.androidVersion;
// send('android version:' + android_version);
console.log(android_version);

function get_load_classes() {
/ /3KE % R A AN ER B 28
var class_names = Java.enumeratelLoadedClassesSync();
for (var i = @; i < class_names.length; i++){
// send('[class_name]:' + class_names[i]);
console.log('[class name]:' + class_names[i]);

function change_return_value() {
//3%18 MainActivity 2%
var MainActivity = Java.use('com.yaotong.crackme.MainActivity');
var java_string = Java.use('java.lang.String');
MainActivity.securityCheck.implementation = function(java_string){
send('I am here'); // RiEEER, ATEEpythont§ & $
return true; //EFFREME, BEONBRATEER B K7/ &

Java.perform(function() {
console.log("Inside java perform function");

get_android_version();
get_load_classes();
change_return_value();

1)



js_code_2 =
function hook_main_activity_onCreate() {
var main_activity = Java.use('com.yaotong.crackme.MainActivity');
main_activity.onCreate.overload('') = function () {
send('I am here');
this.onCreate()

}

Java.perform(function(){
hook_main_activity_onCreate()

1))

js_code_3 =
//var walk = Process.enumerateModules();
//for(var i=0; i<walk.length; i++){
// send(walk[i].name);
/1%
var base_address = Module.findBaseAddress('libc.so"');
send('base_address:' + base_address);
var func_address = Module.findExportByName("libc.so", "dlopen");
send('func_address:' + func_address);
var lib_module = Process.findModuleByAddress(base_address);
send("1lib_module_address:" + 1ib_module.name);
Interceptor.attach(func_address, {

onEnter: function(args){

//send("open(" + args[@] + + args[1] + ")" );

non
3

send("open(" + Memory.readUtf8String(args[@]) + "," + args[1] + ")");
s
onLeave: function(ret_val){

send("ret_val:" + ret_val);

1)

def js_callback_func(msg, data):
# JsHIAT send iR $iUE 2 B ) R 3L

if 'send' == msg['type']:
print(f'[*] {msg["payload"]}")
else:
print(msg)

# i get_usb_device HRERIKIEE—EMBERARN RS, A get_remote_device HRELBIATARHLIXA 1]

# process = frida.get_usb_device().attach('com.yaotong.crackme")

def test _1():
# B hook W app LAELESN, A REFM hook
process = frida.get_remote_device().attach('com.yaotong.crackme")
script = process.create_script(js_code 1) # flg&jsii4
script.on('message', js_callback_func) # MEREIHEE, HHLEjsHHITsendBEI B EHATHIpythonB %
script.load() # mMEEAE
sys.stdin.read()



def test_2():
# WUARRES) app H#E hook, BFELHABNES app
devices = frida.get_remote_device()
pid = devices.spawn(['com.yaotong.crackme'])
process = devices.attach(pid)

script = process.create_script(js_code_3)
script.on('message', js_callback_func)
print('[*] Running CTF')

script.load()

devices.resume(pid)

sys.stdin.read()

if _name__ == '__main__"':
test_1()
# test_2()

Java.use 8 A\ Java:

o Java.use HYEH FEBH—ANJavadk, JavaZ %MW S5, 5.
o LhinmEBI—/ String 2%, EigE BN 4 var StringClass = Java.use("java.lang.String");

B K ZHEEA R
ARAZEEREA B SRR T
FEARY, HEMEEJavaFRRRTERTUT, FHSEE, fim.

e int

e short

e char

e byte

¢ boolean
o float

e double
¢ long

BEARM A HEFTES &L EAXRY NHET

HARMBEGRTR:
FeA KR ]
boolean z
byte B
char C
double D
float F

int |



HARR %5
long J
short S

o filtm: int[] KA, EEHENESH [

o fEERK, HES ¥4 W, fln: java.lang.String
e MRHA, B AhiES BE wEEL BEE 75, it [javalang.String;

WEH W HERH
B SHON byte[] KA HIHIE & UK SEHL

ClassName.$init.overload('[B"').implementation=function(param){
//do something

}

#: ClassName =& Java.uses€ 12K, param & A] LATE iR $oik 15 a1 2480
M2 S H B M R B SR

ClassName.$init.overload('[B", 'int', 'int").implementation=function(paraml,param2,param3){
//do something

}

XS B WERK

ClassName.$init.overload().implementation=function(){
//do something

}

P DA 3 B B

ClassName.$init.overload().implementation=function(){
//do something
this.$init();
//do something

HE: YHWERH EE AR FEMHERER, n— P RPEBHANEAR func: void func() # void func(int), Zin
I overload kxt s # 4T E#, & WA PA4 B overload

Hook #4Ji& J5 #:
Hook #yi% 77k}, S5EEHERML, RAKFEASRT Sinit



// Hook#Gi 5 LRt 5 @I KM, AR HEZBRT $init
Java.perform(function () {
var hook_cls = Java.use('com.threetails.demo.Utils");
hook_cls.$init.implementation = function (a, b) {
console.log("Hook Start...");

send('argd: '+ a);
send('argl: '+ b);

return this.$init(a, b);

}
1)

Hook = #;, 5 ¥

Java.perform(function () {
var hook_cls = Java.use('com.threetails.demo.Utils");

/* ovldMethodR—AE#H ik, B4 Eoverload(S#2KA! )7 BEHook.
HSYPRB TR E, Mixftjava.lang.String, BAFEMHEEjavah HintAE, BEAREALR, MREE.
MRNEIESHHKE, WEHoverload, HIT—TEFLMWHHEIR, EHRRTPAUREINMHSHRR., */
hook_cls.ovldMethod.overload("int").implementation = function (a) {

console.log("Hook Start...");

send('argd: '+ a);

send('result: '+ this.ovldMethod.overload("int")(a));

return this.ovldMethod.overload("int")(a);

}
1)
SIE K 1 =6, FEARE
A Java —#F, AU KLpl iR AH HWERE, A Snew RR—MEREL.

var ClassName=Java.use("com.luoye.test.ClassName");
var instance = ClassName.$new();

REBILAE, BUAT LA A A R 2

var ClassName=Java.use("com.luoye.test.ClassName");
var instance = ClassName.$new();
instance.func();

HEXN RS H

MR G ESHIIRRIHE java W BERE, MR—NEE K, RNEEHoKE EANEE IR, Bal? |
WIAER N HEXEM Dog, EFFWAMEM: name Ml age. BFE T HXARHI:



Java.perform(function () {
var hook_cls = Java.use('com.threetails.demo.Utils");

/] ERFEH—Adogk
var dog_cls = Java.use('com.threetails.demo.Dog");

hook_cls.feed.implementation = function (dog obj) {
console.log("Hook Start...");
send('old dog:'+dog_obj);

// Rdog_cls.$newksLHitk—AH E X Hidoght &

var new_dog = dog_cls.$new(" K¥", 5);
send('new dog: '+new_dog);

/] RRBEFT BN RSB BN E E X idog

return this.feed(new_dog);

1)

BBt 3R
ERU Dog FABI, IAERMNTEREAR Dog X5 age BN 1.
EEBH

Java.perform(function () {
var hook_cls = Java.use('com.threetails.demo.Utils");

hook_cls.feed.implementation = function (dog _obj) {
console.log("Hook Start...");
// BEMA.valueRKBUR HHE

send(dog_obj.age.value);
// BEMA.valueRBHE A
dog_obj.age.value = 1;

send(dog_obj.name.value);

return this.feed(dog_obj);

1)

55 I =
B REIEEE RS~ R, R java KRS, X7 AN R 4%,



Java.perform(function () {
var hook_cls = Java.use('com.threetails.demo.Utils");

/] BREBEEH-AKMES

var clazz = Java.use('java.lang.Class');

hook_cls.feed.implementation = function (dog obj) {
console.log("Hook Start...");

// VAR Java.casthik, EARMEMERFRKNid, HiHFHgetDeclaredFieldB2IEHid
var ageid = Java.cast(dog obj.getClass(),clazz).getDeclaredField('age');

/1 BEZBERT

ageid.setAccessible(true);

// VA get HEREUB HE
var old_value = ageid.get(dog_obj);

// A ifE R console. log A B8 ERSRA B EHIME
console.log(old_value);

// AHsetIntEiEH(E
ageid.setInt(dog_obj, 1);

return this.feed(dog_obj);

1)

Hook ¥ilJ5ik (B A . AFH. #&H)

Java.perform(function () {
// Java.use(KHERZ), FH—NEhookk

var hook_cls = Java.use('com.threetails.demo.Utils");
// EiZE FnormalMethod ¥ISEH, SHNRFEEFE T ERFF—3
hook_cls.normalMethod.implementation = function (a, b) {

console.log("Hook Start...");

send('argd: '+ a);
send('argl: '+ b);

send('result: '+ this.normalMethond(a,b));
/* RTURBRFEEEST, FERAEFERERER. SHREXSHE, WTERMANBERESHE R,
f: return this.normalMethond(1,2), EFEEESHABMN —Tlk. */

return this.normalMethond(a,b);

1)

— R

E: EBRRBEIN, mRRREAEREE, B2BRNESIN, WERESENE. (BWERHE ZHREME)



B R4 A func, SHOK byte]] KRMRBFENR. MRERBAREE, NEXERHEBTEEFIEE
.

ClassName.func.overload('[B"').implementation=function(param){
// do something
// return ...

XS HH R
WRBERBAREE, WESERBLTEFEREHE.

ClassName.func.overload().implementation=function(){
// do something
// return

7 IR B [ B F g e

ClassName.func.overload().implementation=function(){
// do something
return this.func();

Java.cast #1T KRRk
H Java.cast 72K % — AN kT RA L e,

~Bl: ¥ variable # ¥4 java.lang.String

var StringClass = Java.use("java.lang.String");
var NewTypeClass = Java.cast(variable, StringClass);

Java.available B

XAFBiRC JavaE L (Fan: Dalvik B ART) & CINE, #iFJavalBM AR Z 8T, ZE#iNXMER

N true
Java.perform J5#

24 Javascript fRAG#E R IIB N R B #R3FER, WEHA Java.perform(fn) 5k, RITZOLKWARBELAERS.
W

Java.perform(function(){
//do something...

1)

3. % H Hook F L&A

Hook — it & %t --- £ | implementation


https://www.52pojie.cn/thread-661779-1-1.html

var MainActivity = Java.use('ese.xposedtest.MainActivity');
//5MERK BEUR EIME
MainActivity.OutClass.implementation = function (arg) {
var ret = this.OutClass(arg);
console.log('Done:"' + arg);
return ret;

Hook E #, /%t --- i overload

// If two methods of a class have the same name

// you need to use 'overload'

// hook method 1

myClass.myMethod.overload().implementation = function(){
// do sth

myClass.myMethod.overload("[B", "[B").implementation = function(paraml, param2) {
// do sth

myClass.myMethod.overload("android.context.Context", "boolean").implementation = function(paraml, param2){
// do sth

// hook method 2
//FER T

Hook #Ji& p& %t --- fE F Sinit

// Intercept the initialization of java.lang.Stringbuilder's overloaded constructor.
// Write the partial argument to the console.
const StringBuilder = Java.use('java.lang.StringBuilder');
//We need to overwrite .$init() instead of .$new(), since .$new() = .alloc() + .init()
StringBuilder.$init.overload('java.lang.String').implementation = function (arg) {
var partial = "";

var result = this.$init(arg);
if (arg !== null) {

partial = arg.toString().replace('\n', '').slice(0,10);
}

// console.log('new StringBuilder(java.lang.String); => ' + result)

console.log('new StringBuilder("' + partial + '");")
return result;

}

console.log('[+] new StringBuilder(java.lang.String) hooked');

Hook ¥4 B i) XF 1Ll --- E FH $new

const JavaString = Java.use('java.lang.String');
var exampleStringl = JavaString.$new('Hello World, this is an example string in Java.');

console.log('[+] exampleStringl: + exampleStringl);

Hook WX —EH $



var inInnerClass = Java.use('ese.xposedtest.MainActivity$inInnerClass');

inInnerClass.methodInclass.implementation = function()

{
var arg@ = arguments[0];
var argl = arguments[1];
send("paramsl: "+ arg@ +" params2: " + argl);
return this.formInclass(1,"Frida");
}

Hook native & %

Interceptor.attach(Module.findExportByName("xxx.so" , "xxxx"), {
onEnter: function(args) {
send("open(" + Memory.readCString(args[0])+","+args[1]+")");
Ts

onLeave:function(retval){

1)

Hook #&XE (B I ZHEXEFH MG

var ah = Java.use("com.ah");
console.log("To Log: " + ah.a.value);
ah.a.value = true;

ITERSERR

AndroidlLog = Java.use("android.util.Log")
AndroidException = Java.use("java.lang.Exception")
function printStackTrace(){
console.log(AndroidLog .getStackTraceString(AndroidException .$new()));
}

byte[ ] ¥ String

function byte2string(array){
var result = "";
for(var i = @; i < array.length; ++i){
result+= (String.fromCharCode(array[i]));
}

return result;

ArrayBuffer’% String: fi# ¥ 7 SCELAD (R



function ab2str(buf) {
return new Uintl6Array(buf)
// encodedString = String.fromCodePoint.apply(null, new Uintl16Array(buf));
// // decodedString = encodeURI(encodedString);//#&H iX—HH C&HELIY
// // console.log(decodedString);
// return encodedString

String ¥ Uint8Array

function string2byte(str){
for (var i = @,arr=[]; i < str.length;i++){
arr.push(str.charCodeAt(i));
}

return new Uint8Array(arr);

FFE # Uint8Array (B )

function stringToUint8Array(str){
var arr = [];
for (var i = @, j = str.length; i < j; ++i) {
arr.push(str.charCodeAt(i));

var tmpUint8Array = new Uint8Array(arr);
return tmpUint8Array

string # ArrayBuffer (154%)

function str2ab(str) {
var buf = new ArrayBuffer(str.length * 2); // SMNFERKLGH2ANFET
var bufView = new Uintil6Array(buf);
for (var i = @, strLen = str.length; i < strLen; i++) {
bufView[i] = str.charCodeAt(i);
}

return buf;

Uint8Array # F#F 8 (1HiR)

function Uint8ArrayToString(fileData){
console.log(fileData)
var dataString = "";
for (var i = @; i < fileData.length; i++) {

dataString += String.fromCharCode(fileData[i]);

return dataString



int ¥ bytes

function intTobytes(n) {
var bytes = [];
for (var i = 0; i < 2; i++) {
bytes[i] = n >> (8 - i * 8);

}

return bytes;

string ¥ ArrayBuffer

function str2arraybuffer(str) {
var buf = new ArrayBuffer(str.length * 2); // 840 FZHFHH2AFY
var bufView = new Uintl6Array(buf);
for (var i = @, strLen = str.length; i < strLen; i++) {
bufView[i] = str.charCodeAt(i);
}

return buf;

ArrayBuffer # String

function ab2str(buf) {
return String.fromCharCode.apply(null, new Uint8Array(buf));

7 hn B 18] B

console.log(new Date(new Date().getTime())

byte # Hex

RAEEER, BNHEbyteREH INEF Histringl), R Eg¥ pkhex, HREFE

function byteToHexString(uint8arr) {
if (luint8arr) {

return H

var hexStr = H

for (var i = @; i < uint8arr.length; i++) {
var hex = (uint8arr[i] & @xff).toString(16);
hex = (hex.length === 1) ? '@' + hex : hex;
hexStr += hex;

return hexStr.toUpperCase();

Hex # byte



function hexStringToByte(str) {
if (!str) {
return new Uint8Array();

var a = [];

for (var i = @, len = str.length; i < len; i+=2) {
a.push(parseInt(str.substr(i,2),16));

}

return new Uint8Array(a);

frida hook so 5§ i i 3

# -*- coding: UTF-8 -*-
import frida, sys
jsCode = """
Java.perform(function(){

var nativePointer = Module.findExportByName("libhello.so", "Java_com_xiaojianbang_app_NativeHelper_add"
+ nativePointer);
Interceptor.attach(nativePointer, {

send("native:

onEnter: function(args){
send(args[0]);
send(args[1]);
send(args[2].toInt32());
send(args[3].toInt32());
send(args[4].toInt32());

s

onLeave: function(retval){
send(retval.toInt32());

1)
1)

def message(message, data):

if message["type"] == 'send':

print(u"[*] {0}".format(message[ ' 'payload']))
else:

print(message)

process = frida.get_remote_device().attach("com.xiaojianbang.app")
script= process.create_script(jsCode)

script.on("message", message)

script.load()

sys.stdin.read()

# FfridatE42Hook nativer IR #(1): 2 TfridatE 22 Hook native 1 [ & %(1)_Fly20141201. ()% #£-CSDN1E
% frida hook so

2 S N ] 245 B frida AR M 24 Hook native M %: 22 205 i) A1 2 48 F fridadE 22 16 22 Hook native)2 1
&% J%0901-1-CSDN# %


https://blog.csdn.net/qq1084283172/article/details/80788959
https://blog.csdn.net/cpongo1/article/details/102580584

B E IR R EFrida#ife, Frida Java Hook Vf#: RS Ks
('F) : https://[segmentfault.com/a/1190000039041770

hook T & frida B3 K& {8 : hook T. E.frida)& 3 & 5 F - fij
frida hook AES DES 3DES RSA MD5 SHA MAC firda g H &
MEREERE . frida hook AES DES RSA BHm:&H vk Mg EErE  bilibili

frida hook AES DES RSA Bmt5 % frida hook AES DES RSA HIMH: - B4 Fikck - &R

frida hook java & 4 B i [F T EN A I AR . frida hook java & A= B0y2: [l B 4T BN F HERS weixing 34365417 1 1#
%-CSDN{g %

FridaHookSysAPI: GitHub - zhudongjie/FridaHookSysAPI: System level encryption algorithm Hook from Frida
Frida %&# Hook 7~ js : Frida Hook - f& 5

BEXEF: fridahook ZH i ¥ frida hook okhttp

RS | %5 App ERIREZ N frida WA Okhttp HUELAAR: FE iEH | %25 App AR 2 DY frida FEA
Okhttp #M e _# i -CSDNIE &

Android i P 2% 15 SR FE .. Android i1 W 2% 1% 3k FE e % - &
android P& iR EERIELEL: android 4% &k BRI EL L - KD - 1825
AN R

# -*- coding: UTF-8 -*-

import sys
import frida

MEERELERE : https://www.bilibili.com/video/av927982888/
frida hook AES DES RSA EMLik:
https://www.cnblogs.com/shlyd/p/14057423.html
frida hook javalFEA4: ik ST ENiE I HERR
https://blog.csdn.net/weixin_34365417/article/details/93088342
FridaHookSysAPI
https://github.com/zhudongjie/FridaHookSysAPI
Frida &% Hook 7=~#l js
https://www.jianshu.com/p/4291ee42c412

js_code = """

function showStacks() {
send(Java.use("android.util.Log").getStackTraceString(Java.use("java.lang.Exception").$new()));

}

[/ XFEFITED HAR(E BRI EE AT B

function showStacks_2() {
Java.perform(function () {

send(Java.use("android.util.Log").getStackTraceString(Java.use("java.lang.Exception").$new()));

1
}
function bytesToHex(arr)
{

var str = "";

fAarnflvuar i-0+ izarr Tonath: i1\


https://segmentfault.com/a/1190000039041770
https://segmentfault.com/a/1190000039041770
https://www.jianshu.com/p/51e6aef175a2
https://www.bilibili.com/video/av927982888/
https://www.cnblogs.com/shlyd/p/14057423.html
https://blog.csdn.net/weixin_34365417/article/details/93088342
https://github.com/zhudongjie/FridaHookSysAPI
https://www.jianshu.com/p/4291ee42c412
https://blog.csdn.net/cqcre/article/details/107293553
https://www.jianshu.com/p/e97530e9e0b6
https://www.cnblogs.com/waterhorse/p/5153624.html

TUIL VUl 1TUy LNUI T TG LIly Lty

{
var tmp = arr[i];
if (tmp < @) {
tmp =(255+tmp+1).toString(16);
} else {
tmp = tmp.toString(16);
}
if(tmp.length == 1)
{
tmp = "@" + tmp;
}
str += tmp;
}
return str;
}
function bytesToBase64(arr)
{
var str = "";
for(var i=0; i<arr.length; i++)
{
var tmp = arr[i];
if (tmp < 9) {
tmp =(255+tmp+1).toString(16);
} else {
tmp = tmp.toString(16);
}
if(tmp.length == 1)
{
tmp = "0" + tmp;
}
str += tmp;
}
return str;
}

function byteArray2String(byteArray) { // 1 byte ¥ XFRMASCIIERF
var buffer = Java.array('byte', byteArray);
// console.log(buffer.length)
var result = "";
for (var i = @; i < buffer.length; i++) {
result += (String.fromCharCode(buffer[i]));
}

return result;
}
function bytesToString(arr) //if byte ¥¥#pt 163tHIIASCIIE
{

var str = "";
for(var i=0; i<arr.length; i++)
{
var tmp = arr[i];
if (tmp < @) {
tmp =(255+tmp+1).toString(16);
} else {

tmp = tmp.toString(16);

}
if(tmp.length == 1)
{

tmp = "0" + tmp;
}

str += tmp;



}

return str;
}
Java.perform(function () {
var secretKeySpec = Java.use('javax.crypto.spec.SecretKeySpec');
secretKeySpec.$init.overload('[B', 'java.lang.String').implementation = function (a,b) {
showStacks();
var result = this.$init(a, b);
send("============ N3
send("HiE&Z: " + b + "|DecE4:" + bytesToString(a));
send("HiEZ: " + b + "|HexHH:" + bytesToHex(a));
return result;

var mac = Java.use('javax.crypto.Mac');
mac.getInstance.overload('java.lang.String").implementation = function (a) {
showStacks();
var result = this.getInstance(a);
send(" "),
send("H¥EHZ: " + a);

return result;

}

mac.update.overload('[B"').implementation = function (a) {
showStacks();
this.update(a);
send(" ");
send("update:" + bytesToString(a))

¥

mac.update.overload('[B', 'int', 'int").implementation = function (a,b,c) {
showStacks();
this.update(a,b,c)
send(" ")
send("update:" + bytesToString(a) + "|" + b + "|" + ¢);

¥

mac.doFinal.overload().implementation = function () {
showStacks();
var result = this.doFinal();
send(" ")
send("doFinal&®:" + bytesToHex(result));
send("doFinal4®:" + bytesToBase64(result));
return result;

}

mac.doFinal.overload('[B").implementation = function (a) {
showStacks();
var result = this.doFinal(a);
send(" ")
send("doFinalZ&#(:" + bytesToString(a));
send("doFinal4®:" + bytesToHex(result));
send("doFinal4®:" + bytesToBase64(result));
return result;

}

var md = Java.use('java.security.MessageDigest');
md.getInstance.overload('java.lang.String', 'java.lang.String').implementation = function (a,b) {
showStacks();
send(" =")g
send("HiEk&: " + a);
send("Z%: " + b);
return this.getInstance(a, b);




I

md.getInstance.overload('java.lang.String').implementation = function (a) {
showStacks();
send("============ ")
send("Hit&: " + a);

return this.getInstance(a);

}

md.update.overload('[B').implementation = function (byte_array) {
showStacks();
send("============ )8
//send("update:" + bytesToString(byte_array));
//send("ori:" + bytesToString(byte_array));
send("ori:" + byteArray2String(byte_array));
return this.update(byte_array);

}

md.update.overload('byte').implementation = function (byte_array) {
showStacks();
send(" "),
//send("update:" + bytesToString(byte_array));
send("update:" + byteArray2String(byte_array));
return this.update(byte_array);

}

md.update.overload('java.nio.ByteBuffer').implementation = function (byte_array) {
showStacks();
send(" "),
//send("update:" + bytesToString(byte_array));
send("update:" + byteArray2String(byte_array));
return this.update(byte_array);

}

md.update.overload('[B', "int"','int"').implementation = function (a,b,c) {
showStacks();
send(" ")
send("update:" + bytesToString(a) + "|" + b + "|" + ¢);
return this.update(a,b,c);

}

md.digest.overload().implementation = function () {
showStacks();
send(" ")
var result = this.digest();
send("digest&#:" + bytesToHex(result));
send("digest&#:" + bytesToBase64(result));
return result;

}

md.digest.overload('[B').implementation = function (a) {
showStacks();
send(" ")
send("digestZ#:" + bytesToString(a));
var result = this.digest(a);
send("digest&#:" + bytesToHex(result));
send("digest4®:" + bytesToBase64(result));
return result;

}

var ivParameterSpec = Java.use('javax.crypto.spec.IvParameterSpec');
ivParameterSpec.$init.overload('[B"').implementation = function (a) {
showStacks();
var result = this.$init(a);
send(" =)

send("ivHE:" + bytesToString(a));




send("ivHE:" + bytesToHex(a));
return result;

var cipher = Java.use('javax.crypto.Cipher');
cipher.getInstance.overload('java.lang.String"').implementation = function (a) {
showStacks();
var result = this.getInstance(a);
send("============ ")
send("HFER:" + a);

return result;

}

cipher.update.overload('[B").implementation = function (a) {
showStacks();
var result = this.update(a);
send(" "),
send("update:" + bytesToString(a));
return result;

}

cipher.update.overload('[B", 'int','int"').implementation = function (a,b,c) {
showStacks();
var result = this.update(a,b,c);
send(" "),
send("update:" + bytesToString(a) + "|" + b + "|" + ¢);
return result;

}

cipher.doFinal.overload().implementation = function () {
showStacks();
var result = this.doFinal();
send(" ")
send("doFinal&®:" + bytesToHex(result));
send("doFinal4®:" + bytesToBase64(result));
return result;

¥

cipher.doFinal.overload('[B").implementation = function (a) {
showStacks();
var result = this.doFinal(a);
send(" ")
send("doFinalZ&#(:" + bytesToString(a));
send("doFinal4®:" + bytesToHex(result));
send("doFinal4®:" + bytesToBase64(result));
return result;

}

var x509EncodedKeySpec = Java.use('java.security.spec.X509EncodedKeySpec');
Xx509EncodedKeySpec.$init.overload('[B"').implementation = function (a) {
showStacks();
var result = this.$init(a);
send("============ ")
send("RSAZE4H:" + bytesToBase64(a));
return result;

var rSAPublicKeySpec = Java.use('java.security.spec.RSAPublicKeySpec');
rSAPublicKeySpec.$init.overload('java.math.BigInteger', 'java.math.BigInteger').implementation = functio
showStacks();
var result = this.$init(a,b);
send(" =)
//send("RSAZ4H:" + bytesToBase64(a));

I = T e VRN




send( "KSA®EAN: ~ + a.TO>Tring(lo));
send("RSAZF4HE:" + b.toString(16));
return result;

1)

def js_callback_func(msg, data):

if msg["type"] == 'send':
print("[*] {@}".format(msg['payload']))
else:
print(msg)
if _name__ == '__main__"':
flag = 1
if 1 == flag:

process = frida.get_remote_device().attach("com.iCitySuzhou.suzhouoo1")
script = process.create_script(js_code)
script.on("message", js_callback_func)
script.load()
sys.stdin.read()
elif 2 == flag:
devices = frida.get_remote_device()
pid = devices.spawn(['com.iCitySuzhou.suzhouool'])
process = devices.attach(pid)

script = process.create_script(js_code)
script.on('message', js_callback_func)
print('[*] Running CTF")

script.load()

devices.resume(pid)

sys.stdin.read()

kpl 1. Bk BREME M 2%
AT LRI, RATBAT T RS R T
CEEA]

B RRAUTHRER, SGisExcellent/VEEAMAME, BEHE, BE—MiRE, RrEEMRFE. BAE
MTF, ERRSERERBMS: falsell, FARMBIAENFIBIR /D

¢ a 09:0717

Crackme

e
- £

Java {15



public class MainActivity extends AppCompatActivity {

private String TAG="Crackme";

private TextView textView;

@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
textView =findViewById(R.id.tv);
textView.setText("R&EMFE: "+isExcellent(46,54));

private boolean isExcellent(int chinese, int math){
if( chinese + math >=180){
return true;

}
else{

return false;
}

BAIRE — Ak Hook isExcellentiFi %, &k [Eltrue, BRARBMSE: true. N TXMEEKIZR, H
BESuREMER LT, FAREERREER.

JavaScript 1415
MEEREIZRIBHE R, HEAEESTTERreturnBlr].

if(Java.available){
Java.perform(function(){
var MainActivity = Java.use("com.luoyesiqiu.crackme.MainActivity");
MainActivity.isExcellent.implementation=function(){
return true;

1)

o ¥ FE AR REN: expls

e 4T adb shell 'su -c /data/local/tmp/frida-server' J5 3l iR 55 i
o Z1T BAx App

o 4T frida -U -l exp1.js com.luoyesigiu.crackme VEALHS

o HREIR IR, B EHITFApp, KIEB T

o fEMAITHIAext, HZ%E, {ZFILEAREY




E: XEAMABEITITRRApP? F—FTIFRAT ik frida BEBREIERE, B UITITRA T RIESR, B
Hook FiZh T, SRR ZEFK, HARENER Hook 4558, FrLAFEEENITIF App

BESH
B BBALTHR, isExcellent B TR EIR BTSN, TriERI A BRI HITEI K

¢ wa 08:57:09

Crackme

Java 015 .

public class MainActivity extends AppCompatActivity {

private String TAG="Crackme";

private TextView textView;

@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
textView =findvViewById(R.id.tv);
textView.append("REMFE: "+isExcellent(46,54)+"\n");

}

private boolean isExcellent(int chinese, int math){
textView.append ("iEX+HFE 5 : "+(chinese+math)+"\n");
if( chinese + math >=180){
return true;

¥
else{

return false;
¥

ZXMEL FTRANATREAREZRBMFE, BRI RIK, EL2HNREMNS, RBEBE.. BT ARMNEBKR
isExcellent ZERIS %, 8 @D T EFTEP AR (B A& 2 11

JavaScript 1415

if(Java.available){
Java.perform(function(){
var MainActivity = Java.use("com.luoyesiqiu.crackme.MainActivity");
MainActivity.isExcellent.overload("int","int").implementation=function(chinese,math){
return this.isExcellent(95,96);
}
})s

LR, @it overload FEEEHSH, Bk isExcellent FIESLH, ISR R BRI FE, 53
F IR B



¥ EHE AR R R: exp2s

47 adb shell 'su -c /data/localtmp/frida-server'Ja 3 Bk 553 (R T8 3 3 i AR 55 i 38 T 56 W] B X — 25D
iZ47 Br App

AT frida -U -l exp2.js com.luoyesiqiu.crackme yENAREG

R ESE, BEFITH App, KIE BT

AT Aexit, EIZE, {Fi1EEANE

Crackme

Bt & Python I A& A
FEARSCRIFF G RIBHE D E], BATT LGRS Python BSR4 Javascript fAHSEN .
THRINKREE, B4, kF—BRE:

# -*- coding: UTF-8 -*-
import frida, sys

jscode = """
if(Java.available){
Java.perform(function(){
var MainActivity = Java.use("com.luoyesiqiu.crackme.MainActivity");
MainActivity.isExcellent.overload("int","int").implementation=function(chinese,math){
console.log("[javascript] isExcellent be called.");
send("isExcellent be called.");
return this.isExcellent(95,96);
}
1
}

def on_message(message, data):
if message['type'] == 'send':
print(" {@}".format(message[ 'payload']))
else:
print(message)
pass

# BHRUSBEAI-MINE] B ARt g

session = frida.get_usb_device().attach('com.luoyesiqiu.crackme")
# EERHREEQRMA

script = session.create_script(jscode)

# VAN BB

script.on('message', on_message)

print(' Start attach')

# BTG javascriptiA

script.load()

# EBARZGEA

sys.stdin.read()



¥ EERIRIG, RN exp3.py

47 adb shell 'su -c /data/localtmp/frida-server'Ja 3 Bk 553 (R T8 3 3 i AR 55 i 38 T 56 W] B X — 25D
iZ47 Br App

AT python exp3.py IEANALHD

R ER, FERITI App, Kk 2

# Ctri+C % \E A FIZ 1EVE NGRS

b2 —B Python {83, BATBRSHrEripE:

1. A frida.get_usb_device() 77¥EREB R —/NMEREFH USB % ( Devicet ) 524

2. A DeviceZkf attach() RIS B AR iR H BB — 4 & (SessionZ) %fl, ZHEF—ISH, HERE
ENRHEL

3. #E A SessionZk i) create_script() FEGIE& —MEA, HAFEEANN javascript fRIEFEE 2] ScriptZs {4 241

4. i H Script® i on() 5 % BIM—NMEEERE, B—ANSHRESH, THfE Amessage HiiT, F_/N2ZEHEH

5. BJ5 A Script K load()77 ¥ SRMENIA B KA .

H: 1. WRAELE javascript Fith H&, WL console.log() /.
2. MBRBAE P i RIEWE S, W LAE javascript 8% EiFH send() 5%,
HAEZ i Python AUAS By i — N B 1B 8 Sk B WU iR 25 3 A R ¥ B

HLEE, Sapythonflry, EAEMKRTET .
WRAEFE Pythoniy frida Bk AARAS, ATLATGIA: frida-python/core.py at master - frida/frida-python - GitHub
%% : Welcome | Frida ¢ A world-class dynamic instrumentation framework

A~ BIAREG:

# -*- coding: UTF-8 -*-
import frida, sys

jscode = """
if(Java.available){
Java.perform(function(){
var MainActivity = Java.use("com.lanshifu.demo_module.ui.activity.DemoMainActivity");

MainActivity.testCrash.overload("int").implementation=function(chinese,math){
console.log("[javascript] testCrash method be called.");
send("hook testCrash method success>>>");
return this.testCrash(12345678);

}

//FEH—AJava%
var MyClass = Java.use("com.lanshifu.demo_module.ui.activity.DemoHookTestActivity$MyClass");

//hook FT&Hi&
MyClass.$init.overload().implementation=function(){
/R R R E
this.$init();
send("hook Wi ");
}

//hook BZHE, NS int[]


https://github.com/frida/frida-python/blob/master/frida/core.py
https://www.frida.re/docs/home/

MyClass.$init.overload( |1°).1lmplementation=tunction(param){
send("hook FHZMiE init(int[] i) method ");

//hook ZAZHMiE, ANS£ int, int

MyClass.$init.overload("int","int").implementation=function(paraml,param2){
send("hook success ");

send(paraml);
send(param2);
/ MEBUR EE
return 100;

}

//voideR L

MyClass.methodl.overload().implementation=function(){
send("hook methodl ");
this.method1();

/IBANSHERH
MyClass.method2.overload("int","int").implementation=function(paraml,param2){
send("hook method2 ");

/ /LB —A I E HMimethod377 1%

var ClassName=Java.use("com.lanshifu.demo_module.ui.activity.DemoHookTestActivity$MyClass");
var instance = ClassName.$new();

instance.method3(1,2,3);

this.method2(100,100)

//
MyClass.method3.overload("int","int","int").implementation=function(paraml,param2,param3){
send("hook method3 ");
this.method3(100,100,100)

s
}

def on_message(message, data):
if message['type'] == 'send':
print("[*] {0}".format(message[ 'payload']))
else:
print(message)
pass

# EIRUSBIREFHHHINE] B Anit AR

session = frida.get_usb_device().attach('com.lanshifu.demo_module")

# fEE SRR AENA

script = session.create_script(jscode)

# VENHE S EA
script.on('message', on_message)
print('[*] Start attach')

# MBLIEF K javascriptiid



s lemd()

# RRELHIA

sys.stdin.read()
sz 2: frida hook Jifi# 25 B8 %
& BL K 5 bR 3
B a) 1% [OIRYE 75 T 52 me) S 5 BR H0E o

Xt HE S

=1 [C1HEAE =
- mss_invoice.éﬁk
r @ RAE
2 & AES. DES. RSA. I#. encode. decode Z>c47, tn] DMF4HERBE http Z51% R K i 2 e Anim
R BRI
e & BEXE
BN
M
HELATIERE: BEEm:
e+ HiE# FEA g BBANE
= B8
String, Object>, agb, ir com.gdtel.eshore.mss.c.d.a.a.a("if:REH (NEW) - " + al
I R = EEew W W String, Object>, a$b, ir com.gdtel.eshore.mss.c.d.a.a.al"EREH (BDEE) : * + al
= = Context, b, Class<T>, 1 com.gdtel.eshore.mss.c.d.a.a.al"HRELMWS: " + enc

a(RSAPublicKey, bytel])
a(RSAPublicKey, byte([])
a(RSAPublicKey, byte(])

throw new Exception("JIEAO4AAZ, HER");
throw new Exception{"ZuthEWN%");
throw new Exception("UMIEHIEE, BIRE");

SHTSERINE SBER RS MERE: ENT AHURTEEME R F A
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341
341

346
347
348
365
365
365

365
365
365
366
357

357
357

359
£ ]

378
378

369

public static byte[] a(RSAPublicKey rSAPublicKeyl byte[] bArr){§{
byte[] bArr2; - -
if (rSAPublicKey == null) {
throw new Exception(“mIRBOAR®, #SE");
}
try {
Cipher instance = Cipher.getInstance(f3476b);
instance.init(1, rSAPublicKey);
int length = bArr.length;
ByteArrayQutputStream byteArrayQutputStream = new ByteArrayOutputStream{);

int i = @;
int 12 = @;
while (true) {

int i3 = length - i;

if (i3 <= 0) {
bytel] byteArray = byteArrayOutputStream.toByteArray();
byteArrayOutputStream. close();
return byteArray;

}
if (i3 » 117) {

bArr2 = instance.doFinal(bArr, i, 117);
} else {

bArr2 = instance.doFinal(bArr, i, 13);
}

byteArrayOutputStream.write{bArr2, @, bArr2.length);
1244}
i=i2 = 117;
}
} catch (NoSuchAlgorithmException unused) {
throw new Exception("ZtbinieEEiE");
} catch (NoSuchPaddingException e) {
e.printStackTrace();

BRI EANTHALN S EREZNT A

451

452
452

458
459
460
461
463

466

485 hook.js

public static bytel] atitSAPrlvateKey rSAPrivateKey, bytel] baref {
byte[] bArr2;
if (rSAPrivateKey == mull) {
throw new Exception("RERMEANT, WIE");
}

try {
Cipher instance = Cipher.getInstance(f3476b);
instance.init(2, rSAPrivateKey);
ByteArrayInputStream byteArrayInputStream = new ByteArrayInputStream({bArr);
ByteArrayQutputStream byteArrayOutputStream = mew ByteArrayOutputStream();
byte[] bArr3 = new byte[128];
while (true) {
int read = byteArrayInputStream.read(barr3);




function main() {
if (Java.available) {
Console.log("*********** hOOk Start ************");
Java.perform(function() {
var JniUtils = Java.use("com.gdtel.eshore.mss.lib.b.b");
JniUtils.a.overload("java.security.interfaces.RSAPrivateKey","[B").implementation=function(argl
console.log("****k**kk*kk dacodeByAES start *¥xkkkikkxskoki) .
var a =this.a(argl,arg2);
var String = Java.use("java.lang.String")
var data = String.$new(a)
console.log("from data: " + data)
return a;
}
JniUtils.a.overload("java.security.interfaces.RSAPublicKey","[B").implementation=function(arg3,
console.log("***¥k**kkxkk ancodeByRSA start *¥xkkkikkxskoki)
var b =this.a(arg3,arg4);
var Stringl = Java.use("java.lang.String")
var datal = Stringl.$new(arg4)
console.log("from data: " + datal)
return b;
})s
}
function printTrace(){
COnSOle.10g("****************** pPintTPace StaPt ***********************");
var jAndroidLog = Java.use("android.util.Log");
var jException = Java.use("java.lang.Exception");

var threadef = Java.use('java.lang.Thread');

var threadinstance = threadef.$new();

var stack = threadinstance.currentThread().getStackTrace();

console.log("Full call stack:");

for(var i = 0; i < stack.length; ++i){
console.log(stack[i].toString());

Console.log("****************** pPintTPace finish ***********************");
setImmediate(main)

217 frida -U -1 demo.js 3. xxx. 300 XXX

2. frida hook B ¥ J5 1175 ¥

XH7: frida hook Y& ¥ 5 i 5

3K Bh] Frida HookiB¥E R IR, ik, TERE

GitHub - xiaokanghub/Android: Android & 52 i Hook J5 &-Frida

CRENX Fh RIBE RS, fridatinfifhook- ) & i k-F T R Is-2 &4 X | 22 ¥ | bbs.pediy.com
3. FRIDA sS: HF it


https://github.com/xiaokanghub/Android
https://bbs.pediy.com/thread-258200.htm

: FRIDA 2 Fi-p B = JF R & 4 X

Python #i 4

JS X ¥

f# codecs.open (scriptpath, "r", "utf-8") FTFFICHAEE js BIF.

KR E UID &

device = frida.get_device_manager().get_device("094fdboaobedf7f8")

KEUETE %

mgr = frida.get_device_manager()
device = mgr.add_remote_device("30.137.25.128:13355")

B3R E

pid = device.spawn([packename])
process = device.attach(pid)

script = process.create_script(jscode)
script.on('message', on_message)
script.load()

device.resume(pid)

python 5 js &2 H [ J5 2~ Hl


https://developer.aliyun.com/article/690210

import sys
import frida

session = frida.attach("hello")
script = session.create_script("""
Interceptor.attach(ptr("%s"), {
onEnter: function(args) {
send(args[0].toString());
var op = recv('input', function(value) {
args[0] = ptr(value.payload);
})s

op.wait();

1
"tt% int(sys.argv[1], 16))

def on_message(message, data):
print(message)
val = int(message['payload'], 16)
script.post({'type': 'input', 'payload': str(val * 2)})

script.on('message', on_message)
script.load()
sys.stdin.read()

M bytecode jn# A4

# -*- coding: utf-8 -*-
import frida

system_session = frida.attach(®)
bytecode = system_session.compile_ script(name="bytecode-example", source="""\
'use strict’;
rpc.exports = {

listThreads: function () {

return Process.enumerateThreadsSync();

}
¥
")

session = frida.attach("Twitter")

script = session.create_script_from_bytes(bytecode)
script.load()

api = script.exports

# XHEK list_threads £ listThreads WIEMZEEIBHREHER,

# B rpc exports LS H4 python A
print("api.list_threads() =>", api.list_threads())

JS #5
hook Android %i {5 X% SendDataMessage



function hook_sms() {
var SmsManager = Java.use('android.telephony.SmsManager');
SmsManager.sendDataMessage.implementation = function (
destinationAddress, scAddress, destinationPort, data, sentIntent, deliveryIntent) {
console.log("sendDataMessage destinationAddress: " + destinationAddress + " port: " + destinationPo
showStacks();

this.sendDataMessage(destinationAddress, scAddress, destinationPort, data, sentIntent, deliverylInte

5E I AT B 3

1. setTimeout ERPIT—IK

setTimeout(funcA, 15000);

1. setInterval [AIFRTEFHHAT

var id_ = setInterval(funcB, 15000);
clearInterval(id_); /] %1k

bin array ¥ % &$



function bin2String(array) {

if (null == array) {
return "null";

}

var result = "";

try {
var String_java = Java.use('java.lang.String');
result = String_java.$new(array);

} catch (e) {

dmLogout("== use bin2String 2 ==");
result = bin2String_2(array);
}
return result;
}
function bin2String_2(array) {
var result = "";
try {

var tmp = 0;
for (var i = @; i < array.length; i++) {
tmp = parseInt(array[i]);
if (tmp == ©Oxco
|| (tmp < 32 && tmp != 10)
|| tmp > 126) {
return result;
Y /] ARAREFHRRET, BATRERS
result += String.fromCharCode(parselInt(array[i].toString(2), 2));
}
} catch (e) {
console.log(e);

}

return result;

HOHEmHEH (mA LEID A FE D

function getFormatDate() {

var date = new Date();

var month = date.getMonth() + 1;

var strDate = date.getDate();

if (month >= 1 && month <= 9) {
month = "@" + month;

}

if (strDate >= 0@ && strDate <= 9) {
strDate = "0@" + strDate;

}

var currentDate = date.getFullYear() + "-" + month + "-" + strDate

+ + date.getHours() +

+ date.getMinutes() + ":" + date.getSeconds();
return currentDate;

function dmLogout(str) {
var threadid = Process.getCurrentThreadId();
console.log("[" + threadid + "][" + getFormatDate() + "]" + str);



$TEP Android Java EH4%

var showStacks = function () {
Java.perform(function () {
dmLogout(Java.use("android.util.Log").getStackTraceString(Java.use("java.lang.Exception™).$new()));

1)

TracerPid fgets Jz if ik

var anti_fgets = function () {
dmLogout("anti_fgets");
var fgetsPtr = Module.findExportByName("libc.so", "fgets");
var fgets = new NativeFunction(fgetsPtr, 'pointer', ['pointer', 'int', 'pointer']);
Interceptor.replace(fgetsPtr, new NativeCallback(function (buffer, size, fp) {
var retval

fgets(buffer, size, fp);
var bufstr = Memory.readUtf8String(buffer);
if (bufstr.indexOf("TracerPid:") > -1) {
Memory.writeUtf8String(buffer, "TracerPid:\to0");
// dmLogout("tracerpid replaced: " + Memory.readUtf8String(buffer));
}
return retval;
}, 'pointer', ['pointer', 'int', 'pointer']));

}s

KA B E LR % 77 23 9

var anti_antiDebug = function () {
var funcPtr = null;

funcPtr = Module.findExportByName("xxxx.so", "p57F7418DCDOC22CD890Q9F9B22F0991D3");

dmLogout("anti_antiDebug " + funcPtr);
Interceptor.replace(funcPtr, new NativeCallback(function (pathPtr, flags) {
dmLogout("anti ddddddddddddddebug LR: " + this.context.lr);
return 0;
}, int', [int', 'int']));
s

hook JNI APl NewStringUTF

function hook_native_newString() {
var env = Java.vm.getEnv();
var handlePointer = Memory.readPointer(env.handle);
dmLogout("env handle: " + handlePointer);
var NewStringUTFPtr = Memory.readPointer(handlePointer.add(©x29C));
dmLogout("NewStringUTFPtr addr: " + NewStringUTFPtr);
Interceptor.attach(NewStringUTFPtr, {
onEnter: function (args) {

1)



hook JNI APl GetStringUTFChars

function hook_native_GetStringUTFChars() {
var env = Java.vm.getEnv();
var handlePointer = Memory.readPointer(env.handle);
dmLogout("env handle: " + handlePointer);

var GetStringUTFCharsPtr = Memory.readPointer(handlePointer.add(0x2A4));

dmLogout ("GetStringUTFCharsPtr addr: " + GetStringUTFCharsPtr);
Interceptor.attach(GetStringUTFCharsPtr, {
onEnter: function (args) {

var str = 3
Java.perform(function () {

str = Java.cast(args[1], Java.use('java.lang.String'));

})s
dmLogout("GetStringUTFChars: " + str);

if (str.index0f("linkData:") > -1) { // BTN

dmLogout("========== found linkData LR: " + this.context.lr + " ==========");

1)
}s

hook Android URI 37 EJ #E £k

var hook_uri = function () {

// coord: (7520,0,19) | addr: Ljava/net/URI;->parseURI(Ljava/lang/String;Z)V | loc: ?

var uri = Java.use('java.net.URI'");
uri.parseURI.implementation = function (al, a2) {
al = al.replace("xxxx.com", "yyyy.com");

dmLogout("uri: " + al);

showStacks();
return this.parseURI(al, a2);

hook KXmlSerializer #f 3 W %

function hook_xml() {

var xmlSerializer = Java.use('org.kxml2.io.KXmlSerializer');

xmlSerializer.text.overload('java.lang.String').implementation =

dmLogout("xtext: " + text);

if ("GPRS" == text) {
dmLogout ("======>>> found GPRS");
showStacks();

}

return this.text(text);

hook Android Log % i}

// org.xmlpull.vl.XmlSerializer
function (text) {



function hook_log() {
dmLogout(TAG, "do hook log");

var Log =
Log.v.overload('java.
dmLogout(tag + "
¥
Log.d.overload('java.
dmLogout(tag + "
s
Log.w.overload('java.
dmLogout(tag + "
s
Log.i.overload('java.
dmLogout(tag + "
s
Log.e.overload('java.
dmLogout(tag + "
s
}
native ¥ 3 H

var friendlyFunctionName
var returnValue = Memory.alloc(sizeOfLargeObject);

lang.String’,

v", content);
lang.String’,
d", content);

lang.String’,
w", content);
lang.String’,

, content);

i

lang.String’,
e", content);

= new NativeFunction(friendlyFunctionPtr,

Java.use('android.util.Log"');

'java

'java

'java

'java

'java

friendlyFunctionName(returnValue, paraml);

.lang.String").

.lang.String").

.lang.String").

.lang.String').

.lang.String').

implementation

implementation

implementation

implementation

implementation

function

function

function

function

function

'void', ['pointer',

(tag, content) {

(tag, content) {
(tag, content) {
content) {

(tag,

(tag, content) {

'pointer']);
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