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facebookCTF2019
rceservice - 5¢id preg_match
http://challenges.fbctf.com:8085

We created this web interface to run commands on our servers, but since we haven't figured out how to secure it
yet we only let you run 'ls'

http://challenges.fbctf.com: 8085

(This problem does not require any brute force or scanning.

We will ban your team if we detect brute force or scanning).

Web Adminstration Interface

Enter command as JSON:
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{*cmd”:“1s”}

Attempting to run command:
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secret note keeper

Find the secret note that contains the fl4g!
http://challenges.fbctf.com:8082

Same thing but in tokyo: http://challenges3.fbctf.com:8082/
(Timeout is 5 seconds for links, flag is case insensitive)
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https://www.exploit-db.com/exploits/44022

LibreOffice < 6.0.1 - '=WEBSERVICE' Remote Arbitrary File Disclosure

https://github.com/joliheef/libreoffice-remote-arbitrary-file-disclosure
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products manager
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easter egg
After searching fb{ on all pages, found nothing

But searching for { found something interesting on careers page:

<p>Facebook's Application Security team<span style="color:white">{</span>is seeking a passionate hacker to help

us secure over 2 billion users....

And searching for }:

<p>The Oculus Security Engineering team designs, builds, and supports the infrastructure and services<span style

="color:white">}</span>that allow Oculus to move fast,...

Also found <span style="color:white">f, <span style="color:white">b efc...

).read()
re.findall(
.join([t[26:-7] for t in text])

fb{we're_hiring}

events
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https://ramadistra.dev/fbctf-2019-events
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https://github.com/PDKT-Team/ctf/blob/master/fbctf2019/hr-admin-module/README.md
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