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$ file keykoolol

keykoolol: ELF 64-bit LSB pie executable, x86-

64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1d-linux-x86-

64.s0.2, for GNU/Linux 3.2.0, BuildID[shal]=1422aa3ad6edad4cc689ec6ed5d9fd4e6263cd72, stripped
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$ ./keykoolol

[+] Username: aaaaaa
[+] Serial: bbbbbbbbb
['] Incorrect serial.
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__int6e4 __fastcall main(int al, char **a2, char **a3)

{

__int64 v3

unsigned

v8 = __readfsqword
__printf_chk
fgets(

(serial)) )

¥
puts(output);
return OLL;

}
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v8 = dword_203040;

for ( 1 = 16LL; i1; --1 )

{
xv8 = 0;
++v8;

}

v1l = &unk_203080;

vi12 512LL;

vi3 a2 & OxFFFFFFFO;

while ( vi12 )

{
xv1l = 0;
++vil;
—-v12;

}
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vi4 = (_DWORD *)__memcpy_chk(&unk_203080, al, a2, 2048LL);
dword 203064 sername_length;
dword_203060 vi3 + 16

username_dest = (char *)vi4 + (unsigned int)(vi13 + 16);
: + 16 + ((unsigned int)username_length & OxFFFFFFFQ) + 16;

= dword 20302C;

qmemcpytu sername_dest, username, username_length);
dword_203068 = v16;
dword_szBEC serial_length;
1= dword_2@588@,
v21 = 0;
v22 @i

gmemcpy((char *)vi4 + v16, serial, serial_length);
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while ( 1 )
{
vl = *(_DWORD *)((char *)vlid + v3);
5 *(_DWORD *)((char *)vi4 + v3) >> 24;

>> 20] = dword_203040[(vl >> 16) & OxF];
/3 + 4_
i LﬂBEL 10;
'l
dword 203054 ~= OXF7E1560A;
3 + 4;
FBEL ln

v3 + 4;
fBEL_lUF

* dword_203074 ~= 0x13E40C56u;
v ;-_J 6 = V E} + 4 :
goto LABEL_10;
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fEMiasmH, EARRKHAT R B H Jitterdg fit, AR L@ 5 A miasm.analysis.sandboxH & X 2%
Sandbox_Linux x86_ 643k #iEELF x86-64 7] $44T 4.

miasm.analysis.sandbox Sandbox_Linux_x86_64

parser = Sandbox Linux x86 64.parser("D sembler for k

parser.add argument(“filer ', help= ] filenam
options = parser.parse_args()

sb = Sandbox_Linux_x86_64(options.filename, options, globals())
sb.run()

AT LK PythonfUases, BATZBRIL TR,

BT A XS ERAPIKI R, BB AT AAEACRS AL AT

xxx_ printf chk(jitter):
ret_ad, args = jitter.func_args systemv(["f
(jitter.get c_str(args.format))

jitter.func_ret_systemv(ret_ad,

xxx_fgets(jitter):
ret ad, args = jitter.func _args systemv(|
= input()
jitter.vm.set mem(args.dest, s.encode())
jitter.func_ret_systemv(ret_ad, len(s))

xxx_strcspn(jitter):
ret_ad, args = jitter.func args systemv(["s", "rejected”])

s = jitter.get_c_str(args.s)

jitter.vm.set mem(args.s, s.strip().encode())
jitter.func_ret_systemv(ret_ad, len(s))

xxx___ memcpy_chk(jitter):

ret ad, args = jitter.func _args systemv(|

src = jitter.vm.get _mem(args.src, args.len)

jitter.vm.set mem(args.dest, src)
jitter.func_ret_systemv(ret_ad, args.dest)
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$ python keykoolol.py keykoolol

[...]

[INFO 1: xxx___1libc_start_main(main=0x730, argc=0x1337lacc, ubp_av=0x140000, init=0x23a@, fini=0x2410, rt
1d_fini=0x@, stack_end=0x13fff8) ret addr: 0x88a

[INFO 1: xxx___printf_chk(flag=0x1, format=0x2424, arg=0x99ccd668) ret addr: 0x76a

[+] Username:

[INFO ]: xxx_fgets(dest=0x13fbc8, size=0x200, stream=0x71111064) ret addr: Ox77e

aaaaaaa

[INFO ]: xxx_strcspn(s=0x13fbc8, rejected=0x2433) ret addr: 0x78d

[INFO 1: xxx___printf_chk(flag=0x1, format=0x2435, arg=0x71111064) ret addr: 0x7a5

[+] Serial:

[INFO ]: xxx_fgets(dest=0x13fdc8, size=0x200, stream=0x71111064) ret addr: ©x7b9

2aaaaaaaaaa

[INFO ]: xxx_strcspn(s=0x13fdc8, rejected=0x2433) ret addr: ©x7c8

[INFO 1: xxx___memcpy_chk(dest=0x203080, src=0x24e0, len=0x400, destlen=0x800) ret addr: ©x9c5
[INFO 1: xxx_puts(s=0x24a9) ret addr: 0x834

['] Incorrect serial.
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miasm.analysis.dse DSEEngine

dse = DSEEngine(sb.machine)
dse.add_lib_handler(sb.libs, globals())
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xxx_ memcpy chk(jitter):

ret_ad, args = jitter.func_args systemv([
src = jitter.vm.get mem(args.src, args.len)
jitter.vm.set _mem(args.dest, src)

dse
dse.attach(jitter)

jitter.func_ret_systemv(ret_ad, args.dest)

WJE, BANEdispatcher LB — /M RORFF S EVMEFREXN MK NAE, BATEEIE 7275
1. vm_registers_symb: B&EVMHFLABRHIFS;
2. already _disass: WAHHRVMIs S B4 RIS, LB % IT ENRRSHITEE .

-]

DISPATCHER_ADDR -

NEXT_ADDR -

vm_registers symb = {}
already disass = {}

dse.add instrumentation(DISPATCHER _ADDR, symbolize wm)
[---]
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from miasm.expression.expression import *

def symbolize_vm(dse):

global vm_registers_symb, already_disass

# update the DSE state (including the memory) from the concrete state
dse.update_state_from_concrete(mem=True)

# symbolize the memory corresponding to the VM registers (16 registers of 32 bits at 0x2030490)
for i in range(16):
vm_registers_symb[ExprMem(ExprInt(0x203040 + i*4, 64), 32)] = ExprId("VM_R{}".format(i), 32)

# symbolize the VM registers that correpond to real registers
vm_registers_symb[dse.ir_arch.arch.regs.R9] = ExprId("VM_FLAGS", 64)
vm_registers_symb[dse.ir_arch.arch.regs.RSI] = ExprId("VM_PC", 64)

# update the DSE state with the VM registers symbols
dse.update_state(vm_registers_symb)

# get the VM state (PC, instruction bytes and opcode)
vm_pc = int(dse.jitter.cpu.RSI)

vm_instr = int(dse.jitter.cpu.RCX)

vm_opcode = int(dse.jitter.cpu.RAX)

# if the VM instruction was not already disassembled, we print the state and add a breakpoint at NEXT_AD

DR
if not vm_pc in already_disass or (vm_pc in already_disass and vm_instr != already_disass[vm_pc]):
print("\n{:x}:".format(vm_pc), end=" ")
already_disass[vm_pc] = vm_instr
# VM opcode OxFF exits the WM
if vm_opcode == OxFF:
print("EXIT")
# VM opcode 30 executes aesenc instruction but this instruction is not implemented in miasm jitter
if vm_opcode == 30:
argd = vm_registers_symb[ExprMem(ExprInt(0x203040+(((vm_instr >> 16) & OxF)*4), 64), 32)]
argl = vm_registers_symb[ExprMem(ExprInt(0x203040+(((vm_instr >> 12) & OxF)*4), 64), 32)]
dest = vm_registers_symb[ExprMem(ExprInt(0x203040+(((vm_instr >> 20) & OxF)*4), 64), 32)]
print("@128[{} + 0x203080] = AESENC(@128[{} + ©x203080], @128[{} + 0x203080])".format(dest, argd
, argl))

dse.add_instrumentation(NEXT_ADDR, disass_vm_instruction)

# as we do not want miasm to raise an exception when aesenc is jitted, we jump after the instruction and

update the DSE state accordingly

if vm_instr >> 24 == 30:
dse.jitter.pc = 0x232d
dse.jitter.cpu.RIP = 0x232d
dse.update_state({
dse.ir_arch.arch.regs.RIP: ExprInt(0x232d, 64),
dse.ir_arch.arch.regs.RAX: ExprInt(vm_pc+4, 64) # update pc

1}

return True
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def disass_vm_instruction(dse):
global vm_registers_symb

vm_instr =

# get memory modifications
for dst, src in dse.symb.modified(ids=False):
# do not print vm registers unchanged
if dst in vm_registers_symb and src == vm_registers_symb[dst]:
continue
vm_instr += "{} = {}\n".format(dst.replace_expr(vm_registers_symb), dse.eval_expr(src))

# get register modifications
for dst, src in dse.symb.modified(mems=False):
# dst = ExprMem(VM_REG)
if src in vm_registers_symb:
vm_instr += "{} = {}\n".format(dst, dse.eval_expr(src))
# VM_REG != VM_REG_ID
elif dst in vm_registers_symb and src != vm_registers_symb[dst] and vm_registers_symb[dst] != ExprId
("VM_PC", 64):
vm_instr += "{} = {}\n".format(vm_registers_symb[dst], dse.eval_expr(src))

# if no modifications then print ZF and VM_PC changes
if not vm_instr:
for dst, src in dse.symb.modified(mems=False):
if dst == dse.ir_arch.arch.regs.zf:
vm_instr += "ZF = {}\n".format(dse.eval_expr(src))
elif dst in vm_registers_symb and vm_registers_symb[dst] == ExprId("VM_PC", 64):
vm_instr += "VM_PC = {}\n".format(dse.eval_expr(src))

print(vm_instr.strip())

# remove callback
del dse.instrumentation[NEXT_ADDR]
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https://github.com/icecr4ck/write-ups/blob/master/FCSC-2020/Keykoolol/disass_vm.py

% python keykoolol.py keykoolol

[---]
: VM_R11 = VM_R11 + @xFFFFFFFF

: VM_FLAGS = {VM_R11 + exFFFFFF@l1

: ZF = VM_FLAGS[8:32]?(0x0,0x1)
VM_PC - 8x74

: VM_R8 = axe

: EXIT
Traceback (most recent call last):
[...]

RuntimeError: Symbolic stub °b'xxx puts symb' ' not found

WRET R, VWIRICHREF BT RiF, ERVMRRES, FAVM_RMKEARRT256. HTVM_R115F51K
KRN, WA UG LR, FIHKEBIET256.

FH, BT REIFF S0 _puts_symb, FBIIRT RE. HTRIDEARIERORERMBRAZ, LA
PAAD TR IXAESEBE .

xxx_puts_symb(dse):
RuntimeError(

ERATE RIAT 2564 FA1F R AR «
% python keykoolol.py keykoolol
[...]

: VM _R11 = VM _R11 + BxFFFFFFFF

: VM_FLAGS = {VM_R11 + exFFFFFF@l1

: ZF = VM FLAGS[8:32]2(Bx8,0x1)
VM_PC = {(VM_PC + @x4)[8:32]

€: VM_Re - VM_R1@
: VM R1 - VM_R12
: @32[ex203880] - VM _PC[8:32] + @x4
: VM_R3 - exe
: VM_R2 - VM_Re
: VM_R2 - VM_R2 + VM R3

: VM_R2 = {@8[{VM_R2 1 + ex203080]

: VM _FLAGS = {VM_R2
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https://raw.githubusercontent.com/icecr4ck/write-ups/master/FCSC-2020/Keykoolol/vm_trace_with_bad_inputs.txt
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custom_hash(username) :
hash = [B8] *
i, enumerate(username ) :

Jj range(
hash[ (i+j) %
hash

4. { FIXOR% $H0xFA4E3D2C 1 fi# % OxC8AL 1 F 1% (VMFE RS Rt )
5. TY REEXIEA, LAIREKENGHI & X s

expand_custom_hash(custom_hash)
expanded_buffer = custom_hash + [8] *
i range|(
expanded_buffer[i+16] = ((expanded_buffer[i] * 3) ~ BxFF) & @xFF
expanded buffer

6. 1 FIXOR# $0xA1B2C3D4f# 2% 0x148 (VMFTiRS i Im#s ) AbH)F 1555,
7. K50 86T WM X, FHAEFFIKIBI6A S X L Faesencth AT 324EAESINE, 41 T B

aesenc(buffer, key):

# call aesenc instruction

# serial = bufl + buf2 + ... + buf8
range(

aesenc(bufé, bufl)

aesenc(buf5, buf8)

aesenc(buf4, buf7)

aesenc(buf3, buf4d)

aesenc(buf2, buf7)

buf1
bufé
bufs
but4
buf3
buf2 = aesenc(bufl, buf7)

8. i FIXOR% £10xAABBCCDDf## 0x334 (VMF S Mimis &) L1355,

0. IR INE P 5 WA AT EAA MY R EZm XARILE, MR ET#T R
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3. Y BRI B E XA EIAT32R R IFAESINE (AT REfE Haesdecti <, BEAN—RMEART 75—
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Encryption Decryption
PlainText Cipher Text
RoundKey — AddRoundKey }1 stRound | RoundKey— AddRoundKey }15‘ Round
SubBytes InvShiftRows
ShiftRows Repeat InvSubBytes Repeat
: N, -1 . 7N -1
MixColumns Round RoundKey'—| AddRoundKey Round
RoundKey — AddRoundKey InvMixColumns
SubBytes InvShiftRows
. Last Last
ShiftRows Round InvSubBytes | » Round
RoundKey — AddRoundKey RoundKey — AddRoundKey
CipherText Plain Text

XM Zadmint)— AN BEFS, A& a2 E X BB N,

$ ./keygen_keykoolol admin 1
b40e0@b81eb1d09c017b3c6d9001118a63b6a2377d1el4470531ee487fe9de34b86c949836a5d789bat503680717547b7910facdcllbd
56C22626326ca7053d6ce72e2e638c1d0881c2e699¢c412485b567128c297e5¢c7cfa02b6f10b18dbbee14010101010101010101010101
0101010101010101010101010101010101010101

BAE MRS AT LA ERAT
WERBSEERERHEREE, RUIR LIS IRk 55 a5 AT IBAE SRBUR &

$ nc challenges2.challenge-anssi.fr 3000

Give me two valid serials for username: Michael Barnett

>>> afaeff615f362ffbe36eccf4f2e80e6b18404cfOf96398e4881789c0c2b4310a58733ccd2273148e4983fel71fdfed95d9867c67
742609d24a4dbf6917742c41ba804a642b96c6792e8264454e120e26860480c292ab29537820adadcb4b8edc01010101010101010101
01010101010101010101010101010101010101010101

>>> 8e6013338de9499d5bd3b9b2ab1371b11d61775ccf9575d47b5f669a04b60be@1bf9299819c7f6eeel2471fffbadl1+f88d4908548
10aa62c7c23c554d65fbbdecf6eec3ebcb@0f4126f09eee7281d694650942ab7e4b33a500343e83ca5d2327200000000000000000000
00000000000000000000000000000000000000000000

Give me two valid serials for username: Shelly Heilman

>>>

AEER, BRRRMERBRTEZENERFSFZHBERE, BARRE—NHPLRERKFS.
ik # T pwntools, FEANENHENAERM T — AR HEK .

$ python get flag.py
[...]

[DEBUG| Received 8x64 bytes:
b'Well done! Here is the flag:

FAIA AT AFE X LR F


https://github.com/icecr4ck/write-ups/blob/master/FCSC-2020/Keykoolol/keygen/src/main.rs
https://github.com/icecr4ck/write-ups/blob/master/FCSC-2020/Keykoolol/get_flag.py
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