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Fig. 1. The architecture of the proposed CNN. For each block, x1 — x2; :C:(a #a* x1) denotes the block with the kernel size a * a for z1 input feature
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TABLE 1
STEGANALYSIS ERROR RATES COMPARISON OF ZHU-NET WITH TLU AND
ZHU-NET WITH RELU AGAINST TWO ALGORITHMS WOW AND
S-UNIWARD AT (0.2 BPP AND 0.4 BPP. BOTH NETWORKS ARE TRAINED
AND TESTED ON BOSS DATASET.

Zhu-Net with  Zhu-Net with

Algorithms TLU RelU
WOW(0.2bpp) 0.257 0.233
WOW(0.4bpp) 0.138 0.118

S-UNIWARD(0.2bpp) 0.316 0.285
S-UNIWARD(0.4bpp) 0.188 0.153
0.7 7 —— Zhu-Net with TLU[WOW 0.4bpp)
—— Zhu-Net with ReLU{WOW 0.4bpp)
il —— Zhu-Net with TLU{S-UNIWARD 0.4bpp)
' —— Zhu-Net with ReLU(S-UNIWARD 0.4bpp)
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Fig. 2. Comparing convergence performances of training Zhu-Net with TLU
and Zhu-Net with RelLU against two algorithms WOW and S-UNIWARD at
0.2 bpp and 0.4 bpp. Both networks are trained and testédon@BOSS Eatadin.
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B. Improving Kernels
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For each image X = Xj;, the residual i = R;; is:
B,q_; = p?'ed(NijJ - CXE'J': (l)

where ¢ € N is the residual order, N;; is the neighboring
pixels of X;; and X,,.q(.) is a predictor of cX;; defined on
N;j. In practice, we usually use high-pass filters to achieve
Xp'r'ed(-)-
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Back propagation

Input: The gradient of the previous layer 4'*1, the high-
pass filter K.

Output: The gradient of the preprocessing layer 4.

1: Let the backward gradient of the previous layer be 411,
Then the gradient of the preprocessing layer is:

B dLoss B dLoss OR
9K  OR 0K

2: Return the gradient of the preprocessing layerdtli=< 7%

5! = §H x K, (3)

R a4k

Gradient descent:

Input: The gradient of the preprocessing layer &', the high-
pass filter /', the learning rate [r.

Output: The optimized kernels K

1: Optimize the weight of the preprocessing layer by:

K =K —Ir+6, (4)

2: Return the optimized kernels K'. CSDN @CVIRETH
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TABLE 11
STEGANALYSIS ERROR RATES COMPARISON BETWEEN ZHU-NET WITH
FIXED KERNELS AND ZHU-NET WITH OPTIMIZED KERNELS AGAINST TWO
STEGANOGRAPHY ALGORITHMS WOW AND S-UNIWARD AT 0.2 BPP
AND 0.4 BPP. BOTH NETWORKS ARE TRAINED AND TESTED ON BOSS

DATASET.
Algorithms Zhu-Net with Z:hu‘-Net with
: fixed kernels  optimized kernels
WOW(0.2bpp) 0.243 0.233
WOW(0.4bpp) 0.130 0.118
S-UNIWARD(0.2bpp) 0.324 0.285
S-UNIWARD(0.4bpp) 0.169 0.153

0.7 1 — fixed kernels(S-UNIWARD(0.2bpp))
—— optimizable kernels(5-UNIWARD{0.2bpp))
~—— fixed kernels(S-UNIWARD(0.4bpp))
0.6 1 —— optimizable kernels(S-UNIWARD{0.4bpp))
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Fig. 4. Comparing convergence performances of training Zhu-Net with fixed
kernels and Zhu-Net with optimized kernels against two algorithms WOW
and S-UNIWARD at 0.2 bpp and 0.4 bpp. Both networks are trained and
tested on BOSS dataset. CSDN @CVIRL T

C. Separable Convolution
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Fig. 5. (a) A variant version of Inception module[31]; (b) structure of hepconv
blocks CSDN @CVig& T F5
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Fig. 6. The comparison of feature maps between Zhu-Net and Yedroudj-Net. (a) Cover image. (b) Stego image. (c) The feature map of cover generated by
Zhu-Net. (d) The feature map of cover generated by Yedroudj-Net. (e) The feature map of stego generated by Zhu-Net. (f) The feature map of stego generated

[= .

by Yedroudj-Net. CSDN @CVRE T
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TABLE III
STEGANALYSIS ERROR RATES COMPARISON BETWEEN YEDROUDJ-NET
AND ZHU-NET AGAINST TWO STEGANOGRAPHY ALGORITHMS WOW AND
S-UNIWARD AT (0.2 BPP AND (0.4 BPP. BOTH NETWORKS ARE TRAINED
AND TESTED ON BOSS DATASET.

Algorithms Yedroudj-Net  Zhu-Net
WOW(0.2bpp) 0.278 0.233
WOW(0.4bpp) 0.141 0.118

S-UNIWARD(0.2bpp) 0.367 0.285
S-UNIWARD(0.4bpp) 0.228 0.153
TABLE IV

STEGANALYSIS ERROR RATES COMPARISON USING ZHU-NET WITH
DIFFERENT NUMBERS OF SEPCONV BLOCKS AGAINST WOW AT 0.2 BPP
AND (1.4 RPP. ROTH NETWORKS ARE TRAINED AND TESTED ON ROSS

DATASET.
Aleorithms Zhu-Net with Zhu-Net with
g ) full sepconv blocks  two sepconv blocks
WOW(0.2bpp) 0.249 0.233
WOW(0.4bpp) 0.152 0.118
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D. Spatial pyramid pooling module
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Fig. 7. A network structure with a spatial pyramid pooling ay& =/ = 1'%
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The steps of SPP-module mapping feature maps to fixed
length vector

Input: The feature maps after basic block 4 with a size of
a % a and channels of K. an [-level pyramid with n x n bins
in each level.

Output: The fixed length feature with a size of [1, K" x M|,
where M is the number of bins.

Step 1: For a pyramid level of n x n bins, implement this
pooling level as a sliding window pooling, where the window
size win = [a/n], and stride str = |a/n| with [-] and |-]
denoting ceiling and floor operations.

Step 2: Implement windows pooling on every feature map,
obtain the generated feature with the length of n x n.

Step 3: Repeat stepl-step2 for every pyramid level in an
[-lever pyramid.

Step 4: Stack all generated feature vectors together (in
Pytorch we use torch.cat function). Pre-compute the length
of each feature map by M = Zizl n » n, and the total length
of feature is K x M.

Step 5: Resize the output feature to a size of!|15 W =M |
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Fh, AT UABEA P (strinde:8, kemel:8) SRSEBUIXFIE I E Hiti#iE. 2x2M1x1KLACF AL, &Ja, AT LB
B—A (4x42x21x1) k4t &, HPkE&E—MEHREPREBESE-

ABEE, 11K EETHLREMTMEPERRERFHRE. XERABRMNAAFRE REOFHMEEHRER R, AU
BT AR RERRHE, 0 HE R T R R .

T WAFSPPHLS IS ME IR I (A Ztk, FATKZhuNet (HSPPHEH) 5YeNetfllYedroDjnet CH;GAPHEHR) #4T T HL#. BT
A W4 24 S WOWRIS-UNIWARD#EAT I %, B X8 A N0, 2bpp. LWL BRMEBRL R, % REEIGPURIHH RS f1A1RT ] FR
#, RIMET —MNEBEFANTE LKDRINGE: 224x224F1256%x256. AT FTA 512x512 814 3 KA R 256 %256 B 4 1
224x224@15. AT SEEMEML, MR E G KMIRR256%256.

SIS EE KRB, ZhuNettbYedroDjnetfYeNetE A BRIk E. BEiRidt, SRR TINGME, £ R~FIIZTT PIISHER = e
o BRITAA, ZREINGE—EERELESMTIEMNEG, ZREBIEEYE T MEKZILEE



TABLE V
STEGANALYSIS ERROR PROBABILITY COMPARISON OF ZHU-NET WITH
DIFFERENT TRAINING SCHEMES AND YEDROUDJ-NET AGAINST THE TWO
ALGORITHMS WOW AND S-UNIWARD AT 0.2BPP. BOTH NETWORKS
ARE TRAINED AND TESTED ON BOSS DATASET.

WwWOow S-UNIWARD

Algorithms (0.2bpp) (0.2bpp)
Ye-Net 0.331 0.400
Yedroudj-Net 0.278 0.248
Zhu-Net wiht 256-size Tested 0.234 0.281
Zhu-Net with multi-size Tested 0.241 0.289

CsDN@CViE= 7

AN, TAIBNET —ABELR /IR, HEBK/NTEEN[224,256]. ZhuNetfitWOWRS-UNIWARD H 48 = 2 50.241 1
0.289(0.2bpp)

KISERRY], SPPERMIGIMRIMTCAPERE, /iHAAEHFNRERERS . HHASPPERK D —MIRR, B Uk
HEBKDHIRA

IV. EXPERIMENTS

A. The environments

HERNMEL S, RIERTHEMHELNEENMBE A, Bl. ES-UNIW ARD[3IFIWOW(2], it BEHLEk A 2% 45 fIMatlabSZ
o AL FKICNNMIL 5 PUFGRAT MK H#4T T ELB: XuNet[17]. YeNet[19]. YEDRODJNET[21]FISRM + EC ({XFF THE
HIRFIESE, 2NTRFEEEB[1IMER S HKR32D - B AANMEEEM R KRS L TIR. FrE LRM7ENvidia GTX
1080Ti GPUE Ei&4T.

B. Datasets

FEARICH, AV ARSI R MK P I H KI B P RE . IR AEBOIR SR 10 T B -

« the BOSSBase v1.01[33] consisting of 10,000 grey-level
images of size 512 x 512, never compressed, and coming
from 7 different cameras.

« the BOWS2[34] consisting of 10,000 grey-level images of
size 512 » 512, never compressed, and whose distribution
is close to BOSSBase.

Due to our GPU computing power and time limitation, we
do all the experiments on images of 256 x 256 pixels. The
specific training set and test set division will be detailed in
Section IV-D. CSDN @CVHRET 5k

C. Hyper-parameters
WATRA/DRCEFEVLEEE T (SGD) RUIZHCNNMILE . 1 45 ¥ 3 BRI A B 3 98 1% & 50.9710.0005.

XFFGPUN MRS, YIZrH s/ tERNREN16 (84 cover/strgoXt) . i XavierFEVIMEAL T A E[35]. #T Lk
B, Mg U /MESE g k. ISR, RITAREIRWT (FI46H80.005) .



HNFERET —MERNPKERN, EIRKERUUS. BAERU, EIRKHFES0. 150F12500 TFE. 7£LUERIIZS,
i /N 2 XD 3R] DU SR A I Rk, IR EERATE . CNNIIIEIIKIZ400MER . Tz b, RATL ¥ E4004 epochZ /i
fEIEYIZR, CABTIEE BN .. RElR U, ZIgRE L BSE UR R AN WD, (EI0UESE BRI REIT 46 T MRy, A= 1R
%o RANNERIESE ERFRNGBIFIIFE.,

TABLE VI
STEGANALYSIS ERROR RATES COMPARISON USING YEDROUDIJ-NET,
XU-NET, YE-NET, AND SRM+EC AGAINST TWO STEGANOGRAPHY
ALGORITHMS WOW AND S-UNIWARD AT 0.2 BPP AND 0.4 BPP. ALL
NETWORKS ARE TRAINED AND TESTED ON BOSS DATASET.

WOwW WOW S-UNIWARD  S-UNIWARD

i
Algonthms 51 5)  (0.4bpp) (0.2bpp) (0.4bpp)
SRM+EC 0.365 0.255 0.366 0.247
Xu-Net 0.324 0.207 0.391 0.272
Ye-Net 0.331 0.232 0.400 0.312
Yedroudj-Net ~ 0.278 0.141 0.367 0.228
Zhu-Net 0.233 0.118 0.285 0.153
0.40

—— SRM+EC /‘
—+— Xu-Net
0.35 4 | =+ Ye-Net

—a— Yedroudj-Net
—8— Zhu-Net

0.30 1

0.25 -

0.20 +

Steganalysis error probability

0.15 -

T T T T
WOW(0.4bpp) S-UNIWARD(0.4bpp) WOWI(0.2bpp) S-UNIWARDI(0.2bpp)
Steganographic schemes and payload

Fig. 8. Steganalysis error rates comparison of the five steganalysis methods
against two algorithms WOW and S-UNIWARD at 0.2 bpp and 0.4 bpp. All
networks are trained and tested on BOSS dataset. CSDN @CViR< T 3

D. Results

REMBIBRER: ERAP, RINME TRYIMBE NSRS 8 0 HERE . BOSSBase B4 4 B4 — 54000
Acoverfilstego B G I ZREE. — MR E 10004 B I BIEE M — ML A 5000 BE ST MRS . N THITAFILE, &
i1 % T YEDJINET. YeNet. XuNetfiz=[aF BRI E MK/ KE (SRM +EC) EH B ERAM N0 HXT F RN HEIEWOWAHIS-
UNIWARD 4 8E. 0.2bpp#10.4bpp.

WMEBHTR, TR MARA T ENG A, A CHR K& R REER I BAL T A% . T CNNIRFHESRENEE /1, 5%
ZIMSRM+ECIZEAHLL, ZML I REIEILT8.1% ~ 13.7%. ZRERM, E—NE—IELRN, FIHZMERARFERI
DS LR i



Foh, T ARE KB HKIS-UNWARDFMWOW, Bt #7045 tiXu-Netf$8.9% ~ 11.9%, tiYe-NetfF9.8% ~15.9%, tt
Yedroudj-Net#f2.3% ~8.2%. ZiREY, ZMERABIRPUXERA RN, HEF RIFRIMBKLEH, SiEsppii L bk,
R TR REMY, KUY T Zhu-NetFEAE A BERA TN & MBS RN ERN T HaMN, EX, EHRSBEAHE
PR 2 3] SR R B Y IR 5 575

BOYE 1 55 B0 45 SR B B I N SRR R AR, B SR FT DA RO SR R P S B RE . (P R R B R T DASR R B, B S L
o [HE, RARBEERMERTR, MBIAEERNEN TRESIREAR —NMFRGE, FARERRTRIBAER
HIMESRHE, FFR KRR B BE

N TR INEIE X RE R, BRATRA TR R R . Fra BB A 4 E 35 R 2125625614 & 19 K/ (18 FI Matlab
K“imresize()' %L, #HBRINKE),

(1)VIZ-EEBOSS: #BOSSBase R FENL 5 Il 55 (1 £4000 7K coverflistego BIE Xt ). B ilE£E (£, 5 10007k G0 ) ANl iR 4& (B
50005k E&5T).

(2)W1%4£B0OSS+BOWS2:7E Il 5 4BOSSHIEAL F, 151100005} cover/stego (il it % BOWS2Base[36]E F#£158 ) I %
£, YIZRBIE I A A 140005  cover/stego B8, U6 iEE A5 10005BOSS K4
(3)VI1Z:4£BOSS+BOWS2+DA: i it % BOSS+BOWS 2| h&E #E AT RAR B AR, SEhr L3 7 T $dl
BOSS+BOWS2+DA. [Hit, BOSS+BOWS2YIZREM K/NIEIN T 865, HAR ST H11.275 % B/ S BUR A 5L % > $udE
FE. BAFSEA SR HBOSSHI1,000%

(4)IIREBOSS 1.5 BRI - 4EBOSS A H 500053k El1& .

TABLE VII
STEGANALYSIS ERROR RATES COMPARISON USING YEDROUDI-NET,
YE-NET AND ZHU-NET ON WOW AT 0.2 BPP WITH A LEARNING BASE
AUGMENTED WITH BOWS2, AND DATA AUGMENTATION

Algorithms BOSS BOSS+BOWS2Z  BOSS+BOWS2+DA

Ye-Net 0.331 0.261 0.222

Yedroudj-Net  0.278 0.237 0.208

Zhu-Net 0.233 0.178 0.131
TABLE VIII

STEGANALYSIS ERROR RATES COMPARISON USING YEDROUDIJ-NET,
YE-NET AND ZHU-NET ON S-UNIWARD AT 0.2 BPP WITH A LEARNING
BASE AUGMENTED WITH BOWS2, AND DATA AUGMENTATION

Algorithms BOSS BOSS+BOWS2Z  BOSS+BOWS2+DA

Ye-Net 0.400 - 0.335
Yedroudj-Net  0.366 0.344 0.311
Zhu-Net 0.285 0.243 0.171

CSDN @CViRE T 3

RTFRBAARFIZRE L Yedroudj-Net. Ye-Netf1Zhu-Net5H 34 # i 80.2 bpp FI#k N HIEWOWFISUNIWARD FI X o 5256
GRRY, HEENGENEN, S{UEHBOSSYIZGEMLL, BrE M4 KNt EH FiiRE. 0.2 bpplIWOW, M UI%
#£BOSS+BOSW2 A 3 FABOSSYIZREE AR T 5.5% AR K, A RAEHIE T RIFHISEE. yedroy - netfllyeenetf1 4%
ROHIEIR T 41%M7%. FEE, XFFS-UNIWARD, 7£0.2 bppht, Ye-Net. Yedroudj-Net. Zhu-Netfje il 45 2 HuAX {3 F
BOSS Il ZrHi#E 453 I F#AK T 2.2%M13.6%. Zhu-NetBRTEFTAE FATHEUR T BIFHIRS. SREW, BEEHREROhEM T
A A

XA RAVE B R BAREH# TN BAIE—B)I% TBOSS + BOWS2 + DAEANM% ., SR EKH, B ETonnil ksl
Rem TR, S51{UEABOSSHIIZRHEL, ZhuNetffr il iR % 437 L WOWFISUNIWARD F#MK T 10.2%H111.4% (Ye-Net43 7 B
T10.9%H16.5%, Yedroudj-Net4) 5l F&(& T 7%H15.5%).



ERXFEIF, FAVHE—LUHH T =ZME FerniIfa S i 8RR A T WOWMS-UNWARD KSR E . BATERR,
HHAMEFennfIMZ ML, Zhu-NetEE RFRIKEIEEMAFEKRS S LIRS T EENSOEMRIFRSER. FE, RITKELED)
FZhu-Net R IF I 4 454, A3E —Rconvitfsppiisk.,

TABLE IX
STEGANALYSIS ERROR RATES COMPARISON USING YEDROUDJ-NET,
YE-NET AND ZHU-NET ON WOW AT DIFFERENT PAYLOADS WITH DATA
AUGMENTATION

Algorithms P(ag[]};?d Ye-Net[13]  Yedroudj-Net[31]  Zhu-Net

0.1 0.348 0.330 0.233

0.2 0.262 0.208 0.131

Wow 0.3 0225 0.189 0.084

0.4 0.184 0.158 0.065

0.1 0.400 (0.383 0.268

0.2 0.335 0.331 0.171

S-UNIWARD 03 0.256 0.221 0.125
0.4 0.226 U 1?1 r—-—l— J._J_"-'_I"Q'.;F?%&lj_—;__r_

0.40 0.40
== Ye-Net =»= Ye-Net
0.35 1 —— Yedroud)-Net 0.35 4 —i— Yedroudj-Net
=i~ Zhu-Net =t~ Zhu-Net
0.25 A \\
0.3 0.4
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Fig. 9. Steganalysis error rates comparison using YedroudjNet, Ye-Net and Zhu-Net on S-UNIWARD and WOW at different payloads (a)W{JW (b) S-
UNIWARD CSDN @CViEE 73

FTARSERARE, AT EROUBTRERBUN 2228, CNNREEBRFEABT IS, BIE11. 27X B R WA . s
— B MBIEEUHEREIMEFHTE, FEHE—PHHR.

V. CONCLUSION

TSP AN RRY, £ HCNNT AR LN F TIIE—ERIChER EYIZRKERS K, BRFEENMMME. E4
X, BATB T —MFHCNNG WA TRE ST SWAKETenniIMEHELL, ZMER TRAKSE. ZMNEKRRET:
(BT EEREREZ, RREGERE. EFREREERD TS HNER R R ER SR

()M AT 2> BB AR IR UK 22 B TE AR SR VAN 2 (U AR S 1, T EZBRFFIEF BB N A, IREERE. AA B EREER R
@) HsppER B E£F/ME . B AFREREFIIMRNE EREHFIE, &5 T MEEE. R, sppEitZ2LBEARR
TR RIERRRTT R B AT LURHRRE B R G BI [E] E B4R R, AT DA SR AR B B O T AR B RN B R

Bja, B EAERNBEER—PRE T HRHKCNNIERE. KRERRY, Pritth CNNMSERNHERE EHEMRT
FoAt 2% o






	Efficient feature learning and multi-size image steganalysis based on CNN【Zhu-Net基于高效特征学习与多尺度图像隐写分析】
	摘要
	I. INTRODUCTION
	II. RELATEDWORKS
	III. PROPOSED SCHEME
	A. Architecture
	B. Improving Kernels
	C. Separable Convolution
	D. Spatial pyramid pooling module

	IV. EXPERIMENTS
	A. The environments
	B. Datasets
	C. Hyper-parameters
	V. CONCLUSION


